Office de la Propriéte Canadian CA 2856444 A1 2013/06/20
Intellectuelle Intellectual Property

du Canada Office (21) 2 856 444
v organisme An agency of 12y DEMANDE DE BREVET CANADIEN
d'Industrie Canada Industry Canada

CANADIAN PATENT APPLICATION
13) A1

(86) Date de dépdot PCT/PCT Filing Date: 2012/12/11
(87) Date publication PCT/PCT Publication Date: 2013/06/20

(85) Entree phase nationale/National Entry: 2014/05/16 (1) ggm\?\?gl?ruzré%pg:ilcgn\ltIEERlNG | ABORATORIES INC..
(86) N° demande PCT/PCT Application No.: US 2012/068915 USs

(87) N° publication PCT/PCT Publication No.: 2013/090246
(30) Priorité/Priority: 2011/12/15 (US13/327,531)

(51) Cl.Int./Int.Cl. HO4J 3/06 (2006.01),
HO4B /24 (2006.01)

(72) Inventeur/Inventor:
ACHANTA, SHANKAR V., US

(74) Agent: RIDOUT & MAYBEE LLP

54) Titre : SYSTEMES ET PROCEDES DE SYNCHRONISATION TEMPORELLE D'IED PAR LIAISON RADIO
54) Title: SYSTEMS AND METHODS FOR TIME SYNCHRONIZATION OF IEDS VIA RADIO LINK

- ~120 100 I4OI-\ _
I l—H—I—I— I IED
| 126~ _ | 141
| Radp | Radio
| Transceliver I Transceiver
| 125 | I 144
: ED | : l

I 145
| 127~ | -|-|+|- rx( || Radio
| 1M 17~ 116 | | —= | Transceiver
| Receiver Radio < Radio || a 149
| (((I))) Transceiver | “Sync Transceiver || D
| 113~ | ~112 |
L ED 18~ ED | -
r—— -5 - - | I
| ﬂj’wk v | |
| 136, —d 119 |
| Radio ‘*{-H_ acio |
| Transceiver Transceiver | i 156~
| 135 1 e Radio
: ED ED : : — | Transceiver

|

13 7~—1 - ___ 3
| Time 1107 19 D
| Receiver |
I I
| (@) |
te T 130 150> — T T T T T~ -

(57) Abréegée/Abstract:

The present disclosure provides systems and methods for synchronizing the time signals of master and remote |IEDs using a radio
ink. According to one embodiment, a master |IED may transmit an adjusted time signal to a remote I[ED via a radio signal. The
master IED may determine a propagation delay between the master IED and a remote [ED. The master IED may then adjust a
master time signal by the propagation delay and transmit the adjusted time signal to the remote I[ED. Alternatively, a remote IED
may request and receive a master time signal from a master IED via a radio signal. The remote IED may then determine the
propagation delay and adjust the recelved master time signal accordingly. According to various embodiments, the time signal of a
master and remote IED may be synchronized to within at least one millisecond.
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Systems and Methods for Time Synchronization of IEDs via Radio Link

TECHNICAL FIELD
[0001] This disclosure relates to time synchronization of intelligent electronic
devices. More particularly, this disclosure relates to time synchronization of intelligent

electronic devices via a radio signal.

BRIEF DESCRIPTION OF THE DRAWINGS
[0002] Non-limiting and non-exhaustive embodiments of the disclosure are
described, including various embodiments of the disclosure with reference to the
figures, In which:
[0003] FIG. 1 illustrates an embodiment of a network of intelligent electronic devices
(IEDs) in communication with one another via radio links and/or via direct connections.
[0004] FIG. 2 illustrates a diagram of an embodiment of an electric power
distribution system including IEDs connected to radio transceivers.
[0005] FIG. 3A illustrates a diagram of an embodiment of the synchronization of a
remote IED with a master IED via a radio signal in which the master IED compensates
for propagation and/or processing delays.
[0006] FIG. 3B illustrates a diagram of an embodiment of the synchronization of a
remote IED with a master IED via a radio signal in which the remote IED compensates
for propagation and/or processing delays.
[0007] FIG. 3C lllustrates a diagram of an embodiment of the synchronization of a
remote |IED with a master IED via a radio signal transmitted at a known time such as a
pulse-per second (PPS).
[0008] FIG. 4 illustrates a functional block diagram of an embodiment of an IED
configured to receive, distribute, and/or determine a time signal.
[0009] FIG. 5 illustrates an embodiment of a function block diagram of an IED
configured to distribute and/or receive a time signal via a radio link.
[0010] FIG. 6A illustrates a flow chart of an embodiment of a method for a master
IED to transmit an adjusted time signal to a remote IED via a radio signal in order for
the remote IED to synchronize its time signal with a time signal of a master |ED.
[0011] FIG. 6B illustrates a flow chart of an embodiment of a method for a remote

|IED to synchronize its time signal with a time signal of a master IED via a radio link.
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[0012] FIG. 7 illustrates a flow chart of an embodiment of a method of using a

primary independent time source to synchronize a remote IED and using a secondary
time source distributed via a radio link as a failsafe.

[0013] In the following description, numerous specific details are provided for a
thorough understanding of the various embodiments disclosed herein. The systems
and methods disclosed herein can be practiced without one or more of the specific
detalls, or with other methods, components, materials, etc. In addition, in some cases,
well-known structures, materials, or operations may not be shown or described in detall
In order to avoid obscuring aspects of the disclosure. Furthermore, the described
features, structures, or characteristics may be combined in any suitable manner in one

or more alternative embodiments.

DETAILED DESCRIPTION
[0014] Intelligent electronic devices (IEDs) may be used for monitoring, protecting
and/or controlling industrial and utility equipment, such as in electric power delivery
systems. Such systems may utilize accurate time information to perform various
monitoring and protection tasks. |EDs within a power system may be configured to
perform metering, control, and protection functions that require a certain level of
precision between one or more IEDs. For example, IEDs may be configured to
calculate and communicate time-synchronized phasors (synchrophasors), which may
require that the IEDs be synchronized to within microseconds of one other. Many
protection, metering, control, and automation algorithms used In power systems may
benefit from or require synchronized time stamps on data transmitted between a
plurality of IEDs.
[0015] Various systems may be used to distribute accurate time information
between networked IEDs. According to various embodiments, a plurality of IEDs may
maintain synchronized time signals using a synchronized optical network (SONET). In
such an embodiment, accurate time information may be distributed using a
synchronous transport protocol and synchronous transport modules (STMs). According
to such embodiments, each synchronized IED must be physically connected to the
SONET.
[0016] According to other embodiments, accurate time information may be
communicated between networked IEDs using the precision time protocol (PTP), a

global positioning system (GPS), and/or, with less accuracy, network time protocol
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(NTP). PTP and NTP traditionally utilize wired connections. A GPS synchronization

scheme may require that each node have its own GPS receiver and that the GPS
signal be accessible. The present disclosure provides various systems and methods
for synchronizing the clocks of any number of IEDs using wireless radio links.
According to various embodiments, the accuracy of time signal synchronization via a
radio link may be in the sub-millisecond range.

[0017] According to various embodiments, an IED may utilize a radio link as a
primary time source for maintaining a local clock synchronized with respect to other
networked IEDs. Alternatively, an IED may utilize SONET, PTP, NTP, GPS as a
primary independent time source for maintaining a local clock synchronized with
respect to other networked IEDs. In such embodiments, a radio link may be used as a
secondary time source to maintain synchronization in the event the primary
iIndependent time source Is unavailable or compromised.

[0018] According to various embodiments, a substation or other remote location may
not accommodate a wired connection and/or such a connection may be cost prohibitive.
Remote IEDs within such a substation may communicate data related to monitoring,
protecting, and/or controlling components in an electric power distribution system to
master IEDs via a radio link. According to various embodiments, this same radio link
may be utilized to maintain a remote IED’s time signal synchronized with a time signal
of a master IED.

[0019] The bandwidth available on a radio link may be limited and therefore may
warrant a relatively low bandwidth method for time signal synchronization. According to
one embodiment, a master IED determines the propagation delay between itself and a
remote IED via a series of communication exchanges. The master IED may then
transmit a master time signal adjusted for the calculated propagation delay to the
remote IED. The remote IED may then synchronize its time signal with the master time
signal. Alternatively, a remote IED may request a master time signal from a master |IED
and then determine the propagation delay based on when the response IS received.
The remote IED may then synchronize its time signal with respect to the master time
signal.

[0020] In another embodiment, remote IEDs may synchronize their time signal with
a master IED using the transmit and receive phases of the master IED. For example,
the master IED may transmit data via a radio link at a pulse per second (PPS) mark

generated by a common time source such as a GPS source, WWV, WWVB, WWVH, or
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the like. In such an embodiment, the master IED may transmit data to the remote IED

via a radio link on a PPS mark. The radio receiver of the remote IED may then
generate a time pulse upon receipt of the data transmission, and send such time pulse
to its associated IED. The receiving IED may then synchronize other local IEDs using
the arrival time. Accordingly, since both remote and master IEDs know that data
received via a radio link was originally transmitted on the last PPS mark, remote and
master IEDs may be time-aligned as needed.

[0021] According to various embodiments, an IED may include a time signal
synchronization module configured to receive and/or transmit radio signals. According
to various embodiments, the time signal synchronization module may synchronize its
Internal time signal after selecting a best available time signal based on a pre-
programmed selection order or through the use of an algorithm. The time
synchronization module of an IED may utilize an |IED-to-IED radio transceiver as a
primary time source to synchronize its internal time signal. Alternatively, the IED-to-IED
radio transceiver may be used as a failsafe or backup time source In the event a
primary independent time source fails or becomes unavailable. For example, a time
signal synchronization module may utilize a GPS receiver or an Inter-range
Instrumentation Group (IRIG) time source receiver as a primary independent time
source and rely on the IED-to-IED radio link only as a failsafe. The IED may then
transmit time synchronization data to other IEDs using any number of protocols,
including PTP, NTP, IRIG, and via radio link.

[0022] The phrases “connected to” and “in communication with” refer to any form of
Interaction between two or more components, including mechanical, electrical,
magnetic, and electromagnetic interaction. Two components may be connected to
each other, even though they are not in direct contact with each other, and even though
there may be intermediary devices between the two components.

[0023] As used herein, the term IED may refer to any microprocessor-based device
that monitors, controls, automates, and/or protects monitored equipment within a
system. Such devices may include, for example, remote terminal units, differential
relays, distance relays, directional relays, feeder relays, overcurrent relays, voltage
regulator controls, voltage relays, breaker failure relays, generator relays, motor relays,
automation controllers, bay controllers, meters, recloser controls, communications
processors, computing platforms, programmable logic controllers (PLCs),

programmable automation controllers, input and output modules, motor drives, and the
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like. IEDs may be connected to a network, and communication on the network may be

facilitated by networking devices including, but not limited to, multiplexers, routers,
hubs, gateways, firewalls, and switches. Furthermore, networking and communication
devices may be incorporated in an IED or be in communication with an IED. The term
IED may be used interchangeably to describe an individual IED or a system comprising
multiple IEDs.

[0024] Some of the Infrastructure that can be used with embodiments disclosed
herein is already available, such as: general-purpose computers, computer
programming tools and techniques, digital storage media, and communications
networks. A computer may include a processor, such as a microprocessor,
microcontroller, logic circuitry, or the like. The processor may include a special purpose
processing device, such as an ASIC, PAL, PLA, PLD, Field Programmable Gate Array,
or other customized or programmable device. The computer may also include a
computer-readable storage device, such as non-volatile memory, static RAM, dynamic
RAM, ROM, CD-ROM, disk, tape, magnetic, optical, flash memory, or other computer-
readable storage medium.

[0025] Suitable networks for configuration and/or use, as described herein, include
any of a wide variety of network infrastructures. Specifically, a network may incorporate
landlines, wireless communication, optical connections, various modulators,
demodulators, small form-factor pluggable (SFP) transceivers, routers, hubs, switches,
and/or other networking equipment.

[0026] The network may include communications or networking software, such as
software available from Novell, Microsoft, Artisoft, and other vendors, and may operate
using TCP/IP, SPX, IPX, SONET, and other protocols over twisted pair, coaxial, or
optical fiber cables, telephone lines, satellites, microwave relays, modulated AC power
lines, physical media transfer, wireless radio links, and/or other data transmission
‘wires”. The network may encompass smaller networks and/or be connectable to other
networks through a gateway or similar mechanism.

[0027] Aspects of certain embodiments described herein may be implemented as
software modules or components. As used herein, a software module or component
may include any type of computer instruction or computer executable code located
within or on a computer-readable storage medium. A software module may, for

Instance, comprise one or more physical or logical blocks of computer instructions,
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which may be organized as a routine, program, object, component, data structure, etc.,

that performs one or more tasks or implements particular abstract data types.

[0028] In certain embodiments, a particular software module may comprise
disparate instructions stored Iin different locations of a computer-readable storage
medium, which together implement the described functionality of the module. Indeeq, a
module may comprise a single instruction or many instructions, and may be distributed
over several different code segments, among different programs, and across several
computer-readable storage media. Some embodiments may be practiced in a
distributed computing environment where tasks are performed by a remote processing
device linked through a communications network. In a distributed computing
environment, software modules may be located in local and/or remote computer-
readable storage media. In addition, data being tied or rendered together in a database
record may be resident in the same computer-readable storage medium, or across
several computer-readable storage media, and may be linked together In fields of a
record In a database across a network.

[0029] A time source may be any device that iIs capable of tracking the passage of
time. A variety of types of time sources are contemplated, including a voltage-
controlled temperature compensated crystal oscillator (VCTCXO), a phase locked loop
oscillator, a time locked loop oscillator, a rubidium oscillator, a cesium oscillator, a
microelectromechanical device (MEM), and/or other device capable of tracking the
passage of time.

[0030] A time signal is a representation of the time indicated by a time source. A
time signal may be embodied as any form of communication for communicating time
iInformation. A wide variety of types of time signals are contemplated, including an IRIG
protocol, a GPS signal, radio broadcast such as a National Institute of Science and
Technology (NIST) broadcast (e.g., radio stations WWV, WWVB, and WWVH), a
private radio broadcast and associated protocol, the IEEE 1588 protocol, a network
time protocol (NTP) described in RFC 1305, a simple network time protocol (SNTP)
described in RFC 2030, and/or another time transmission protocol or system.

[0031] In some cases, well-known features, structures, or operations are not shown
or described In detail. Furthermore, the described features, structures, or operations
may be combined in any suitable manner in one or more embodiments. It will also be

readily understood that the components of the embodiments, as generally described
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and Illustrated in the figures herein, could be arranged and designed in a wide variety of

different configurations.

[0032] The embodiments of the disclosure will be best understood by reference to
the drawings, wherein like parts are designated by like numerals throughout. The
components of the disclosed embodiments, as generally described and illustrated in the
flgures herein, could be arranged and designed in a wide variety of different
configurations. Thus, the following detailed description of the embodiments of the
systems and methods of the disclosure is not intended to limit the scope of the
disclosure, as claimed, but is merely representative of possible embodiments. In other
Instances, well-known structures, materials, or operations are not shown or described In
detall to avoid obscuring aspects of this disclosure. In addition, the steps of a method
do not necessarily need to be executed in any specific order, or even sequentially, nor
need the steps be executed only once, unless otherwise specified.

[0033] FIG. 1 illustrates an embodiment of a network 100 of intelligent electronic
devices (IEDs) in communication with one another via radio links and/or via direct
connections. According to the illustrated embodiment, remote substations 120, 130,
140, and 150 may be in communication with a control center 110. Control center 110
may include IEDs 111, 112, and 113 in communication with one another. |IEDs 111,
112, and 113 may be configured to monitor, protect, and/or control components in an
electric power delivery system. IEDs 111, 112, and 113 may be configured to
communicate time-sensitive data with each other, such as synchrophasors.
Accordingly, it may be important that the internal time signals of each |IED 111, 112,
and 113 are synchronized.

[0034] Any of a wide variety of systems and associated protocols may be used to
maintain the synchronization of time signals of each of IEDs 111, 112, and 113. For
example, IEDs 111, 112, and 113 may utilize SONET, PTP, GPS, and/or NTP as a
primary independent time source to maintain the synchronization of each IED.
According to another embodiment, IEDs 111, 112, and 113 may utilize a radio link to
synchronize the remaining IEDs. Alternatively, IEDs 111, 112, and 113 may utilize
SONET, PTP, NTP, and/or GPS as a primary independent time source and a radio link
as a failsafe or backup system for maintaining time signal synchronization.

[0035] According to the illustrated embodiment, a radio transceiver 116 may be
configured as a primary radio. Accordingly, primary radio transceiver 116 may transmit

a master time signal 118 generated by IED 112. Master time signal 118 may be
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transmitted within control center 110 to radio transceiver 117 and radio transceiver 115.

Radio transceivers 115 and 117 may utilize master time signal 118 to ensure that that
IEDs 111 and 113 are synchronized with respect to IED 112.

[0036] Substation 120 may include an IED 125 in communication with a time
receiver 127 (such as a receiver capable of receiving a common time signal such as
GPS, WWV, WWVB, WWVH, a time signal common to the network, or the like) and a
radio transceiver 126. Substation 120 may be geographically separated from control
center 110. According to one embodiment, IED 125 may communicate with an IED In
control center 110 via a wired connection (not illustrated), such as Ethernet or SONET.
Alternatively, IED 125 may communicate with an IED in control center 110 via radio
transceiver 120.

[0037] IED 125 may utilize time receiver 127 to receive an independent time source
In order for IED 125 to maintain synchronization with respect to IEDs 111, 112, and 113
within control center 110. According to another embodiment, IED 125 may utilize radio
transceiver 126 to receive a master time signal generated by a radio transceiver 115,
116, and/or 117 within control center 110.

[0038] According to some embodiments, highly accurate time signal synchronization
IS needed, such as for calculating synchrophasors. Accordingly, the radio link between
radio transceiver 126 in remote substation 120 and a radio transceiver 115, 116, and/or
117 within control center 110 may utilize a training sequence to determine the
propagation delay between IED 125 and an IED 111, 112, or 113 within control center
110. A received master time signal may then be adjusted to compensate for
propagation and/or processing delays. Examples of suitable training sequences are
described In greater detall below.

[0039] Substation 130 may include an IED 135 in communication with a time
receiver 137 (such as a receiver capable of receiving a common time signal such as
GPS, WWV, WWVB, WWVH, a time signal common to the network, or the like) and a
radio transceiver 136. Substation 130 may be in communication with control center 110
via one or more wired connections and/or via radio transceiver 136. |IED 135 may
utilize time receiver 137 to receive an independent time signal. According to another
embodiment, IED 135 may utilize radio transceiver 136 to receive a master time signal
transmitted by a radio transceiver 115, 116, and/or 117 within control center 110. IED

135 may utilize a master time signal received by radio transceiver 136 as a primary
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time source or as a failsafe or backup time source for synchronizing its timing signal
with those in control center 110.

[0040] Substation 140 may include IED 141 and IED 142 each in communication
with a radio transceiver 144 and 1495, respectively. IEDs 141 and 142 may maintain
their respective time signals synchronized with a master time signal of an IED 111, 112,
or 113 within control center 110. As illustrated, radio transceiver 144 may act as a local
master radio transceiver within substation 140 by providing a time signal to radio
transceiver 145. Using the time signal received by radio transceiver 145, IED 142 may
maintain its internal time signal synchronized with respect to IED 141. In order to
maintain substation 140 synchronized with respect to control center 110, radio
transceiver 144 may receive a master time signal from a radio transceiver located
within control center 110, such as one of radio transceivers 115, 116, or 117.
Accordingly, radio transceiver 144 may act as a master radio transceiver within
substation 140 and as a remote radio transceiver with respect to a radio transceiver
115, 1106, or 117 within control center 110.

[0041] Substation 150 may include an IED 155 configured to synchronize its time
signal with respect to control center 110 using a master time signal received by radio
transceiver 156. Radio transceiver 156 may receive a master time signal from a radio
transceiver located within control center 110, such as one of radio transceivers 1195,
116, or 117. Alternatively, radio transceiver 156 may receive a master time signal from
a radio transceiver located within substation 140, such as one of radio transceivers 144
and 145. In such an embodiment, IED 155 within substation 150 may be synchronized
with IEDs 141 and 142 within substation 140, which are in turn synchronized with |IEDs
111, 112, and 113 within control center 110. In each of the above embodiments, once
IED 155 Is synchronized, it may transmit accurate time-stamped data via a wire (not
shown) or via radio transceiver 156 to an IED 111, 112, or 113 within control center
110.

[0042] Fig. 2 illustrates a diagram of an electric power distribution system 200.
Distribution system 200 includes intelligent electronic devices (IEDs) 292, 294, and 296
utilizing a common time signal to monitor, protect, and/or control system components.
Electric power distribution system 200 includes three geographically separated
substations 216, 222, and 235. Substations 216 and 235 include generators 212a,
212b, and 212c. The generators 212a, 212b, and 212c generate electric power at a

relatively low voltage, such as 12kV. The substations include step-up transformers
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214a, 214b, and 214c to step up the voltage to a level appropriate for transmission.

The substations include various breakers 218 and buses 219, 223, and 225 for proper
transmission and distribution of the electric power. The electric power may be
transmitted over long distances using various transmission lines 220a, 220b, and 220c.
Substations 22 and 35 may include step-down transformers 224a, 224b, 224c, and
224d for stepping down the electric power to a level suitable for distribution to loads 230
and 234 using distribution lines 226, 228, and 229.

[0043] |IEDs 292, 294, and 296 are configured to protect, control, meter and/or
automate certain power system equipment or devices. According to several
embodiments numerous IEDs are used in each substation; however, for clarity only a
single IED at each substation is illustrated in FIG. 2. |IEDs 292, 294, and 296 may be
configured to perform various time dependant tasks including, but not limited to,
monitoring and/or protecting a transmission line, distribution line, and/or a generator.
Other IEDs included in a substation may be configured as bus protection relays,
distance relays, communications processors, automation controllers, transformer
protection relays, and the like. Each IED or group of IEDs may be configured to
communicate on a local area network (LAN) or wide area network (WAN).

[0044] An IED may be configured to calculate and communicate synchrophasors
with other IEDs. To accurately compare synchrophasors obtained by geographically
separate IEDs, each IED may need to be synchronized with a common time signal with
accuracy greater than a millisecond to allow for time-aligned comparisons. According
to various embodiments, time synchronization, accurate to the microsecond or
nanosecond range, may allow IEDs to perform accurate comparisons of
synchrophasors.

[0045] Each of IEDs 292, 294 and 296 may be in communication with a radio
transceiver 293, 295, and 297, respectively. One of radio transceivers 293, 295, and
297 may serve as a master radio transceiver and transmit a master time signal to the
other two radio transceivers. IEDs 292, 294, and 296 may utilize the received master
time signal to maintain their respective internal time signals synchronized. To maintain
highly accurate synchronization, either the transmitting IED or the receiving IEDs may
compensate for the propagation delay and/or processing delay of the time signal
between the various radio transceivers.

[0046] According to some embodiments, the master time signal transmitted via radio

transceivers 293, 295, and 297 may be used as a primary time source. Alternatively,
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the master time signal transmitted via radio transceivers 293, 295, and 297 may be a

fallsafe or backup time source to another system, such as a GPS or SONET system.
[0047] FIG. 3A lllustrates a diagram 300 of one embodiment of the synchronization
of a remote IED (right side) with a master IED (left side) via a radio signal, in which the
master IED compensates for propagation and/or processing delays. A method for
determining and then compensating for propagation delays and/or processing times
may provide for highly accurate time synchronization over a radio link while minimizing
the required bandwidth. Existing protocols, such as PTP and NTP may provide
Inadequate accuracy, not be readily adaptable to wireless radio transmissions, and/or

consume significantly more bandwidth.
[0048] As illustrated, at time {1 the master IED transmits a query via a radio link to

the remote IED. The query may contain a request that the remote |IED respond as

quickly as possible. Due to the propagation delay of the radio signal, the remote |IED
receives the query at time [». The difference between t1 and > may depend on the
distance between the master IED and the remote IED. The remote IED may respond at
time {3 with a response. The difference between {> and {3 may represent the

processing time it takes the remote IED to receive the request and provide a response.
According to various embodiments, for increased accuracy, the response transmitted

from the remote IED to the master IED may provide the master IED with the processing

delay ({3 - 9).

[0049] Once the response is received, at {4, the master IED may calculate the
propagation delay of a radio signal between the master IED and the remote |IED. As

llustrated, the propagation delay tde|ay may be calculated using the following equation:

B (t4 — tl) — (tg — tz) Equation 1
tdelay — f

In Equation 1, tde|ay IS the propagation delay of the signal transmitted from the master

IED to the remote IED. According to the embodiment illustrated in FIG. 3A, the

propagation delay is equal to one half of the difference between when the time the

response from the remote IED Is received, 1‘4, and when the master |IED transmitted

the original query, {1, less the processing delay ({3 - {2) of the remote IED. Depending
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on the accuracy needed, in some embodiments, the processing delay may be omitted

and/or approximated.

[0050] Once the propagation delay, lgelay, has been determined, the master IED
may transmit an adjusted time signal to the remote IED. At time [5, the master IED
may transmit a command for the remote IED to set its time signal to a time equal to 5
+ tdelay- Due to the propagation delay, the remote IED may receive the command to

set its network clock to {5 + tde|ay at the correct time to synchronize its time signal with

that of the master IED.

[0051] FIG. 3B illustrates a diagram 350 of an embodiment of the synchronization of
a remote IED (right side) with a master IED (left side) via a radio signal in which the
remote |IED compensates for propagation and/or processing delays. As illustrated, a

remote IED may transmit a request for a secondary time signal via a radio transceiver

at time f1. Due to the propagation delay of the radio signal, master IED may receive

the request at time o. At time f3, the master IED may transmit the secondary time

signal to the remote IED. Depending on the desired accuracy and significance of the
processing time, the master IED may also transmit the processing time. The
processing time may be the difference between when the master IED received the

request for the secondary time signal and when it actually transmitted the secondary

time signal, i.e. ({3 - {2). The remote IED may receive the secondary time signal

(which the master IED indicated was [3) after a propagation delay, tde|ay. The remote
IED may calculate the propagation delay using Equation 1 above.

[0052] At time l4, the remote IED may synchronize its time signal with the actual

time, factual, equal to t3 + fye/ay. According to various embodiments, the remote IED

may periodically communicate via a radio signal with the master |IED in order to
maintain synchronization. The remote IED may re-determine the propagation delay for
each synchronization event, or it may rely on past determinations.

[0053] Figure 3C illustrates a diagram 375 of an embodiment of the synchronization
of a remote |IED (right side) with a master IED (left side) via a radio signal in which the
remote |IED does not compensate for propagation and/or processing delays. As
llustrated, the master IED is associated with a time receiver that receives a common

time signal as described herein. The common time signal may provide a common time
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reference such as a pulse-per second (PPS). Alternatively, the master IED may use a

time signal from the time receiver to create its own reference such as a PPS. The IED
may provide a common time signal including a PPS to the radio transceiver. The radio
transceiver may be configured to synchronize its transmit and receive phases with
respect to the time signal received from the master IED and/or the time receiver. For
example, the radio transceiver may be configured to always begin its transmission at a

certain point in the time signal such as a PPS. Accordingly, the transmission will begin
at 11, the PPS of the common time signal. Upon receiving the transmission at to, the
remote radio transceiver may be configured to provide a synchronizing pulse for its
associated remote IED. Again at {3 (upon the next PPS) the radio transceiver
associated with the master |IED begins its transmission, and upon receiving the
transmission at t3, the remote radio transceiver may be configured to provide a

synchronizing pulse for its associated remote IED.

[0054] In one embodiment, the master and remote IEDs may have calculated a
propagation delay from the master IED to the remote IED using, for example, a
synchronization technique as illustrated in Figures 3A and/or 3B. The remote |IED could
then synchronize its internal time to that of the master IED using the PPS originating

from the transmit time of the master IED and the known propagation delay. That is,
taCtua|=t2+tde|ay (Where tde|ay IS calculated as illustrated In Figure 3B)

[0055] FIG. 4 illustrates a functional block diagram of an embodiment of an |IED
timing module 404. IED timing module 404 may be configured to receive, distribute,
and/or determine a common time signal. IED timing module 404 may include more or
less functionality than the embodiment shown in FIG. 4. As illustrated, IED timing
module 404 may include a local time source 402 that provides a local time signal and a
network clock 405 for establishing a common time signal.

[0056] IED timing module 404 may include a pair of line ports 412 and 414 for
communications with a WAN or LAN. Time information may be shared over a network
and may also be fed into the network clock 405. Further, IED timing module 404 may
Include a time receiver 410 (such as a receiver capable of receiving a common time
signal such as GPS, WWV, WWVB, WWVH, a time signal common to the network, or
the like) for receiving a independent time signal from a common time system via an
antenna 420 (such as capable of receiving a GPS signal, or other common time signal).

The received independent time signal may also be communicated to the network clock
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405. An additional external time source 406 may communicate with another time port

such as an IRIG input 408. An IED-to-lIED radio receiver 455 may be in communication
with an antenna 457 configured to receive a time signal from another IED. An IED-to-
IED radio transmitter 465 may be in communication with an antenna 467 configured to
transmit a time signal to another IED. According to various embodiments, IED-to-IED
radio receiver 455, |IED-to-1ED radio transmitter 465, and/or another component of |IED
timing module 404 may be configured to calculate a propagation delay of the radio
signals transmitted to or received from another IED.

[0057] The various time information from the WAN (from line ports 412 and/or 414),
time receiver 410, IRIG input 408, and |IED-to-IED radio receiver 455 may be processed
by a multiplexor (MUX) 450 before time information is presented to network clock 4095.
Network clock 405 functions to determine a common time signal for use by the various
devices connected to IED timing module 404. Time information is then communicated
from the network clock 405 to the various devices 422 using IRIG protocol (via the
IRIG-B output 416) or to various devices 425 using another protocol 413 such as IEEE
1588 using Ethernet drop ports 418. The Ethernet drop ports 418 may also include
network communications to the various devices connected to IED timing module 404.
[0058] IED timing module 404 may also comprise a time signal drift adjustment
subsystem 424, which may be configured to track drift rates associated with various
external time sources with respect to local time source 402. Time signal drift
adjustment subsystem 424 may also generate a weighting factor for each of the
plurality of time signals. Time signal drift adjustment subsystem 424 may also
communicate time signals according to a variety of protocols. In various embodiments,
time signal drift adjustment subsystem 424 may be implemented using a processor in
communication with a computer-readable storage medium containing machine
executable instructions. In other embodiments, time signal drift adjustment subsystem
424 may be embodied as hardware, such as an application-specific integrated circuit or
a combination of hardware and software.

[0059] FIG. 5 illustrates an embodiment of a function block diagram of an |[ED 500
configured to distribute and/or receive a common time signal via a radio link. As
llustrateq, IED 500 may include a processor 530, memory 540 (RAM), a network
Interface 550, and a radio transceiver 555 in communication with computer-readable
storage medium 570 via bus 520. Computer-readable storage medium 570 may

iInclude one or more of modules 581-593 configured to allow for accurate time signal
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synchronization using a radio signal by accounting for the propagation delay of the

radio signal. According to various embodiments, one or more of modules 581-593 may
be implemented using firmware and/or hardware. According to various embodiments,
the iImplementation of one or more of modules 581-593 as hardware and/or firmware
may allow for increased accuracy. Additionally, one or more of software modules 581-
593 may be combined as a single module and/or separated into a plurality of sub-
modules.

[0060] According to various embodiments, a time signal module 581 may be
configured to maintain a local time signal for IED 500. Accordingly, for a master |ED,
time signal module 581 may maintain a master time signal utilized by one or more
remote |IEDs to synchronize the remote IEDs’ time signals. For a remote IED, time
signal module 581 may be configured to maintain a local time signal used only by the
remote |IED and possibly synchronized with a master time signal of a master IED.
[0061] According to various embodiments, an independent time source receiver
module 589 may be configured to receive an independent time signal trusted as
providing an accurate global time signal. Remote IEDs and master IEDs may
synchronize the time signal maintained by their respective time signal modules 581 with
an independent time signal received by independent time receiver module 589. For
example, independent time source receiver module 589 may be configured to receive a
time signal from a global positioning system or other accurate time source. According
to some embodiments, independent time source receiver module 589 may receive a
time signal from a time source, such as a VCTCXO, a phase locked loop oscillator, a
time locked loop oscillator, a rubidium oscillator, a cesium oscillator, a
microelectromechanical device (MEM), and/or other device capable of tracking the
passage of time.

[0062] Time signal synchronization module 583 may be configured to allow a master
IED to transmit a radio signal requesting a response from a remote IED and receive a
response after a time delay corresponding to the propagation delay between the two
IEDs. Propagation delay calculation module 585 may then determine the propagation
delay between the master IED and the remote IED. Time signal adjustment module
587 may then adjust the master time signal maintained by time signal module 581 and
transmit the adjusted time signal to the remote IED. According to some embodiments,
a processing delay calculation module 591 may be configured to account for the

processing delay of the remote IED. The adjusted time signal may be further aqjusted
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to account for the processing delay prior to transmission. According to some

embodiments, processing delay calculation module 591 may utilize processing delay
Information provided to the master |IED by the remote |IED via a radio signal, pre-
programmed processing delay information, and/or estimated processing delay
iInformation.

[0063] Alternatively, time signal synchronization module 583 may be configured to
allow a remote IED to transmit a radio signal requesting a master time signal from a
master IED. Time signal synchronization module 583 may then receive a master time
signal from a master IED. Propagation delay calculation module 585 may then
determine the propagation delay between the master IED and the remote IED. Time
signal adjustment module 587 may be configured to adjust the received master time
signal by the propagation delay and synchronize the local time signal with the adjusted
time signal. According to some embodiments, a processing delay calculation module
591 may be configured to account for the processing delay of the master IED. The
adjusted time signal may be further adjusted to account for the processing delay.
According to some embodiments, processing delay calculation module 591 may utilize
processing delay information provided to the remote |IED by the master IED via a radio
signal, pre-programmed processing delay information, and/or estimated processing
delay information.

[0064] According to various embodiments, the radio transceivers used by master
and remote |IEDs may also be utilized to communicate data relating to an electric power
distribution system. For example, data communications module 593 may be utilized to
transfer data between two or more |IEDs for metering, controlling, and/or protecting one
or more components in an electric power distribution system.

[0065] FIG. 6A illustrates a flow chart of an embodiment of a method 600 for a
master IED to transmit an adjusted time signal to a remote IED via a radio signal in
order for the remote |IED to synchronize its time signal with a time signal of the master

IED. As lllustrated, a master IED may transmit a request for a response to a remote

IED via a radio link at a time {4, at 605. Due to a propagation delay, the remote IED
may receive the request at a time Iy, at610. The remote IED may respond to the
request at a time [3 via the radio link and provides the processing time (I3 - {5), at 615.

Due to the propagation delay, the master IED may receive the response at a time [, at

020
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[0066] The master IED may then determine the propagation delay between the

master IED and the remote IED using equation 1 above, at 625. The master IED may
then transmit a time signal adjusted by the propagation delay time to the remote IED via
the radio link, at 630. The remote IED may then synchronize its time signal with the time
signal of the master IED using the adjusted time signal, at 635.

[0067] FIG. 6B illustrates a flow chart of an embodiment of an alternative method
0650 for a remote |IED to synchronize its time signal with a time signal of a master IED

via a radio link. As illustrated, a remote IED may transmit a request for a time signal to

a master IED via radio link at a time {1, at 655. The master IED may then receive the
request at a time [y, at 660. At time {3, the master IED may transmit the time signal

and a processing delay ({3 - {2) via the radio link to the remote IED, at 665. The remote
IED may receive the response, including the time signal and the processing delay, at a
time {4 via the radio link, at 670. The remote IED may then determine the propagation

delay between the master IED and the remote IED, at 675. The remote IED may then
synchronize its time signal with the time signal of the master IED using the determined
propagation delay, at 630.

[0068] FIG. 7 illustrates a flow chart of an embodiment of a method 700 of using a
primary independent time source to synchronize a remote IED and relying on a
secondary time signal distributed via a radio link as a failsafe. A remote IED may
receive an accurate independent time source signal, at 710. According to various
embodiments, the remote IED may include an independent time source signal receiver
configured to receive an independent time source signal from any of a wide variety of
time sources, including a VCTCXO, a phase locked loop oscillator, a time locked loop
oscillator, a rubidium oscillator, a cesium oscillator, a microelectromechanical device
(MEM), and/or other device capable of tracking the passage of time. The remote IED
may synchronize its time signal to the independent time source, at 720. The remote
IED may periodically or continually check to see if it has lost communication with the
iIndependent time source, at 730. If the IED has not lost communication with the
iIndependent time source, at 730, then it may continue to synchronize its time signal
with that of the independent time source.

[0069] If the remote IED loses communication with the independent time source, at
730, it may receive a time signal form a master |IED via a radio link, at 740. The time

signal received from the master IED may have already been adjusted to account for
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propagation delays and/or processing delays. Alternatively, the remote IED may adjust

the received time signal to account for propagation and/or processing delays. Using
the adjusted time signal, the remote IED may then synchronize its time signal with the
time signal of the master |IED, at 750.

[0070] The above description provides numerous specific details for a thorough
understanding of the embodiments described herein. However, those of skill in the art
will recognize that one or more of the specific details may be omitted, modified, and/or

replaced by a similar process or system.
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What is claimed:

1. An intelligent electronic device (IED) configured to transmit a time signal
adjusted by a calculated propagation delay via a radio link, the IED comprising:
a radio transmitter configured to transmit radio signals;
a radio receiver configured to receive radio signals;
a time signal module configured to maintain a master time signal;
a time signal synchronization module in communication with the radio transmitter
and the radio receiver, the time signal synchronization module configured to:
transmit a radio signal via the radio transmitter requesting a response;
and
receive the response via the radio receiver after a first time delay;
a propagation delay calculation module configured to determine a propagation
delay associated with the response; and
a time signal adjustment module configured to generate an adjusted time signal
based upon the master time signal and the propagation delay, and

wherein the adjusted time signal is transmitted via the radio transmitter.

2. The IED of claim 1, further comprising a processor and a computer-
readable storage medium in communication with the processor; and
wherein the propagation delay calculation module and the time signal adjustment

module comprise software modules within the computer-readable storage medium.

3. The IED of claim 1, further comprising an independent time source signal
receiver module configured to receive an independent time signal and provide the
independent time signal to the time signal module; and

wherein the time signal module is configured to synchronize the master time

signal with the independent time signal.
4. The IED of claim 3, wherein the independent time source signal receiver

module Is configured to receive an independent time signal from a global positioning

system.
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5. The IED of claim 1, wherein the time signal module comprises a time

source configured to generate the master time signal.

0. The IED of claim 1, wherein the response received by the time signal
synchronization module comprises a processing delay corresponding to the difference
between when a second |IED received the request for a response and when the second
|IED transmitted the response; and

wherein determining a propagation delay associated with the response
comprises subtracting the processing delay from the first time delay and dividing the

difference In half.

/. The IED of claim 1, further comprising a data communications module
configured to transmit data via the radio transmitter, the data relating to the monitoring

of at least one component in an electric power delivery system.

8. The IED of claim 1, wherein the time signal adjustment module is
configured to generate the aqjusted time signal with sufficient accuracy to allow for

time signal synchronization to within at least 1 millisecond.

9. An intelligent electronic device (IED) configured to adjust a time signal
received via a radio signal from a second IED by a calculated propagation delay,
comprising:

a radio transmitter configured to transmit radio signals;

a radio receiver configured to receive radio signals;

a time signal module configured to maintain a local time signal;

a time signal synchronization module configured to:

transmit a request via the radio transmitter for a master time signal; and
receive the master time signal via the radio receiver after a first time
delay; and

a propagation delay calculation module configured to determine a propagation
delay associated with the received master time signal; and

a time signal adjustment module configured to adjust the received master time
signal by the propagation delay and use the adjusted time signal to synchronize the

local time signal with the master time signal.
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10.  The IED of claim 9, further comprising a processor and a computer-
readable storage medium in communication with the processor; and
wherein the propagation delay calculation module and the time signal adjustment

module comprise software modules within the computer-readable storage medium.

11.  The IED of claim 9, further comprising an independent time source signal
receiver module configured to receive an independent time signal and provide the
iIndependent time signal to the time signal module;

wherein the time signal module is configured to synchronize the local time signal
with the independent time signal; and

wherein the time signal agjustment module Is configured to use the adjusted time
signal to synchronize the local time signal with the master time signal only when the
iIndependent time source signal receiver module loses reception of the independent

time signal.

12. The IED of claim 11, wherein the independent time source signal receiver
module is configured to receive an independent time source signal from a global

positioning system.

13. The IED of claim 9, wherein the time signal module compirses a time

source configured to generate the local time signal.

14.  The IED of claim 9, wherein the time signal synchronization module Is
further configured to receive a processing delay, the processing delay corresponding to
the difference between when a second |IED received the request for the master time
signal and when the second IED transmitted the master time signal; and

wherein determining a propagation delay associated with the received master
time signal comprises subtracting the processing delay from the first time delay and

dividing the difference in half.

15. The IED of claim 9, further comprising a data communications module
configured to transmit data via the radio transmitter, the data relating to the monitoring

of at least one component in an electric power delivery system.
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10. The IED of claim 9, wherein the time signal adjustment module Is
configured to synchronize the local time signal with the master time signal to within at

least 1 millisecond.

17. A method for synchronizing a first intelligent electronic device (IED) and a
second IED, comprising the first IED:

transmitting a radio signal to the second IED requesting a response from the
second |ED;

receiving a response via a radio signal from the second IED after a first time
delay;

determining a propagation delay between the first IED and the second IED by
dividing the first time delay in half; and

transmitting a time signal of the first IED adjusted by the propagation delay to the
second IED via a radio signal in order for the second IED to synchronize a time signal

of the second IED with the time signal of the first IED.

18.  The method of claim 17, wherein receiving a response from the second
IED after a first time delay further comprises:

receiving a response Iincluding a processing delay corresponding to the
difference between when the second |IED received the request from the first IED and
when the second IED transmitted the response to the first IED; and

wherein determining a propagation delay between the first IED and the second
IED by dividing the first time delay in half further comprises:

subtracting the processing delay from the first time delay prior to dividing the

first time delay in half.

19.  The method of claim 17, further comprising detecting the loss of
communication between the first IED and a primary independent time source; and

wherein transmitting the time signal of the first IED adjusted by the propagation
delay to the second IED occurs subsequent to the detection of the loss of

communication between the first IED and the primary independent time source.
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20. The method of claim 19, wherein the primary independent time source

comprises a global positioning system.

21.  The method of claim 17, further comprising the first IED transmitting data
to the second IED via a radio signal, the data relating to the monitoring of at least one

component in an electric power delivery system.

22. The method of claim 17, wherein the time signal of the first IED adjusted
by the propagation delay transmitted to the second IED is configured to allow the
second |IED to synchronize the time signal of the second IED to the time signal of the

first IED to within at least 1 millisecond.

23. A method for synchronizing a first intelligent electronic device (IED) and a
second IED, comprising the first IED:

transmitting a radio signal to the second IED requesting a time signal of the
second |ED;

receiving a radio signal response from the second IED after a first time delay, the
response including the time signal of the second IED;

determining a propagation delay between the first IED and the second IED by
dividing the first time delay in half; and

synchronizing a time signal of the first IED with the time signal of the second IED

using the determined propagation delay.

24. The method of claim 23, wherein receiving a response from the second
IED after a first time delay further comprises:

receiving a response including a processing delay corresponding to the
difference between when the second |IED received the request from the first IED and
when the second IED actually transmitted the response to the first IED; and

wherein determining a propagation delay between the first IED and the second
IED by dividing the first time delay in half further comprises:

subtracting the processing delay from the first time delay prior to dividing the

first time delay in half.
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25. The method of claim 23, further comprising detecting the loss of

communication between the first IED and a primary independent time source; and
wherein synchronizing the time signal of the first IED with the received time

signal of the second IED adjusted by the propagation delay occurs subsequent to the

detection of the loss of communication between the first IED and the primary

iIndependent time source.

20. The method of claim 25, wherein the primary independent time source

comprises a global positioning system.

27. The method of claim 23, further comprising the first IED transmitting data
to the second IED via a radio signal, the data relating to the monitoring of at least one

component in an electric power delivery system.

28. The method of claim 23, wherein synchronizing a time signal of the first
IED with the received time signal of the second |IED using the determined propagation

delay is accurate to within at least 1 millisecond.

29.  An intelligent electronic device (IED) configured to adjust a time signal
received via a radio signal from a second IED by a calculated propagation delay,
comprising:

a radio transmitter configured to transmit radio signals;

a radio receiver configured to receive radio signals;

a time signal module configured to maintain a local time signal;

a time signal synchronization module configured to receive a master time signal
from the second IED transmitted at a known interval via the radio receiver after a
propagation time delay; and

a time signal adjustment module configured to adjust the received master time
signal by the propagation delay and use the adjusted time signal to synchronize the

local time signal with the master time signal.

30. The IED of figure 29, wherein the known interval comprises a pulse-per-
second (PPS)
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