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PERFORMANCE-MBALANCE-MONITORING 
PROCESSOR FEATURES 

TECHNICAL FIELD 

0001. The current application is directed to hardware 
facilities within processors that facilitate performance moni 
toring and accounting and, in particular, to performance 
imbalance-monitoring features that store indications of 
potential imbalances in performance and imbalances in 
resource utilization by hardware threads within multi 
threaded processors and processor cores. 

BACKGROUND 

0002 Many modern processors include a large number of 
architected performance-monitoring registers that are used to 
count the occurrences of performance-impacting events, 
including resource-exhaustion-related events, and to measure 
computational throughput. Resource-exhaustion events 
include many different types of performance-impacting con 
ditions that arise during processor operation, Such as cache 
line eviction events, cache misses, delays in storing data or 
launching operations due to full queues, and delays inaccess 
ing data and launching operations due to empty queues. In 
many modem processors, performance-monitoring registers 
accumulate counts of the number of unstalled processor 
cycles and the number of pipeline-executed instructions suc 
cessfully retired to allow performance-monitoring programs 
to compute general performance metrics, including the num 
ber of instructions executed per hardware cycle (IPC) and/ 
or the number of processor cycles per successfully retired 
instruction (“CPI), with IPC and CPI inversely related. Gen 
erally, when the IPC falls below a first threshold value and/or 
the CPI rises above a second threshold value, performance 
monitoring components of virtual-machine monitors 
(“VMMs), operating systems (“OSs), and various higher 
level performance-analysis systems may invoke a variety of 
different performance-monitoring analyses to attempt to 
determine likely causes of the observed decreases in compu 
tational throughput to take or Suggest various types of ame 
liorative procedures, such as alternatively scheduling execu 
tion of virtual machines (“VMs) or tasks, flagging particular 
tasks for redesign and reimplementation for performance 
optimization, reallocating computational and data-storage 
resources among VMS and tasks, and other types of amelio 
rative procedures. These analyses generally consider the 
many different types of accumulated counts and metrics pro 
vided by various additional performance-monitoring regis 
ters, such as performance-monitoring registers that accumu 
late counts of the number of cache misses, execution-pipeline 
stalls, full-queue and empty-queue events, and other types of 
potentially performance-degrading events. In addition, per 
formance analysis may involve a variety of different types of 
data collected through Software instrumentation, operating 
system performance monitoring, VMM performance moni 
toring, and other types of performance-related data. 
0003. Both computing hardware and software have 
evolved at rapid rates over the past 50 years. Early computer 
systems generally included a single, relatively slow Von Neu 
mann-type processor implemented from many different dis 
crete electronic components distributed across multiple 
printed circuit boards. Currently, even modestly priced per 
sonal computers (“PCs') contain extremely complex, fast, 
and powerful multi-core processors with simultaneous multi 
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threading cores (“SMT) integrated within single integrated 
circuits. While early computers had primitive control pro 
grams that provided rudimentary execution environments for 
executing single programs, from start to finish, in batch-mode 
processing, even relatively low-end workstations and servers 
may currently feature virtual machine monitors to provide 
execution environments for multiple guest operating systems, 
each, in turn, providing execution environments for concur 
rent or simultaneous execution of large numbers of multi 
threaded processes. These complex hardware and Software 
computing systems represent numerous performance moni 
toring and accounting challenges that current performance 
monitoring hardware features of modern processors do not 
fully address. 

SUMMARY 

0004. The current application is directed to architected 
hardware Support within computer processors for detecting 
and monitoring various types of potential performance imbal 
ances with respect to simultaneously executing hardware 
threads in simultaneous multi-threading (“SMT) processors 
and SMT-processor cores. The architected hardware support 
may include various types of performance-imbalance-moni 
toring registers that accumulate indications of performance 
imbalances and that can be used, by performance-monitoring 
Software and by human analysts to detect performance-de 
grading conflicts between simultaneously executing hard 
ware threads. Such conflicts can be ameliorated by changing 
the scheduling of virtual machines, tasks, and other compu 
tational entities, by redesigning and re-implementing all or 
portions of performance-limited and performance-degrading 
applications, by altering resource-allocation strategies, and 
by other means. In addition, performance imbalance detec 
tion and monitoring can be used to provide accurate, compu 
tational-throughput-based accounting in cloud-computing 
environments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0005 FIG. 1 provides a general architectural diagram for 
various types of computers. 
0006 FIG. 2 illustrates generalized hardware and soft 
ware components of a general-purpose computer system, 
Such as a general-purpose computer system having an archi 
tecture similar to that shown in FIG. 1. 
0007 FIG. 3 illustrates one type of virtual machine and 
virtual-machine execution environment. 
0008 FIG. 4 illustrates an instruction-set architecture 
(“ISA) provided by a modern processor as the low-level 
execution environment for binary code and assembler code. 
0009 FIG. 5 illustrates an additional abstraction of pro 
cessor features and resources used by virtual-machine moni 
tors, operating systems, and other privileged control pro 
grams. 
0010 FIG. 6 illustrates a general technique for temporal 
multiplexing used by many operating systems. 
0011 FIG. 7 illustrates temporal multiplexing of process 
and thread execution by an operating system with respect to a 
single processor or logical processor. 
0012 FIG. 8 illustrates an example of a complex execution 
environment provided by a multi-processor-based computer 
system in which many different processes and threads are 
concurrently and simultaneously executed. 
0013 FIG. 9 illustrates an example multi-core processor. 
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0014 FIG. 10 illustrates the components of an example 
processor core. 
0015 FIG. 11 illustrates, using the illustration conven 
tions employed in FIG. 10, certain of the modifications to the 
processor core illustrated in FIG. 10 that enable two hardware 
threads to concurrently execute within the processor core. 
0016 FIGS. 12A-G illustrate performance impacts due to 
resource exhaustion. 
0017 FIGS. 13 A-J illustrate a first example of perfor 
mance-imbalance-monitoring registers added to Supplement 
the performance-monitoring registers of a processor in order 
to detect potential performance imbalances among simulta 
neously executing hardware threads. 
0018 FIGS. 14A-D illustrate another example of perfor 
mance-imbalance-monitoring registers. 
0019 FIG. 15 illustrates implementation of a perfor 
mance-imbalance-monitoring register within a processor. 
0020 FIGS. 16A-B illustrate use of performance-imbal 
ance-monitoring registers by a VMM. 

DETAILED DESCRIPTION 

0021. The current application discloses a new type of per 
formance-imbalance-monitoring register included as an 
architected feature of a simultaneous multi-threading 
(“SMT) processor or SMT-processor core. Performance 
imbalance-monitoring registers allow a virtual-machine 
monitor, operating system, and/or various types of perfor 
mance-monitoring Software applications to detect perfor 
mance-degrading conflicts between simultaneously execut 
ing hardware threads within an SMT processor or SMT 
processor core. Performance-degrading conflicts can then be 
ameliorated by any of many different techniques. A virtual 
machine monitor or operating system can, as one example, 
alter the assignments of virtual machines, tasks, and other 
computational entities or threads within SMT processors and 
SMT-processor cores in order to create or eliminate perfor 
mance-degrading conflicts. Alternatively, problematic appli 
cations, tasks, virtual machines, or other computational enti 
ties may either be scheduled for sole execution within a 
processor core and/or may be identified for redesign and/or 
reimplementation for optimized performance. In certain 
cases, computational resources may be reallocated, the pri 
orities associated with various computational entities may be 
adjusted, and other types of ameliorative steps may be taken 
in order to decrease or eliminate performance-degrading con 
flicts. In addition, performance-imbalance-monitoring regis 
ters may provide information to allow a cloud-computing 
facility to more accurately bill clients for computational 
throughput, rather than billing clients based on clock-time 
intervals during which their applications are run within the 
cloud-computing facility. 
0022 FIG. 1 provides a general architectural diagram for 
various types of computers. The computer system contains 
one or multiple central processing units (“CPUs) 102-105, 
one or more electronic memories 108 interconnected with the 
CPUs by a CPU/memory-subsystem bus 110 or multiple 
busses, a first bridge 112 that interconnects the CPU/ 
memory-subsystem bus 110 with additional busses 114 and 
116, or other types of high-speed interconnection media, 
including multiple, high-speed serial interconnects. These 
busses or serial interconnections, in turn, connect the CPUs 
and memory with specialized processors, such as a graphics 
processor 118, and with one or more additional bridges 120, 
which are interconnected with high-speed serial links or with 
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multiple controllers 122-127, such as controller 127, that 
provide access to various different types of mass-storage 
devices 128, electronic displays, input devices, and other 
Such components, Subcomponents, and computational 
SOUCS. 

0023. Of course, there are many different types of com 
puter-system architectures that differ from one another in the 
number and organization of different memories, including 
cache memories, the number of processors and the connec 
tivity of the processors with other system components, the 
number of internal communications busses and serial links, 
and in many other ways. However, computer systems gener 
ally execute stored programs by fetching instructions from 
memory and executing the instructions in one or more pro 
cessors. Computer systems include general-purpose com 
puter systems, such as personal computers ("PCs'), various 
types of servers and workstations, and higher-end mainframe 
computers, but may also include a plethora of various types of 
special-purpose computing devices, including data-storage 
systems, communications routers, network nodes, tablet 
computers, and mobile telephones. 
0024 FIG. 2 illustrates generalized hardware and soft 
ware components of a general-purpose computer system, 
Such as a general-purpose computer system having an archi 
tecture similar to that shown in FIG.1. The computer system 
200 is often considered to include three fundamental layers: 
(1) a hardware layer or level 202; (2) an operating-system 
layer or level 204; and (3) an application-program layer or 
level 206. The hardware layer 202 includes one or more 
processors 208, system memory 210, various different types 
of input-output (“I/O”) devices 210 and 212, and mass-stor 
age devices 214. Of course, the hardware level also includes 
many other components, including power Supplies, internal 
communications links and busses, specialized integrated cir 
cuits, many different types of processor-controlled or micro 
processor-controlled peripheral devices and controllers, and 
many other components. The operating system 204 interfaces 
to the hardware level 202 through a low-level operating sys 
tem and hardware interface 216 generally comprising a set of 
non-privileged computer instructions 218, a set of privileged 
computer instructions 220, a set of non-privileged registers 
and memory addresses 222, and a set of privileged registers 
and memory addresses 224. In general, the operating system 
exposes non-privileged instructions, non-privileged registers, 
and non-privileged memory addresses 226 and a system-call 
interface 228 as an operating-system interface 230 to appli 
cation programs 232-236 that execute within an execution 
environment provided to the application programs by the 
operating system. The operating system, alone, accesses the 
privileged instructions, privileged registers, and privileged 
memory addresses. By reserving access to privileged instruc 
tions, privileged registers, and privileged memory addresses, 
the operating system can ensure that application programs 
and other higher-level computational entities cannot interfere 
with one another's execution and cannot change the overall 
state of the computer system in ways that could deleteriously 
impact system operation. The operating system includes 
many internal components and modules, including a sched 
uler 242, memory management 244, a file system 246, device 
drivers 248, and many other components and modules. To a 
certain degree, modern operating systems provide numerous 
levels of abstraction above the hardware level, including vir 
tual memory, which provides to each application program and 
other computational entities a separate, large, linear memory 
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address space that is mapped by the operating system to 
various electronic memories and mass-storage devices. The 
scheduler orchestrates interleaved execution of various dif 
ferent application programs and higher-level computational 
entities, providing to each application program a virtual, 
stand-alone system devoted entirely to the application pro 
gram. From the application program's standpoint, the appli 
cation program executes continuously without concern for 
the need to share processor resources and other system 
resources with other application programs and higher-level 
computational entities. The device drivers abstract details of 
hardware-component operation, allowing application pro 
grams to employ the system-call interface for transmitting 
and receiving data to and from communications networks, 
mass-storage devices, and other I/O devices and Subsystems. 
The file system 236 facilitates abstraction of mass-storage 
device and memory resources as a high-level, easy-to-access, 
file-system interface. Thus, the development and evolution of 
the operating system has resulted in the generation of a type of 
multi-faceted virtual execution environment for application 
programs and other higher-level computational entities. 
0025. While the execution environments provided by 
operating systems have proved to be an enormously Success 
ful level of abstraction within computer systems, the operat 
ing-system-provided level of abstraction is nonetheless asso 
ciated with difficulties and challenges for developers and 
users of application programs and other higher-level compu 
tational entities. One difficulty arises from the fact that there 
are many different operating systems that run within various 
different types of computer hardware. In many cases, popular 
application programs and computational systems are devel 
oped to run on only a Subset of the available operating sys 
tems, and can therefore be executed within only a subset of 
the various different types of computer systems on which the 
operating systems are designed to run. Often, even when an 
application program or other computational system is ported 
to additional operating systems, the application program or 
other computational system can nonetheless run more effi 
ciently on the operating systems for which the application 
program or other computational system was originally tar 
geted. Another difficulty arises from the increasingly distrib 
uted nature of computer systems. Although distributed oper 
ating systems are the Subject of considerable research and 
development efforts, many of the popular operating systems 
are designed primarily for execution on a single computer 
system. In many cases, it is difficult to move application 
programs, in real time, between the different computer sys 
tems of a distributed computer system for high-availability, 
fault-tolerance, and load-balancing purposes. The problems 
are even greater in heterogeneous distributed computer sys 
tems which include different types of hardware and devices 
running different types of operating systems. Operating sys 
tems continue to evolve, as a result of which certain older 
application programs and other computational entities may 
be incompatible with more recent versions of operating sys 
tems for which they are targeted, creating compatibility 
issues that are particularly difficult to manage in large distrib 
uted Systems. 
0026. For all of these reasons, a higher level of abstraction, 
referred to as the “virtual machine.” has been developed and 
evolved to further abstract computer hardware in order to 
address many difficulties and challenges associated with tra 
ditional computing systems, including the compatibility 
issues discussed above. FIG. 3 illustrates one type of virtual 
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machine and virtual-machine execution environment. FIG.3 
uses the same illustration conventions as used in FIG. 2. In 
particular, the computer system 300 in FIG. 3 includes the 
same hardware layer 302 as the hardware layer 202 shown in 
FIG. 2. However, rather than providing an operating system 
layer directly above the hardware layer, as in FIG. 2, the 
virtualized computing environment illustrated in FIG. 3 fea 
tures a virtualization layer 304 that interfaces through a vir 
tualization-layer/hardware-layer interface 306, equivalent to 
interface 216 in FIG. 2, to the hardware. The virtualization 
layer provides a hardware-like interface 308 to a number of 
virtual machines, such as virtual machine 310, executing 
above the virtualization layer in a virtual-machine layer 312. 
Each virtual machine includes one or more application pro 
grams or other higher-level computational entities packaged 
together with an operating system, Such as application 314 
and operating system 316 packaged together within virtual 
machine 310. Each virtual machine is thus equivalent to the 
operating-system layer 204 and application-program layer 
206 in the general-purpose computer system shown in FIG. 2. 
Each operating system within a virtual machine interfaces to 
the virtualization-layer interface 308 rather than to the actual 
hardware interface 306. The virtualization layer partitions 
hardware resources into abstract virtual-hardware layers to 
which each operating system within a virtual machine inter 
faces. The operating systems within the virtual machines, in 
general, are unaware of the virtualization layer and operate as 
if they were directly accessing a true hardware interface. The 
virtualization layer ensures that each of the virtual machines 
currently executing within the virtual environment receive a 
fair allocation of underlying hardware resources and that all 
virtual machines receive sufficient resources to progress in 
execution. The virtualization-layer interface 308 may differ 
for different operating systems. For example, the virtualiza 
tion layer is generally able to provide virtual hardware inter 
faces for a variety of different types of computer hardware. 
This allows, as one example, a virtual machine that includes 
an operating system designed for a particular computerarchi 
tecture to run on hardware of a different architecture. The 
number of virtual machines need not be equal to the number 
of physical processors or even a multiple of the number of 
processors. The virtualization layer includes a virtual-ma 
chine-monitor (“VMM) module 318 that virtualizes physi 
cal processors in the hardware layer to create virtual proces 
sors on which each of the virtual machines executes. For 
execution efficiency, the virtualization layer attempts to allow 
virtual machines to directly execute non-privileged instruc 
tions and to directly access non-privileged registers and 
memory. However, when the operating system within a vir 
tual machines accesses virtual privileged instructions, virtual 
privileged registers, and virtual privileged memory through 
the virtualization-layer interface 308, the accesses result in 
execution of virtualization-layer code to simulate or emulate 
the privileged resources. The virtualization layer additionally 
includes a kernel module 320 that manages memory, commu 
nications, and data-storage machine resources on behalf of 
executing virtual machines. The kernel, for example, main 
tains shadow page tables on each virtual machine so that 
hardware-level virtual-memory facilities can be used to pro 
cess memory accesses. The kernel additionally includes rou 
tines that implement virtual communications and data-Stor 
age devices as well as device drivers that directly control the 
operation of underlying hardware communications and data 
storage devices. Similarly, the kernel virtualizes various other 
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types of I/O devices, including keyboards, optical-disk 
drives, and other such devices. The virtualization layer essen 
tially schedules execution of virtual machines much like an 
operating system schedules execution of application pro 
grams, so that the virtual machines each execute within a 
complete and fully functional virtual hardware layer. 
0027 FIG. 4 illustrates an instruction-set architecture 
(“ISA) provided by a modern processor as the low-level 
execution environment for binary code and assembler code. 
The ISA commonly includes a set of general-purpose regis 
ters 402, a set of floating-point registers 404, a set of single 
instruction-multiple-data (“SIMD) registers 406, a status/ 
flags register 408, an instruction pointer 410, special status 
412, control 413, and instruction-pointer 414 and operand 
415 registers for floating-point instruction execution, seg 
ment registers 418 for segment-based addressing, a linear 
virtual-memory address space 420, and the definitions and 
specifications of the various types of instructions that can be 
executed by the processor 422. The length, in bits, of the 
various registers is generally implementation dependent, 
often related to the fundamental data unit that is manipulated 
by the processor when executing instructions, such as a 
16-bit, 32-bit, or 64-bit word and/or 64-bit or 128-bit floating 
point words. When a computational entity is instantiated 
within a computer system, the values stored in each of the 
registers and in the virtual memory-address space together 
comprise the machine state, or architecture state, for the com 
putational entity. While the ISA represents a level of abstrac 
tion above the actual hardware features and hardware 
resources of a processor, the abstraction is generally not too 
far removed from the physical hardware. As one example, a 
processor may maintain a somewhat larger register file that 
includes a greater number of registers than the set of general 
purpose registers provided by the ISA to each computational 
entity. ISA registers are mapped by processor logic, often in 
cooperation with an operating system and/or virtual-machine 
monitor, to registers within the register file, and the contents 
of the registers within the register file may, in turn, be stored 
to memory and retrieved from memory, as needed, in order to 
provide temporal multiplexing of computational-entity 
execution. 

0028 FIG. 5 illustrates an additional abstraction of pro 
cessor features and resources used by virtual-machine moni 
tors, operating systems, and other privileged control pro 
grams. These processor features, or hardware resources, can 
generally be accessed only by control programs operating at 
higher levels than the privilege level at which application 
programs execute. These system resources include an addi 
tional status register 502, a set of additional control registers 
504, a set of performance-monitoring registers 506, an inter 
rupt-descriptor table 508 that stores descriptions of entry 
points for interrupt handlers, the descriptions including ref 
erences to memory descriptors stored in a descriptor table 
510. The memory descriptors stored in the descriptor table 
may be accessed through references stored in the interrupt 
descriptor table, segment selectors included in virtual 
memory addresses, or special task-state segment selectors 
used by an operating system to store the architectural state of 
a currently executing process. Segment references are essen 
tially pointers to the beginning of virtual-memory segments. 
Virtual-memory addresses are translated by hardware virtual 
memory-address translation features that ultimately depend 
on a page directory 512 that contains entries pointing to page 
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tables, such as page table 514, each of which, in turn, contains 
a physical memory address of a virtual-memory page. 
0029. In many modern operating systems, the operating 
system provides an execution environment for concurrent 
execution of a large number of processes, each corresponding 
to an executing application program, on one or a relatively 
Small number of hardware processors by temporal multiplex 
ing of process execution. FIG. 6 illustrates a general tech 
nique for temporal multiplexing used by many operating 
systems. The operating system maintains a linked list of pro 
cess-context data structures, such as data structure 602-604, 
in memory. Each process-context data structure stores state 
information for the process, such as state information 606 in 
data structure 602, along with additional state for concur 
rently executing threads, such as thread states 608-609 in data 
structure 602. The operating system generally provides 
blocks of time or blocks of execution cycles to the concur 
rently executing processes according to a process-execution 
scheduling strategy. Such as round-robin Scheduling or vari 
ous types of more complex scheduling strategies, many 
employing pre-emption of currently executing processes. 
Dormant processes are made executable by a context switch, 
as indicated in FIG. 6, during which a portion of the archi 
tectural state of a currently executing process is stored into an 
associated process-context data structure for the process, as 
represented by arrow 610 in FIG. 6, and the stored portion of 
the architectural state of a dormant process is loaded into 
processor registers, as indicated by arrows 612-613 in FIG. 6. 
In general, a process is allowed to execute for some predeter 
mined length of time or until the process is stalled or blocked, 
waiting for the availability of data or the occurrence of an 
event. When either the allotted amount of time or number of 
processor cycles have been used or when the process is 
stalled, a portion of the architectural state of the process and 
any concurrent threads executing within the context of the 
process are stored in the associated process-context data 
structure, freeing up the hardware resources mapped to the 
process in order to allow execution of a different process. In 
the operating-system context, threads are essentially light 
weight processes with minimal thread-specific state. In many 
cases, each thread may have a thread-specific set of registers, 
but all the threads within a particular process context gener 
ally share the virtual-memory address space for the process. 
Thus, in general, the threads represent different execution 
instantiations of a particular application corresponding to the 
process within which the threads execute. One example of a 
multi-threaded application is a server application in which a 
new execution thread is launched to handle each incoming 
request. In general, an operating system may provide for 
simultaneous execution of as many threads as there are logi 
cal processors in the computing system controlled by the 
operating system. Until recently, the Smallest granularity 
hardware resource for execution of an execution thread was 
an actual hardware processor. As discussed further below, in 
certain more recent and currently available processors, the 
Smallest-granularity hardware resource Supporting execution 
of a process or thread is a logical processor that corresponds 
to a hardware thread within an SMT processor or SMT pro 
CSSO CO. 

0030 FIG. 7 illustrates temporal multiplexing of process 
and thread execution by an operating system with respect to a 
single processor or logical processor. In FIG. 7, the horizontal 
axis 702 represents time and the vertical axis 704 represents 
the various processes and threads concurrently executing on 
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the processor or logical processor. The shaded, horizontal 
bars, such as shaded horizontal bar 706, represent the period 
of time during which a particular process or thread executes 
on the processor or logical processor. As indicated along the 
horizontal axis, the end of one shaded horizontal bar aligns 
with the beginning of a different shaded horizontal bar and 
coincides with either a thread switch or context switch that 
allows execution to be transferred from one thread or process 
to another thread or process. The time required for the oper 
ating system to carry out a thread Switch or context Switch is 
not shown in FIG. 7, and is generally relatively insignificant 
in comparison to the amount of time devoted to execution of 
application instructions and system routines unrelated to con 
text Switching. 
0031. SMT processors, a relatively recent development in 
hardware architecture, provide for simultaneous execution of 
multiple hardware execution threads. SMT processors or 
SMT-processor cores provide for simultaneous hardware 
execution threads by duplicating a certain portion of the hard 
ware resources, including certain of the ISA registers, within 
a processor or processor core, by partitioning other of the 
hardware resources between hardware-execution threads, 
and by allowing hardware-execution threads to compete for, 
and share, other of the hardware resources. Modern proces 
sors are highly pipelined, and SMT processors or SMT-pro 
cessor cores can often achieve much higher overall compu 
tational throughput because the various processor resources 
that would otherwise be idled during execution of the instruc 
tions corresponding to one hardware thread can be used by 
other, simultaneously executing hardware threads. Operating 
system threads, discussed earlier with reference to FIGS. 6 
and 7, and hardware threads are conceptually similar, but 
differ dramatically in implementation and operational char 
acteristics. As discussed above with reference to FIG. 7, oper 
ating-system-provided threads are products oftemporal mul 
tiplexing by the operating system of hardware resources, and 
the temporal multiplexing involves operating-system-ex 
ecuted context switches. By contrast, hardware threads actu 
ally simultaneously execute within a processor or processor 
core, without hardware-thread context switches. Complex 
pipelined architecture of modern processors allows many 
different instructions to be executed in parallel, and an SMT 
processor or SMT-processor core allows instructions corre 
sponding to two or more different hardware threads to be 
simultaneously executed. 
0032 FIG. 8 illustrates an example of a complex execution 
environment provided by a multi-processor-based computer 
system in which many different processes and threads are 
concurrently and simultaneously executed. The computer 
system illustrated in FIG. 8 includes eight SMT processors or 
processor cores HP0, HP1,..., HP7802-809, each illustrated 
as rectangles with solid-line boundaries. AVMM may create 
a virtual-processor abstraction, mapping VMM virtual pro 
cessors to hardware processing resources. In the example 
shown in FIG. 8, a VMM maps, as one example, virtual 
processor VP0810 to the pair of hardware processors 802 and 
803, with the virtual processor indicated by a rectangle with 
dashed-line boundaries enclosing the two hardware proces 
sors. Similarly, the VMM maps virtual processor VP1811 to 
hardware processor 804, virtual processors VP2, VP3, and 
VP4 812-814 to hardware processor 805, virtual processors 
VP5 815 and VP6 816 to hardware processor 806, virtual 
processor VP7 817 to hardware processors 807 and 808, and 
virtual processor VP8 818 to hardware processor 809. In the 
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case of SMT processors, the VMM may map, as one example, 
a virtual processor to each hardware thread provided by an 
SMT processor. For example, in the example shown in FIG.8. 
virtual processors VP5 and VP6,815 and 816 respectively, 
may each be mapped to a single hardware thread provided by 
SMT processor or SMT-processor core 806. The VMM may 
execute a VM, including a guest operating system and one or 
more application programs, on each virtual processor. The 
guest operating system within each VM may provide an 
execution environment for the concurrent and/or simulta 
neous execution of many different processes and/or execution 
threads. In FIG. 8, the processes and threads executing within 
process contexts within the execution environment provided 
by a guest operating system are shown inside dashed circles, 
such as dashed circle 820. Thus, a modern computer system 
may provide multiple, hierarchically ordered execution envi 
ronments that, in turn, provide for simultaneous and/or con 
current execution of many different processes and execution 
threads executing within process contexts. 
0033. With the introduction of SMT processors and SMT 
processor cores, the level of complexity has additionally 
increased. Monitoring computational throughput provided to 
each virtual machine in these complex environments is non 
trivial, and the performance-monitoring registers and other 
hardware facilities provided by modern processors are gen 
erally inadequate for determining the computational through 
puts for VMs mapped to hardware threads. Determination of 
computational throughputs for VMs managed by VMM is 
useful in scheduling VM execution and optimizing execution 
schedules as well as in accounting operations used to charge 
clients of large computer systems, such as cloud-computing 
facilities, based on the processor cycles used by the clients or 
on Some type of measured computational throughput, often 
related to the rate of instruction execution provided to the 
clients. As further discussed below, in the case that clients are 
billed based on clock time during which their applications run 
within a cloud-computing facility, and when their applica 
tions experience performance imbalances that result in fre 
quent stalling on exhausted resources with respect to one or 
VMs of another client simultaneously executing on hardware 
threads within an SMT processor or SMT-processor core 
shared by multiple clients, accounting only by clock time or 
even by instruction throughput may result in less-than-fair 
billing practices. A more fair accounting procedure would be 
to bill clients based on productive execution of instructions. 
However, as discussed further below, current hardware per 
formance-monitoring facilities are inadequate to detect many 
types of performance imbalance. 
0034 FIG. 9 illustrates an example multi-core processor. 
The multi-core processor 902 includes four processor cores 
904-907, a level-3 cache 908 shared by the four cores 904 
907, and additional interconnect and management compo 
nents 910-913 also shared among the four processor cores 
904-907. Integrated memory controller (“IMC) 910 man 
ages data transfer between multiple banks of dynamic ran 
dom access memory (“DRAM) 916 and the level-3 cache 
(“L3 cache”) 908. Two interconnect ports 911 and 912 pro 
vide data transfer between the multi-core processor 902 and 
an IO hub and other multi-core processors. A final, shared 
component 913 includes power-control functionality, sys 
tem-management functionality, cache-coherency logic, and 
performance-monitoring logic. 
0035 Each core in a multi-core processor is essentially a 
discrete, separate processor that is fabricated, along with all 
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the other cores in a multi-core processor, within a single 
integrated circuit. As discussed below, each core includes 
multiple instruction-execution pipelines and internal L1 
caches. In some cases, each core also contains an L2 cache, 
while, in other cases, pairs of cores may share an L2 cache. As 
discussed further, below, SMT-processor cores provide for 
simultaneous execution of multiple hardware threads. Thus, a 
multi-SMT-core processor containing four SMT processors 
that each Supports simultaneous execution of two hardware 
threads can be viewed as containing eight logical processors, 
each logical processor corresponding to a single hardware 
thread. 

0036. The memory caches, such as the L3 cache 908 and 
the multi-core processor shown in FIG. 9 is generally SRAM 
memory, which is much faster but also more complex and 
expensive than DRAM memory. The caches are hierarchi 
cally organized within a processor. The processor attempts to 
fetch instructions and data, during execution, from the Small 
est, highest-speed L1 cache. When the instruction or data 
value cannot be found in the L1 cache, the processor attempts 
to find the instruction or data in the L2 cache. When the 
instruction or data is resident in the L2 cache, the instruction 
or data is copied from the L2 cache into the L1 cache. When 
the L1 cache is full, instruction or data within the L1 cache is 
evicted, or overwritten, by the instruction or data moved from 
the L2 cache to the L1 cache. When the data or instruction is 
not resident within the L2 cache, the processor attempts to 
access the data or instruction in the L3 cache, and when the 
data or instruction is not present in the L3 cache, the data or 
instruction is fetched from DRAM system memory. Ulti 
mately, data and instruction are generally transferred from a 
mass-storage device to the DRAM memory. As with the L1 
cache, when intermediate caches are full, eviction of an 
already-resident instruction or data generally occurs in order 
to copy data from a downstream cache into an upstream 
cache. 

0037 FIG. 10 illustrates the components of an example 
processor core. As with the descriptions of the ISA and sys 
tem registers, with reference to FIGS. 4 and 5, and with the 
description of the multi-core processor, with reference to 
FIG.9, the processor core illustrated in FIG. 10 is intended as 
a high-level, relatively generic representation of a processor 
core. Many different types of multi-core processors feature 
different types of cores that provide different ISAs and dif 
ferent constellations of system registers. The different types 
of multi-core processors may use quite different types of data 
structures and logic for mapping virtual-memory addresses to 
physical addresses. Different types of multi-core processors 
may provide different numbers of general-purpose registers, 
different numbers of floating-point registers, and vastly dif 
ferent internal execution-pipeline structures and computa 
tional facilities. 

0038. The processor core 1002 illustrated in FIG. 10 
includes an L2 cache 1004 connected to an L3 cache (908 in 
FIG. 9) shared by other processor cores as well as to an L1 
instruction cache 1006 and an L1 data cache 1008. The pro 
cessor core also includes a first-level instruction translation 
lookaside buffer (“TLB) 1010, a first-level data TLB 1012, 
and a second-level, universal TLB 1014. These TLBs store 
virtual-memory translations for the virtual-memory 
addresses of instructions and data stored in the various levels 
of caches, including the L1 instruction cache, the L1 data 
cache, and L2 cache. When a TLB entry exists for a particular 
virtual-memory address, accessing the contents of the physi 
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cal memory address corresponding to the virtual-memory 
address is far more computationally efficient than computing 
the physical-memory address using the previously described 
page directory and page tables. 
0039. The processor core 1002 includes a front-end in 
order functional block 1020 and a back-end out-of-order 
execution engine 1022. The front-end block 1020 reads 
instructions from the memory hierarchy and decodes the 
instructions into simpler microinstructions which are stored 
in the instruction decoder queue (“IDQ') 1024. The micro 
instructions are read from the IDQ by the execution engine 
1022 and executed in various parallel execution pipelines 
within the execution engine. The front-end functional block 
1020 include an instruction fetch unit (“IFU) 1030 that 
fetches 16 bytes of aligned instruction bytes, on each clock 
cycle, from the L1 instruction cache 1006 and delivers the 16 
bytes of aligned instruction bytes to the instruction length 
decoder (“ILD’) 1032. The IFU may fetch instructions cor 
responding to a particular branch of code following a branch 
instruction before the branch instruction is actually executed 
and, therefore, before it is known with certainty that the 
particular branch of code will be selected for execution by the 
branch instruction. Selection of code branches from which to 
select instructions prior to execution of a controlling branch 
instruction is made by a branch prediction unit 1034. The ILD 
1032 processes the 16 bytes of aligned instruction bytes pro 
vided by the instruction fetch unit 1030 on each clock cycle in 
order to determine lengths of the instructions included in the 
16 bytes of instructions and may undertake partial decoding 
of the individual instructions, providing up to six partially 
processed instructions per clock cycle to the instruction 
queue (“IQ) 1036. The instruction decoding unit (“IDU’) 
reads instructions from the IQ and decodes the instructions 
into microinstructions which the IDU writes to the IDQ1024. 
For certain complex instructions, the IDU fetches multiple 
corresponding microinstructions from the MS ROM 1038. 
0040. The back-end out-of-order-execution engine 1022 
includes a registeralias table and allocator 1040 that allocates 
execution-engine resources to microinstructions and uses 
register renaming to allow instructions that use a common 
register to be executed in parallel. The registeralias table and 
allocator component 1040 then places the microinstructions, 
following register renaming and resource allocation, into the 
unified reservation station (“URS) 1042 for dispatching to 
the initial execution functional units 1044-1046 and 1048 
1050 of six parallel execution pipelines. Microinstructions 
remain in the URS until all source operands have been 
obtained for the microinstructions. The parallel execution 
pipelines include three pipelines for execution of logic and 
arithmetic instructions, with initial functional units 1044 
1046, a pipeline for loading operands from memory, with 
initial functional unit 1048, and two pipeline, initial func 
tional units 1049-1050, for storing addresses and data to 
memory. A memory-order buffer (“MOB) 1050 facilitates 
speculative and out-of-order loads and stores and ensures that 
writes to memory take place in an order corresponding to the 
original instruction order of a program. A reorder buffer 
(“ROB) 1052 tracks all microinstructions that are currently 
being executed in the chains of functional units and, when the 
microinstructions corresponding to a program instruction 
have been successfully executed, notifies the retirement reg 
ister file 1054 to commit the instruction execution to the 
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architectural State of the process by ensuring that ISA regis 
ters are appropriate updated and writes to memory are com 
mitted. 

0041 A processor core is, of course, an exceedingly com 
plex device, containing a forest of signal paths and millions of 
individual transistors and other circuit components. The 
myriad components and operational details are far beyond the 
Scope of the current discussion. Instead, the current discus 
sion is intended to provide a context for the performance 
imbalance-monitoring registers included within a processor 
in order to facilitate performance monitoring with respect to 
hardware threads. 

0042 FIG. 11 illustrates, using the illustration conven 
tions employed in FIG. 10, certain of the modifications to the 
processor core illustrated in FIG. 10 that enable two hardware 
threads to concurrently execute within the processor core. 
There are four basic approaches employed to prepare hard 
ware components for multi-threading. In a first approach, the 
hardware components are used identically in an SMT-proces 
Sor core as they are used in a processor core that does not 
support simultaneous execution of multiple threads. In FIG. 
11, those components that are not altered to Support similar 
threads are shown identically as in FIG. 10. In a second 
approach, certain of the functional components of the micro 
processor may be replicated, each hardware thread exclu 
sively using one replicate. Replicated components are shown 
in FIG. 11 with shading as well as a circled “R” A portion of 
the first-level instruction TLB 1102 is replicated, as is the 
return-stack-buffer portion of the BPU 1104. The register 
alias table is replicated 1106 and, of course, the architecture 
state embodied in the register file is replicated 1108, with 
each hardware thread associated with its own architecture 
state. Yet another strategy is to partition the particular func 
tional components, allowing a particular hardware thread to 
access and employ only a portion of the functional compo 
nent. In FIG. 11, those functional components that are parti 
tioned among hardware threads are indicated by a circled “P” 
and horizontal cross-hatching. Partitioned components 
include a portion of the first-level instruction TLB 1110, the 
IDQ 1112, load and store buffers 1114-1116, and the reorder 
buffer 1118. The partitioning may be a hard, fixed partitioning 
in which each ofnhardware threads can access up to 1/n of the 
total functionality provided by the component, or may be a 
more flexible partitioning in which each hardware thread is 
guaranteed access to Some minimal portion of the resources 
provided by the functional component, but the portion actu 
ally employed at any given point in time may vary depending 
on the execution states of the hardware threads. Finally, func 
tional components may be shared, with the hardware threads 
competing for the resources provided by the functional com 
ponent. Shared components are indicated in FIG. 11 by 
diagonal cross-hatching and circled “S” symbols. The shared 
components include the second-level TLB 1120, the data 
TLB 1122, the L1 and L2 caches 1124-1126, and the URS 
1128. In certain cases, a very minimal portion of the resource 
provided by a shared component may be guaranteed to each 
hardware thread. 

0043. Those functional components that are not altered, 
the functional components that are replicated, with each hard 
ware thread exclusively accessing its own copy, and the func 
tional components that are strictly partitioned are not gener 
ally associated with thread-specific performance-monitoring 
problems. However, the functional components that are either 
flexibly partitioned or shared may be difficult to monitor in 
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order to provide useful hardware-thread-specific perfor 
mance-monitoring data. The performance-imbalance-moni 
toring registers which the current application discloses are 
therefore most usefully applied to flexibly partitioned and 
shared functional units of an SMT-processor core. The fol 
lowing discussion provides a high-level description of per 
formance-imbalance-monitoring registers that are added to 
an SMT processor or SMT-processor core to supplement, 
according to the current application, the existing perfor 
mance-monitoring registers of a processor in order to facili 
tate thread-specific monitoring. 

0044 FIGS. 12A-G illustrate performance impacts due to 
resource exhaustion. These figures use a very simple queue 
based pipeline to illustrate the problems that may occur in 
computational throughput as a result of resource exhaustion. 
The model used in FIGS. 12A-G is next described with ref 
erence to FIG. 12A. FIG. 12A shows a simple computational 
model in which data associated with a first hardware thread 
1202 and data associated with a second hardware thread 1204 
is obtained from a data source and input to a first circular 
queue 1206. The data is subsequently removed from the first 
circular queue 1206 and processed, as represented by arrow 
1208, after which the processed data is placed in a second 
circular queue 1210. Data is removed from the second circu 
lar queue and processed, as indicated by arrow 1212, after 
which the processed data is placed onto a third circular queue 
1214. Data is removed from the third circular queue and 
output, as indicated by arrow 1216. Although simple, this 
system of queues and interconnecting operations is similar to 
the execution pipeline within a processor core, as discussed 
above with reference to FIG. 10. Initially, in FIG. 12A the 
queues are empty and no data has been obtained from the data 
source 1202 and 1204. Note that the element of the circular 
queue to which a next data value is to be added is marked with 
an input arrow, Such as input arrow 1218 pointing to an entry 
of the first queue 1206, and the queue element from which the 
next data is to be removed from the queue is marked with an 
output arrow, such as output arrow 1220. When the input 
arrow and output arrow are associated with the same queue 
element, the queue is empty. A full queue has only a single 
empty queue element. 
0045. In FIG. 12B, four data values have been obtained 
from the data sources 1202 and 1204 and input to the first 
circular queue 1206. Note that the input arrow 1218 has 
moved counter-clockwise by four positions. In FIG. 12C, 
data has been removed from the first queue, processed, added 
to the second circular queue 1210, Subsequently processed, 
and finally added to the third circular queue 1214. In the 
meantime, more data has been obtained from the source and 
added to the first circular queue and certain of that data has 
been processed and added to the second circular queue. At 
this point, as shown in FIG. 12D, the processing elements 
may reach a steady state, where, during each clock cycle, an 
element is output 1220, an element is removed from the 
second queue 1210 and processed, and placed into the third 
queue 1222, an element is removed from the first queue, 
processed, and placed into the second queue 1224, and an 
element is obtained from the data source and placed into the 
first queue 1226. Thus, in one clock cycle, a data acquisition 
step, two intermediate processing steps, and an output step all 
are executed in parallel, much like cars are manufactured 
along an assembly line. Were a processor to operate Smoothly 
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in a steady state fashion, a maximum number of instructions 
per clock cycle would be successfully executed. Unfortu 
nately, disruptions occur. 
0046. In FIG. 12E. processing data from the second queue 
1210 has stalled, as a result of which all of the data formerly 
residing in the third queue 1214 has been output in Successive 
clock cycles, leaving the third queue 1214 empty. Data con 
tinues to be obtained from the data source 1202 and 1204 until 
the first queue 1206 is completely filled. In this situation, data 
will not be output during Subsequent clock cycles until pro 
cessing of data removed from the second queue 1210 
resumes. This may be viewed as a type of resource exhaus 
tion. In essence, the resource represented by the second pro 
cessing step is, for whatever reason, not currently available 
and is therefore exhausted. As a result, processor cycles are 
lost, since data is not output on Subsequent cycles once the 
final queue 1214 is empty. As shown in FIG. 12F, processing 
of data in the second queue 1210 has resumed, as a result of 
which the third queue 1214 is beginning to fill with new data 
and the first queue 1206 is now nearly empty, because data has 
not yet begun to again flow from the data source 1202 and 
1204 to the first queue 1206. As shown in FIG. 12G, data 
output has resumed, but, as a result of the delay in obtaining 
data from the data sources 1202 and 1204, the first queue 
1206 is now empty. As a result, the lack of entries in the first 
queue 1206 will percolate downstream, as data continues to 
be processed and output, eventually resulting in a temporarily 
empty final queue 1214 which will again result in lost cycles 
during which data is not output. 
0047. There are many different points in the instruction 
execution paths within a processor and many different func 
tional components, or resources, within a processor with 
respect to which resource-exhaustion events may occur. For 
example, microinstruction execution may stall due to the 
inability for a load or store operation to be queued to an 
already-full queue for processing. Processing of an instruc 
tion may stall due to the inability to receive data from an L1 
data cache, as a result of which many processing cycles need 
to be expended, and processing Suspended while the needed 
data is retrieved from downstream caches, memory, or even a 
mass-storage device. Hardware threads, to a certain extent, 
may address performance degradation due to resource 
exhaustion. When execution of one thread is stalled or 
slowed, due to a resource-exhaustion event, it is often the case 
that functional units that would otherwise remain inactive for 
many clock cycles can be instead used to process instructions 
for a different, simultaneously executing hardware thread. In 
addition, because of the high degree of parallelism within a 
modern processor, it is even possible for other instructions of 
aparticular hardware thread to be executed while execution of 
one instruction of the hardware thread is stalled due to 
resource exhaustion. In general, a modern processor is 
designed to keep as many functioning units as possible effec 
tively operating with each clock cycle of the processor in 
order to achieve the highest possible IPC. 
0048 However, there may be cases in which, even though 
a relatively high IPC is achieved during execution of simul 
taneously executing threads, the actual computational 
throughput is not evenly balanced between the two threads. 
Indeed, there are cases in which a program can be designed to 
unfairly monopolize a large portion of the overall computa 
tional bandwidth provided by an SMT processor or SMT 
processor core to multiple programs simultaneously execut 
ing as hardware threads within the SMT processor or SMT 
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processor core. Even when not purposely designed to exhibit 
Such behaviours, certain types of programs executing as hard 
ware threads within an SMT processor or SMT-processor 
core may end up monopolizing far more than their fair share 
of computational resources and computational throughput 
with respect to other programs simultaneously executing as 
hardware threads within the SMT processor or SMT-proces 
Sor core. As one example, a first process may have an instruc 
tion and/or data working set Substantially larger than the 
working set of the other simultaneously executing hardware 
threads within a processor or processor core. As a result, the 
large working-set hardware thread may end up frequently 
evicting instructions and data from the L1 cache used by other 
hardware threads so that the other hardware threads end up 
spending a large portion of their processor cycles restoring 
their instructions and data to the L1 cache. Similarly, a pro 
cess may exhibit patterns of instruction execution that result 
in frequently filling intermediate queues, resulting in stalled 
execution pipelines that significantly degrade the perfor 
mance achieved by other hardware threads. Certain types of 
performance imbalances may be reflected in the overall IPC, 
CPI, and various performance-monitoring registers, while, in 
other cases, a processor may appear to be relatively busy and 
efficient, but certain of the hardware threads suffer signifi 
cantly degraded computational throughput. Even in the cases 
where performance imbalances among hardware threads is 
manifested in the IPC, CPI, or various performance-monitor 
ing-register values, it may be difficult or impossible to deter 
mine the computational throughput achieved by particular 
hardware threads and to identify particular hardware threads 
that cause other hardware threads to frequently stall, waiting 
for exhausted resources, and that that monopolize processor 
resources to the performance detriment of other hardware 
threads. It is to address these issues that the current applica 
tion discloses performance-imbalance-monitoring registers 
to allow performance imbalances among simultaneously 
executing hardware threads to be detected. Detection of per 
formance imbalances among simultaneously executing hard 
ware threads may allow, as one example, a cloud-computing 
facility to more fairly bill cloud-computing clients based on 
actual computational throughput rather than based on execu 
tion time or on performance metrics averaged across multiple 
simultaneously executing hardware threads, only one or a 
portion of which execute programs on behalf of a given par 
ticular cloud-computing client and which may frequently 
stall due to activities of other hardware threads executing on 
behalf of cloud-computing clients other than the particular 
cloud-computing client. 
0049 FIGS. 13 A-J illustrate a first example of perfor 
mance-imbalance-monitoring registers added to Supplement 
the performance-monitoring registers of a processor in order 
to detect potential performance imbalances among simulta 
neously executing hardware threads. FIGS. 13 A-J all use 
identical or similar illustration conventions, next discussed 
with reference to FIG.13A. In FIG.13A, a hardware resource 
1302 from which hardware threads extract data is shown, 
along with two performance-monitoring registers 1304-1305 
and symbolic indications of two hardware threads 1306– 
1307. The hardware resource 1302 functions similarly to a 
memory cache. In FIG. 13A, the hardware resource 1302 is 
empty. The first hardware thread 1306 attempts to access the 
resource 1302 in order to extract a particular data item repre 
sented, in FIG. 13A, by the symbol “A” 1308. Because the 
requested data is not resident within the resource, as shown in 
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FIG. 13B, the data must be obtained from another, down 
stream resource, represented by curved arrow 1309 in FIG. 
13B, installed in an entry 1310 of hardware resource 1302, 
after which the access of the data A by the first hardware 
thread 1306 can be satisfied, as indicated by curved arrow 
1311 in FIG. 13B. Because the desired data item was not 
resident within the hardware resource 1302 at the time of the 
initial access 1308, the event depicted in FIGS. 13 A-B rep 
resents a type of resource exhaustion similar to a cache miss. 
As a result, as indicated in FIG. 13B, the performance-moni 
toring register 1304 is incremented to indicate that a resource 
miss event occurred. Miss events lead to potential instruction 
processing stalls and to expenditure of cycles and incurring of 
delays as a result of a need to retrieve desired data from 
downstream resources. When the IPC decreases, alerting per 
formance-monitoring entities of an ensuing performance 
degradation, performance-monitoring registers, such as per 
formance-monitoring register 1304, can be examined to 
determine probable and potential causes of the performance 
degradation. In the case of a relatively high number of 
resource-miss events, it is possible that a program can be 
redesigned and re-implemented to execute a smaller working 
set, placing fewer burdens on a particular hardware resource 
and decreasing the frequency of miss events. Alternatively, 
when it is not possible to redesign and re-implement the 
process, it may be possible to ensure that the process either 
runs alone in a processor or processor core or simultaneously 
executes with other hardware threads that do not place simi 
lar, significant demands on the particular hardware resource. 
However, a single miss performance-monitoring register 
does not provide sufficient information, by itself, to deter 
mine whether a high miss rate is predominately attributable to 
a particular hardware thread or subset of hardware threads or 
is, instead, the product of high demands for a particular hard 
ware resource by simultaneously executing hardware threads 
within a SMT processor or SMT-processor core. 
0050 FIGS. 13C-D illustrate operation of the second per 
formance-monitoring register (1305 in FIG. 13A) associated 
with hardware resource 1302. In FIG. 13C, the first hardware 
thread accesses the hardware resource 1302 in order to 
retrieve a particular data represented symbolically as "XYZ 
1314. The desired data value is not resident within the hard 
ware resource and, moreover, the hardware resource is full, 
with no empty entries in which to input the desired data XYZ. 
As a result, as shown in FIG.13D, data XYZ is retrieved from 
another, downstream, hardware resource, as indicated by 
curved arrow 1315 in FIG. 13D and placed into entry 1310, 
overwriting data A that previously resided in this entry prior 
to the copy operation 1315. Thus, in the access illustrated in 
FIGS. 13C-D, not only does the access represent a miss event, 
but satisfying the access request resulted in eviction of data 
already residing in the resource. Therefore, both the miss 
performance-monitoring register 1304 and the evicted per 
formance-monitoring register 1305 are incremented. In the 
current example, there may be resource-clear operations that 
free up resource entries without evicting data residing in the 
resource that may be potentially needed in the near future. 
Thus, in the current example, the counts in the miss and 
evicted registers may provide useful and non-redundant 
information for performance-analysis purposes. 
0051. In the case of data evictions from the hardware 
resource 1302 in the current example, a particularly signifi 
cant problem in thread progression may develop in the case 
that the majority of evictions are directed to data associated 
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with a particular hardware thread. In this case, the hardware 
thread may be severely penalized in performance due to the 
need to continuously receive desired data from downstream 
hardware resources as a result of miss events. With a single 
evicted performance-monitoring register, it is not possible to 
determine whether a high number of evictions are fairly dis 
tributed among simultaneously executing hardware threads 
or whether the burden of resource evictions falls prominently 
on one or a Subset of the simultaneously executing hardware 
threads. As with miss events, there may be ways to ameliorate 
and manage performance degradation due to high rates of 
resource evictions by redesigning and re-implementing par 
ticular programs and by scheduling execution of programs in 
Some alternative fashion. 

0052 FIGS. 13F-J illustrate an example of the perfor 
mance-imbalance-monitoring registers to which the current 
application is directed. As shown in FIG. 13E, in addition to 
the miss 1304 and evicted 1305 performance-monitoring reg 
isters, which count miss and eviction events, two new asso 
ciated performance-imbalance-monitoring registers 1320 
and 1322 have been added to the processor. In the example 
shown in FIG. 13E, the data in the hardware resource associ 
ated with the first hardware thread 1306 is represented with 
letter symbols, such as the data in entry 1324 represented by 
the symbol “A.” while the data residing in the hardware 
resource associated with the second hardware thread 1307 is 
represented by numbers, such as the number “81 in entry 
1310. Most of the data within the hardware resource is asso 
ciated with the second hardware thread. As shown in FIG. 
13E, the first hardware thread 1306 attempts to access a 
particular data value G 1326 which does not reside in the 
hardware resource 1302. As a result, the access represents a 
miss event, leading to incrementing the value Stored in the 
miss register 1304, as shown in FIG. 13F. As shown in FIG. 
13F, data G is retrieved from a downstream hardware 
resource, as indicated by curved arrow 1327, and written into 
entry 1328, formerly inhabited by data referred to as “96” in 
FIG. 13E and associated with the second hardware thread 
1307. This represents an eviction event, and therefore the 
evicted register 1305 is also shown to be incremented in FIG. 
13F. However, as shown in FIG. 13F, the contents of the 
miss-imbalance 1320 are also incremented and the contents 
of the eviction-imbalance 1322 register are decremented. The 
miss-imbalance register is incremented because the miss 
event occurred when the first hardware thread was using only 
a relatively small portion of hardware resource 1302. The fact 
that the first hardware thread is associated with only a very 
few entries in the hardware resource and suffered a miss event 
when attempting to access data from the hardware resource 
indicates a potential performance imbalance with respect to 
the hardware resource suffered by the first hardware thread 
1306. Were, by contrast, a larger portion of the entries in the 
hardware resource to contain data associated with the first 
hardware thread, the miss-imbalance register would not have 
been incremented, as the miss event would not have been a 
product of imbalance in the usage of the hardware resource by 
the two hardware threads 1306 and 1307. Had most of the 
entries in the hardware resource been associated with the first 
hardware thread, and had the second hardware thread expe 
rienced a miss event when accessing the hardware resource, 
then the miss-imbalance register would have been decre 
mented. When the miss-imbalance register has a value close 
to 0, then there is no indication of a potential performance 
imbalance associated with the miss events for the hardware 
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resource. When the miss-imbalance register has a high posi 
tive value, then there is strong indication of a performance 
imbalance associated with miss events to the detriment of the 
first thread. When the miss-imbalance register has a large 
negative value, then there is a strong indication of a perfor 
mance imbalance suffered by the second hardware thread 
with respect to the hardware resource. The eviction-imbal 
ance register is decremented, in FIG. 13F, to indicate that an 
entry associated with the second hardware thread was evicted 
as a result of an access by the first hardware thread. Had an 
entry associated with the first hardware thread been evicted, 
the eviction-imbalance register would have neither been 
incremented nor decremented. Had an entry associated with 
the first thread been overwritten as a result of an access by the 
second thread, then the eviction imbalance register would 
have been incremented. 

0053 FIG. 13G illustrates the same access illustrated in 
FIG. 13E, but, as shown in FIG. 13H, the entry containing 
data A associated with the first hardware thread and is over 
written, rather than a data entry associated with the second 
hardware thread. As a result, the eviction-imbalance register 
is neither incremented nor decremented, as shown in FIG. 
13H. FIG. 13I illustrates the same hardware-resource state as 
illustrated in FIGS. 13E and 13G, but now the second hard 
ware thread 1307 attempts to access the hardware resource to 
retrieve data 873 (1330) and experiences a miss event. While 
the miss register 1304 is therefore incremented, the miss 
imbalance register 1320 is not incremented, as shown in FIG. 
13J, since the second hardware thread is associated with the 
majority of entries of the hardware resource. However, when 
the data value 873 is retrieved from a downstream hardware 
resource 1332, it is written into entry 1324 that formerly 
stored the data value A associated with the first hardware 
thread, as a result of which the evicted register 1305 is incre 
mented and the eviction-imbalance register 1322 is also 
incremented, as shown in FIG. 13J, to indicate than an entry 
of the data value associated with the first hardware thread was 
evicted due to an access by the second hardware thread. 
0054 Thus, as explained above, the performance-moni 
toring registers 1304 and 1305 provide indications of the 
number or frequency of miss events and eviction events, and 
the miss-imbalance and eviction-imbalance registers provide 
indications of potential performance imbalances experienced 
by particular hardware threads as a result of miss events and 
eviction events. 
0055 Rather than using a single performance imbalance 
register with positive values indicating performance imbal 
ance potentially experienced by a first hardware thread and 
negative values indicating a potential performance imbalance 
experienced by a second hardware thread, individual accu 
mulator performance-imbalance registers may be provided 
for each hardware thread. In addition, a control register may 
be provided to allow the threshold proportion of entries of the 
hardware resource below which miss events indicate perfor 
mance imbalances to be configured by a VMM or perfor 
mance-monitoring Software. 
0056 FIGS. 14A-D illustrate another example of perfor 
mance-imbalance-monitoring registers. FIG. 14A shows a 
hardware resource 1402 into which either a first hardware 
thread 1404 or a second hardware thread 1406 may queue 
data values. As in FIGS. 13 A-J, the values associated with the 
first hardware thread 1404 are represented by letter symbols 
and data values associated with the second hardware thread 
are represented by numeric symbols. Thus, hardware 
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resource 1402 is similar to any of various different types of 
queues within a processor, such as a load-store queue 
(“LSQ). In addition, the hardware resource 1402 is associ 
ated with a performance-monitoring register 1408, labeled 
“full” in FIG. 14A, which accumulates counts of resource 
exhaustion events that occur when a hardware thread attempts 
to queue a data value into the hardware resource when there 
are no more entries available for storing data values within the 
hardware resource. In FIG. 14A, the first thread 1404 
accesses the hardware resource 1402 to store data A into the 
first entry 1410 of the hardware resource. Later, as shown in 
FIG.14B, when the hardware resource is full and there are no 
available entries for storing data, the first hardware thread 
1404 attempts to store data X 1412 into hardware resource 
1402. In this case, the access stalls and the full performance 
monitoring register 1408 is incremented, as shown in FIG. 
14B. Thus, the performance-monitoring register 1408 pro 
vides an indication of the number of thread stalls experienced 
due to the hardware resource being full when a thread 
attempts to store yet an additional data value into the hard 
ware resource. Again, as in the example discussed with ref 
erence to FIGS. 13 A-J, this performance-monitoring register 
may provide indications of potential performance-degrada 
tion problems, but does not allow a VMM, operating system, 
or performance-monitoring Software to determine whether 
the resource-full events, another type of resource-exhaustion 
event, occur because one or a Subset of simultaneously 
executing hardware threads are monopolizing the resource 
and effectively using all or a majority of the data-storage 
capacity to the detriment of other simultaneously executing 
hardware threads. 

0057. In FIG. 14C, the hardware resource 1402 discussed 
above with reference to FIGS. 14A-B is shown associated 
with the performance-monitoring register 1408 as well as 
with two performance-imbalance-monitoring registers 1420 
and 1422. The first performance-imbalance-monitoring reg 
ister 1420 accumulates counts of full events in which the first 
hardware thread is stalled when attempting to store data into 
the hardware resource while the first hardware thread is asso 
ciated with less than some threshold portion of entries in the 
hardware resource. A second performance-imbalance-moni 
toring register 1422 accumulates counts of full events in 
which the second hardware thread 1406 attempts to store data 
into the hardware resource when the hardware resource is full 
and when the second hardware thread is associated with less 
than some threshold number of entries within the hardware 
resource 1402. In the example shown in FIG. 14C, the second 
hardware thread 1406 attempts to store a data value 1430 into 
the hardware resource 1402 when the hardware resource is 
full. In this case, a majority of entries containing data in the 
hardware resource are associated with the first hardware 
thread. As a result, the stall experienced by the second hard 
ware thread in attempting to store data 46 results not only in 
incrementing the full performance-monitoring register 1408, 
but also incrementing the second performance-imbalance 
monitoring register 1422, as shown in FIG. 14D, to indicate a 
potential performance imbalance experienced by the second 
hardware thread. 

0058. There are many different ways of associating per 
formance-imbalance-monitoring registers with hardware 
resources within a processor in order to accumulate indica 
tions of potential performance imbalances due to resource 
exhaustion events, two of which are discussed above with 
reference to FIGS. 13 A-J and FIGS. 14A-D. Next, using 



US 2013/0332778 A1 

high-level control-flow diagrams, examples are provided for 
implementation of a performance-imbalance-monitoring 
register and for the use of data stored in performance-imbal 
ance-monitoring registers by a VMM. 
0059 FIG. 15 illustrates implementation of a perfor 
mance-imbalance-monitoring register within a processor. In 
step 1502, an event-handling loop waits for a next event to 
occur. When an event occurs, in step 1504, the processor 
determines whether or not a resource-exhaustion event has 
occurred. When a resource-exhaustion event has occurred, 
then, in step 1506, the performance monitor or performance 
monitors associated with the resource are updated, such as 
updating of performance-monitoring registers 1304 and 1305 
in FIG. 13D. discussed above. When the processor is a multi 
threaded processor, as determined in step 1508, and when the 
resource-exhaustion event has occurred under conditions that 
indicate a resource imbalance, as determined in step 1510, 
then a performance-imbalance-monitoring register or regis 
ters associated with the event are updated, in step 1512, such 
as updating of performance-imbalance-monitoring registers 
1320 and 1322 in FIG. 13F. As mentioned above, there are 
many different types of resources and corresponding consid 
erations for potential resource-usage imbalances and poten 
tial performance imbalances. Adverse effects suffered by a 
hardware thread when accessing a resource and when the 
hardware thread is using a comparatively small portion of 
resource is generally an indication of a potential performance 
imbalance. Adverse effects suffered by a first hardware thread 
as a result of activities of a second hardware thread are also 
indications of a potential performance imbalance Suffered by 
the first hardware thread. These situations may be manifested 
differently in different types of hardware resources. As also 
mentioned above, one or more control registers may be addi 
tionally provided to allow thresholds used in identifying 
potential performance imbalances to be dynamically 
adjusted. 
0060 FIGS. 16A-B illustrate use of performance-imbal 
ance-monitoring registers by a VMM. In step 1602, the VMM 
waits for a next event to occur. When the event is an event 
associated with a next performance monitoring interval, as 
determined in step 1604, then, in the for-loop of step 1606 
1608, a performance-analysis routine is called, in step 1607, 
for each processor on which the VMM schedules VMs. When 
the performance analysis carried out in the for-loop of step 
1606-1608 indicates a potential performance degradation, as 
determined in step 1609, then, in step 1612, the VMM carries 
out an analysis of the mapping of VMS to processors and 
hardware threads in order to potentially reschedule VM 
execution and remapVMs to processors and hardware threads 
to avoid potential conflicts indicated by the values in various 
performance-imbalance-monitoring registers. 
0061 FIG. 16B provides a control-flow diagram for the 
performance-analysis routine called in step 1607 of FIG. 
16A. In the for-loop of step 1620-1630, a performance-analy 
sis routine considers each processor or processor core on 
which the VMM schedules VMs for execution. In step 1621, 
the performance-analysis routine computes metrics for com 
putational throughput as well as for progress for each VM 
executing on the processor or processor core currently con 
sidered in the for-loop of step 1620-1630. When the com 
puted values in step 1621 indicate a potential performance 
imbalance issue or progress degradation, such as progress 
degradation due to frequent stalling as a result of resource 
exhaustion, as determined in step 1622, then, in the for-loop 
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ofsteps 1623-1629, the performance-analysis routine consid 
ers each resource-exhaustion-event register and associated 
performance-imbalance-monitoring register or registers. 
When the resource-exhaustion-event register has a value 
greater thana threshold value, as determined in step 1624, the 
performance-analysis routine stores an indication of chronic 
resource exhaustion, in step 1625, for Subsequent use in 
VMM scheduling and mapping VMs to processors and 
threads. When the resource-exhaustion-event register is asso 
ciated with one or more performance-imbalance-monitoring 
registers, as determined in step 1626, and when the one or 
more associated performance-imbalance-monitoring regis 
ters provide indications of potential performance imbalance, 
as determined in step 1627, then the performance analysis 
routine stores an indication of potential performance imbal 
ance associated with resource exhaustion, in step 1628. The 
indication stored in steps 1625 and 1628 provide information 
needed by the VMM routine, called in step 1612 of FIG.16A, 
to reconsider the mapping of VMS to processors, processor 
cores, and hardware threads in order to attempt to ameliorate 
conflicts among simultaneously executing hardware threads 
and the VMs mapped to those hardware threads. 
0062 Although the present invention has been described 
in terms of particular embodiments, it is not intended that the 
invention be limited to these embodiments. Modifications 
within the spirit of the invention will be apparent to those 
skilled in the art. For example, as discussed above, perfor 
mance-imbalance-monitoring registers are provided within a 
processor in association with various components and 
resources that may suffer resource-exhaustion events. Perfor 
mance-imbalance-monitoring registers accumulate counts of 
indications of potential performance imbalances due to 
imbalance in resource usage among simultaneously execut 
ing hardware threads. A separate performance-imbalance 
monitoring register may be associated with a hardware 
resource for each of a maximum number of hardware threads 
that may simultaneously execute within a processor or pro 
cessor core or, as indicated by the example of FIGS. 13 A-J, 
when the maximum number of simultaneously executing 
hardware threads is 2, a single performance-imbalance-moni 
toring register may be used, with positive numbers indicating 
an imbalance associated with a first hardware thread and 
negative numbers indicating a potential performance imbal 
ance associated with a second hardware thread. Many differ 
ent types of criteria may be used, by a processor, to determine 
whetherapotential performance imbalance is associated with 
any particular resource-exhaustion event. The examples illus 
trated in FIGS. 13 A-J and FIGS. 14A-D illustrate a number of 
possible considerations with respect to particular types of 
hardware resources. However, many other types of consider 
ations may be made during processor operation to detect 
potential performance imbalances. In general, a performance 
imbalance occurs when a hardware thread Suffers as a result 
of resource exhaustion and when that hardware thread is 
either using less than its fair share of the resource or suffered 
the resource-exhaustion event as a result of an operation or 
access directed to the resource by another, simultaneously 
executing hardware thread. The performance-imbalance 
monitoring registers can be implemented using any of many 
different types of register implementations compatible with 
the fabrication technologies employed to fabricate the pro 
cessor into which the performance-imbalance-monitoring 
registers are included. The information stored in perfor 
mance-imbalance-monitoring registers may additionally be 
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used, as mentioned above, to more accurately measure the 
productive processor cycles used by a particular VM while 
the VM executes as a hardware thread on an SMT processor 
or SMT-processor core. 
0063. It is appreciated that the previous description of the 
disclosed embodiments is provided to enable any person 
skilled in the art to make or use the present disclosure. Various 
modifications to these embodiments will be readily apparent 
to those skilled in the art, and the generic principles defined 
herein may be applied to other embodiments without depart 
ing from the spirit or scope of the disclosure. Thus, the present 
disclosure is not intended to be limited to the embodiments 
shown herein but is to be accorded the widest scope consistent 
with the principles and novel features disclosed herein. 

1. A performance-imbalance-monitoring register associ 
ated with a component or resource within a processor, the 
performance-imbalance-monitoring register comprising: 

a register that stores accumulated indications of potential 
performance imbalances that adversely impact a hard 
ware thread due to a resource-exhaustion event associ 
ated with the component or resource; and 

processor logic that detects a potential performance imbal 
ance when handling the resource-exhaustion event and 
accordingly updates the register. 

2. The performance-imbalance-monitoring register of 
claim 1 wherein the component or resource within the pro 
cessor is also associated with a performance-monitoring reg 
ister that accumulates indications of resource-exhaustion 
events associated with the component or resource. 

3. The performance-imbalance-monitoring register of 
claim 1 wherein the processor logic detects a potential per 
formance imbalance by determining that the hardware thread 
is using less than a threshold portion of the functionality 
provided by the component or resource. 

4. The performance-imbalance-monitoring register of 
claim 1 wherein the processor logic detects a potential per 
formance imbalance by determining that the hardware thread 
has experienced a resource-exhaustion event as a result of an 
operation or activity initiated by another hardware thread 
simultaneously executing within the processor. 

5. The performance-imbalance-monitoring register of 
claim 1 wherein the performance-imbalance-monitoring reg 
ister accumulates indications of potential performance imbal 
ances that adversely impact a particular hardware thread. 

6. The performance-imbalance-monitoring register of 
claim 1 wherein the performance-imbalance-monitoring reg 
ister accumulates indications of potential performance imbal 
ances that adversely impact each of two simultaneously 
executing hardware threads. 

7. The performance-imbalance-monitoring register of 
claim 1 wherein the processor is one of: 

an SMT processor; and 
an SMT-processor core. 
8. The performance-imbalance-monitoring register of 

claim 1 wherein the component or resources is one of: 
a queue. 
a reservation station; 
a memory cache; 
a translation-lookaside buffer; 
a return-stack buffer; 
a memory-load queue; 
a memory-store queue; 
an instruction decoder queue; and 
a reorder buffer. 
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9. A virtualization layer within a computer system that 
assigns each of two or more virtual machines to execute 
according to an execution schedule within a different one of 
two or more hardware threads within each of multiple pro 
cessors, the multiple processors each including performance 
monitoring and performance-imbalance-monitoring registers 
associated with components within the processor that are 
flexibly partitioned among, or shared by, the hardware 
threads, the virtualization layer comprising: 

a virtual-machine-monitor that virtualizes physical proces 
sors to create virtual processors on which each of the 
virtual machines executes; 

a kernel that manages memory, communications, and data 
storage machine resources on behalf of executing virtual 
machines; and 

a scheduling component that that intermittently uses values 
in the performance-monitoring and performance-imbal 
ance-monitoring registers to reassign virtual machines 
to hardware threads and reschedule execution of virtual 
machines in order to optimize computational throughput 
and performance of the virtual machines. 

10. The virtualization layer of claim 9 wherein the sched 
uling component determines that the virtual machines in a 
first set of one or more of the two or more virtual machines 
simultaneously executing within hardware threads on a pro 
cessor are experiencing a performance imbalance with 
respect to a second set of the two or more virtual machines 
simultaneously executing within the hardware threads on the 
processor by determining that performance-imbalance regis 
ters associated with the virtual machines in the first set have 
accumulated numbers of performance-imbalance indications 
greater than a threshold number of performance-imbalance 
indications. 

11. The virtualization layer of claim 9 wherein, when the 
scheduling component determines that the virtual machines 
in a first set of one or more of the two or more virtual machines 
simultaneously executing within hardware threads on a pro 
cessor are experiencing a performance imbalance with 
respect to a second set of the two or more virtual machines 
simultaneously executing within the hardware threads on the 
processor, the scheduling component carries out one or more 
of: 

remapping the first and second sets of virtual machines to 
available hardware threads to avoid resource conflicts 
among virtual machines mapped to a common proces 
Sor, 

remapping one or more of the virtual machines in the first 
and second sets of virtual machines to each execute 
alone on a processor, and 

rescheduling execution of one or more of the virtual 
machines in the first and second sets of virtual machines 
to avoid resource conflicts among virtual machines 
mapped to a common processor. 

12. The virtualization layer of claim 9 wherein each per 
formance-imbalance-monitoring register associated with a 
processor component comprises: 

a register that stores accumulated indications of potential 
performance imbalances that adversely impact a hard 
ware thread due to a resource-exhaustion event associ 
ated with the component; and 

processor logic that detects a potential performance imbal 
ance when handling the resource-exhaustion event and 
accordingly updates the register. 



US 2013/0332778 A1 

13. The virtualization layer of claim 9 wherein of claim 12 
wherein the processor component is also associated with a 
performance-monitoring register that accumulates indica 
tions of resource-exhaustion events associated with the com 
ponent or resource. 

14. The virtualization layer of claim 9 wherein of claim 12 
wherein the processor logic detects a potential performance 
imbalance by determining that the hardware thread is using 
less than a threshold portion of the functionality provided by 
the component. 

15. The virtualization layer of claim 9 wherein of claim 12 
wherein the processor logic detects a potential performance 
imbalance by determining that the hardware thread has expe 
rienced a resource-exhaustion event as a result of an operation 
or activity initiated by another hardware thread simulta 
neously executing within the processor. 

16. The virtualization layer of claim 9 wherein of claim 12 
wherein the performance-imbalance-monitoring register 
accumulates indications of potential performance imbalances 
that adversely impact a particular hardware thread. 
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17. The virtualization layer of claim 9 wherein of claim 12 
wherein the performance-imbalance-monitoring register 
accumulates indications of potential performance imbalances 
that adversely impact each of two simultaneously executing 
hardware threads. 

18. The virtualization layer of claim 9 wherein of claim 12 
wherein the processor is one of: 

an SMT processor; and 
an SMT-processor core. 
19. The virtualization layer of claim 9 wherein of claim 12 

wherein the component is one of: 
a queue. 
a reservation station; 
a memory cache; 
a translation-lookaside buffer; 
a return-stack buffer; 
a memory-load queue; 
a memory-store queue; 
an instruction decoder queue; and 
a reorder buffer. 


