Office de la Proprieté Canadian CA 2606036 C 2013/09/24

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 606 036
o Gmsca oy Conac 1 BREVET CANADIEN
CANADIAN PATENT
13) C
(22) Date de depot/Filing Date: 2007/10/03 (51) Cl.Int./Int.Cl. HO4W 712/086 (2009.01),
(41) Mise a la disp. pub./Open to Public Insp.: 2008/04/03 HO4L 9/52(2000.01)
- . (72) Inventeurs/Inventors:
(45) Date de délivrance/lssue Date: 2013/09/24 SHENFIELD. MICHAEL CA.
(30) Priorité/Priority: 2006/10/03 (EP06121698.2) FRITSCH, BRINDUSA CA:

BIBR, VIERA, CA

(73) Proprietaire/Owner:
RESEARCH IN MOTION LIMITED, CA

(74) Agent: GOWLING LAFLEUR HENDERSON LLP

54) Titre : SYSTEME DE COMMANDE D'ACCES ET METHODE DE FOURNITURE D'APPLICATIONS SANS FIL
(54) Title: ACCESS CONTROL SYSTEM AND METHOD FOR WIRELESS APPLICATION PROVISIONING

102

104 112

Wy Wy

103
=
Wireless |
Network ==
—

Relay Proxy Server

(AR

e S~ 117 %
\
\_J 106 &

5
w3 pR D! [
S EIE R e
i }.:; contod a’r'
LM X
deriin$ U
+

| |
| |
! i
| I
: el / Application Gateway R 196 _ _ _ ' - 110 :
| / Server \ Devic -
/ 118 Voo _/ . rovisioning Systemy— |
| XMy - I
| Application Server with Web Services L J S = =] ; 137 |
| / Vo @ = | e :
f = — = = _ T1
1 \ I —_ | |
| C | T
| 108c \N\\j\\"‘o W by et | 13 :
i -/ “1\\1\\*' | é": e 1{ ¢ MDS3 Enterprise Sew%r |
| < £ z PP S Firewall |
| % F | 132 |
I = & I j ; ’
| lt’ \}c‘:’\' | = / J |
| G I L LDAP 7 e ]
ll Corporate Weh Server -IS\\ \ = Discovery N S |
! (\Q : ) Server ) I
| 108b e \ =" with Discoviry Servicg 123 |
| Phavisioning ) |
| erver / I
| with Praoyisioning Service 121 // I
\ I
I
| hN P |
| R
| 136 18 i 100
AR I
: Application Servers _/ i 134 I
| and Databases - I
l - o
ll Application ngeloper Application : I . S |
i WWorkstation Repository Domain Administrator :
| Application Workstation |
: Registry |
|

(57) Abrégée/Abstract:

A method for controlling access to content on a network, the method comprising the steps of associating access credentials with
content to be published for download recelving a content download request from a mobile device, the content download request
Including access information, matching the received access information with the published content access credentials to permit
access to the published content and allowing the permitted content to be downloaded by the mobile device.

SNV

i R

SN 7 7 7
-

* " - o
C an adH http://opic.ge.ca * Ottawa/Gatineau K1A 0C9 - atp://eipo.geca  ogp1c 48 & 228 CIPO

. B R ANAN N,
OPIC - CIPO 191 .




CA 02606036 2007-10-03

ABSTRACT

A method for controlling access to content on a network, the method comprising the steps
of associating access credentials with content to be published for download receiving a
content download request from a mobile device, the content download request including
access information, matching the received access information with the published content

access credentials to permit access to the published content and allowing the permitted

content to be downloaded by the mobile device.
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ACCESS CONTROL SYSTEM AND METHOD FOR WIRELESS APPLICATION
PROVISIONING

FIELD OF TECHNOLOGY

[001] The present matter relates generally to communication systems for a plurality of

mobile devices and specifically to an access control system and method for wireless

application provisioning of such devices.

BACKGROUND

[002] An increasing number of mobile communication devices, which include PDAs
(personal digital assistants), cell phones, two-way pagers and such like, now permit users
to not only access services such as electronic mail (e-mail,) but to download applications
which can be run on these devices. Before a device can be used, it must be provisioned
with a service profile. In the past, provisioning systems required that a dealer provision
the device for the user. If the user decided to purchase a different terminal or upgrade
services, the user was forced to return to the dealer to provision, or re-provision the
terminal. More recent provisioning systems have made 1t possible to allow the user to

initiate provisioning from the device.

[003] Provisioning of services typically follows the following steps. Following
manufacture of the device, an address of a registration server 1s stored in the device by
the provider of the service or by an operator of a wireless network that the device 1s

compatible with.

[004] When the user first obtains the device, the user enables the communication system
of the device, which in turn detects the presence of the wireless network and uses the
stored registration server address to send a registration request to the registration server.
The registration server, in conjunction with a provisioning server, determines whether the
device may be provisioned with the associated service. If the registration request 1s

approved, the device is provided with a service book that contains data and 1nstructions

that enable services on the device.
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[005] Once the device is enabled, the user may download and install content, including
software applications, on the device, over the wireless network. Many organizations

purchase or create Web-based applications for use by staff and external users. Various

mechanisms for controlling access to such services are 1n use.

[006] From the users perspective, installing an application on the device 1s simply a
matter of finding an interesting application on the Web and initiating 1ts download over
the wireless network. In a typical over-the-air (OTA) mechanism as described above, the
device must have software, termed a discovery application (DA), that allows the user to
locate applications at a particular provisioning portal or download server (DS) on the
network and to choose which applications to download. The DA may be browser-based
or a native application, as long as it shares a common provisioning protocol with the
download server; for example, HTTP. The DS is a host, visible in the network that

typically runs a Web server and has access to a content repository. It has two main

functions: it provides properly formatted menus, often written I WML or HTML, that

lists the applications currently available for download, and it provides controlled access

to the applications.

[007] The content repository, as the name implies, is the repository of all the application
descriptors and applications that are available for download. An OTA provisioning
system typically encompasses content management and publication, access control,
installation (and upgrading of versions) of applications. Content management server
software manages the repository, typically a database, and supports content versioning,

and ways for developers to drop their applications into the repository.

[008] If the download server supports access control, the provisioning server must

properly authenticate users and apply access-control policies before applications are
downloaded

[009] The above describes in general an OTA provisioning infrastructure, typical in the

public environment, where user credentials are tied to access control since tracking the

use of applications (content), for example for billing purposes, 1s important.
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[010] However in some environments, this type of access control mechanism may not
be practical. For example, a similar application provisioning infrastructure has been
applied in corporate or retail environments Within a corporate domain in which users
may be assigned roles or belong to different groups, (such as account managers, sales
staff etc.). A combination of roles defines what a user can do within the corporate
domain. In other words, a user’s role within the corporate domain determines which
applications they have access to. Typically, a domain administrator assigns these roles or
rights to a user and accordingly is also tasked with managing access to applications and

services in the domain. Once a device is initially provisioned, credentials are exchanged
between the device and server to authenticate the user, who 1s then authorized, based on
their rights and roles, to access various applications, some of which may be outside the
corporate domain. This is called role-based authorization, which determines the

applications and services he/she is entitled to.

[011] Furthermore as new applications are made available in the corporate domain, a
user’s credentials must be accessed to update his or her corresponding roles with the
appropriate new applications to which they are entitled. With a domain having a large
number of users, typically hundreds or even thousands, this can become quite
cumbersome for the domain administrator, as it does not provide a centralized point of
access control by the domain administrator. This in turn limits the scalability of the

infrastructure.

[012] A similar problem exists in public network infrastructures, where rather than users
having roles, there is a contractual agreement with one or more service providers that

define the applications and services that he or she is entitled to.

[013] Accordingly, there is a need for a manner of controlling access to downloadable
network resources, while providing expandability, automation, and ease of

adminmstration.

[014] BRIEF DESCRIPTION OF THE DRAWINGS
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[015] Embodiments of the present matter will be described, by way of example only,

with reference to the attached figures, wherein:

[016] FIG. 1 is a block diagram of a corporate wireless communication infrastructure in
which an access control system and method, according to an embodiment of the present

matter, may be employed;
[017] FIG 2 is a sequence diagram illustrating initialization of a mobile device;

[018] FIG. 3 is a sequence diagram illustrating provisioning of an application according

to an embodiment of the present matter; and

[019] FIG. 4 is a block diagram of a public wireless communication infrastructure in
which an access control system and method, according to a further embodiment of the

present matter, may be employed.
[020] DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[021] For convenience, like numerals in the description refer to like structures in the

drawings.

[022] An advantage of the present matter is that it provides a method for sumplifying
control of access to applications available to mobile users for download in a domain. A
further advantage of the present matter is that it provides a centralized location for

controlling access to content by domain administrators.

[023] A further advantage of the present matter is that it provides a fully transparent and

scalable infrastructure that does not require access to the domain’s database of user

credentials every time a user requests download of an application.

[024] In accordance with an embodiment of the present matter there is provided a
method for controlling access to content on a network, the method comprising the steps
of: associating access credentials with content to be published for download; receiving a
content download request from a mobile device, the content download request including

access information; matching the received access information with the published content



CA 02606036 2007-10-03

access credentials to permit access to the published content; and allowing the permitted

content to be downloaded by the mobile device.

[025] In accordance with a further embodiment of the present matter there is provided a
system for controlling access by a mobile device to content on a network, comprising: a
content registry for publishing content for download from the network, the content
having access credentials associated therewith; a provisioning system for pushing access
information to the users device; and a discovery service for receiving a content download
request from the mobile device, the content download request including the access
information; and matching the received access information with the published content

access credentials to permit access to the published content.

[026] In a further embodiment, the access information includes data identifying one or

more roles assigned to the user of the device within a corporate network.

[027] In a still further embodiment the access information includes access data

identifying access rights to one or more service providers within a public network.

[028] In a still further embodiment, there is provided a provisioning service which is

configured to allow the permitted content to be downloaded by the mobile device.

[029] Referring to FIG. 1, there 1s shown an exemplary corporate wireless
communication infrastructure 100 in which an embodiment of the present method is
generally operable. The communication infrastructure 100 comprises a plurality of
wireless mobile devices 102 (one shown) for communicating via a wireless network 103,
typically a packet data service network, through a relay host 104 to an enterprise server

106 within a corporate network 107. The enterprise server 106 1s generally placed behind

a firewall 110 and makes a connection via the Internet to the relay host 104, which
communicates with the wireless network 103. A proxy server 112 may be used in a
demilitarized zone (outside the firewall) so that the enterprise server 106 connects to the

proxy server 112 only, which then communicates with the wireless network 103 over the

Internet.
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[030] The enterprise server 106 may incorporate a mobile data server (MDS) 116 for
extending the functionality of the enterprise server 106 to provide a mobile workforce

with access to a wide range of corporate data and applications, typically via an

application gateway 117.

[031] The application gateway 117 comprises a gateway server 118 a provisioning
server 120 and a discovery server 122. The gateway server 118 acts as a message broker
between a runtime environment on the wireless devices 102 and backend servers 108.
The gateway server 118 is in communication with both the provisioning server 120 and
the discovery server 122. The gateway server 118 is further in communication with a
plurality of the backend servers 108, such as Web services 108a, database services 108b,
as well as other enterprise services 108c, via a suitable link. For example, the gateway
server 118 is connected with the Web services 108a and database services 108b via
Simple Object Access Protocol (SOAP) and Java Database Connectivity (JDBC)
respectively. Other types of backend servers 108 and their corresponding links will be

apparent to a person of ordinary skill 1n the art.

[032] A provisioning service 121 and a discovery service 123 are provided by the

provisioning server 120 and discovery server 122, respectively.

[033] The system 100 also includes a content repository 128 which is the repository of
all the applications that are available for download and a content registry 130, which 1s a
repository of the associated application descriptors to be published. Content management

software associated with the discovery service 123 manages the repository, typically a
database, and supports content versioning. Access to the repository 1s typically password
protected. More specifically, the discovery server 122 wraps the application registry 130
with the discovery Web service 123 and allows users to search the registry 130 for

applications (or application upgrades) that are available for download. Users can select
these applications and deploy them to their devices 102 as will be described below.

Generally, an application developer will access the application repository 128 from his or

her workstation 136 to deploy new wireless applications therein. Wireless applications
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can be developed and deployed both internally and externally to the corporate network
107.

[034] A domain administrator can access the application repository via the administrator
workstation 134 and assign roles or access credentials to the application (based on
policies). These credentials are included with the application descriptor which is stored
and published in the registry 130. The registry can be part of the mobile data services on
the enterprise server 106. In the corporate environment 107, users (i.e. devices) are
assigned roles within the domain. The domain administrator also associates with each
new application a list of roles, such that at a later stage only those applications with roles

corresponding to users with the same roles will be available for download to those users.

[035] The mobile devices 102 are typically personal digital assistants (PDAs), such as a
BlackBerry " by Research in Motion for example, but may include other devices. Each
of the mobile devices 102 includes a runtime environment capable of hosting a plurality
of applications, a software module or agent 104, termed a discovery application (DA),
that allows the user to locate applications at a particular provisioning portal or download
server on the network and to choose which applications to download. The DA may be
browser-based or a native application, as long as it shares a common provisioning
protocol with the download server; for example, HTTP. In addition the mobile devices
102 include secure storage for storing data, which is not visible or editable by the user.

Typically this data 1s stored in an encrypted form.

[036] Each mobile device 102 1s initially provisioned by a device provisioning system
137 with a service book (not shown) establishing various protocols and settings,
including connectivity information for the enterprise server 106 and/or the mobile data
server 116. These parameters may include a Uniform Resource Locator (URL) for the
application gateway server 118 as well as its encryption key. Alternatively, if the mobile
device 102 is not initially provisioned with the URL and encryption key, they may be
pushed to the wireless device 102 via the mobile data server 116. The mobile device 102

can then connect with the application gateway 106 via the URL of the application

gateway server 118. The application gateway server 118 serves as a message broker
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between the runtime environment and the discovery service. Typically, the runtime
environment communicates with the discovery service 123 through a search interface

(not shown).

[037] Referring to FIG. 2, an example of runtime initialization is 1llustrated generally by
numeral 200. In step 1502, the service book is loaded to the wireless device. As
previously described, the service book may be pushed to the wireless device by the
device provisioning system 137 or it may be loaded by an administrator using a local,
wired connector. In step 1504, the wireless device 102 notifies the runtime environment
that it has received the service book. The runtime environment acknowledges the
notification to the wireless device 102, which in turn acknowledges the response to the

service that initially pushed the service book.

[038] In step 1506, the runtime environment sends a registration message to the URL
specified in the service book to register itself with the application gateway 117. The
registration message includes wireless device identification information and system
information, such as the runtime environment version, and the like. The application
gateway 117 registers the device by recording pertinent information in a lifecycle

subsystem and an administration service, and acknowledges the registration message.

[039] In step 1508, the application gateway 117 transmits a user administration profile
and default component application administration profile to the runtime environment, and
in step 1510 the profiles are stored by the runtime environment. The user administration
profile defines end user privileges as well as user roles and domain-related settings for
the wireless device 102. Once the wireless device 102 is registered with the application

gateway 117, it can begin to request provisioning of applications.

[040] In summary, the device provisioning subsystem (public/retail space) 137 or
corporate mobile server (enterprise) assigns role(s) to the device user and sends/pushes
this information OTA to the device as a part of “service books”. The “service books”

should be pushed again when any of the user roles changes.
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[041] Referring to FIG. 3, a system workflow is illustrated generally by numeral 300. In
step 302 a developer saves a new wireless application or a new version of an existing
application in the repository 128. The application is published in the application registry
130 either in the corporate domain 107 or public domain described below later. In step
304 the domain administrator 134 or service provider administrator accesses the registry

130 to assign access credentials to the application published in the registry 130.

[042] In step 306 the user issues a search request including search crntena to the device
102. It is assumed that the device 102 has been previously provisioned by the device
provisioning system 137 with a service book defining the appropriate roles or access
rights. The discovery application on the wireless device 102 retrieves the roles or access
rights, in step 308, previously stored in the device 102 and accesses the application
registry 130 either directly or via the mobile proxy 112 and sends, in step 310, the search
criteria including the list of roles or access rights assigned to device user at provisioning.
The roles or access rights are typically not visible to and editable by the device user and
retrieved directly from the secured (encrypted or signed) storage on the device. In step
312 the discovery Web service that wraps the application registry 130 matches’ user roles
to application access credentials and returns, in step 314, only the applications that are

allowed to be accessed or provisioned to the roles assigned to the device user.

[043] Once the wireless device 102 has received the descriptor for the application to be
provisioned, the wireless device 102 can proceed to retrieve the application. Accordingly,
in step 316 the device user selects one of the applications (or multiple applications if
muiti-install mode is supported by the device). In step 318 the device sends the selected
application to the provisioning service, which loads, in step 320, the application from the
application repository 128 and sends it OTA, in step 322, to the user device where the

application 1s installed.

[044] Referring now to FIG. 4, there is shown an exemplary public wireless
communication infrastructure 400 in which an embodiment of the present method is

generally operable. As may be seen, the public infrastructure 400 1s similar to the
corporate infrastructure 100. However, instead of the user of the devices 102 being
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assigned roles, which is a common scenario in the enterprise or corporate domain, the
user of the device 102 is assigned access rights for specific service providers by the
domain administrator. These access rights may, for example, be determined by a
particular level of services for which the user has subscribed. As in the corporate
domain, a service book is pushed to the device by the provisioning system 406 (the
service book may be transparent or un-editable by the user) and includes a service profile
that defines what the user is contractually allowed to access from one or more specific
service providers. As in the corporate domain, applications are stored in a common
repository 128 and published in the registry 130 as described earlier, but the domain
administrator assigns the applications access rights (credentials) associated with specific
service providers so that only users that have one of those service providers and the
corresponding access rights in their service profile can view and install the service
providers’ applications. The functions performed by the provisioning service 121 and
discovery service 123 are similar to that described with respect to the corporate network
100.

[045] In summary, it may be seen that the present matter provides a centralized point of
access control by the domain administrator in either the corporate domain or public
domain. In the corporate domain, the user is assigned roles, and in the public domain, the
user 1s assigned access rights by a specific service provider. Once the mechanism for
assigning roles/access rights to the applications and pushing data defining these
roles/access rights to the devices is implemented (i.e. once the device provisioning
system sets up the device), the device provisioning system does not have to know how
those roles or access rights are used in the future. The remaining infrastructure is fully

transparent and scalable as it does not require access to user credentials each time a
request for content 1s made by the user. The system relies on the discovery service to
filter out all the applications that the user is not supposed to be able to install.
Furthermore the provisioning service need simply accept the list of selected applications
received from the device without having to verify the user’s credentials (i.e. the
provisioning service enables application installation but does not have a role in
controlling what the device can install). Typically, the user roles and credentials need

only be accessed by the administrator when a new or updated application is saved into the

10
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repository or when an application is removed or when user roles within a corporate
network or rights associated with a spectfic service provider change, thus reducing
administrative burden. It may be noted that the present matter is described in the context
of wireless applications; however it may be appreciated that the present matter may be

equally well applied to any downloadable content.

While certain features of the matter have been illustrated as described herein, the scope of
the claims should not be limited by the preferred embodiments set forth in the examples,

but should be given the broadest interpretation consistent with the description as a whole.

11



CA 02606036 2013-01-08

12

WHAT IS CLAIMED IS:

1. A method for controlling access by a mobile device to content on a network, the

method comprising:

provisioning the mobile device with an access information including a role data
identifying one or more roles assigned to a user of the mobile device within a

corporate network; wherein the role data is pushed to the mobile device as part of

a service book;

associating access credentials with a published content for download;

receiving a content download request from the mobile device, the content

download request including access information;

matching the access credentials with the access information received from the

mobile device to permit access to the published content; and

allowing content to be downloaded by the mobile device for which the access

information matches the access credentials.

o

2. A method as claimed in claim 1, wherein the service book including the role data 1s

pushed to the mobile device for updating when the user roles changes.

3. A method as claimed in claim 1, wherein the role data is stored on the mobile device

and the role data 1s un-editable by the user.

4. A method as claimed in claim 1, further comprising updating the role data stored on

the mobile device when the one or more roles change within the corporate network.
5. A method as claimed in claim 1, wherein the content includes wireless applications.

6. A system for controlling access to content on a network, via a mobile device,

comprising:
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a content registry for publishing content for download from the network, the

content having access credentials associated therewith;

a provisioning system for pushing an access information to the mobile device, the
access information including a role data identifying one or more roles

assigned to a user of the mobile device within a corporate network; and

a discovery service for:

receiving a content download request from the mobile device, the content

download request including an access information; and

permitting access by the mobile device to the published content having access

credentials matching the received access information.
7. A system as claimed 1n claim 6, wherein the content registry comprises:
descriptors for the content; and

the access credentials.

8. A system as claimed in claim 7, further comprising a content repository for storing the

content and the descriptors in the registry being associated with respective content in

the repository.

9. A system as claimed in claim 6, further comprising a provisioning service being

configured to allow the permitted content to be downloaded by the mobile device.

10. A system as claimed in claim 9, wherein the provisioning service downloads content
trom the content repository upon receipt of a request for selected permitted content

from the mobile device.

11. A system as claimed in claim 9, wherein the provisioning service 1s for downloading

the content over the air (OTA) to the mobile device.
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12. A mobile device for accessing published content on a network, the mobile device

comprising:

a memory for storing access information including role data identifying one or
more user roles assigned to the mobile device, the access information being pushed to the

mobile device;
a discovery agent for:

sending a user search request and the access information to a content

registry on the network; and

receiving a search result from the content registry, the search result
including a list of published content having an access credential matching the
access information, the access credential being associated with the published

content; and

a retrieving module for sending a user selection based on the search result and for

downloading the published content associated with the user selection.
13. The mobile device according to claim 12, further comprising:
a runtime environment hosting the discovery agent and the retrieving module.

14. The mobile device according to claim 12, wherein the network comprises:

a discovery service for receiving the user search request from the discovery agent,

searching the content registry and sending the search result to the discovery agent; and

a retrieving service for receiving the user selection from the retrieving module and

for sending the user selection to the retrieving module.

15. The mobile device according to claim 12, wherein the access information is part of a

service book.
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16. The mobile device according to claim 1, wherein the access information 1s pushed to

the mobile device during initialization of the mobile device.

17. The mobile device according to claim 12, wherein the access information stored in
the memory is updated by the network when the access information is updated, the

updated access information being pushed to the mobile device.

18. The mobile device according to claim 12, wherein the access information stored in

the memory is uneditable by a user or invisible to the user.

19. The mobile device according to claim 12, wherein the access information 1s

encrypted.

20. The mobile device according to claim 12, wherein the published content 1s stored in a

content repository.

21. The mobile device according to claim 20, wherein the content repository and the

content registry are stored in a repository.

22. The mobile device according to claim 12, wherein the content registry comprises:
descriptors for the published content; and

the access credential.

23. A method for accessing published content on a network including a mobile device,

the method comprising:

receiving a search request of the published content from a user interface of the

mobile device;

retrieving, from a memory of the mobile device, access information including role
data identifying one or more user roles assigned to the mobile device, the access

information being pushed to the mobile device;

sending the access information and the search request to the network;
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recelving a search result including a list of published content having an access
credential matching the access information, the access credential being associated with

the published content; and

allowing the mobile device to download the published content from the search

result.

24. The method according to claim 23, wherein the search request is sent to a discovery
service on the network and the discovery service determines access to the published

content by matching the access credential with the access information.

25. The method according to claim 23, wherein allowing further comprises:
accepting a user selection from the search result;
sending the user selection to a retrieving service; and

downloading the published content associated with the user selection from the

retrieving service.

26. The method according to claim 23, wherein the access information 1s part of a

service book.

27. The method according to claim 23, wherein the access information is pushed to the

mobile device during initialization of the mobile device.

28. The method according to claim 23, further comprising:

updating the access information stored in the memory by pushing the updated

access information to the mobile device.

29. The method according to claim 23, wherein the access information stored 1n the

memory 1S uneditable by a user or invisible to the user.

30. The method according to claim 23, wherein the access information 1s encrypted.



CA 02606036 2007-10-03

saseqele( pue
SI8AI8G uoedddy

53

B} s
s

N
"2 0T
S
T
AT

$

- .“ -
S
‘4

4801

JOAIDG gBpA Bjel10dion)

0801

SAOIAISS gOAA UMM 1BAIag uoliedljddy

Ansibay
UONBISHIOAA uoneonddy
e R e e ' uoneolddy Jadojsas uonesyddy
4 =
pel 4 — e
0tl
—— 19
001 gl ‘
/ T N
7 N
/ N\
L Ol / L Z L 921AI8S BUNIOISIACIH UM
/ BZ@W»
/ bujuoisindid
ezl goniag Aughoosiq Yim ey | N3
/ JE=YNE=Ta — >
/ —
e ] AIBA0DSI(] — \ Amf
." = ,
- dval] | =/ O
4 \ | )
| O./
Zel 0Z1 | ﬂgw
— — — &
[EMS | | / Z S5 PIeSs
| . £ s
r_.w?_mw asudieluz [gC \ % D ! z/,
AN
\
- - e = HE) —L— — = \/ \
= = \ = N
LEl = HHVm \ \ - 7 “
1L Hu2)sAG BUILOISINOIC — \ \ — / ix
1 SIA8(] \ 8Ll I9AIBG /
oLl g1 . \  Aemajen) uoneonddy /
/
= \ /
g oo [ \
e N /
= Ll - 7
L/ T
/01  MIOM}BN 81elodio)
A .
L . = 18 LLIBU| =— H1OMJaN
—/ G
= = SSB|BJIA
= \ 1=
(= =

¢l

¢Ol}




FIG. 2

B
.
- TANT FTTTITEFOA TR N7 .. TNV L9 i L LD ADTar s vy W ANy

1502

Al I Bl o O B M IR NS P PN A

CA 02606036 2007-10-03

1506

BAASALAS AL RP O PISAANNNING DT INL SN SAPPIAIAANNAN,

Cowimg Latlery Hegoeryon LEF

s
..

---------

.

<

-

Vs

N



CA 02606036 2007-10-03

£ Ol

>

(N
>
Gowling Laflenr Henderson L1V

|
|
|
B — _
|
|
|

I OLE

|
_

N |

CclE _
|

|

I
|

_..___.......__.........._...........‘
<<
-
4P

e T S ———
0LE “
™ 90¢

| 0L |

o

C— Swn—— ——— asver Sl L ) P el i — —— e— hmm— asbal —— — — sl Sl -

_

i |

13d0[PAS(] AN | _
- | _ T T SR D

.  WABS | . WDABE

Kojsodey 00 KISBAY ~ XIBAODSIT - BUIUOIBIAGIG

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

........................................................



CA 02606036 2007-10-03

Wa)SAS BuIUOISIACLH 831A8(

JBPIAOIH BDIAIDG

90V

}
—
——
—
(S
eaal

./

Alysibay
UOI}R)SHIOAA uoneol|ddy
houmhww_c“.fmd Uewo(] TN AIo)isodoy LONBISHIOM
Loljes1ddy ladojaas(g uonednddy
e —————
\l { E =
[ —
e L ool \@ \. —
s 9e |
A ™~
/ N
i 1Z| 80ia10g BUIYOI$IA0IG
/ Uiim -\
\\ JEYNEETS mch_de/&
/ \ &
£z1 9omsg Asenoosia | (=) / ,. NVY
— Him = \ Y
AvaT ) _mamwl\mm.\,oom_o = \ O
SN = N
cel | = N
- | Oﬁ
- —1—— " e’ O W\
| \ " A
saw ! | | AN
44! At
ﬁ_ f .OO
E— | —— —
| = \ /
_ ol \ L T
| | / X .
\ Q..\u f ¢
e b\ Bl e / 14 553
911 \ Aemeleg uogeoyddy
\)/ ) Y, :
= / \
LIl N - g -
1an19g Axold Kejoy
A S
=|—%_ e E ——_y
= m [SJIAA
E B ﬂ

chl

1481

SOOIAIDS JOAA UNM JBAIa G Lonedijddy

AW 7R,

.m 7,
2 T aennS B

saseqgele(] pue
SJOAISS uonedddy

Ol

¥ f? ? f .g;"!
}6'5 3 Jf’ il

7
WItael R

o

SN

atlenr Hengo

=
£1
e

e

.«' - T by



102

104 112

J

U0

e |/

Proxy Server

\\\\ J?

Application Developer  Appfication

Workstation Repository L_J Domain Administrator

Application Werkstation
Registry

I
[
]
|
I
: N 106
i Application Gateway o e | e/ 110
| Server X ] Devic —
| 18 5 | _/ | I—"rovisioning ystemy—
[ Application Server with Web Services ! j "k F g | 137 1
I ] : L
| / — Ig |
' 108¢ ot g ! o |
I * e | 1 -
i \\]\L-\N\\h ! «% ol L MDS! Enterprise Sewa{:r 1
150 if? | :
| o :9@0 | Lm e e —— - Firewall
I o 120 | 132
: \0& ‘ - ‘/ =i / ;J
| o i = .r LDAR ™ e o
i 4 = | - |
I Corporate Wah Sarver 4 = Discovery ! |
i (Q? : ) Server ,’ I
| 108b X \ —  with Discovkry Servicg 123 I
| P ravisioning / |
| erver 7 I
: wlth ProTlslomng Service 121 / |
\ /’ I

| N d I
[ ~ ) s |
| 128 =~ | 100
| :
: Application 134 |
| and Databases I

I
| |

I
I |
| I
| I
| I

I

— gy — — — — — — — — — — — — — — — P o— — —



	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - abstract drawing

