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Intermediary Network Element for Tap Traffic

BACKGROUND

[0001] Computer networks commonly include switches, routers, and endpoints
(such as servers or client devices) that are communicatively connected to transfer
information between endpoints. Networks have evolved to include mobile computing
devices, personal devices connected to business networks, virtual machines, and even
virtual switches. Networks are commonly distributed across vendors of network devices
and host multiple solutions, such as orchestration software and middle boxes, to meet
daily customer requirements. As networks evolve, the importance of “network visibility”
becomes very pertinent from the perspective of auditing, troubleshooting, and network
data analytics. Network monitoring solutions can enable a network administrator to “tap”
(i.e., copy and/or redirect) traffic at various tapping points in the network and use the

tapped traffic for various analysis such as probing, auditing, and anomaly detection.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Figures 1 and 2 are block diagrams depicting example network tap
systems.
[0003] Figure 3 depicts an example environment in which various network tap

systems can be implemented.

[0004] Figure 4 depicts example modules used to implement example network
tap systems.

[0005] Figures 5 and 6 are flow diagrams depicting example methods for tap

traffic redirection.
DETAILED DESCRIPTION

[0006] In the following description and figures, some example implementations of

network tap apparatus, network tap systems, and/or methods for tap traffic redirection
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are described. Network monitoring solutions come in a variety of offerings. Traditionally
techniques like sample-based monitoring (e.g., SFLOW), statistics-based monitoring
(e.g., NETFLOW), port mirroring (e.g., SPAN), etc. have been widely used for achieving
network visibility objectives (e.g., traffic tapping objectives). Software-defined network
("SDN") environments provide opportunities for more precise tapping and traffic
analytics because of the centralized visibility and capability to steer andfor copy traffic
on a per-flow basis.

[06007] Networks can include network elements from muitiple vendors. Network
monitoring soffware can depend on a uniform tapping mechanism across the network.
To accomptish this, the network administrator may configure additional firewall policies
or other mechanism-dependent configuration for such network monitoring software.
[0008] Various examples described below relate to providing uniform {apping
across a network comprising heterogeneous network elements via a federation of
devices. By identifying the tap technology capabilities of the network elements of the
federation, traffic can be steered and transferred using multiple tap technologies (e.g.,
muttiple tap protocols). A network element can indirectly support a tap technology {that
is not directly supported on the network element) by leveraging a federated network
element that supports the requested tap technology. In this manner, the use of multiple
protacols can create a unfformity among tap technologies.

[O009] A network element, as used herein, represents any appropriate device of
a network, such as a switch, a router, a middle box, or an endpoint compute device. The
terms “include,” “have,” and variations thereof, as used herein, mean the same as the
term “comprise” or appropriate variation thereof. Furthermore, the term "based on,” as
used herein, means “hased at least in part on.” Thus, a feature that is described as
based on some stimulus can be based only on the stimulus or a combination of stimul
ncluding the stimulus. Furthermore, the term “maintain” {and variations thereof) as used
herein means “lo create, delete, add, remove, access, update, and/or modify.”

[0010] Figures 1 and 2 are block diagrams depicting example network tap
systems 100 and 200, Referring to Figure 1, the example network {ap system 100 of
Figure 1 generally includes a data store 102, a gather engine 104, a protocol engine
106, a path engine 108, a director engine 110, and a configurator engine 112, In
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general, the configurator engine 112 configures a network element to route tap traffic
through an intermediary network element identified from the director engine 110 based
on infarmation gathered by the gather engine 104, the protocol selected by the protocol
engine 108, and the source (e.g., a network element designated as atarget of a tap
request 1o copy and/or steer network traffic) identified by the path engine 108. The
example network tap system 100 can include a format handler engine 114 {o translate
tap traffic in one protocol to ancther, such as in a centralized embodiment as discussed
herein.

[6011] The gather engine 104 represents any circuitry or combination of circuitry
and executable mstructions to obtain a list of device capabilities and {opology
information. For example, the gather engine 104 can represent a combination of
gircuitry and executable instructions to wdentify network slements that are members of a
federation and the capabilities of those members. The gather engine 104 can retrieve
information about a network element by making a request to the network element
directly {e.g., via port connections of the network element to a neighbor network
element where a neighbor network element is a directly-connected network element)} or
by accessing the information from 3 store location, such as a database stored on the
data store 102. For example, each network element of the network can support an
exchange of the set of supported protocols at startup of the network element with
connected switches and/or the network controller of the network. The retrieved network
information (also discussed herein as gathered data) can include a list of devices, a list
of device capabilities, and topology information. information related to device
capabilities include supported tap capabilities {e.g., tap protocals and/or tap
technologies) and may include device specifications and/or configurations.

[6012] The protocol engine 106 represents any circuitry or combination of
circuitry and executable instructions to select a first tap protocol based on a tap request.
For example, the protocol engine 106 can represent a combination of circuitry and
executable instructions to wWentify a tap technology to complete the tap request and
select a protocol used by the tap technology to copy traffic. The tap protocol of the
request can be identified directly from the request or by translating the request into a set

of parameters 1o tapping (such as using a mapping of keywords).
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[0013] The path engine 108 represents any circuitry or combination of circuitry
and executable instructions to identify a source network element to tap based on the tap
request. For example, the path engine 108 can represent a combination of circuitry and
executable instructions to parse the {ap request for a source fo {ap or transiate the tap
request from a keyword {0 a particular network element {argeted for tapping. The path
engine 108 can further represent circuitry or a combination of circuitry and executable
instructions to identify a path between a destination network element and the source
network element based on the first tap protocol, the list of device capabilities, and the
tapology information. The path can be identified based on a minimum number of
elemeant hops between a first network element supporting the first {ap protocol and a
second network element supporting a second tap protocol. The path is fo include an
intermediary network element that supports a request protocol. in particular, the path is
to include an intermediary network element.

[o014] The path engine 108 can identify a plurality of paths that include an
intermediary network element that supports the first tap protocol by looking up route
information in a local routing table. The route table information, in conjunction with the
data gathered by the gather engine 104, can be used {o identify paths from the source
to the destination that include a network element that supports the requested tap
protacol. The plurality of paths can be compared for the best route, such as based on
the number of hops {i.e., network segments) between elements. For example, the path
engine 108 can identify a first path that includes a switch A that supports the requested
tap protocol via six hops and a second path that includes a switch B that supports the
requested tap protocol via four hops. In that example, the director engine 110 can select
switch B as the as the intermediary network slement {0 redirect traffic because the
second path is the one of the pluralily of paths which supports the requested protocol
with the least number of element hops.

[6015] The direcior engine 110 represents any circuitry or combination of circuitry
and executable mstructions to identify a second tap protocol supported by the source
network element and an intermediary network efement that supports the first tap
protocol. For example, the director engine 110 can represent a combination of circuitry
and executiable instructions to identify a second tap protocol usable with the scurce
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network element based on a list of device capabilities and identify an intermediary
network element having the first tap protocol based on the topology information. ina
distributed mode, the director engine 110 can identify the intermediary network element
that has the first {ap protocol by using the topology information to identify which path is
shortest and includes a network element that supports the requested tap protocol. For
another example in distributed mode, the director engine 110 can identify the nearest
netwaork element that supports the requested tap protocol to the source network element
and then the path engine 108 can identify a path from the nearest network element to a
destination. The director engine 110 can identify multiple protocols to fransfer tap traffic
to the requested tap protocol. For example, the shortest path {o a destination from a
source may include converting the tap traffic at a first swilch, converting the tap traffic
again at a second switch, and then converting the tap traffic af a third switch {o a
protocol that is acceptable by the network element that can reproduce the tap traffic
according to the requested tap protocol. In this manner, the director engine 110 and the
path engine 108 can work together {o identify a path that balances the path length and
the number of conversions {1.e., changes of tap protocols) o an acceptable level of
bandwidth utilization in order to permit tapping traffic of the network.

[0016] In a centralized embodiment, the director engine 110 can further represent
circuitry or a combination of circuitry and executable instructions to cause a plurality of
network elements of a tap domain to send a copy of network packets to the intermediary
network element where the intermediary network elemant is to include a central
database of tapped traffic of the tap domain (&.¢., a network element discussed as a
collectar herein). In this manner, the director engine 110 can directtap trafficto a
central location via any appropriate protocol supported by the network element and
convert the copy of the {raffic to a format acceptable by the requested tap protocol. For
gxample, a controller that includes the director engine 110 can configure a tap rule to
send the received trafiic to a collector {i.e., a network element designated {o collect tap
traffic) where the {ap rule is a network flow rule.

[0017] in a ceniralized mode, the path identified is a path to a central collecior
and the tap traffic is steered to the central collecior using a secondary protocol available
to the source network element. Once at the intermediary network element {which may
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be the central collector), the traffic may be converted into the tap protocol requested by
the tap request or otherwise sent {o the destination via the requested tap protocol. More
detail regarding centralized mode and the distnbuted mode is further lustrated in the
description regarding Figure 3.

[0018] The configurator engine 112 represents any circuitry or combination of
gircuitry and executable instructions o configure the source network element to direct
tap traffic to an intermediary network slement using a second tap protocol. For example,
the flow table can be updated with & flow to redirect traffic using a particular protocol.
The configurator engine 112 can adjust settings of a network element in accordance
with the fap technology and can obtain the syntax of the protocol used by the tap
technology being setup. For example, the manual changes that a network administrator
would perform on a network slement to adapt the network element to copy traffic in
accordance with the tap request can be performed by the configurator engine 112. The
configurator engine 112 can represent a combination of circuitry and executable
instructions fo identify a plurality of configuration settings of a network element, modify
the plurality of configuration settings o utilize a tap protocol, and instruct the network
glement to direct tap traffic to an identified intermediary network element using a tap
protocol that is supported by the identified intermediary network element. The
configurator engine 112 can also configure the intermediary network element to convert
received tap traffic from a first protocol to a second protocol and send the tap traffic
using the second protocol on a path {o a destination where the destination and the
second protocol are specified by the tap request.

[0019] The format handler engine 114 represents any circuitry or cambination of
gircuitry and executable instructions 1o generate tap traffic in a format used by a
particular tap protocol. For example, the format handler engine 114 represents any
gircuitry or combination of circuitry and executable instructions {o identify, basedon a
tap request, a log entry of a database of traffic associated with the source network
element and convert the log entry to a format compatible with the profocol requested by
the tap request. A format can be converted between protocols based on parsing a
message in a first profocol {e.q., an initial protocol) to identify the relevant information to
be fransferred by a message in a second protocol (e.g., a final protocol). it is natural for
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some information 1o be lost or unavailable due to the conversion between profocals.
The format handler engine 114 is useful in a centralized environment where fap trafficis
being collect to a centralized device and requests for the tap traffic are being made to
the centralized device, where il is likely that the tap traffic is collecied in & protocol
format that may not be the protocol format being requested from the centralized device.
in a centralized mode, the centralized device can include a mapping (e.g., a data
structure, a rule, or a combination thereof) that associates protocols and identifies the
rules to convert from one format to another. In that example, the mapping may be
updated by a network administrator or autonomously as new tapping protocols are
made available to the network or unused protocols are removed from the network tap
configuration.

[6020] A mapping of keywords to primifives can include a knowledge base andior
a machine-learned store of terms that can represent network information, such as a
natwork element primitive. For exampile, the mapping can contain a data structure
associating the string “conference room A" with strings “switch A” and “switch B” {or the
media access control ("MAC”) addrasses associated with the switches A and B,
respectively), so the map of keywords can generate the primitives of switch A and
switch B when a tap configuration associated with the conference room A is requested.
A mapping can represent any data structure or combination of data structures to provide
agsocigtion between identifiers {e.g., numbers, characters, strings, stc.). Example data
structures usable as a mapping include an associative array, a tree, a map, a dictionary,
and the like. In general, the mappings are used for lookups of associative terms and can
be adapted to specific use cases by a network administrator.

[0021] The data store 102 can contain information utilized by the engines 104,
106, 108, 110, 112, and 114, For example, the data store 102 can store a fap request, a
copy of traffic of the network, a list of devices, a list of device capabilities, {opology
information, a plurality of tap protocols, a route table, a mapping, and the hike.

[0022] Figure 2 depicts the example system 200 can comprise a memory
resource 220 operatively coupled to a processor resource 222, The processor resource
222 can be operatively coupled 1o a data store 202. The data store 202 can be the
same as the data store 102 of Figure 1.
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[0023] Referring to Figure 2, the memory resource 220 can contain a set of
instructions that are executable by the processor resource 222, The set of instructions
are operable to cause the processor resource 222 to perform operations of the system
200 when the set of instructions are executed by the processor resource 222. The set of
instructions stored on the memory resource 220 can be represented as a gather module
204, a protocol module 206, a path module 208, a director module 210, a configurator
module 212, and a format handler engine 214. The gather module 204, the protocol
module 206, the path module 208, the director module 210, the configurator module
212, and the format handler engine 114 represent program instructions that when
executed function as the gather engine 104, the protocol engine 1086, the path engine
108, the director engine 110, the configurator engine 112, and a format handler engine
114 of Figure 1, respectively. The processor resource 222 can carry out g set of
instructions to execule the modules 204, 206, 208, 210, 212, 214 and/or any other
appropriate operations among and/or associated with the modules of the system 200.
For exampie, the processor resource 222 can carry out a set of instructions {o identify a
redirector protocol available to a source network element based on a list of device
capabilities, identify a path including an intermediary network element that supports a
request protocol based on topology information and the tap request, configure a plurality
of network elements of the path o form a flow of raffic via the path using a subset of
tap protocols, and instruct the intermediary network element to convert the tapped traffic
received in a first protocol to a second protocol. For another example, the processor
resource 222 can carry out a set of instructions to identify a subset of tap protocol
through which the request protocol could be achieved based on the tap request and
network information {e.g., topology information and a list of device capabilities) and
steer tapped traffic to an intermediary network element that supports the request
protocol. For yet another example, the processor resource 222 can carry out a set of
instructions to configure a network flow rule {o send the received traffic to a collector
{t.e., an intermediary network slement that stores copies of traffic), distribute the flow
rule to a network element, and instruct a destination network element to request traffic
associated with the tap request from the collector in the requested tap protocol format.
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[0024] Although these particular modules and various other modules are
illustrated and discussed in relation to Figure 2 and other example implementations,
other combinations or sub-combinations of modules can be included within other
implementations. Said differently, although the modules Hlustrated in Figure 2 and
discussed in other example implementations perform specific functionalities in the
examples discussed herein, these and other functionalities can be accomplished,
implemented, or realized at different modules or at combinations of modules. For
example, two or more modules illustrated and/or discussed as separate can be
combined into a module that performs the functionalifies discussed in relation to the two
modules. As ancther example, functionalities performed at one module as discussed in
relation 1o these examples can be performed at a different module or different modules.
Figure 4 depicts yet another example of how functionality can be organized into
modules.

[6025] The processor resource 222 is any appropriate circuitry capabile of
processing {e.¢., compuling} instructions, such as one or multiple processing elements
capable of retrieving instructions from the memory resource 220 and executing those
instructions. For example, the processor resource 222 can be a central processing unit
(“CPU") that enables tap traffic redirection by fetching, decoding, and executing
modules 204, 206, 208, 210, 212, and 214. Example processor resources 222 include
at {sast one CPU, a semiconductor-based microprocessor, an application specific
integrated circuit ("ASIC”), a field-programmable gate array ("FPGA"), and the like. The
DPIOCEssSor resource 222 can include multiple processing elements that are integrated in
a single device or distributed across devices. The processor resource 222 can process
the instructions serially, concurrently, or in partial concurrence.

[06026] The memory resource 220 and the data store 202 represent a medium to
store data utilized and/or produced by the system 200. The medium is any non-
transitory medium or combination of non-transitory mediums able {0 electronically store
data, such as modules of the system 200 and/or data used by the system 200. For
axample, the medium can be a storage medium, which is distinet from a {fransiory
transmission medium, such as a signal. The medium can be machine-readable, such as
computer-readable. The medium can be an electronic, magnetic, optical, or other
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physical storage device that is capable of containing (i.e., storing) executable
instructions. The memory resource 220 can be said o store program instructions that
when exacuted by the processor resource 222 cause the processor resource 222 to
implement functionality of the system 200 of Figure 2. The memory resource 220 can be
integrated in the same device as the processor resource 222 or it can be separate but
accessible to that device and the processor resource 222. The memory resource 220
and/or the data store 202 can be distributed across devices. The memory resource 220
and the data store 202 can represent the same physical medium or separate physical
medims. The data of the data store 202 can include representations of data and/or
information mentioned herein.

[0027] in the discussion herein, the engines 104, 106, 108, 110, 112, and 114 of
Figure 1 and the modules 204, 206, 208, 210, 212, and 214 of Figure 2 have been
described as circuitry or a combination of circuitry and executable instructions. Such
components can be implemented in a number of fashions. Looking at Figure 2, the
execuiable instructions can be processor-executable instructions, such as program
instructions, stored on the memory resource 220, which is a tangible, non-transitory
computer-readable storage medium, and the circuifry can be electronic circuitry, such
as processor resouwrce 222, for executing those instructions. The instructions residing on
the memory resource 220 can comprise any set of instructions to be executed directly
{such as machine code) or indirectly {such as a script) by the processor resowrce 222,
[0028] In some examples, the system 200 can include the executable instructions
can be part of an installation package that when installed can be executed by the
processor resource 222 to perform operations of the system 200, such as methods
described with regards to Figures 4-7. in that example, the memory resource 220 can
be a portable medium such as a compact disc, a digital video disc, a flash drive, or
memory maintained by a computer device, such as a service device 334 of Figure 3,
from which the installation package can be downloaded and installed. In another
example, the executable instructions can be part of an application or applications
already installed. The memory rescurce 220 can be a non-volatile memaory resource
such as read only memory (‘ROM"}, a volatile memory resource such as random
access memory ("RAM), a storage device, or a combination thereof. Example forms of

10
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a memory resource 220 include static RAM ("SRAM"), dynamic RAM ("DRAM?),
electrically erasable programmable ROM ("EEPROM?), flash memory, or the like. The
memory resource 220 can include integrated memory such as a hard drive {"HD"), a
solid state drive ("SSD7), or an optical drive.

[0029] Figure 3 depicts example environments in which vanous example nelwork
tap systems can be implemented. The example environment 380 is shown {o include an
example system 300 for tap technology selection. The system 300 (described herein
with respect to Figwres 1 and 2) can represent generally any circuitry or combination of
circuitry and executable instructions to select a tap technology based on selection
criteria. The system 300 can include a gather engine 304, a protocol engine 308, a path
engine 308, a director engine 310, and a configurator engine 312 that are the same as
the gather engine 104, the protocol engine 106, the path engine 108, the director engine
110, and the configurator engine 112 of Figure 1, respectively, and the associated
descriptions are not repeated for brevity. The system 300 can also include a format
handier engine 314 that is the same as the format handler engine 114 of Figure 1. As
shown in Figure 3, the data store 302 (which is the same as data stores 102 of Figure 1
and 202 of Figure 2) and the engines 304, 306, 308, 310, 312, and 314 can be
infegrated into a compute device, such as an intermediary device 342 or g switch 338,
or distributed across devices. The engines 304, 306, 308, 310, 312, and 314 can be
integrated via circuitry or as installed instructions into a memory resource of the
compute device,

[06030] The example environment 380 can include compute devices that are
elements of the netwark, such as a controller 332, service devices 334, user devices
336, switches 338, wireless access point device 340, and an intermediary device 342,
The controller 332 represents generally any compute device capable of managing the
network, For example, the controller 332 can be a SDN controller that includes circuitry
{or a combination of circuitry and executable instructions) to manage flows of traffic
through the network 330 and execute a tap application, such as tap application io be a
destination of the tap traffic (e.g., @ network monitoring application). The service devices
334 represent generally any compute devices to respond 10 a network request received
from a user device 336, whether virtual or real. For example, the service device 334 can

11
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operate a combination of circuitry and executable instructions {o provide a network
packet in response o a request for a page or functionality of an application. The user
devices 336 represent generally any compute devices io communicate a network
request and receive and/or process the corresponding responses. For example, a
browser application may be installed on the user device 336 to receive the network
packet from the service device 334 and utilize the payload of the packet to display an
element of a page via the browser application. The swiiches 338 represent any network
device capable of connecting devices of the network together. For example, a switch
338 can retain local routing information of paths describing how to transfer packets from
a source {0 a destination.

[6031] in Figure 3, the dotted lines represent logical connections between
devices {such as between the controlier 332, the intermediary device 342, and the
switches 338} which may or may not be physically connected directly. For example, the
switches 338 connected via dotted lines to the controller 332 can represent switches
338 selectad as part of the tap domain {0 copy traffic to the coniroller 332, where the tap
traffic is routed on a path through an intermediary device 342 rather than directly to the
controfler 332, In another example, the dotted lines may be betwsen mutliple switches
where a switch can convert or otherwise redirect tapped traffic using the request
protacoi rather than redirecting the tapped fraffic through a dedicated middle box, such
as a tap sink device. The controfler 332 can include circuitry to execute a tap
application, such as a tap application for netwark monitoring that receives tap traffic
{i.e., is a destination of the tap traffic). As mentioned, the intermediary device 342 can
be a tap sink device, such as an intrusion detection system or an intrusion prevention
system. For example, the intermediary device 342 can be a tap sink device including
circuitry 1o execute a collector application to receive the tap traffic and perform analysis
on the tap traffic.

[0032] In a distributed mode, the path engine 308 and the director engine 310
can work in conjunction o identify a path with a minimum number of hops {i.e., network
segmenis that represent connections belween devices) between a source and &
destination that include a device that supports the {ap request profocol. In a centralized
mode, the path engine 308 identified the source and the path to the central collection

12
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device, represented as device 342 of Figure 3. In this manner, all {apped traffic can be
sent to a common collector of tap traffic. if the intermediary network element 342 is a
collector device, then the intermediary network element 342 can include a format
handler engine 314 that can format any data collected {o a requested format known to
the collector, such as the format of the protocol requested by the tap request. In an
example of either mode, a first segment can provide tapped traffic in a first format (e.g.,
a format of a first protocol of a subset of tap protocols used along a path) that is
different from a second format (e.¢., a format of a second protocol of the subset of tap
protacols used along the path} associated with a second segment.

[0033] The compute devices can be located on separate networks 330 or part of
the same network 330, The example environment 390 can include any appropriate
number of networks 330 and any number of the networks 330 can include a cloud
compute environment, such as a virtual shared pool of compute resources. For
example, networks 330 can be distributed networks compnsing virtual computing
resources. Any appropriate combination of the system 300 and compute devices can be
a virtual instance of a resource of a virtual shared pool of resources. The engines and/or
modules of the system 300 herein can reside and/for execute “on the cloud” {e.q., reside
and/or execute on a virtual shared pool of resources).

[06034] A link 328 generally represents one or a combination of a cable, wireless
connection, fiber oplic connection, or remote connections via a telecommunications fink,
an infrared link, a radio frequency link, or any other connectors of systems that provide
electronic communication. The link 328 can include, at least in part, intranet, the
internet, or a combination of both. The link 328 can also include intermediate proxies,
routers, switches, load balancers, and the like.

[06035] Referring to Figures 1-3, the engines 104, 108, 108, 110, 112, and 114 of
Figure 1 and/or the modules 204, 206, 208, 210, 212, 214 of Figure 2 can be distributed
across devices 332, 334, 336, 338, 340, 342, or a combination thereof. The engine
andfor modutes can complete or assist completion of aperations performed in
describing ancther engine andfor module. For example, the director engine 310 of
Figure 3 can request, complete, or perform the methods or operations described with
the director engine 110 of Figure 1 as well as the gather engine 104, the protocol
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engine 1086, the path engine 108, and the configurator engine 112 of Figure 1. Thus,
although the various engines and modules are shown as separate engines in Figures 1
and 2, in other implementations, the functionality of multiple engines and/or modules
may be implemented as a single engine and/or module or divided in a variety of engines
andfor modules. In some example, the engines of the system 300 can perform example
methods described in connection with Figures 4-7.

[6036] Figure 4 depicts example modules used o implement example network
tap systems. Referring 1o Figure 4, the example modules of Figure 4 generally include a
transiator module 440, a gather module 404, a director module 410, and a configurator
module 412. The gather module 404, the director module 410, and the configurator
module 412 function similar {o the gather module 204, the director module 210, and the
configurator module 212 of Figure 2. The example modules of Figure 4 can be
implemented on any appropriate compute device, such as a network switch, an SDN
controller, or a ap sink.

[0037] The {ap request 458 can activate the translator module 440 to cause a
processor resource 1o translate the tap request 458, identify a source network element,
and identify a request protocol. The translator module 440 can include program
instructions, such as a protocol module 406 and a path module 408, to facilitate
identification of the parameters of the tap request. The protocol module 406 and the
path module 408 represent the same modules as the protocol module 206 and the path
maodule 208 of Figure 2, respectively, and, for brevity, the associated descriptions are
not repeated. For example, the processor resource that executes the protocol module
406 can utilize a tap technology profile 460 {o identify a request protocol.

[0038] The gather module 404 can include program instructions, such as a
device information module 444 and a topology module 448, {o gather data 462 from the
network. The device information module 444 represents program instructions that when
executed cause a progessor resource o retrieve and/or generate information
associated with network elements of the network. For example, a processor rasource
that executes the device information module 444 can retrieve a list of devices and their
capabilities via individual device retrieval or by querying a database of device profiles.
The topology module 446 represents program instructions that when executed cause a
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processor resource 1o retrieve and/or generats topology information associated with the
network elements of the network

[0039] The director module 410 can include program instructions, such as a
mode module 448, an auxiliary module 450, and a device module 452, {o enable tap
traffic to divert {0 a network element that can complete a tap request. The mode module
448 represents program instructions that when executed cause a processor resource 1o
identify whether the netwaork supports a distributed mode of operation or a centralized
mode of operation. For example, if the processor resource executing the gather module
404 discovers a device is designated as a collector, then tap request can be completed
based on a centralized mode of operation. The auxiliary module 450 represents
program instructions that when executed cause a processor resource to identify a tap
protocol available to the source network slement that can be used {o transfer the tapped
traffic to an intermediary network element. The device module 452 represents program
instructions that when executed cause a processor resource o select a network
element that supporis both the redirector protocol and the request protocol. For
example, the intermediary network element is o receive traffic using the redirector
protocol and send traffic using the request protocol. A processor resource executing the
device module 452 can utilize the request protocol 464 and path information 468 to
identify the intermediary network element to use for redirecting the tapped traffic.
[8040] The configurator module 412 can include program instructions, such as a
source module 454 and a flow module 456, to provide configuration details {o a network
element. The source module 454 represents program instructions that when executed
cause a processor resource to identify a configuration profile for the source network
element to provide the tap traffic using the redirector protocel. The flow module 456
represents program instructions that when executed cause a processor resource fo
generate instructions {o provide a forwarding rule to the network element based on a
device profile 470 of the network element. A processor resource execuling the
configurator module 412 can generate a configuration instruction 474 to send to the
network element to redirect the tapped traffic to the imtermediary network element using
the redirector protocol. The configuration instruction 474 can be sent {o the source
network element to configure the source network element 1o tap traffic according {o the

15



WO 2016/122693 PCT/US2015/024102

bounds of the tap request. Another configuration instruction can be sent to the
intermediary network element fo configura the intermediary network element o forward,
using the requested tap protocol, tap traffic from the source network slement. In this
manner, the tap domain can be configured with a network tap configuration that can
produce uniform tapping information by using an intermediary protocol to convert
tapped traffic into the request protocol.

[6041] Figures 5-7 are flow diagrams depicting example methods for tap traffic
redirection. Referring to Figure 5, exampie methods for tap traffic rediwection can
generally comprise identifying a request protocol and a source network element based
on a tap request, selecling a radirector protocol based on a list of device capabilities,
instructing the source to send a first copy of network traffic to an intermediary network
glement using the redirector protocol, and instructing the intermediary network element
to forward a second copy of the network traffic using the request protocol.

[0042] Al block 502, a request protocol and a source network element are
identified. The request protocol and the source network element are identified from a
tap request. For example, the request protocol and the source network element can be
directly found as part of the tap request. For another example, the tap request can be
transiated (e.g., from phrases to identifiable keywords of a mapping) to discover the
request protocol and the source network element.

[0043] At block 504, a redirector protocol is selected. The redirector protocol is
ong of the supported protocols of the source network element. For example, a list of
device capabilities comprising a list of tap capabilities of the source network element
can be retrieved from the source network element or a database of device capahilities,
such as a database of device profiles of each network element of the network. The
redirector protocol can be selected based on the {ap request, such as selecting the
redirector protocol that can transfer a sufficient amount of information to be with {e.g.,
convertad to) the request protocol.

[0044] At block 508, the source network element is instructed to send a first copy
of network traffic to an intermediary network element using the redirector protocol. For
example, a controller can distribuie a flow entry to the source network element {o
update the local flow {able of the source network element to send duplicate traffic that
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matches a particular field or set of fields of a packet header where the duplicated packet
is structured according to the redirector protocol with path information to guide the
duplicated packet to a particular intermediary network element that supports the request
protocol. At block 508, the intermediary network element is instructed {o forward a
second copy of network fraffic using the request protocol. For example, a controller can
distribute a flow entry to the intermediary network element to update the local flow table
of the intermediary network element to transfer the information of the duplicated packet
originating from the source network element into a second packet structured in the
requested protocol and forward that second packet 1o the destination for tapping
analysis {i.e., natwork monitoring purposes).

[0045] Figure 8 includes blocks similar to blocks of Figure & and provides
additional blocks and details. In parficular, Figure € depicts additional blocks and details
generally regarding gathering network element information and identifying a subset of
natwork elements that supports the request protocol. Blocks 6804, 608, 610, and 612 are
the same as blocks 502, 504, 506 and 508 of Figure 5 and, for brevity, their respective
descriptions are not repeated.

[06046] At block 602, a list of device capabilities and topology information is
gathered. information about network elements can be gathered in a variety of ways,
such as through a centralized database, a network management source, application
programming interfaces, and network monitoring to name a few. Figure 7 depicts an
appropriate example of obtaining network information.

[0047] At block 608, a subset of network elements that supporis the request
protocot based on the topology information. Using data gathered at block 802, the
network elements of the network that are capable of supporting the requested {ap
protocoi are entified and placed in the subsetl. The subset can be narrowed to network
glements that can receive the tapped traffic in a protocol supported by the source
network element. The identification and selection of one of the subset to receive
redirected traffic can be bhased on the closest network element 1o the source {e.q., least
number of hops) and/or based on other thresholds or bounds set by a network
administrator.
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[0048] Figure 7 includes blocks similar {o blocks of Figure § and provides
additional blocks and details. In particular, Figure 7 depicts additional blocks and details
generally regarding gathering network element information and directing tap traffic
based on an operation mode. Blocks 702, 704, and 706 are similar to blocks 802, 804,
and 606 of Figure 6, and, for brevily, their respective descriptions are not repeated in
their entirety.

[6049] The collection of devices, device capabilities, and topology information of
block 702 can include registration of network elements, identification of tap capabilities,
and generation of topology information. At block 710, a plurality of network elemenis are
registered with a centralized registration database. Gathering data can be facilitated by
configuring network elements {o register and update a database with their device
profiles including their configuration information and/or state information. At block 712, a
set of tap capabilities is identified. For example, sach of the device profiles can contain
information about the tap technologies supportad by the device and/or the device
profiles can be analyzed for attributes that meet the specifications of the tap technology,
such as by comparing the attributes of the device profile to parameters of a tap
technology profile. At block 714, topology information is generated based on the
connections among the plurality of network devices and the set of tap capabilities. For
example, the device profiles and/or routing information of each network element can be
analyzed (or directly contain) the connections of each device fo construct a topological
map of the network element connections where such a map is further organized based
on fap capabilities of each of the network elements. This can allow for dynamic
construction of paths that are compatible for a given tap protocol.

[0050] At block 708, tap traffic is directed based on an operation mode. At block
718, # 1s decided whether the operation mode is a centralized mode or a distributed
mode. For example, the existence of a collector device may support a centralized mode
of operation.

[0051] if the operation mode is central, then the source nelwork element is
instructed to send a network copy 1o a collector device at block 720, At block 722, the
data {0 be transferred to the request protocol is identified and converted {o the format of
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the request protocol. The converted data is sent {0 a destination based on the {ap
request at block 724.

[0052] If the operation mode is distributed, then a network element set {e.g., a
subset of network elements of the network) is identified comprising & minimum number
of network elements to support the request protocol at block 726. The subset of network
elements can be part of a federated model where each member of the subset is also a
member of the federation. At block 728, the source network element {s instructed fo
send a copy of network traffic via a path comprising the subset identified at block 726
using the redirecior protocol supporied by the source network element. An intermediary
natwork element is included in the subset identified at block 726. Af block 730, the
intermediary network element is instructed to forward the copy of network traffic using
the request protocol rather than the redirector protocol. In either mode, the tapped iraffic
can arrive at the destination network element (e.g., a destination device and/or
application) in the profocol requested by the tap request even though the source
network element that originates the tap traffic does not support the request protocol
directly.

[06053] Although the flow diagrams of Figures 4-7 llusirate specific orders of
execution, the order of execution may differ from that which ig Hlustrated. For example,
the order of execution of the blocks may be scrambled relative to the order shown. Also,
the blocks shown in succession may be executed concurrently or with partiat
concurrence. All such variations are within the scope of the present description.

[0054] The present description has been shown and described with reference to
the foregoing examples. I is understood, however, that other forms, details, and
gxamples may be made without departing from the spirit and scope of the following
claims. The use of the words “first,” “second,” or related terms in the claims are not used
to limit the claim elements {0 an order or location, but are merely used to distinguish
separate claim elements.
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CLAIMS
What ig claimed is:

1. A network tap systermn comprising:
a gather engine to obtain a list of device capabiliies and topology information;
& protocol engine to select a first tap protocol based on a tap request;
a path engine 1o identify a source network element 1o tap based on the tap
request; and
a director engine {o:
identify a second tap protocol usable with the source network element based
on the list of device capabilities; and
identify an intermediary network element having the first tap protocol based
on the topology information; and
a configurator engine o configure the source network slement {o direct {ap traffic

ta the intermediary netwark elemeant using the second tap protocol.

2. The system of claim 1, wherein the path engine is further to:
identify a path between a destination network element and the source network
element based on the first tap protocol, the list of device capabilities, and the
topology information, where the path includes the intermediary network element.

3. The system of claim 2, wherein:

the gather engine is further to:

retrieve a list of device capabilifies from a naighbor network element via a
port connection; and
the path engine is further to:

look up route information in a local routing table to identify a plurality of
paths that include the intermediary network element that supports the first tap
praotocol, and

compare a number of haps of each of the plurality of paths;
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wherein the identified path is one of the plurality of paths that has a
minimum number of element hops between a first network element supporting
the first tap protocol and a second network element supporting the second tap
protocol.

The system of claim 1, wherein the director engine is further to:
cause a plurality of network elements of a tap domain 1o send a copy of network
packets to the intermediary network element, the ntermediary network element {o

include a central database of tapped traffic of the tap domain.

The system of ¢laim 4, comprising:
a format handier engine to:
identify a log entry of the database associated with the source network
element based on the tap request; and

convert the log entry to a format compatibie with the first protocol.

The system of claim 1, comprising at least one of:

a controller including circuitry 1o execute a tap application, the tap application fo
be a destination of the tap traffic; and

g tap sink device including circuitry to execute a collector application {o receive

the tap traffic, the tap sink device to be the intermediary network element.

. A computer readable storage medium comprising a set of instructions executable by

a processor resource to:

identify a redirector protocol available {o a source network element basedon a
fist of device capabilities, the source network element designated as a target to tap
network traffic;

identify a path including an intermediary network element that supports a request
protocol based on topology information and the tap request, the path to comprise a
plurality of network elements;
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configure the plurality of network elements of the path to form a flow of traffic via
the path using a subset of protocols, a first segment to provide tapped traffic in a first
format of a first protocol of the subset of tap protocols that is different from a second
protocol of the subset of tap protocols associated with a second segment; and

instruct the intermediary network element to convert the fapped traffic received in
the first protocol to the second protocol.

. The medium of claim 7, wherein the set of instructions is executable by the

Processor resowca o
configure a tap rule {0 send the received traffic 1o a collector, the tap ruleto be a
network flow rule and the collector to be a network element of the tap domain.

. The medium of claim 7, wherein the set of instructions is executable by the

ProCEsSor resource to:

identify the subset of tap protocols through which the request protocol could be
achieved, the subset of tap protocols to include a redirector protocol to steer the
tapped traffic to the intermediary network element that supports the request protocol.

10. The medium of claim 7, wherein the medium and the processor resource are

coupled to a soflware-defined network ("SDN"} controlier.

11. A method for tap traffic redirection comprising:

identifying a request protocol and a source network element based on a tap
request;

selecting a redirector protocol based on a list of device capabilities of a plurality
of network elements, the plurality of network elements comprising the source
network element;

instructing the source network element to send a first copy of network fraffic {o an
intermediary network element using the redirector protocol; and

nstructing the intermediary network element to forward a second copy of the
network traffic using the request protocol.
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12. The method of claim 11, comprising:
identifying a subset of network elements of a tap domain that support the request
protocol based on fopology information associated with the {ap domain, the tap
domain comprising heterogeneous network elements.

13. The method of claim 12, comprising:
identifying a minimum set of network elements of a {ap domain through which the
requested faping mechanism could be supported based on topology information

associated with the tap domain.

14. The method of ¢laim 11, comprising:
identifying a format of the request protocol;
converting data of the first copy of the network traffic into the identified format;
and
sending the converted data to a destination network element based on the tap
request, the second copy of the network traffic comprising the converted data.

15. The method of claim 11, comprising:
registering a plurality of network elements with a centralized registration
database;
identifying a st of tap capabilities of the plurality of network elements; and
generating lopology information based on connections among the plurality of
nefwork elements and the set of tap capabilities.
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