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lyzing the state distributions of the individual
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ling, data loss prediction, or adjustments to
memory parameters. Pre-emptive action at the
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may lead to improved memory management and
data management. That action may include cal-
culating the remaining useful life of data stored
in memory, cycling blocks, predicting data loss,
trade-off or dynamic adjustments of memory
parameters.
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MEASURING MEMORY WEAR AND DATA RETENTION
INDIVIDUALLY BASED ON CELL VOLTAGE DISTRIBUTIONS

TECHNICAL FIELD

[0001]  This application relates generally to memory devices. More specifically,
this application relates to the measurement of wear endurance, wear remaining, and
data retention in non-volatile semiconductor flash memory. Those measurements may

be used for block cycling, data loss prediction, or adjustments to memory parameters.

BACKGROUND

[0002] Non-volatile memory systems, such as flash memory, have been widely
adopted for use in consumer products. Flash memory may be found in different forms,
for example in the form of a portable memory card that can be carried between host
devices or as a solid state disk (SSD) embedded in a host device. As the non-volatile
memory cell scales to smaller dimensions with higher capacity per unit area, the cell
endurance due to program and erase cycling, and disturbances (e.g. due to either read
or program) may become more prominent. The defect level during the silicon process
may become elevated as the cell dimension shrinks and process complexity increases.
Likewise, time and temperature may hinder data retention (DR) in a memory device.
Increased time and/or temperature may cause a device to wear more quickly and/or lose
data (i.e. data retention loss). Bit error rate (BER) may be used as an estimate for wear,
DR, or remaining margin; however, BER is merely the result of the problem and may
not be an accurate predictor. Further, using BER does allow a distinction between
memory wear and data retention. For example, a high BER may be caused by any one

of wear, read disturb errors, DR, or other memory errors.
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SUMMARY

[0003] At any moment, the integrity of data in a block may be impacted by any
combination of wear, retention loss, read disturb or a presence of bad cells. Being able
to measure at any time and in any block, data retention loss and rate independently
from wear, read disturb and other phenomena may provide improved memory
analytics. In particular, it may be desirable to independently measure/predict memory
wear/endurance, data retention (DR), and/or remaining margin (e.g. read disturb
errors). The wear (wear endured and wear remaining), DR (retention capability and
retention loss), and margin remaining of memory cells may be independently
quantified by analyzing the state distributions of the individual voltage levels of the
cells. Rather than relying on BER as an indicator, an independent measurement may
be made for any of wear, endurance, DR, or read disturb. Pre-emptive action at the
appropriate time based on the measurements may lead to improved memory
management and data management. That action may include calculating the remaining
useful life of data stored in memory, cycling blocks, predicting data loss, trade-off or

dynamic adjustments of memory parameters.

BRIEF DESCRIPTION OF THE DRAWINGS

[0004]  Figure 1 is a block diagram of a host connected with a memory system
having non-volatile memory.

[0005]  Figure 2 is a block diagram of an exemplary flash memory device controller
for use in the system of Figure 1.

[0006]  Figure 3 is a block diagram of an alternative memory communication
system.

[0007]  Figure 4 is a block diagram of an exemplary memory system architecture.
[0008]  Figure 5 is a block diagram of another exemplary memory system
architecture.

[0009]  Figure 6 is a block diagram of an exemplary memory analysis process.

[0010]  Figure 7 is a block diagram of another exemplary memory analysis process.
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[0011]  Figure 8 is a block diagram of a system for wear and retention analysis.
[0012]  Figure 9 is an example physical memory organization of the system of
Figure 1.

[0013]  Figure 10 is an expanded view of a portion of the physical memory of
Figure 4.

[0014]  Figure 11 is a diagram illustrating charge levels in a multi-level cell memory
operated to store two bits of data in a memory cell.

[0015]  Figure 12 is a histogram of exemplary cell voltage distribution states in a
three bit memory wordline after the first program/erase cycle.

[0016]  Figure 13 is a histogram of exemplary cell voltage distribution states in a
three bit memory wordline after 1000 program/erase cycles.

[0017]  Figure 14 is a cell voltage distribution illustrating location shift.

[0018]  Figure 15 is an expanded version of the G state cell voltage location shift.
[0019]  Figure 16 is a cell voltage distribution illustrating distribution width and
shape changes.

[0020]  Figure 17 is an expanded version of the G state cell voltage distribution
scale changes.

[0021] Figure 18 is an expanded version of the G state cell voltage distribution

shape changes.

BRIEF DESCRIPTION OF THE PRESENTLY PREFERRED
EMBODIMENTS

[0022]  The system described herein can independently quantize wear and data
retention. The quantization is based on an analysis of the cell voltage distribution.
Changes to the cell voltage distribution are analyzed to identify either wear or data
retention problems.

[0023]  Data retention may refer to either a gain or loss of charge over time. Data
may be lost if the charge gain/loss passes over a threshold voltage which then changes
the value of the cell. An erase cycle may reset the charge for the cells in a block, which

can correct the gain/loss of charge over time. Read disturb errors may be caused when
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cells in a memory block change over time (e.g. become programmed unintentionally).
It may be due to a particular cell being excessively read which may cause the read
disturb error for neighboring cells. In particular, a cell that is not being read, but
receives elevated voltage stress because a neighboring cell is being read. Charge may
collect on floating gates, which may cause a cell to appear to be programmed. The
read disturb error may result in a data loss. ECC may correct the error and an erase
cycle can reset the programming of the cell.

[0024] A retention capability may be predicted at any given program/erase (P/E)
cycle and on any block, from a measurement of the wear and/or retention loss rate of
that block. DR predictions may be used for block leveling, recovering wasted margins,
extending endurance, and for other product capabilities. Periodic measurements of
stored data can be used to dynamically determine the wear or retention loss rates of
individual blocks.

[0025] Memory wear refers to the finite limit of program-erase (P/E) cycles for the
memory. This may also be referred to as endurance. Memory may be able to
withstand a threshold number of P/E cycles before memory wear deteriorates the
memory blocks. A memory block that has failed should not be used further. Wear
leveling may be utilized as an attempt to normalize P/E cycles across all blocks. This
may prevent blocks from receiving excessive P/E cycles.

[0026] A flash memory system suitable for use in implementing aspects of the
invention is shown in Figures 1-5. A host system 100 of Figure 1 stores data into and
retrieves data from a flash memory 102. The flash memory may be embedded within
the host, such as in the form of a solid state disk (SSD) drive installed in a personal
computer. Alternatively, the memory 102 may be in the form of a flash memory card
that is removably connected to the host through mating parts 104 and 106 of a
mechanical and electrical connector as illustrated in Figure 1. A flash memory
configured for use as an internal or embedded SSD drive may look similar to the
schematic of Figure 1, with one difference being the location of the memory system

102 internal to the host. SSD drives may be in the form of discrete modules that are
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drop-in replacements for rotating magnetic disk drives. As described, flash memory
may refer to the use of a negated AND (NAND) cell that stores an electronic charge.
[0027]  Examples of commercially available removable flash memory cards include
the CompactFlash (CF), the MultiMediaCard (MMC), Secure Digital (SD), miniSD,
Memory Stick, SmartMedia, TransFlash, and microSD cards. Although each of these
cards may have a unique mechanical and/or electrical interface according to its
standardized specifications, the flash memory system included in each may be similar.
These cards are all available from SanDisk Corporation, assignee of the present
application. SanDisk also provides a line of flash drives under its Cruzer trademark,
which are hand held memory systems in small packages that have a Universal Serial
Bus (USB) plug for connecting with a host by plugging into the host’s USB receptacle.
Each of these memory cards and flash drives includes controllers that interface with the
host and control operation of the flash memory within them.

[0028] Host systems that may use SSDs, memory cards and flash drives are many
and varied. They include personal computers (PCs), such as desktop or laptop and
other portable computers, tablet computers, cellular telephones, smartphones, personal
digital assistants (PDAs), digital still cameras, digital movie cameras, and portable
media players. For portable memory card applications, a host may include a built-in
receptacle for one or more types of memory cards or flash drives, or a host may require
adapters into which a memory card is plugged. The memory system may include its
own memory controller and drivers but there may also be some memory-only systems
that are instead controlled by software executed by the host to which the memory is
connected. In some memory systems containing the controller, especially those
embedded within a host, the memory, controller and drivers are often formed on a
single integrated circuit chip. The host may communicate with the memory card using
any communication protocol such as but not limited to Secure Digital (SD) protocol,
Memory Stick (MS) protocol and Universal Serial Bus (USB) protocol.

[0029]  The host system 100 of Figure 1 may be viewed as having two major parts,

insofar as the memory device 102 is concerned, made up of a combination of circuitry
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and software. An applications portion 108 may interface with the memory device 102
through a file system module 114 and driver 110. In a PC, for example, the
applications portion 108 may include a processor 112 for running word processing,
graphics, control or other popular application software. In a camera, cellular telephone
that is primarily dedicated to performing a single set of functions, the applications
portion 108 may be implemented in hardware for running the software that operates the
camera to take and store pictures, the cellular telephone to make and receive calls, and
the like.

[0030] The memory system 102 of Figure 1 may include non-volatile memory, such
as flash memory 116, and a device controller 118 that both interfaces with the host 100
to which the memory system 102 is connected for passing data back and forth and
controls the memory 116. The device controller 118 may convert between logical
addresses of data used by the host 100 and physical addresses of the flash memory 116
during data programming and reading. Functionally, the device controller 118 may
include a Host interface module (HIM)122 that interfaces with the host system
controller logic 110, and controller firmware module 124 for coordinating with the host
interface module 122, and flash interface module 128. Flash management logic 126
may be part of the controller firmware 214 for internal memory management
operations such as garbage collection. One or more flash interface modules (FIMs)
128 may provide a communication interface between the controller with the flash
memory 116.

[0031] A flash transformation layer (“FTL”) or media management layer (“MML”)
may be integrated in the flash management 126 and may handle flash errors and
interfacing with the host. In particular, flash management 126 is part of controller
firmware 124 and MML may be a module in flash management. The MML may be
responsible for the internals of NAND management. In particular, the MML may
include instructions in the memory device firmware which translates writes from the
host 100 into writes to the flash memory 116. The MML may be needed because: 1)

the flash memory may have limited endurance; 2) the flash memory 116 may only be
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written in multiples of pages; and/or 3) the flash memory 116 may not be written unless
it is erased as a block. The MML understands these potential limitations of the flash
memory 116 which may not be visible to the host 100. Accordingly, the MML
attempts to translate the writes from host 100 into writes into the flash memory 116.
As described below, an algorithm for measuring/predicting memory wear/endurance,
data retention (DR), and/or remaining margin (e.g. read disturb errors) may also be
stored in the MML. That algorithm may analyze the state distributions of the
individual voltage levels of the cells, and utilize histogram data of cell voltage
distributions of the memory cells to identify signatures for certain effects (e.g. wear,
DR, margin, etc.). The flash memory 116 or other memory may be multi-level cell
(MLC) or single-level cell (SLC) memory. MLC and SLC memory are further
described below. Either SLC or MLC may be included as part of the device controller
118 rather than as part of the flash memory 116.

[0032]  The device controller 118 may be implemented on a single integrated circuit
chip, such as an application specific integrated circuit (ASIC) such as shown in

Figure 2. The processor 206 of the device controller 118 may be configured as a multi-
thread processor capable of communicating via a memory interface 204 having I/O
ports for each memory bank in the flash memory 116. The device controller 118 may
include an internal clock 218. The processor 206 communicates with an error
correction code (ECC) module 214, a RAM buffer 212, a host interface 216, and boot
code ROM 210 via an internal data bus 202.

[0033]  The host interface 216 may provide the data connection with the host. The
memory interface 204 may be one or more FIMs 128 from Figure 1. The memory
interface 204 allows the device controller 118 to communicate with the flash memory
116. The RAM 212 may be a static random-access memory (SRAM). The ROM 210
may be used to initialize a memory system 102, such as a flash memory device. The
memory system 102 that is initialized may be referred to as a card. The ROM 210 in
Figure 2 may be a region of read only memory whose purpose is to provide boot code

to the RAM for processing a program, such as the initialization and booting of the
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memory system 102. The ROM may be present in the ASIC rather than the flash
memory chip.

[0034] Figure 3 is a block diagram of an alternative memory communication
system. The host system 100 is in communication with the memory system 102 as
discussed with respect to Figure 1. The memory system 102 includes a front end 302
and a back end 306 coupled with the flash memory 116. In one embodiment, the front
end 302 and the back end 306 may be referred to as the memory controller and may be
part of the device controller 118. The front end 302 may logically include a Host
Interface Module (HIM) 122 and a HIM controller 304. The back end 306 may
logically include a Flash Interface Module (FIM) 128 and a FIM controller 308.
Accordingly, the controller 301 may be logically portioned into two modules, the HIM
controller 304 and the FIM controller 308. The HIM 122 provides interface
functionality for the host device 100, and the FIM 128 provides interface functionality
for the flash memory 116. The FIM controller 308 may include the algorithms
implementing the independent analysis of wear and data retention as described below.
[0035] In operation, data is received from the HIM 122 by the HIM controller 304
during a write operation of host device 100 on the memory system 102. The HIM
controller 304 may pass control of data received to the FIM controller 308, which may
include the FTL discussed above. The FIM controller 308 may determine how the
received data is to be written onto the flash memory 116 optimally. The received data
may be provided to the FIM 128 by the FIM controller 308 for writing data onto the
flash memory 116 based on the determination made by the FIM controller 308. In
particular, depending on the categorization of the data it may be written differently
(e.g. to MLC or retained in an update block).

[0036]  Figure 4 is a block diagram of an exemplary memory system architecture.
The data storage system includes a front end 128, a flash transformation layer (FTL)
126, and access to the NAND memory 116. The data storage system has its memory
managed by the NAND memory management in one embodiment. The NAND

memory management may include a NAND trade-off engine 404, a block control
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module 406, and a memory analytics module 408. The NAND trade-off engine 404
may dynamically measure device performance and allow for adjustments to the device
based on the measurements. Power, performance, endurance, and/or data retention
may be emphasized or de-emphasized in the trade-off. For example, trim parameters
may be adjusted based on the wear or data retention loss for certain blocks. The trade-
off may be automated for the device or it may be adjusted by the user/host as described
with respect to Figure 5. The block control module 406 controls operations of the
blocks. For example, the trim parameters that are adjusted may be individually
adjusted for each block based on the measurements of the block’s health (e.g. wear,
data retention, etc.), which is further described below. The memory analytics module
408 receives the individual health measurements for blocks or other units of the
memory. This health of the blocks may include the wear, data retention, endurance,
etc. which may be calculated as described with respect to Figures 12-18. In particular,
the memory analytics module 408 may utilize cell voltage distribution to calculate the
wear and the data retention independently for each individual block (or individual
cells/wordlines/meta-blocks, etc.). The architecture shown in Figure 4 is merely
exemplary and is not limited to the use of a specific memory analytics implementation.
Likewise, the architecture is not limited to NAND flash, which is merely exemplary.
[0037]  Figure 5 is a block diagram of another exemplary memory system
architecture. The system in Figure 5 is similar to the system in Figure 4, except of the
addition of a memory analytics user interface 502. The memory analytics user
interface 502 may receive input from the user/host (through the front end 122) that is
translated into system specific trade-off bias. In particular, the memory analytics user
interface 502 may be user controlled by providing the user with an interface for
selecting the particular trade-offs (e.g. low/high performance vs. high/low endurance or
high/low data retention). In one embodiment, the memory analytics user interface 502
may be configured at factory and may be one way to generate different product types

(e.g. high performance cards vs. high endurance cards).
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[0038]  Figure 6 is a block diagram of an exemplary memory analysis process. The
memory analytics 602 may include more precise measurements (including voltage and
programming time) of the memory. For example, calculation and tracking of block
level margins in data retention, endurance, performance, rates of change may be
measured and tracked. That data can be used for prediction of blocks” health towards
end of life. The memory analytics may be performed by the memory analytics module
408 in one embodiment. In one embodiment described below, the data retention
(rate/loss) and the wear of individual blocks may be measured and tracked
independently of one another.

[0039] Dynamic block management 604 may include leveling usage of blocks and
hot/cold data mapping. This block management may be at the individual block level
and may include independent and dynamic setting of trim parameters as further
discussed below. Further, the management may include narrowing and recovering the
margin distribution. The extra margins trade-offs 606 may include using recovered
extra margins to trade off one aspect for another for additional benefits, and may
include shifting margin distributions. The trade-off product/interface 608 may include
configuring product type at production time, and dynamically detecting and taking
advantage of idle time. This may allow a user to configure trade-offs (e.g. reduced
performance for improved endurance).

[0040]  Figure 7 is a block diagram of another exemplary memory analysis process.
The process may be within the memory analytics module 408 in one embodiment.
Memory analytics may include an individual and independent analysis of wear, data
retention, read disturb sensitivity, and/or performance. Each of these parameters may
be measured and tracked (compared over periodic measurements). Based on the
tracking, there may be a prediction of certain values (e.g. overall endurance, end of life,
data retention loss rate). Based on the predictions, certain functions may be performed,
including block leveling or other system management functions based on the individual
values (e.g. wear or data retention). Adjustments can be made for dynamic block

management based on the predictions. Trade-offs (e.g. performance vs.
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endurance/retention) may be automatically implemented (or implemented by the host)
based on the measurements and predictions. As described below, wear may be
calculated for individual blocks and those values may be used for implementing certain
system processes (block cycling or leveling) and programming can be adjusted
dynamically based on those values.

[0041]  Figure 8 is a block diagram of a system for wear and retention analysis. In
particular, Figure 8 illustrates modules for performing the wear and retention analysis
described below. A measurement module 802 or measurer may measure the cell
voltages. For example, special read commands may be issued, such as those described
below with respect to Figure 12. The cell voltage values can then be used generate a
cell voltage distribution 806 by the generation module 804 or generator. An exemplary
cell voltage distribution is shown below in Figures 12-13. There may be multiple cell
voltage distributions 806 that are compared by the comparison module 808 or
comparator. The cell voltage distributions may be periodically generated and
compared with each other, or compared with a reference cell voltage distribution that
was generated when the memory was fresh and new (e.g. at factory). In alternative
embodiments, the absolute values of a cell voltage distribution may be used to estimate
wear and data retention of memory (without comparing other distributions). An
analysis module 810 or analyzer may calculate or estimate wear and/or data retention
based on the cell voltage distribution. Based on the wear and/or data retention, the
analysis module 810 may make further calculations discussed below, including but not
limited to calculating the remaining useful life of data stored in memory, cycling
blocks, predicting data loss, trade-off or dynamic adjustments of memory parameters.
In particular, modules such as a locator 812, scaler 814, and/or shaper 816 may analyze
the cell voltage distribution as further described with respect to Figure 12. The locator
812 can determine data retention based on a location shift of the states in the cell
voltage distribution as described with respect to Figure 15. The scaler 814 may
determine wear based on changes to the width of the states in the cell voltage

distribution as described below with respect to Figure 17. The shaper 816 may
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determine wear based on changes to the shape of the states in the cell voltage
distribution as described below with respect to Figure 18.

[0042] The system may be implemented in many different ways. Each module,
such as the measurement module 802, the generation module 804, the comparison
module 806, and the analysis module 810, may be hardware or a combination of
hardware and software. For example, each module may include an application specific
integrated circuit (ASIC), a Field Programmable Gate Array (FPGA), a circuit, a digital
logic circuit, an analog circuit, a combination of discrete circuits, gates, or any other
type of hardware or combination thereof. Alternatively or in addition, each module
may include memory hardware, for example, that comprises instructions executable
with the processor or other processor to implement one or more of the features of the
module. When any one of the modules includes the portion of the memory that
comprises instructions executable with the processor, the module may or may not
include the processor. In some examples, each module may just be the portion of the
memory or other physical memory that comprises instructions executable with the
processor or other processor to implement the features of the corresponding module
without the module including any other hardware. Because each module includes at
least some hardware even when the included hardware comprises software, each
module may be interchangeably referred to as a hardware module.

[0043]  The data retention results or memory wear results from the cell voltage
distribution changes may be tracked and stored (e.g. in the flash memory or within the
controller). For example, a system table may track the changes in the cell voltage
distributions and resultant changes in data retention and/or wear. By keeping an
ongoing record of this information, a more accurate determination can be made
regarding both wear and data retention. This information may be used for optimizing
short term and long term storage of data. In particular, data that is not accessed
frequently (long term storage or “cold data”) should be stored where data retention is

high. The variation in data retention may be block by block or die by die.
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[0044] In one embodiment, each comparison of a currently measured cell voltage
distribution may be compared with a reference cell voltage distribution (e.g. when the
memory “fresh” such as at factory or at the first use). This reference cell voltage
distribution is compared with each of the cell voltage distributions that are periodically
measured such that a rate at which the data is degrading in the cell can be determined.
The determinations that can be made from the calculations include:

e Wear that a population of cells has endured;

e Rate at which the population of cells is wearing;

e Expected wear remaining of the population of cells;

e Retention loss of the data stored in the cells;

e Rate of retention loss of the data stored in the cells;

e Margin to further retention loss can be determined; and

e Retention loss rate may be used as a metric for retention capability.
[0045]  Figure 9 conceptually illustrates an organization of the flash memory 116
(Figure 1) as a cell array. Figures 9-10 illustrate different sizes/groups of blocks/cells
that may be subject to the memory analytics described herein. The flash memory 116
may include multiple memory cell arrays which are each separately controlled by a
single or multiple memory controllers 118. Four planes or sub-arrays 902, 904, 906,
and 908 of memory cells may be on a single integrated memory cell chip, on two chips
(two of the planes on each chip) or on four separate chips. The specific arrangement is
not important to the discussion below. Of course, other numbers of planes, such as 1,
2, 8, 16 or more may exist in a system. The planes are individually divided into groups
of memory cells that form the minimum unit of erase, hereinafter referred to as blocks.
Blocks of memory cells are shown in Figure 9 by rectangles, such as blocks 910, 912,
914, and 916, located in respective planes 902, 904, 906, and 908. There can be any
number of blocks in each plane.
[0046] The block of memory cells is the unit of erase, and the smallest number of
memory cells that are physically erasable together. For increased parallelism, however,

the blocks may be operated in larger metablock units. One block from each plane is
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logically linked together to form a metablock. The four blocks 910, 912, 914, and 916
are shown to form one metablock 918. All of the cells within a metablock are typically
erased together. The blocks used to form a metablock need not be restricted to the
same relative locations within their respective planes, as is shown in a second
metablock 920 made up of blocks 922, 924, 926, and 928. Although it may be
preferable to extend the metablocks across all of the planes, for high system
performance, the memory system can be operated with the ability to dynamically form
metablocks of any or all of one, two or three blocks in different planes. This allows the
size of the metablock to be more closely matched with the amount of data available for
storage in one programming operation.

[0047]  The individual blocks are in turn divided for operational purposes into pages
of memory cells, as illustrated in Figure 10. The memory cells of each of the blocks
910,912, 914, and 916, for example, are each divided into eight pages PO-P7.
Alternatively, there may be 16, 32 or more pages of memory cells within each block.
The page is the unit of data programming and reading within a block, containing the
minimum amount of data that are programmed or read at one time. However, in order
to increase the memory system operational parallelism, such pages within two or more
blocks may be logically linked into metapages. A metapage 1002 is illustrated in
Figure 9, being formed of one physical page from each of the four blocks 910, 912,
914, and 916. The metapage 1002, for example, includes the page P2 in each of the
four blocks but the pages of a metapage need not necessarily have the same relative
position within each of the blocks. A metapage may be the maximum unit of
programming.

[0048] The memory cells may be operated to store two levels of charge so that a
single bit of data is stored in each cell. This is typically referred to as a binary or single
level cell (SLC) memory. SLC memory may store two states: 0 or 1. Alternatively, the
memory cells may be operated to store more than two detectable levels of charge in
cach charge storage element or region, thereby to store more than one bit of data in

cach. This latter configuration is referred to as multi-level cell (MLC) memory. For
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example, MLC memory may store four states and can retain two bits of data: 00 or 01
and 10 or 11. Both types of memory cells may be used in a memory, for example
binary SLC flash memory may be used for caching data and MLC memory may be
used for longer term storage. The charge storage elements of the memory cells may be
conductive floating gates but may alternatively be non-conductive dielectric charge
trapping material.

[0049]  In implementations of MLC memory operated to store two bits of data in
each memory cell, each memory cell is configured to store four levels of charge
corresponding to values of “11,” “01,” “00,” and “10.” Each bit of the two bits of data
may represent a page bit of a lower page or a page bit of an upper page, where the
lower page and upper page span across a series of memory cells sharing a common
word line. Typically, the less significant bit of the two bits of data represents a page bit
of a lower page and the more significant bit of the two bits of data represents a page bit
of an upper page. The exemplary memory described below is three bit MLC in the
examples described with respect to Figures 12-18, but that is merely exemplary. Other
memory types and bits may be utilized.

[0050]  Figure 11 illustrates one implementation of the four charge levels used to
represent two bits of data in a memory cell. Figure 6 is labeled as LM mode which
may be referred to as lower at middle mode and will further be described below
regarding the lower at middle or lower-middle intermediate state. The LM
intermediate state may also be referred to as a lower page programmed stage. A value
of “11” corresponds to an un-programmed state of the memory cell. When
programming pulses are applied to the memory cell to program a page bit of the lower
page, the level of charge is increased to represent a value of “10” corresponding to a
programmed state of the page bit of the lower page. The lower page may be considered
a logical concept that represents a location on a multi-level cell (MLC). If the MLC is
two bits per cell, a logical page may include all the least significant bits of the cells on
the wordline that are grouped together. In other words, the lower page is the least

significant bits. For a page bit of an upper page, when the page bit of the lower page is
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programmed (a value of “10”), programming pulses are applied to the memory cell for
the page bit of the upper page to increase the level of charge to correspond to a value of
“00” or “10” depending on the desired value of the page bit of the upper page.
However, if the page bit of the lower page is not programmed such that the memory
cell is in an un-programmed state (a value of “11”), applying programming pulses to
the memory cell to program the page bit of the upper page increases the level of charge
to represent a value of “01” corresponding to a programmed state of the page bit of the
upper page.

[0051] Memory systems undergo write/erase operations due to both host writes and
the memory maintenance operations in the normal life span of its application. The
internal memory maintenance (i.e. non-host write operations or background operations)
can introduce a high write amplification factor (“WAF”) for both MLC and SLC.

WAF may be the amount of data a flash controller has to write in relation to the amount
of data that the host controller wants to write (due to any internal copying of data from
one block to another block). In other words, WAF is the ratio of non-host write
operations compared with writes from the host. In one example, up to half of the MLC
write/erase operations may be due to these internal memory operations. This may have
a significant effect on the life of the card. Accordingly, it may be important to reduce
the endurance impact due to a system’s internal write/erase operations.

[0052] Memory maintenance (which is interchangeably referred to as non-host
writes and/or background operations) may be performed only at optimal times. One
example of memory maintenance includes garbage collection which may be needed to
aggregate obsolete data together in blocks to be erased. Garbage collection can group
together valid data and group obsolete data. When a block includes only obsolete data,
it can be erased so that new data can be written to that block. Garbage collection is
used to maximize storage in blocks by minimizing the number of partially used blocks.
In other words, garbage collection may be a consolidation or aggregation of valid data
from blocks that have a mixture valid data and obsolete data that results in more free

blocks since there are fewer blocks that have a mixture of both valid and obsolete data.
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The background operations may further include the measurement of cell voltages
and/or the analysis of those voltages to independently identify data retention or
memory wear issues as discussed below.

[0053]  Figure 12 is a histogram of exemplary cell voltage distribution states in a
three bit memory wordline after the first program/erase (P/E) cycle. There are eight
states associated with three bit memory (X3). Different memory (X2 memory with two
bits and four states) may be analyzed similarly to the example shown in Figure 12. The
distribution of those eight states is shown in Figure 12 after the first P/E cycle. This
raw data may be collected by sending a set of sequences to the flash memory a
“Distribution Read” sequence. The raw Distribution Read data is then processed to
produce a histogram of the voltage levels in all the cells in the population. When the
memory is described as having a certain wear or data retention loss, the reference to
memory generally may refer to finite portions of the memory, such as block level,
groups of blocks (e.g. the groups described with respect to Figures 9-10), page, plane,
die, or product level. An exemplary population to obtain a flash memory unit (FMU),
which may be statistically sufficient for the analysis and calculation describe herein.
The FMU may be the smallest data chunk that the host can use to read or write to the
flash memory. Each page may have a certain number of FMUs.

[0054] Once the histogram is obtained, the individual state distributions may be
analyzed and characterized for: 1) Location; 2) Scale; and 3) Shape. For each of the
ecight states, the location, scale, and shape may be determined. A set of meta-data
parameters (e.g. location, scale, shape) may be produced for the population. The meta-
data may be used in either relative or absolute computations to determine the wear and
retention properties of the population.

[0055] Location may refer to the location of the distribution may include some form
of a linear average, such as the mean or mode. As shown in Figure 12, the location is
determined with the mean in one embodiment. Location may be calculated with other

metrics in different embodiments.
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[0056] Scale may include a measurement for the width of the distribution. In one
embodiment, scale may be measured by a deviation such as the standard deviation,
which is shown as sigma (o) for each state. In alternative embodiments, a percentile
measurement may be used (e.g. width of 99% of values). Scale may be measured with
other metrics that quantify the width of the distribution in different embodiments.
[0057] Shape may include the skewness of the distribution. The skewness may be
measured by asymmetry. In one embodiment, asymmetry may be determined with
Pearson’s Shape Parameter. Pearson’s is merely one example of asymmetry
measurement and other examples are possible.

[0058] The controller 118 may include a measurement module that measures the
cell voltage distribution for cells for generating a histogram such as the example shown
in Figure 12. The controller may issue special read commands to the flash memory. In
particular, the special read commands that are used to generate the histogram are
gradually moving from zero volts up to a threshold voltage value. In other words, the
controller sends special read commands to the NAND and the results are provided back
to the controller. The special read command may a voltage signal that is gradually
increased (e.g. 0 to 6 Volts, increased by 0.025 Volts for each signal as in the example
of Figure 12). The results at the controller are those cells that sensed to 1. The initial
measurement could be at manufacture and/or after the first programming and results in
the reference cell voltage distribution that is used for comparing with subsequent
measurements for quantifying the changes in distribution.

[0059] In the example of Figure 12, the voltage value is gradually increased from
zero volts to above six volts with a step size of 0.025 volts. The voltage is increased by
0.025 volts for each step and the number of cells that are changed in value (e.g. sensed
from zero to one) is measured for the histogram. Starting at zero volts, all the program
cells are above zero, so the result at zero is a frequency of zero. Moving up a step (e.g.
0.025 volts or another voltage step), the cells are again read. Eventually, there is a
voltage threshold (e.g. as part of the A state) where there are cells that are programmed

at that voltage. At any given cell threshold voltage (x-axis of the histogram) certain
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cells are sensed and that frequency is measured (y-axis of the histogram). Each value
for the cell threshold voltage may be viewed as a bin of voltage values. For example at
0.6 Volts, the frequency being shown is really those cells that are sensed between 0.6 V
and 0.625 V (where the step size is 0.025 V). The difference between cells below
(value of 0 = below) at 0.6 V from cells above at 0.625 V is the frequency. In other
words, the voltage distribution may be the distribution of cells within a step size (e.g.
25 mV steps) that were triggered above the higher value of the step size (minus the
cells triggered at the lower value of the step size).

[0060]  The absolute values from the histogram may be used for identifying
parameters (e.g. wear, data retention, etc.). Alternatively, the histogram generation
may occur periodically and the relative positions for the histogram may be used for
identifying those parameters. In one embodiment, the periodic measurements may be
based on timing (e.g. hours, days, weeks, etc.) or may be based on events (e.g. during
background operations). For example, Figure 13 is a histogram of exemplary cell
voltage distribution states in a three bit memory wordline after 1000 program/erase
(P/E) cycles. The changes between the histogram after 1000 P/E cycles may be used
for identifying wear or retention as described herein. Figures 7-8 illustrate the cell
voltage distribution of the 8 states (A-G) of the 3-bit (X3) memory. In alternative
embodiments, there may be more or fewer states depending on the memory. The
distribution calculations described herein can apply to a memory with any number of
states.

[0061]  Figure 14 is a cell voltage distribution illustrating distribution shift. Figure
14 illustrates one distribution with no bake time (0 hour bake time) and one distribution
after being baked for ten hours (10 hour bake time). The baking process includes
exposing the memory to a very high temperature over a short time to simulate exposure
at a normal temperature over a much longer time. Over time, data may be lost from the
memory (even at normal temperatures) and the baking provides a mechanism for
testing this data loss in a shorter amount of time (e.g. 10 hours of bake time rather than

years of time at a normal temperature). Even at normal temperatures, electrons may
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leak from the floating gates over time, but the baking process just speeds up that
leakage for testing purposes.

[0062]  Figure 14 illustrates that the data loss (i.e. poor data retention) results in a
gradual shift of the distribution. In particular, the right most distributions (i.e. the E, F,
and G distributions) have a downward (lower voltage) shift due to the lapse in time
(simulated by bake time). In the embodiment of Figure 14, this is performed with a
minimal amount of P/E cycles (indicated as 0Cyc in the legend) so that wear will not
influence the calculations. In other words, the memory wear is isolated from the data
retention parameter because only fresh blocks are being baked. The result is a
distribution that has no change to scale or shape, but does have a location change.
Accordingly, a location shift of the distribution is indicative of a data retention
problem.

[0063]  Figure 15 is an expanded version of the G state cell voltage distribution
shift. In particular, Figure 10 illustrates the G state (the highest voltage state) from
Figure 14 with a normalized y-axis (frequency maximums from Figure 14 are
normalized by peak value to one). The two lines shown are one with no bake time
(OHr) and a distribution after a ten hour bake time (10Hr). The distribution shift is
more clearly shown in Figure 15 and may be referred to as the location. The location
may be calculated as the difference in the shift of the modes between the two
distributions or the difference in the shift of the means between the two distributions.
In this embodiment, only the G state is examined because the largest (and easiest to
measure) shift occurs in the G state. In alternative embodiments, the shifts of any
combination of the other states may also be measured and used for calculating data
retention problems. For example, shifts from different states could be combined and
the average or gradient information for those shifts may be analyzed. The gradient of
the relative shifts of different distributions may provide information for the location.
[0064]  While a shift of the cell voltage distribution may be indicative of data
retention, a change in shape of the cell voltage distribution may be indicative of wear.

Figure 16 is a cell voltage distribution illustrating distribution scale and shape changes.
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Figure 16 illustrates a distribution with limited usage (0Cyc = no/limited P/E cycles)
and a distribution with high usage (2000Cyc = 2000 P/E cycles). Unlike in Figures 14-
15 there is no bake time (simulating elapsed time) for this distribution because it only
illustrates changes caused by P/E cycles. Figure 16 illustrates that the both the
scale/width and shape of the distribution are changed by wear. In other words, the
scale/width and shape change of a distribution are indicative of wear. Figure 17
describes using cell voltage distribution width for determining wear and Figure 18
describes using cell voltage distribution shape for determining wear.

[0065]  Figure 17 is an expanded version of the G state cell voltage distribution
scale changes. Wear results in a widening of the scale of the distribution.
Accordingly, a quantification of the shape widening can be indicative of wear. In one
embodiment, the width may be quantified using the standard deviation of the
distribution. Alternatively, percentiles of the scale may also be used. For example,
Figure 17 illustrates (with the dotted line widths) an exemplary 50% point on the
distribution and a determination may be made as to where it crosses the x-axis. In
other words, a comparison of the lengths of the two dotted lines in Figure 17 is an
exemplary value for the scale/width.

[0066]  Figure 18 is an expanded version of the G state cell voltage distribution
shape changes. As an alternative to scale/width measurements of the changes to the
distribution, the shape/asymmetry/skewness of the distribution may be analyzed for the
wear analysis. As discussed, Pearson’s Shape Parameter is one exemplary way to
measure asymmetry. The shape changes to the distribution as a result of wear may
modify the distribution as shown in Figure 18.

[0067]  As with Figure 15, both Figure 17 and Figure 18 are normalized with the
respect to the y-axis based on each distribution’s respective peak value. Since only the
voltage value (x-axis) matters for the quantization of any of the location, scale, or
shape, the y-axis values do not matter. Accordingly, the normalization of the y-axis
does not affect the voltage values, and does not affect the quantization of the location,

scale, and shape.
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[0068]  Wear and retention loss are independent variables using this cell voltage
distribution analysis. In particular, an analysis of the cell voltage distribution of the
memory can be used to independently quantize wear, or may be used to independently
quantize retention loss. Increased wear does not affect retention loss, and retention loss
does not affect wear. In other words, when cells wear, the cell voltage distribution
widens and changes shape, but the location does not change. Likewise, when data
retention worsens, the cell voltage distribution shifts location, but the width and shape
of the distribution do not change. Merely determining BER as an indicator of either
wear or retention loss does not allow for identifying either parameter independently.
[0069]  The measurements and generation of the histogram values may be a
controller intensive process that is run only as a background operation to minimize
performance issues for the user. In one embodiment, the measurement and collection
of the histogram data may be stored in hardware, such as in firmware of the device.
Likewise, hardware may also perform the analyzing (e.g. calculation and comparison
of location, scale, shape, etc.) of the histogram described herein. There may be a
component or module (e.g. in the controller or coupled with the controller) that
monitors the distribution changes (location shifts, and width or shape changes) of the
cell voltage distribution to identify or predict data retention or wear problems. In one
embodiment, this may be part of a scan that is specific for either data retention loss or
wear. Alternatively, the scan may be associated with a garbage collection operation. A
periodic measurement of the cell voltage distribution can be made and stored. That
data may be periodically analyzed to identify wear (using either width or shape
distribution changes) or retention loss (using location distribution changes).

[0070]  The data loss (retention) and/or memory wear that are independently
determined may be used for predicting the life remaining in the system. System life
may be predicted by the lifetime of the worst X blocks in the system. X may be the
number of spare blocks required for operation. If the wear remaining of all blocks in
the system is ordered from lowest wear remaining to highest wear remaining, then

system life may be predicted by the wear remaining of the Xth ordered block. The Xth
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ordered block may be the measure for the system life because when all the blocks up to
and including this block are retired, then the system may cease functioning.
Specifically, if there are no spare blocks remaining, then the system may transition to
read only mode and may not accept new data.

[0071]  The system life calculation may be utilized with any method which
calculates wear remaining of individual blocks. As described above, the wear
remaining is calculated independently by analysis of the cell voltage distribution.
Other embodiments, may calculate wear remaining of the individual blocks through
other methods. The system life may still be estimated based on the wear remaining of
the block that is the Xth most worn, where X is total number of spare blocks required.
Accordingly, the independent calculation of wear remaining discussed above may
merely be one embodiment utilized for this calculation of overall system life.

[0072]  The data loss (retention) and/or memory wear that are independently
determined may be used for determining which blocks to select for reclamation and
subsequent use for new host data. As discussed above, hot count may not be an
accurate reflection of true wear on a block. Cycling blocks using the actual wear
remaining calculated for each of the blocks may be more accurate. The system
endurance may be extended to the average wear remaining of all blocks in the system.
This increases system endurance over the system endurance that relies on hot count
wear leveling. The blocks are cycled in an attempt to level the wear remaining for each
block. In particular, blocks with the lowest wear remaining may be avoided, while
blocks with the most wear remaining may be utilized in order to normalize the wear
remaining. This wear leveling may extend the life of the device by avoiding the blocks
with the least wear remaining, which prevents them from going bad and being
unusable.

[0073] A calculation of actual wear remaining for each block allows for each block
to be leveled based on actual wear rather than based on the hot count (which may not
reflect actual wear remaining). Any method for individually determining the wear

remaining for individual blocks may be utilized for this wear leveling, including the
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calculation of wear remaining by analysis of the cell voltage distribution described
above. More accurate wear leveling increases overall system endurance because the
system endurance becomes the average capability of all blocks in the system.

[0074]  Data loss prediction can be improved by predicting or estimating elapsed
time and/or temperature changes. Charge may dissipate over time or at higher
temperatures, resulting in a potential data loss if a cell crosses a threshold. Predicting
when this may occur can allow for data to be scheduled to be refreshed before it is lost,
but not so frequently that it would cause unnecessary wear. Knowing the retention
time remaining for the data in each block in the system can be used for identifying
which blocks are in need of being refreshed as compared with other blocks and can be
used for identifying which blocks must be refreshed in order to avoid a loss of the data.
Previous approaches may have used assumptions for rate loss that is based on a worst
case scenario. Having the data loss prediction or data retention information for each
block allows for a more accurate estimate of overall data loss and more efficiency in
refreshing blocks.

[0075]  Retention loss rate may be measured by making periodic measurements of
the cell voltage distribution as described above, and computing the rate of change in
units common to all blocks in the system. Once an accurate retention loss rate is
determined for all blocks in the system, the zero-time retention capability of all blocks
can be computed. Blocks can then be retired or used for purposes other than long-term
data retention based on their retention capability (e.g. if retention capability falls below
that value required to meet warranty requirements). At any time, the retention life
remaining of all data stored in the device may be compared and provided in response to
a system query. This may be useful for archival situations where the device is
periodically powered up and the life remaining of the data stored within the device
must be accurately known.

[0076]  The data loss (retention) and/or memory wear that are independently
determined may be used for determining which blocks to select for reclamation and

subsequent use for new host data. Cycling blocks using the actual data loss (retention
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rate/margin) calculated for each of the blocks may be more accurate than relying on hot
count for block cycling. The system endurance and retention capability may be
extended to the average retention margin remaining of all blocks in the system. The
blocks are cycled in an attempt to prevent data loss for each block. In particular,
blocks with the lowest data retention levels or data retention rates may be selected for
reclamation and subsequent use, while blocks with the best data retention may not need
to be cycled/refreshed. This may normalize the data retention rates of all blocks. This
cycling of blocks may extend the life of the device by refreshing blocks with data
retention issues, or even cycling out any blocks with poor data retention that cannot be
fixed with refreshing. In one embodiment, blocks with a higher data retention rate may
be used for longer term data, while blocks with a lower data retention rate may be used
for shorter term data. Likewise, the blocks with a higher data retention rate may be
used for more important data.

[0077] A calculation of data retention for each block allows for each block to be
cycled based on actual data retention rather than based on the hot count (which may not
reflect actual data retention). Any method for individually determining the data
retention for individual blocks may be utilized for this cycling, including the
calculation of data retention by analysis of the cell voltage distribution described
above. More accurate data retention cycling increases overall system data retention
capability because the system data retention capability becomes the average capability
of all blocks in the system.

[0078]  Optimization between performance and endurance may be achieved using
values for memory wear value from each of the blocks. The program rate for each
block may be set to achieve a specific wear rate (endurance capability). By combining
raw measurements of block performance capability (time to erase / time to program)
with the wear or retention of each block, the program rate for each block can be set
optimally which results in a distribution of program times that are individually tuned
for each block to maximize the endurance for a given minimum performance. For

example, a lower program rate provides decreased performance, but increased
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endurance. Likewise, a higher program (programming faster) provides better
performance, but risks reduced endurance/lifetime. Because the wear and data
retention are known for individual blocks, the program rate for those blocks may be
independently modified. In other words, the optimization may be made on a block-by-
block basis. Blocks with high wear may be programmed slower than blocks with low
wear. Likewise, blocks with poor data retention may be programmed slower than
blocks with good data retention.

[0079] Endurance may be maximized to increase the device lifetime. Alternatively,
performance may be maximized for all blocks in the system to satisfy a given
minimum block endurance requirement. This performance/endurance optimization
may be made and adjusted during run time of the device. In particular, the wear rate
and data retention for each block can be updated periodically, so those updated values
can be used to update the optimization. In one embodiment, the user may adjust the
trade-off between performance and endurance. This dynamic adjustment that
optimizes between performance and endurance, which results in a more customizable
device.

[0080]  An accurate measurement of the data retention loss (i.e. temperature
accelerated stress time) may be made due to time/temperature while a device was
switched off. The precise temperature accelerated stress time of the power-off period
is predicted and may be used to re-compute the age of all data in the system. Upon
power up, the data retention loss (i.e. retention margin) may be re-measured for each
block. The values for data retention loss may be compared to the trend predicted by
previous measurements. As described above, the data retention (or wear) for individual
blocks may be periodically measured and a rate of change may be calculated. This
change or trend may be compared with the values after power up. Changes to the trend
may be due to a long power-off period or higher temperature during the power-off
period and may have a cumulative negative effect on the device. The effective
temperature accelerated stress time during a power-off period may be computed based

on the trend changes. Accurate temperature accelerated stress time estimates can be
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used to re-compute the age or retention life remaining of all data stored in the system.
Changes to the wear or data retention between power off and power on can be used to
estimate the temperature accelerated stress time for any power off period based on
changes to the wear and/or data retention upon power up, after that power off period.
Knowledge of the wear and/or data retention for each individual block may allow for a
more accurate estimate of temperature accelerated stress time than would otherwise be
estimated using BER. Because the changes in those values are periodically measured,
all systems that rely on such data will have up to date information and corresponding
actions can be taken.

[0081] NAND Flash memory may traditionally utilize static trim parameters, using
the same programming mode for the same product. A trim parameter may include one
or more parameters related to read operations, including a program rate, a program
voltage level, a step-up voltage or step size, and/or a program pulse width. For
example, the trim settings may include a sensing time or sense amplifier delay, and/or a
sensing or sense reference voltage. The initial setting of the trim parameters may be set
up for the fastest and most aggressive programming mode possible within the
endurance requirements for the worst block. However, a memory test at production
may require extensive testing to make sure that all blocks marked as good meet the
performance and endurance criteria. By utilizing independent measurements of wear
and/or data retention rate for each individual block, the identification of good or bad
blocks using trim parameters may be dynamic and may be more accurate. In particular,
the individual measurements of data retention for each block may be tracked (i.e.
current values compared with initial values of data retention). Combined with program
and erase (P/E) time measurements, temperature accelerated stress time measurements,
and block endurance estimates, outlier (potentially bad) blocks may be detected as
having unacceptable performance or data retention values (either based on a current
value or based on a predicted value using the tracked values). The detected blocks may
then be mapped out as bad if they are below a threshold. The threshold may be based
on the health of the other blocks (e.g. threshold must be X% of average health) or may
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be based on outlier blocks (health deviation from an average). Not only can this be
performed on the block level, but it may also be performed on the word-line level.
[0082] By setting trim parameters statically (e.g. at manufacture), there may be
unused margin in performance, endurance, and data retention. Dynamic block
management (¢.g. 604 in Figure 6) may include leveling the usage of blocks and
hot/cold data mapping, or modifying trim parameters independently and dynamically,
and at the block level. The management may include narrowing and recovering the
margin distribution and the extra margins trade-offs (e.g. 606 in Figure 6) may include
using recovered extra margins to trade off one aspect for another for additional
benefits. A user may be able configure trade-offs, such as reduced performance for
improved endurance.

[0083] Trade-offs that take advantage of unused, wasted margins of individual
blocks may be made by the host and/or user. A host protocol may be set up externally
with the trade-off bias. For example, there may be different use cases for the host/user
to choose between (e.g. high/low power/performance, low/high endurance, low/high
data retention). For example, in Figure 5, the memory analytics user interface 502 may
receive input from the host (through the front end 128) that is translated into system
specific trade-off bias. The trade-off can be changed at production or during life via
the host’s interface. Examples of host/user controlled trade-off conditions (i.e. over-
clocking) may include: 1) high-performance, standard endurance and retention; 2)
high-performance, low endurance or/and retention; and/or 3) lower
performance/power, high endurance and/or retention. These exemplary options may be
selected dynamically by the user, or may be set at production in the factory.

[0084]  Dynamically throttling down programming parameters to make
programming more gentle may cause less wear, but at the cost of programming
performance. This dynamic throttling may be utilized when a high level of wear is
detected. Based on the measurements discuss above, wear may be calculated for
individual blocks or other units of the memory. The high level of wear may be a

threshold above which the memory is not designed to operate properly. The threshold
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may be set below this critical value at which a block becomes unusable. Performance
throttling may then be triggered to extend endurance. Further, the trim parameters may
be dynamically changed. As discussed above, the trim parameters may include one or
more parameters related to read operations, including a program voltage, a step-up
voltage, and/or a program pulse width. For example, higher endurance programming
mode may be achieved by lowering the programming voltage with finer programming
pulses. Likewise, for a higher data retention programming mode (in addition to lower
wear mode), extra time may be sacrificed to allow a finer programming mode which
can make voltage distributions tighter and margins wider. Tighter programming with
wider margins may cost performance but improve data retention.

[0085]  As with the dynamic throttling based on wear, the performance may also be
throttled for a low power mode. A low power mode may also be a lower performance
mode that is established by the device and/or host. In one embodiment, the detection
includes receiving a host’s command to go to low power mode, which allows for an
operation at a lower speed. Alternatively, the device may detect a low battery level and
automatically trigger the low power mode. In yet another alternative embodiment, a
high temperature level may be detected which may require throttling down power to
reduce heat dissipation. Accordingly, a detection of a lower power mode may be a
signal to throttle performance (e.g. adjustment of trim parameters). For example, lower
power programming mode may be achieved by lowering the programming voltage with
finer programming pulses. Higher endurance programming mode or higher data
retention performance mode may both utilize lower power than a higher performance
mode.

[0086] Devices in normal use have frequent idle times which can be used for GC
work by storage devices. Tasks during idle time may not be time critical, so modern
devices utilize user idle time to undertake background work that they immediately
suspend once the user becomes active. Such background work may compete against
the device’s need to perform pending GC work by sending commands to the storage

device forcing it into a non-idle state. Reducing power consumption for the device
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while also increasing endurance, can be achieved with the goal of having sufficient
time for necessary background operations. Identification of when a command is due to
a user idle background processes may allow the device to optimize itself to maximize
endurance and reduce power use.
[0087]  Programming may be adjusted dynamically for tasks which are not time
critical. Just as there may be dynamic throttling for low power mode, there may also
be throttling for tasks which are not time critical. The identification of a task which is
not time critical may include detecting on the drive or sub-drive/bank level or it may be
a host’s triggered background or idle mode, or detection of an inactive part of a drive.
It may be detected on a die level, and individual die may be idle if there is no pending
host writes. In this example, a background task, such as Garbage Collection (GC), may
be implemented with lower performance. Various trim parameters (discussed above)
may be dynamically adjusted for tasks that are not time critical.
[0088]  Exemplary non-critical tasks may include: 1) tasks in which there was no
host command (e.g. background operations); 2) a command from the host that is
identified as non-critical (e.g. INAND products with commands from the operating
system); or 3) through the identification of a low priority period. The identification of
a low priority period may be identified by distinguishing between non-urgent “Low
Priority Command Period” host activity and urgent “High Priority Command Period”
host activity. By distinguishing between these, the endurance may be increased while
also reducing power consumption of a device by distinguishing between active user
time and background operating and file system commands sent to the device. Because
low priority periods are identified separate from high priority periods, the performance
may not suffer for this optimization. The following inputs may be used in order to
identify low priority command periods:

° Rate of read sectors from the device over time;

° Rate of written sectors to the device over time;

e  Data rate (reads and writes) as a proportion of maximum drive data rate

ability;
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e  The time gap between commands being received from the host;

e  Pattern of writes to file system specific areas (e.g. NTFS recovery zones);

and

e  Changes in depth of the device’s Native Command Queue (NCQ).
[0089]  Patterns in the rate of work performed by the device may be analyzed to
identifier whether a particular task is not critical. For example, a device may be busy,
but the data pushed/pulled may be low, so despite being busy, this may be a non-time
critical activity (idle time) since the read/write activity is low. In particular, the
read/write (R/W) data rate over time may used to identify idle time. A pattern of low
data rate corresponds to a low priority command period. In other words, when the data
rate is low it may identify an idle time regardless of how busy the device may be.
[0090]  There may be a threshold value for the data rate per period of time. If the
threshold value is exceeded, then the current period is not low priority. The threshold
may be extended to longer or shorter periods for more accurate measurements (e.g. data
rate per minute vs. data rate per second). If the threshold value is exceeded, then the
data rate may be examined over a longer time period. In an alternative embodiment,
there may be a native command queue. When the host commands queue is backed up,
this indicates a higher priority time period. For example, this may trigger coming out
of low priority mode.
[0091] Data rate may be used to identify a low priority command period (idle time)
and non-critical tasks. Low data rate periods may be ideal times to undertake GC
work. When low priority command periods are detected, the device may be optimized
by:

e  Remaining in garbage collection mode even when new commands arrive

from the host;

e  Having the ability to over-ride read priority during background work

detected mode (speed of reads may be considered less important than getting

garbage collection work completed);

e  Programming data more slowly to improve endurance;
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e  Running transfer buses in low power mode (slower data rate);

e  Powering down dies and routing data to a single die (reduce parallelism);

and

e  Reducing RAM use and powering down banks of RAM to reduce power

use.
[0092] Semiconductor memory devices include volatile memory devices, such as
dynamic random access memory (“DRAM”) or static random access memory
(“SRAM”) devices, non-volatile memory devices, such as resistive random access
memory (“ReRAM?”), electrically erasable programmable read only memory
(“EEPROM”), flash memory (which can also be considered a subset of EEPROM),
ferroelectric random access memory (“FRAM”), and magneto resistive random access
memory (“MRAM”), and other semiconductor elements capable of storing information.
Each type of memory device may have different configurations. For example, flash
memory devices may be configured in a NAND or a NOR configuration.
[0093] The memory devices can be formed from passive and/or active elements, in
any combinations. By way of non-limiting example, passive semiconductor memory
elements include ReRAM device elements, which in some embodiments include a
resistivity switching storage element, such as an anti-fuse, phase change material, etc.,
and optionally a steering element, such as a diode, etc. Further by way of non-limiting
example, active semiconductor memory elements include EEPROM and flash memory
device elements, which in some embodiments include elements containing a charge
storage region, such as a floating gate, conductive nanoparticles, or a charge storage
dielectric material.
[0094] Multiple memory elements may be configured so that they are connected in
series or so that each element is individually accessible. By way of non-limiting
example, flash memory devices in a NAND configuration (NAND memory) typically
contain memory elements connected in series. A NAND memory array may be
configured so that the array is composed of multiple strings of memory in which a

string is composed of multiple memory elements sharing a single bit line and accessed
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as a group. Alternatively, memory elements may be configured so that each element is
individually accessible, €¢.g., a NOR memory array. NAND and NOR memory
configurations are exemplary, and memory elements may be otherwise configured.
[0095] The semiconductor memory elements located within and/or over a substrate
may be arranged in two or three dimensions, such as a two dimensional memory
structure or a three dimensional memory structure.

[0096] In a two dimensional memory structure, the semiconductor memory
elements are arranged in a single plane or a single memory device level. Typically, in
a two dimensional memory structure, memory elements are arranged in a plane (e.g., in
an x-z direction plane) which extends substantially parallel to a major surface of a
substrate that supports the memory elements. The substrate may be a wafer over or in
which the layer of the memory elements are formed or it may be a carrier substrate
which is attached to the memory elements after they are formed. As a non-limiting
example, the substrate may include a semiconductor such as silicon.

[0097]  The memory elements may be arranged in the single memory device level in
an ordered array, such as in a plurality of rows and/or columns. However, the memory
elements may be arrayed in non-regular or non-orthogonal configurations. The
memory elements may each have two or more electrodes or contact lines, such as bit
lines and word lines.

[0098] A three dimensional memory array is arranged so that memory elements
occupy multiple planes or multiple memory device levels, thereby forming a structure
in three dimensions (i.€., in the X, y and z directions, where the y direction is
substantially perpendicular and the x and z directions are substantially parallel to the
major surface of the substrate).

[0099]  As anon-limiting example, a three dimensional memory structure may be
vertically arranged as a stack of multiple two dimensional memory device levels. As
another non-limiting example, a three dimensional memory array may be arranged as
multiple vertical columns (e.g., columns extending substantially perpendicular to the

major surface of the substrate, i.e., in the y direction) with each column having multiple
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memory elements in each column. The columns may be arranged in a two dimensional
configuration, e.g., in an X-z plane, resulting in a three dimensional arrangement of
memory elements with elements on multiple vertically stacked memory planes. Other
configurations of memory elements in three dimensions can also constitute a three
dimensional memory array.

[00100] By way of non-limiting example, in a three dimensional NAND memory
array, the memory elements may be coupled together to form a NAND string within a
single horizontal (e.g., X-z) memory device levels. Alternatively, the memory elements
may be coupled together to form a vertical NAND string that traverses across multiple
horizontal memory device levels. Other three dimensional configurations can be
envisioned wherein some NAND strings contain memory elements in a single memory
level while other strings contain memory elements which span through multiple
memory levels. Three dimensional memory arrays may also be designed in a NOR
configuration and in a ReRAM configuration.

[00101] Typically, in a monolithic three dimensional memory array, one or more
memory device levels are formed above a single substrate. Optionally, the monolithic
three dimensional memory array may also have one or more memory layers at least
partially within the single substrate. As a non-limiting example, the substrate may
include a semiconductor such as silicon. In a monolithic three dimensional array, the
layers constituting each memory device level of the array are typically formed on the
layers of the underlying memory device levels of the array. However, layers of
adjacent memory device levels of a monolithic three dimensional memory array may
be shared or have intervening layers between memory device levels.

[00102] Then again, two dimensional arrays may be formed separately and then
packaged together to form a non-monolithic memory device having multiple layers of
memory. For example, non-monolithic stacked memories can be constructed by
forming memory levels on separate substrates and then stacking the memory levels
atop each other. The substrates may be thinned or removed from the memory device

levels before stacking, but as the memory device levels are initially formed over
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separate substrates, the resulting memory arrays are not monolithic three dimensional
memory arrays. Further, multiple two dimensional memory arrays or three
dimensional memory arrays (monolithic or non-monolithic) may be formed on separate
chips and then packaged together to form a stacked-chip memory device.

[00103] Associated circuitry is typically required for operation of the memory
elements and for communication with the memory elements. As non-limiting
examples, memory devices may have circuitry used for controlling and driving
memory elements to accomplish functions such as programming and reading. This
associated circuitry may be on the same substrate as the memory elements and/or on a
separate substrate. For example, a controller for memory read-write operations may be
located on a separate controller chip and/or on the same substrate as the memory
clements.

[00104] One of skill in the art will recognize that this invention is not limited to
the two dimensional and three dimensional exemplary structures described but cover all
relevant memory structures within the spirit and scope of the invention as described
herein and as understood by one of skill in the art.

29 L6

[00105] A “computer-readable medium,” “machine readable medium,”
“propagated-signal” medium, and/or “signal-bearing medium” may comprise any
device that includes, stores, communicates, propagates, or transports software for use
by or in connection with an instruction executable system, apparatus, or device. The
machine-readable medium may selectively be, but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus,
device, or propagation medium. A non-exhaustive list of examples of a machine-
readable medium would include: an electrical connection “electronic™ having one or
more wires, a portable magnetic or optical disk, a volatile memory such as a Random
Access Memory “RAM”, a Read-Only Memory “ROM”, an Erasable Programmable
Read-Only Memory (EPROM or Flash memory), or an optical fiber. A machine-

readable medium may also include a tangible medium upon which software is printed,

as the software may be electronically stored as an image or in another format (e.g.,
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through an optical scan), then compiled, and/or interpreted or otherwise processed.
The processed medium may then be stored in a computer and/or machine memory.
[00106] In an alternative embodiment, dedicated hardware implementations, such
as application specific integrated circuits, programmable logic arrays and other
hardware devices, can be constructed to implement one or more of the methods
described herein. Applications that may include the apparatus and systems of various
embodiments can broadly include a variety of electronic and computer systems. One
or more embodiments described herein may implement functions using two or more
specific interconnected hardware modules or devices with related control and data
signals that can be communicated between and through the modules, or as portions of
an application-specific integrated circuit. Accordingly, the present system
encompasses software, firmware, and hardware implementations.

[00107] The illustrations of the embodiments described herein are intended to
provide a general understanding of the structure of the various embodiments. The
illustrations are not intended to serve as a complete description of all of the elements
and features of apparatus and systems that utilize the structures or methods described
herein. Many other embodiments may be apparent to those of skill in the art upon
reviewing the disclosure. Other embodiments may be utilized and derived from the
disclosure, such that structural and logical substitutions and changes may be made
without departing from the scope of the disclosure. Additionally, the illustrations are
merely representational and may not be drawn to scale. Certain proportions within the
illustrations may be exaggerated, while other proportions may be minimized.
Accordingly, the disclosure and the figures are to be regarded as illustrative rather than

restrictive.
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WE CLAIM:

1. A method for memory cell analysis in a memory device comprising;:

periodically determining a cell voltage distribution of cells in the memory
device during run time;

measuring changes in the cell voltage distribution from the periodic
determinations;

calculating a wear of the cells based on a shape change from the measured
changes in the cell voltage distribution; and

calculating a data retention value of the cell based on a location change in the

cell voltage distribution.

2. The method of claim 1 wherein the cell voltage distribution comprises a
histogram.
3. The method of claim 2 wherein the shape change comprises a

measurement of skewness of the cell voltage distribution.

4. The method of claim 3 wherein the skewness is calculated using

Pearson’s shape parameter.

5. The method of claim 2 wherein the location change comprises a

measurement of an average of the cell voltage distribution.

6. The method of claim 1 wherein the memory device comprises a non-

volatile storage comprising memory blocks that include the memory cells.

7. The method of claim 6 wherein the memory blocks are in a three-

dimensional (3D) memory configuration.

8. The method of claim 6 wherein a controller is associated with operation

of the memory blocks.
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9. The method of claim 8 wherein the controller performs the memory

analysis.

10. A memory system comprising:

a measurement module configured to measure cell voltage values of a
population of cells;

a generation module configured to periodically generate a cell voltage
distribution of the population of cells;

a comparison module configured to compare the generated cell voltage
distribution with a reference cell voltage distribution; and

an analysis module configured to calculate a wear and data retention for each of
the population of cells based on the comparison of the periodically generated cell

voltage distribution.

11.  The memory system of claim 10 wherein the population comprises a

subset of memory cells in the memory system.

12.  The memory system of claim 11 wherein the subset comprises one or

more memory blocks in the memory system.

13.  The memory system of claim 10 wherein the reference cell voltage

distribution is generated at a fresh state of memory.

14.  The memory system of claim 13 further wherein the fresh state

comprises generation at factory.

15.  The memory system of claim 10 wherein the wear is calculated based on
a change of shape between the generated cell voltage distribution and the reference cell

voltage distribution.
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16.  The memory system of claim 10 wherein the data retention is calculated
based on a change of location between the generated cell voltage distribution and the

reference cell voltage distribution.

17. A method for measuring data retention comprising:
performing the following in a storage module:

measuring a voltage distribution of voltage states for each cell in a

memory;
calculating a location of the voltage distribution over time; and
quantizing a data retention based on a change in the calculated location.
18.  The method of claim 17 wherein the location comprises a calculation of

at least one of a mean, a mode, or a median of the voltage distribution.

19. A method for measuring wear comprising;:
performing the following in a storage module:
measuring, periodically, voltage distribution of states for each cell in a
memory;
calculating a width of the distribution over a certain number of cycles;
and

quantizing wear based on changes to the width.

20.  The method of claim 19 wherein the width comprises a calculation of a

standard deviation of the voltage distribution.
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