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(57) Abstract: A method for personal document verifi-
cation to confirm whether a document is genuine and/or
the holder is the person to whom the document was issued,
comprising: ¢ applying to the document a representation
of the holder; ¢ sampling the representation at a set of lo-
cations thereon and assigning values to the sampled set;
» making a record of the assigned values; * checking the
document by sampling the representation or a fresh repre-
sentation made when the document is checked at said set
of locations and assigning new values to the sampled set;
» correlating the assigned new values with the assigned
values in the record; and ¢ indicating a pass or a fail de-
pending on the correlation.
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Document Verification

This invention relates to document verification.

Documents can be, and frequently are, forged. There is a need to produce passports,
visas and ID cards, for example, that cannot be forged, and one measure that has long
been adopted is to include on the document a photograph of the holder, or some other
representation that is unique to the holder, such as an iris scan or a fingerprint, or a

10  signature. This representation can then be compared with the appearance of the
presenter, or with his signature (widely done with credit cards, for example). A digitised
iris scan can be compared against an image made by a camera at the point of
examination.

15 A problem with that is, of course, that a document can be created that is exactly like a
passport, say, and a photograph or other representation of the (illegal) holder used, so that
the test is passed. However, such a document, while appearing on the face of it to be a
genuine document bearing a representation of the holder, would never have been issued,
and so a simple check against the database of all such documents issued and not

20  withdrawn would show that the document was a fake.

However, again, a genuine document can be procured, as by theft, and a representation of
the new holder substituted for the true holder’s representation. While tampering with 2
genuine document might be detected, the creation of a new document using a true

95 holder’s details and a substitute holder’s representation, would pass the test and would
not have been tampered with, while a database check to see if the document had been

issued would show that it had been.

The database might, however, hold the original representation, against which the

30  representation on the document as presented for inspection, or the aspect of the holder
freshly imaged at the point of inspection, or both, might be compared. Whilst this might
appear to be a huge logistical problem, in the case of credit cards, ID cards, passports and
visas, in the context of modern IT, it is well within the competence of systems engineers.

35  Unfortunately, photographs can fade over time, certainly within the lifespan of a
passport, and might not match up with a database record, and fresh images might show
substantial differences with an image taken some years ago, as the subject might have
aged, or grown or shaved a beard, or undergone plastic surgery, or simply appear under
different lighting conditions. So, if an unacceptable level of false negative matches is to

40  be avoided, considerable latitude must be allowed in any comparison, and this gives rise
to a risk that forged documents would pass the tests.

The present invention provides improved means for document authentication that

overcome these problems.
45
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The invention comprises a method for personal document verification to confirm whether
a document is genuine and/or the holder is the person to whom the document was issued,
comprising:

5 e applying to the document a representation of the holder;

s sampling the representation at a set of locations thereon and assigning values to the
sampled set;

10 e making a record of the assigned values;

¢ checking the document by sampling the representation, at said set of locations. or a
fresh representation made when the document is checked and assigning new values to
the sampled set;

15
e correlating the assigned new values with the assigned values in the record; and

e indicating a pass or a fail depending on the correlation.

20
It has been found that, with photographs, for example, a small number, say ten, of
locations, which can be randomly chosen, gives a strong correlation as between faded and
fresh data, and between two photographs of the same face, but a low correlation as
between photographs of different faces. The locations need not correspond to the usual

25  ‘salients’, namely, point of chin, tip of nose, centre of pupil and so forth, but of course
must correspond as between the two representations. A set of locations might, for
example, be chosen as points on a straight line drawn between the centre of the pupil of

the left eye and the point of the chin.

30  The same applies also to iris scans, fingerprints, signatures and indeed any biometric
image that may be used.

This, then, deals with the problem of degradation of images, reducing the incidence of
false negative comparisons so that the matching criteria can be made quite strict.

35
The set of assigned values, which might be termed the ‘profile’, can be recorded in

different ways.

The profile might be stored, for example, as digital data in or on the document itself.
40  This would militate against substitution of a representation, e.g. a photograph, for an
original on the document. In order to substitute a profile that would match the new
representation, it would be necessary to know which set of locations had been used to
generate the original profile in order to create a new profile, and substitute the new
profile. If the selected location set is not published, this would be impossible.

45
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More than one set of locations might be used across a ‘universe’ of documents, the set
used being noted in or on the document itself in encrypted form. A document reader
would extract the appropriate location set from the encrypted information and apply it to
generate the new set of values to be correlated against the original profile. This militates
against a forger accidentally discovering a selected location set, or figuring out the
selected location set by generating all possible location sets and choosing the set which
gave the profile recorded on the document from which he was working. This would be a
large problem, but not an impossible one for a supercomputer. Multiple location sets,
however, would mean that the solution to the problem for one document could not be
used in respect of other documents, and would make large scale forgery a very expensive
business.

A further measure is to maintain a database holding all, or at least part, of the information
on the document, including the assigned values record. In fact, this might be an
alternative to holding that record on the document itself, especially where access to the
database is readily available, as could be arranged at passport control posts, for example.
Moreover, whenever a check is made, the database could write a changed location set to
the document so that the next check would involve the changed set.

Writing to a document may be effected using an RFID tag as a component of the
document. The tag may itself have a unique identification number, which may be
generated from a serial number or from a tag manufacturer’s assigned number using a
secret algorithm - this militates against the creation of a new tag except by copying from
an existing tag, as the number is easily checked for compliance with the algorithm, and in
addition, a change can be made to the information carried on the tag each time it is
checked, the change being copied to the database. The change can be a simple as
incrementing a counter, but may also include detail about thee location of the checkpoint
and the date of the check. Inthe - by now - exiremely unlikely event of a document
being successfully forged by copying an existing document, with the forger overcoming
the problems posed by the biometric measures, it would readily be apparent to the
database that more than one document was in circulation, as the counters and the check
detail would get out of synchronisation as the two documents circulated.

Whilst these latter measures, used on their own, however, are perfectly satisfactory for
frequently-presented items, such as currency notes and credit cards, where it will rapidly
become apparent that there are two or more identical cards circulating, passports and
visas are not normally presented sufficiently frequently for this to be a full solution to the
problem of forgery. And, if a forged or stolen passport is used to enter a country for
terrorist purposes, a single presentation is all that may be required of it. In such cases, the
biometric measures will be the primary line of defence, but, since with available RFID
tags, there is ample space for information and, having set up a database system covering
the biometric measures, there is no substantial oncost in attaching the other detail, the
comprehensive system would appear to have much to commend it.
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Methods for personal document authentication according to the invention, and systems
for implementing the same will now be described with reference to the accompanying
drawings, in which;

Figure 1 shows a typical personal document such as a passport or ID card;

Figure 2 is a schematic of the registers of an RFID tag;

Figure 3 shows a photograph as might appear on a personal document, marked up
with sets of locations for sampling;

Figure 4 is a graph generated from values measured at the locations of one of the
sets; and

Figure 5 is a diagrammatic illustration of a checkpoint and a central data processing

arrangement including a database containing records including profiles as
shown in Figure 4.

The drawings illustrate methods for personal document verification to confirm whether a
document is genuine and/or the holder is the person to whom the document was issued,
comprising:

applying to the document - the passport or ID card 11 - a representation, in this
case a photograph 12, of the holder;

sampling the representation 12 at a set of locations - marked on Figure 3 with
crosses on line 13 drawn on the representation - and assigning values to the
sampled set, such values being, for example grey scale levels of pixels making up
a digital image;

making a record of the assigned values - e.g. digitised co-ordinates of the
sample points on the graph of Figure 4 - the record being kept on a RFID tag 41
on the document 11 or in a remote database 55 in a central data processing unit
54, Figure 5;

checking the document 11 by sampling the representation - as by a linescan or
area scan camera 51, Figure 5 - at said set of locations, or a fresh representation,
made, for example, by a camera 52, when the document is checked, and reading

the profile record by a tag reader 56
assigning new values to the sampled set;
correlating, in a data processing arrangement 53, Figure 5, at the checkpoint, or

at the ceniral data processing unit 54, the assigned new values with the assigned
values in the record; and
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. indicating, as on a VDU 55, a pass or a fail depending on the correlation.

The RFID tag 41 can have multiple registers, shown as #1 to #7. Register #1 usually
holds a tag manufacturer-assigned number, which, or another user-assigned number, kept,
for instance, in register #2, can be used to calculate another number using a secret
algorithm. This gives a ready check on authenticity, inasmuch as the only way to
produce a number conforming to the algorithm would be to copy an existing number. In
documents which are frequently checked and reported back to the central data processing
unit, the fact that there were two identical documents would be rapidly noticed, and other
measures, such as incrementing a counter in another of the registers, together, perhaps,
with entering data concerning the date and place of checks, would rapidly point a trail to
discovery of the forged document.

Where documents are not frequently checked, as will be the case with passports and ID
cards, the biometric measures will make it extremely difficult to forge a document that
will pass the correlation test.

1t will be difficult to substitute a photograph, because the set of locations at which the
photograph must be sampled is not known. 1t could theoretically be deduced by
systematically selecting sets of sample points and matching the measurements to data on
the RFID tag on the document (if there, indeed, is one - even this would be defeated if
the only record were kept in the remote database), but this would be a very large problem
requiring a long time on a supercomputer.

Figure 3 shows several sets of sample locations - using data from two or more sets for
the correlation would make the forgery much more difficult, probably to the point where
it would not even be attempted, but switching the data set used for the correlation
between available data sets would be daunting in the extreme, especially if it could not be
predicted which data set would be used at the next checkpoint.

The representation, as has been suggested above, could be of anything personal to the
true holder, a photograph, a fingerprint, an iris scan, a signature, even a voiceprint, all of
which can be sampled, sampled values digitised, and correlated.

Where a fresh representation is made at a checkpoint, the image taken, e.g. by a video
carera, can be processed by conventional image processing techniques to be scaled and
oriented to correspond to the image or other representation on the document.
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Claims:

1

A method for personal document verification to confirm whether a document is

genuine and/or the holder is the person to whom the document was issued, comprising:

applying to the document a representation of the holder;

sampling the representation at a sct of locations thereon and assigning values to the
sampled set;

making a record of the assigned values;

checking the document by sampling the representation or a fresh representation made
when the document is checked at said set of locations and assigning new values to the
sampled set;

correlating the assigned new values with the assigned values in the record; and

indicating a pass or a fail depending on the correlation.
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