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METHOD FOR USE IN MULTI HOP WIRELESS SENSOR NETWORK

FIELD OF INVENTION

The preferred embodiments of the present invention directs to a method for use in a wireless
sensor network, and more particularly a method for use in a multi hop wireless sensor

network.

BACKGROUND

The need to improve the operative efficiency in wireless sensor networks has been
progressively emerging and thus placed as a significant target among researchers and
innovators of the relevant art when developing advanced wireless sensor network paradigm.
Further, the rapid growth in global accessibility results to incessantly seek solutions in
creating methods or systems which are robust and reliable. The main challenges include

providing resilient, cost efficient and secured connections for future generation networks.

In most instances however, wireless networks are vulnerable in terms of security, whereby
they are prone to malicious attacks by unknown or uncertified entities. Abusers may deploy
various types of assaults to disrupt the purpose of wireless networks, such as injecting into
the data packets or changing the routes of packet destinations and jamming the signal. Such
disruption may jeopardize an important data transmission between a sender and recipient.
One of the common steps involved when infiltrating networks is becoming part of the
network or in other words undetectably joining the network. Moreover, nowadays, in order to

ensure seamless and reliable connection, wireless networking is commonly associated with



10

15

20

WO 2012/148257 2 PCT/MY2012/000090

- multi-hop networking and mesh networking, in which for such network, information is

conveyed or routed from a source to a destination using two or more networks. Disruptions

due to malicious attacks therefore are expected to increase.

In order to alleviate the shortcoming as described above, more networks deploy

authentication mechanisms, whereby nodes is subjected to at least one form of authentication

‘process prior to joining the sensor network. This current ultimatum maybe be expedient at a

certain level however other problems would surface including such as complicated protocols
for authentication of wireless sensor network entities, failure to accommodate issues relating
to malicious gateways or mobile based full function device (FFD) and using single level of
security for all types of use-cases which prove to be ineffective purely because security

applicability varies subject to different types of applications.

An exemplary of a related prior art as one of the available solutions to improve wireless
network security is as disclosed in United States Patent Application US 20090103731 -
Authentication of 6LoWPAN Nodes Using EAP-GPSK. The invention relates to a method of
authentication which promotes exchanging extensible authentication protocol messages for
authentication by sending a plurality of packets formatted in the form of the suitable wireless
network protocol. Nonetheless, this prior art does not disclose any information in relation to
providing bi-directional authentication of each entity which may be involved using a
distributed mechanism ahd the messaging protocol disclosed in this prior art seems to be

rather complex.
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Recognizing the aforementioned shortcomings associated to the prior art and existing
systems, the present invention has been accomplished to significantly improve the

conventional methods and systems.

It is therefore another object of the present invention to provide a method for use in multi-hop
wireless sensor network, said method and system provides expediency in providing secured

connection within said wireless sensor network.

It is further object of the present invention to provide a method for use in multi-hop wireless

sensor network, said method and system is highly reliable and economical.

It is another object of the present invention to provide a method for use in multi-hop wireless
sensor network, said method and system aids to protect the network from hazardous

intrusions.

Still other objects of the present invention will become readily apparent to those skilled in the
art from the following detailed description, wherein embodiments of the invention are
described by way of illustration. As will be realized, the invention is capable of other and
different embodiments and its several detaiis are capable of modifications in various respects,

all without departing from the spirit and the scope of the present invention.
SUMMARY OF INVENTION

The present invention discloses a method for use in a wireless sensor network comprising at

least one gateway and at least two nodes ; said method comprising the steps of: performing a
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4
bi-directional authentication between nodes and between node and gateway; defining and
selecting an authentication header between available nodes, wherein said header contains
information related to authentication, level of security for authentication and authentication
messages; providing authentication information with a predetermined amount of times on
validation failure; and forbidding an unknown entity from entering the network in the event

that the validation failure exceeds the predetermined amount of time.
BRIEF DESCRIPTION OF THE FIGURES

The invention will be more understood by reference to the description below taken in

conjunction with the accompanying drawings herein:

FIG 1 provides an overview of authentication mechanism in multi-hop environment;

FIG 2 provides an overview of authentication protocol phases;

FIG 3 provides an overview of authentication header format in accordance with the present
invention;

FIG 4 provides an overview of a different level of security in a single use-case;

FIG 5 provides a sequence flow of messages between a node and gateway in accordance with
the present invention;

FIG 6 provides a flow chart of node authentication with the gateway;

FIG 7 provides a sequence flow of messages between node, node head and a gateway;

FIG 8 provides a flow chart of node authentication in multi-hop environment; and

FIG 9 provides an example of application of the present invention.
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DETAILED DESCRIPTION

In addition to the drawings, further understanding of the object, construction, characteristics
and functions of the invention, a detailed description with reference to the embodiments is

given in the following.

In the following description, reference is made to the accompanying drawings where, by way
of illustration, specific embodiments of the invention are shown. It is to be understood that
other embodiments may be used as structural and other changes may be made without
departing from the scope of the present invention. Also, the various embodiments and aspects
from each of the various embodiments may be used in any suitable combinations.
Accordingly, the drawings and detailed description are to be regarded as illustrative in nature

and not as restrictive.

The present invention generally relates to an authentication mechanism which aids to
authorize all the entities or nodes prior to joinirig a network. In one embodiment of the
present invention, validation of nodes is performed in single and multi-hop network

topologies.

The method of the present invention generally comprises of three main stages, these are:
performing a bi-directional authentication processes, whereby authentications are carried out
between gateway and nodes, as well as node and node; defining a compressed authentication
header, said header contains information felated to facilitating authentication, level of

security required and authentication message type; and providing authentication information
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with a predetermined countable limit on validation failure prior to forbidding the entry of a

malicious entity. Each of the stages will be described in detail hereinbelow.

FIG 1 illustrates a high lc;vel overview of communication and authentication in multi-hop
environment. In this environmeht, a gateway GW (10) is communicating with several nodes
(11, 12, 13, 14, 15, 16) in the sensor network. Typically, nodes would perform gateway
discovery so to search for suitable gateways in order to join a network. A node would later
on perform an authentication procedure upon selected the gateway and said gateway would

proceed with the same procedure for affirmation.

From the above, in FIG 1, GW (10) authenticates Nd1, Nd2 and Nd3 at single-hop level. Nd1
represents a normal node whereas Nd2 and Nd3 are qualified node-head at first hop level to
the gateway. It should be mentioned that a node-head is a node entity which has enough
resources to take responsibility of authenticating nodes at multi-hop level for the gateway.
Nd4 is a second hop level node-head authenticating Nd6 and relaying it to the gateway

through Nd2. Nd5 is a normal node authenticated by the Nd3.

In a further aspect of authentication, there are two set of keys used for authentication protocol
by the nodes; these keys are specifically for gateway authentication and the node-head
authentication. According to the present invention, authentication key for gateway and node-

head are pre-deployed to the sensor network.

As briefly described above, the authentication protocol is divided into two phases which is
illustrated as Phase 1 and Phase 2 as seen in FIG 2. In the Phase 1 (S100), gateway is

configured to authenticate the first hop level nodes and assigns node-head status to those
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which are qualified and have enough resources to be relay-authentication nodes. In Phase 2
(S200) nodes with the node-head capabilities authenticate multi-hop level nodes. During this
process, node-head also identifies and assign responsibility of node-head to those nodes with.

enough resources.

In the preferred embodiment of the present invention, the identification of a header is crucial
as it is assigned to inform important information about the authentication process. The
extension header used for the present invention is known as compact authentication header
(cAH) which consists of one byte. An exemplary of such header (40) is illustrated in FIG 3.
The header is part of the 6LoWPAN payload and as mentioned, informs about crucial
information for authentication process. A packet will be considered as an authentication
packet, if the authentication header's first two bits are 1 and 0. The third and fourth t;its of
authentication header are use for security level fields which is considered as vital information

for providing variable strength of authentication information.

Preferably, in terms of informing the level of security required, there are three types of
information highlighted by security level fields. Basic level, intermediate level and advance
level security which is implemented using two bits as 0 1, 1 0 and 1 1 respectively. The next

four bits are used for informing about the authentication message type. This is highlighted in

" TABLE 1 below. The authentication messages are used by the authentication protocol for

validating different entities in a sequential process which will be described herein.
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TABLE 1

Authentication Message Type

Message Type Value
REQ ST 0001
RESP AUTH P 0010
RESP AUTH C 0011
RESP AUTH SUCCESS 0100
REQ AUTH RESPONSIBILITY 0101
REQ AUTH RESPONSIBILITY SUCCESS 0110
RESP RESPONSIBILITY SUCCESS 0111
RESP AUTH NH 1000
RESP AUTH C LN 1001
RESP AUTH C SUCCESS LN 1010
REQ AUTH P 1011
REQ AUTH C 1100
Reserve for future use 110ttol111

According to the present invention, authentication protocol also includes level of security
which can be uée for different use-cases. The purpose of security level is to allow different
configurable sizes of authentication information for providing variable level of protection.
There are three categories of authentication security levels illustrated for authentication
protocol of the present invention, these are; basic level with a payload size of 8 bytes with
simpler encryption, intermediate level with a payload size of 16 bytes with decent level of
encryption system and advance level with a payload size of 32 bytes with complex encryption

system.

It is preferred that higher the size will provide more secure authentication information but
with the impact on processing and power resources. Basic security level will take lesser
resources but will provide simpler authentication information. The level of security may be

required for encryption system on authentication information depending on the category of
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security; for instance, basic level security may use XOR based encryption whereas advance

level may acquire complex encryption system like AES.

TABLE 2 illustrates an example of security levels with the possible encryption systems. The
level of security is configured in pre-deployed phase of sensor network depending on the use-
case. When any entity in the sensor network environment receives authentication
information, it decrypts the information based on defined encryption type in the

authentication header and validates it.

FIG 4 illustrates a scenario whereby wireless sensor network clusters exist with different

levels of security within a single deployment.

TABLE 2

Examples in Security Levels

Security Levels Examples
Basic 8 bytes authentication information with XOR
based encryption
Intermediate 16 bytes authentication information with Blowfish
Advance 32 bytes authentication information with AES (32
: to 128 bit)

It should be noted that based on one embodiment of the present invention, authentication
information varies with different levels of security. It may contain existing methods for

authentication information such as random number generation, hash tables and semantics.

FIG 5 and FIG 6 illustrate the authentication process in sequence diagram format in

accordance with the preferred embodiment of the present invention. As seen in FIG 5
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authentication procedure is instigated by the node by sending REQ_ST message to available

gateway or node-head.

Still referring to FIG 5 and FIG 6, the node will only send a request‘(AIOO) to most suitable
gateway or node-head which is within its range. REQ_ST message'is customized accordingly
to convey or contain private information which can only be understood by the authorize
network entities. According to pre-configured security level, said node will use authentication
information (A200) which is included in the REQ ST message. When the gateway receives
said REQ ST message, it acknowledges such request (A300) and that there is a node
requesting for authentication initiation procedure. The gateway will proceed to prepare and
send RESP_ AUTH_P message and includes authentication information for the node to
validate. The authentication information is an encrypted data that need to be verified by the
receiving entity and it will be stored based on security level with variable size according to

strength required for the use-case.

Subsequently, node receives and validates the RESP_AUTH_P message from the gateway
based on authentication information provided (A400). In the case of failure in the validation
procedure, node may request the gateway by sending REQ_AUTH_P for multiple times
(A500) before forbidding it. In the case of success, node will register the gateway and send
back RESP_AUTH_C message. This message includes success of registering the gateway as
well as node's authentication information. The gateway validates (A600) the node by
checking authentication information provided in the message. In case of authentication
failure, gateway requests the node by sending REQ_AUTH_C message. If the validation fails

for multiple times, the gateway will forbid (A700) the node to join the network and record
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this information. If the authentication information provided by the node successfully

validated, node will be accordingly registered with the gateway for future operations.

In the following stage, upon completion of the node validation, gatgway inquires (A800)
from the node if it can take responsibility as a node-head based on its available resources.
This message is conveyed to the node using REQ AUTH_RESPONSIBILITY message.
Node inspects its resources (A900) such as, but not limiting to, battery level, memory
resources and RSSI value; and accordingly response back to the gateway. If the node has
enough resources it will send a response back with
RESP_AUTH_RESPONSIBILITY_SUCCESS message. Alternately if the node does not
have enough resources, it will send back RESP_ AUTH_RESPONSIBILITY FAIL message
which informs (A900a) the gateway to consider the node as a normal node. In the event that
the gateway receives the message RESP_AUTH_RESPONSIBILITY_SUCCESS, gateway
will register (A900b) the node as a node-head for authenticating other nodes at multi-hop

level from the gateway. .

FIG 7 and FIG 8 show sequential flow of multi-hop authentication procedure between node-
head, node-n and the gateway. Referring to FIG 7 and FIG 8, node-n initiates the
authentication procedure (T100) by sending REQ~ST message to the node 1 (node-head).
The node-head sends RESP_AUTH_NH message (T200) by including authentication
information to node-n. When node-n receives the message, it will understand that it is
communicating and authenticating with a node-head rather than directly with the gateway.
Hence on receiving the message, node-n uses node-head key to authenticate the node-head
(T300). On successful validation, node-n notifies authentication information (T400) to the

node-head by sending RESP_AUTH_C message. In the event of validation failure, the node
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attempts n (pfedetermined amount) times (T500) to request the node-head for providing
proper authentication information by sending REQ _AUTH_C message. If no proper
information is provided, node will terminate communications with the current node-head and
will further search for more node-head or the gateway. When node-head receives
RESP AUTH_C message, it authenticates the information provided by the node-n and in
case of successful validation of authentication information it registers node-n (T600) as a
valid node and sends RESP_ AUTH_C_LN message to the gateway for registration. Gateway
on receiving information (T700) about node-n, understands that node-n can be accessed
through node-1 (node-head). Gateway saves this inforrﬁation for future communication and
send acknowledgement to nodel. If the validation of node-n fails (T800), node-head will
request back the node-n by sending REQ_AUTH_C message n times prior to forbidding it.
In accordance with the present invention, a similar procedure will be performed for

determination of node-n to work as a node-head by nodel(node-head).

Furthermore in case of node (node-head) failure or topology change, a node may require to
access the network using other accessible node-head or gateway within its range. The joining

to a new node-head or gateway will also require re-authentication.

An exemplary of an application having implemented the method and system of the present
invention is shown in FIG 9. In this exemplary, there is provided a wireless sensor network in
precision agriculture domain, whereby the authentication method is based on the present

invention.

Now referring in FIG 9, there is provided a gateway (GW), and a plurality of nodes, namely,

Node 1(Node-head), Node 2, Node 3 (Node-head), Node 4 in a green house environment.
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Due to the precision agriculture use-case requirement, basic security level (8 bytes
authentication information using hash values with simple encryption like XOR) will be
feasible to use as the stake of security vulnerability is less. Node 1 will initialize the’
authentication procedure before joining the network by requesting suitable available gateway
to provide authentication information. After authentication and taking responsibility of node-
head, Node 1 will authenticate Node 2 and Node 3 at hop-level 2 from the gateway. Nodé 2
will be treated as a normal node due to lesser resources respond whereas Node 3 will take the -
responsibility of Node-head at hop-level 2. Node 4 will analyze the suitable gatéway or node-
head within its range and will choose node 3 for authenticating point to join the network at
hop level 3. All the node-heads will also inform the gateway about the authenticated nodes

for the future communications.

The present invention may be modified in light of the above teachings. It is therefore
understood that, within the scope of the appended claims, the invention may be practiced

otherwise than as specifically described.
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CLAIMS

1. A method for use in a wireless sensor network comprising at least one gateway and at
least two nédes ; said method comprising the steps of:

Performing a bi-directional authentication between nodes and between node
and gateway;
Defining and selecting an authentication header between available nodes,
wherein said header contains information related to authentication, level of
security for authentication and authentication messages;
Providing authentication information with a predetermined amount of times on
validation failure; and
Forbidding an unknown entity from entering the network in the event that the

validation failure exceeds the predetermined amount of time.

2. The method as claimed in Claim 1 wherein the bi directional authentication further
comprising the steps of initiating authentication by means of reduce function device
(RFD) via a message to full function device (FFD); sending information
authentication request in a specific message from FFD to RFD; verifying
authentication by RFD; providing a reply on successful verification with
authentication information in a specific message from RFD and FFD; and verifying

the authentication information received by FFD.

3. The method as claimed in Claim 1, wherein the step of authentication between nodes

comprises the steps of inquiring node for resource availability; verifying the resources
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by the RFD; and notifying the gateway on the acceptance by the node to the RFD and

FFD.

4. The method as claimed in Claim 3 wherein the step notifying the gateway further
comprising the steps of authenticating RFD only once per joining the network; and
providing RFD confirmation and registration information to the FFD once per joining

of node with the network.

5. The method as claimed in Claim 1 wherein the level of security is based on variable

sizes of authentication information and various encryption systems.

6. The method as claimed in Claim 1 wherein defining the authentication header
between nodes further comprising the step of checking available resources, said

resources include battery level, memory level and RSSI value.

7. The method as claimed in Claim 1 wherein the method further comprising registering

the nodes and gateway upon successful validation and verification.

8. The method as claimed in Claim 1 used for multi-hop wireless sensor network.
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