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Systems and methods for protecting symmetric encryption keys when performing encryption are
described. In one embodiment, a computer-implemented method includes retrieving at least one real key
from a secure area and executing, with a processor, a key transform instruction to generate at least one
transformed key based on receiving the at least one real key. The at least one transformed key is an encrypted
version of at least one round key that is encrypted by the processor using the at least one real key. The

processor is able to decrypt the at least one transformed key and encrypt the at least one round key.
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Systems and methods for protecting symmetric encryption keys when performing
encryption are described. In one embodiment, a computer-implemented method includes
retrieving at least one real key from a secure area and executing, with a processor, a key
transform instruction to generate at least one transformed key based on receiving the at
least one real key. The at least one transformed key is an encrypted version of at least
.. one round key that is encrypted by the processor using the at least one real key. The
.« processor is able to decrypt the at least one transformed key and encrypt the at least one

round key.
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