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FIG. 4 
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METHOD AND SYSTEM FOR 
AUTHENTICATING TRANSACTION 

REQUEST FROM DEVICE 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATION 

0001. This application claims priority from Korean Patent 
Application No. 10-2012-0092541, filed on Aug. 23, 2012, in 
the Korean Intellectual Property Office, the disclosure of 
which is incorporated herein by reference in its entirety. 

BACKGROUND 

0002 1. Field 
0003 Methods, systems, and devices consistent with 
exemplary embodiments relate to authenticating a transaction 
request from a device by using authentication information 
that is generated in the device and authentication information 
that is generated in a point of sale (POS) terminal. 
0004 2. Description of the Related Art 
0005. Due to developments in a data transmission technol 
ogy and network technology, mobile devices are commonly 
used, thus, a technology for providing a transaction service by 
using the mobile device becomes an issue. In order to use a 
mobile transaction service, a user may use a subscriber iden 
tity module (SIM), and in this regard, the user may insert or 
mount a SIM card storing credit card information, financial 
information, or the like into a mobile phone or a Smartphone 
and this stored information may be provided to the mobile 
transaction service. 

0006. However, when the user loses the SIM card or the 
mobile device having the SIM card mounted therein, a trans 
action by a third party may be possible, such that the mobile 
transaction service using the SIM card may cause a security 
problem. In order to address the security problem, access to 
the data of the mobile device or a point of sale (POS) terminal 
may be restricted by requesting the user to input a password or 
the like. However, when the PIN code is exposed, security of 
the transaction information cannot be assured. 

SUMMARY 

0007. One or more exemplary embodiments provide a 
method and system for authenticating a transaction request 
from a device by using authentication information that is 
generated in the device and authentication information that is 
generated in a point of sale (POS) terminal. 
0008. One or more exemplary embodiments also provide a 
method and system for authenticating a transaction request 
from a device by using authentication information with 
respect to at least one of a fingerprint, a pupil, a voice, and a 
signature which are of a user. 
0009. According to an aspect of an exemplary embodi 
ment, there is provided a method of requesting, by a device, a 
transaction with a point of sale (POS) terminal, the method 
including storing authentication information that is generated 
by the device based on a user input to the device; and when the 
device approaches to within a predetermined range from the 
POS terminal, providing the authentication information to the 
POS terminal, wherein the authentication information that is 
provided to the POS terminal is compared with authentication 
information that is generated by the POS terminal based on a 
user input to the POS terminal, and then is used to authenti 
cate a transaction request from the device. 
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0010. The method may further include providing transac 
tion information to the POS terminal, and when the transac 
tion request from the device is authenticated, the transaction 
information that is provided to the POS terminal may be then 
provided from the POS terminal to a transaction server. 
0011 When the transaction request from the device is 
authenticated, at least one of the authentication information 
that is provided to the POS terminal and the authentication 
information that is generated by the POS terminal may be 
then provided from the POS terminal to the transaction server. 
0012. The authentication information that is provided to 
the transaction server may be used by the transaction server to 
perform the transaction request from the device. 
0013 The operation of providing the transaction informa 
tion may include providing the transaction information to the 
POS terminal when the transaction request from the device is 
authenticated. 

0014. The authentication information may include infor 
mation about at least one of an image of a pupil of a user, a 
Voice of the user, a fingerprint of the user, and a signature of 
the user. 
0015 The authentication information may include link 
information for downloading information about at least one 
of an image of a pupil of a user, a Voice of the user, a finger 
print of the user, and a signature of the user. 
0016. The transaction information may include at least 
one of card information, coupon information, and user infor 
mation. 
0017 According to an aspect of another exemplary 
embodiment, there is provided a method of requesting, by a 
device, a transaction with a point of sale (POS) terminal, the 
method including storing authentication information that is 
generated by the device based on a user input to the device; 
when the device approaches to within a predetermined range 
from the POS terminal, receiving authentication information, 
which is generated by the POS terminal based on a user input 
to the POS terminal, from the POS terminal; authenticating a 
transaction request from the device, based on the authentica 
tion information generated by the device and the received 
authentication information; and providing transaction infor 
mation to the POS terminal. 

0018 When the transaction request from the device is 
authenticated, the transaction information that is provided to 
the POS terminal may be then provided from the POS termi 
nal to a transaction server. 

0019. When the transaction request from the device is 
authenticated, at least one of the authentication information 
that is provided to the POS terminal and the authentication 
information that is generated by the POS terminal may be 
then provided from the POS terminal to the transaction server. 
0020. The authentication information that is provided to 
the transaction server may be used by the transaction server to 
perform the transaction request from the device. 
0021. The operation of providing the transaction informa 
tion may include an providing the transaction information to 
the POS terminal when the transaction request from the 
device is authenticated. 

0022. The authentication information may include infor 
mation about at least one of an image of a pupil of a user, a 
Voice of the user, a fingerprint of the user, and a signature of 
the user. 

0023 The authentication information may include link 
information for downloading information about at least one 
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of an image of a pupil of a user, a Voice of the user, a finger 
print of the user, and a signature of the user. 
0024. The transaction information may include at least 
one of card information, coupon information, and user infor 
mation. 
0025. According to an aspect of another exemplary 
embodiment, there is provided a method of authenticating, by 
a point of sale (POS) terminal, a transaction request from a 
device, the method including, when the device approaches to 
within a predetermined range from the POS terminal, receiv 
ing authentication information that is stored in the device 
from the device; generating authentication information based 
on a user input to the POS terminal; and comparing the 
received authentication information and the generated 
authentication information, and authenticating the transac 
tion request from the device based on a result of the compar 
ing. 
0026. The method may further include operations of 
receiving transaction information from the device; and when 
the transaction request from the device is authenticated, pro 
viding the received authentication information to a transac 
tion server. 
0027. When the transaction request from the device is 
authenticated, at least one of the received authentication 
information and the generated authentication information 
may be then provided from the POS terminal to the transac 
tion server. 

0028. Theat least one of the received authentication infor 
mation and the generated authentication information that is 
provided from the POS terminal to the transaction server may 
be used by the transaction server to perform the transaction 
request from the device. 
0029. According to yet another aspect of one or more 
exemplary embodiments, there is provided a method of 
authenticating, by a point of sale (POS) terminal, a transac 
tion request from a device, the method including operations 
of generating authentication information based on a user 
input to the POS terminal; and when the device approaches to 
within a predetermined range from the POS terminal, provid 
ing the authentication information to the device, wherein the 
authentication information that is provided to the device is 
compared with authentication information that is generated 
by the device based on a user input to the device, and is used 
to authenticate the transaction request from the device. 
0030. According to an aspect of another exemplary 
embodiment, there is provided a device including an authen 
tication information storage that stores authentication infor 
mation that is generated by the device based on a user input to 
the device; an authentication information comparer that 
receives authentication information, which is generated by a 
point of sale (POS) terminal based on a user input to the POS 
terminal, from the POS terminal when the device approaches 
to within a predetermined range from the POS terminal, and 
compares the authentication information generated by the 
device and the received authentication information; and a 
transaction requester that requests a transaction with the POS 
terminal, based on a result of the comparing. 
0031. According to yet another aspect of one or more 
exemplary embodiments, there is provided a point of sale 
(POS) terminal including an authentication information gen 
erator that generates authentication information based on a 
user input to the POS terminal; and an authentication infor 
mation transmitter that provides the authentication informa 
tion to the device, when the device approaches to within a 
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predetermined range from the POS terminal, wherein the 
authentication information that is provided to the device is 
compared with authentication information that is generated 
by the device based on a user input to the device, and is used 
to authenticate a transaction request from the device. 
0032. According to an aspect of another exemplary 
embodiment, there is provided a non-transitory computer 
readable recording medium having recorded thereon a pro 
gram, which when executed by a computer, performs one of 
the methods described above. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0033. The above and other aspects will become more 
apparent by describing in detail exemplary embodiments 
with reference to the attached drawings in which: 
0034 FIG. 1 is a block diagram of a system for authenti 
cating a transaction request from a device, according to an 
exemplary embodiment; 
0035 FIG. 2 illustrates an example in which, since the 
device and a point of sale (POS) terminal perform a short 
range contact, each of the device and the POS terminal 
obtains authentication information of a user in a transaction 
request authenticating system; 
0036 FIG. 3 is a flowchart of a method of authenticating, 
by the POS terminal, a transaction request from the device in 
the transaction request authenticating system, according to an 
exemplary embodiment; 
0037 FIG. 4 is a flowchart of a method of authenticating, 
by the POS terminal, a transaction request from the device in 
the transaction request authenticating system, according to 
another exemplary embodiment; 
0038 FIG. 5 is a flowchart of a method of authenticating, 
by a server, a transaction request from the device in the 
transaction request authenticating system, according to an 
exemplary embodiment; 
0039 FIG. 6 illustrates an example in which each of the 
device and the POS terminal obtains authentication informa 
tion by capturing an image of a pupil of a user, according to an 
exemplary embodiment; 
0040 FIG. 7 illustrates an example in which each of the 
device and the POS terminal obtains authentication informa 
tion by recognizing a fingerprint of a user, according to an 
exemplary embodiment; 
0041 FIG. 8 illustrates an example in which each of the 
device and the POS terminal obtains authentication informa 
tion by recording a voice of a user, according to an exemplary 
embodiment; 
0042 FIG. 9 illustrates an example in which each of the 
device and the POS terminal obtains authentication informa 
tion by receiving a signature of a user, according to an exem 
plary embodiment; 
0043 FIGS. 10A and 10B illustrate execution screens of a 
transaction application that is executed in the device, accord 
ing to an exemplary embodiment; 
0044 FIG. 11 illustrates an example in which a credit card 
for a transaction is selected in the device, according to an 
exemplary embodiment; 
004.5 FIGS. 12A and 12B illustrate an example in which a 
card and a coupon for a transaction are selected in the device, 
and transaction information is displayed on a screen of the 
device, according to an exemplary embodiment; 
0046 FIG. 13 illustrates an example in which a shopping 

list (i.e., a shopping cart) is displayed on the device, according 
to an exemplary embodiment; 
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0047 FIG. 14 is a block diagram of the device, according 
to an exemplary embodiment; and 
0048 FIG. 15 is a block diagram of the POS terminal, 
according to an exemplary embodiment. 

DETAILED DESCRIPTION 

0049. Hereinafter, the exemplary embodiments will now 
be described more fully with reference to the accompanying 
drawings. The present inventive concept may, however, be 
embodied in many different forms and should not be con 
Strued as being limited to the exemplary embodiments set 
forth herein; rather, these exemplary embodiments are pro 
vided so that this disclosure will be thorough and complete, 
and willfully convey the present inventive concept to those of 
ordinary skill in the art. In the following description, well 
known functions or constructions are not described in detail 
So as not to obscure the present inventive concept with unnec 
essary detail. Also, throughout the specification, like refer 
ence numerals in the drawings denote like elements. 
0050. Throughout the specification, it will also be under 
stood that when an element is referred to as being “connected 
to another element, it can be directly connected to the other 
element, or electrically connected to the other element while 
intervening elements may also be present. Also, when a part 
“includes” or “comprises an element, unless there is a par 
ticular description contrary thereto, the part can further 
include other elements, not excluding the other elements. 
0051. Also, throughout the specification, it will be under 
stood that when an element A and an element B perform a 
short-range contact, it means that the element A is located 
within a communication range of the element B or the ele 
ment B is located within a communication range of the ele 
ment A. 
0052 Expressions such as “at least one of when preced 
ing a list of elements, modify the entire list of elements and do 
not modify the individual elements of the list. 
0053 FIG. 1 is a block diagram of a system for authenti 
cating a transaction request from a device, according to an 
exemplary embodiment. 
0054 As illustrated in FIG. 1, the system for authenticat 
ing the transaction request (hereinafter, referred to as the 
transaction request authenticating system) includes a device 
1000, a point of sale (POS) terminal 2000, a server 3000, and 
a network 4000. 
0055. The device 1000 may previously generate and store 
authentication information of a user. As the device 1000 
approaches the POS terminal 2000, the device 1000 may 
automatically provide the stored authentication information 
to the POS terminal 2000. The authentication information 
may be used to authenticate a transaction request from the 
device 1000, and for example, the authentication information 
may include at least one of an image obtained by capturing a 
pupil of the user, a Voice of the user, a fingerprint of the user, 
and a signature of the user. 
0056. The device 1000 may include, but is not limited to, 
a Smartphone, a mobile phone, a personal digital assistant 
(PDA), a laptop, a media player, a global positioning system 
(GPS) apparatus, or other mobile or non-mobile apparatuses. 
0057 The POS terminal 2000 may separately generate 
authentication information of the user, compared to the 
device 1000. When the POS terminal 2000 receives the 
authentication information from the device 1000, the POS 
terminal 2000 may capture an image of the user, may record 
a voice of the user, may recognize a fingerprint of the user, or 
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may receive a signature input from the user, thereby sepa 
rately generating the authentication information of the user. 
Also, the POS terminal 2000 may authenticate the transaction 
request from the device 1000 by comparing the authentication 
information from the device 1000 with the authentication 
information that is generated by the POS terminal 2000. 
0058 Also, after the POS terminal 2000 authenticates the 
transaction request, the POS terminal 2000 may receive trans 
action information from the device 1000, may provide the 
transaction information to the server 3000, and thus may 
allow the server 3000 to perform the transaction. 
0059. The network 4000 may be formed as a wired net 
work such as a wide area network (WAN), a value added 
network (VAN), or the like, or may be formed as a wireless 
network Such as a mobile radio communication network, a 
near field communication (NFC) network, a satellite commu 
nication network, or the like. Also, the network 4000 collec 
tively indicates data communication networks allowing net 
work configuration elements shown in FIG. 1 to smoothly 
communicate with each other, and includes wired internet, 
wireless internet, and a mobile wireless communication net 
work. 

0060 FIG. 2 illustrates an example in which, since the 
device 1000 and the POS terminal 2000 performa short-range 
contact, each of the device 1000 and the POS terminal 2000 
obtains authentication information of a user in the transaction 
request authenticating system. 
0061 Referring to FIG. 2, the device 1000 may previously 
generate authentication information of the user by using sev 
eral pieces of equipment that are included in the device 1000. 
The device 1000 may capture an image of a pupil of the user 
by using a camera of the device 1000 and may store the 
captured image, or may recognize a fingerprint of the user 
from a finger of the user that touches a screen of the device 
1000 and may store fingerprint information. Alternatively, the 
device 1000 may recorda voice of the user by using a micro 
phone of the device 1000 and may store the recorded voice. 
0062 Once the device 1000 and the POS terminal 2000 
approach each other to within a predetermined range, the 
authentication information that is previously stored in the 
device 1000 may be automatically transmitted to the POS 
terminal 2000 via a wireless personal area network (WPAN), 
and then the POS terminal 2000 may authenticate a transac 
tion request from the device 1000 by comparing the authen 
tication information from the device 1000 with the authenti 
cation information that is generated by the POS terminal 
2OOO. 

0063 For example, the WPAN may include, but is not 
limited to, NFC, ZigBee communication, radio frequency 
identification (RFID) communication, and ultra wide band 
(UWB) communication. 
0064. The POS terminal 2000 may capture an image of the 
pupil of the user by using a camera that is included in the POS 
terminal 2000 or that is connected with the POS terminal 
2000, and may store the captured image. Also, the POS ter 
minal 2000 may recognize the fingerprint of the user that 
touches a screen of a fingerprint recognizing apparatus that is 
included in the POS terminal 2000 or that is connected with 
the POS terminal 2000, and may store fingerprint informa 
tion. Also, the POS terminal 2000 may record a voice of the 
user by using a microphone that is included in the POS ter 
minal 2000 or that is connected with the POS terminal 2000, 
and may store the recorded Voice. 
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0065 FIG. 3 is a flowchart of a method of authenticating, 
by the POS terminal 2000, a transaction request from the 
device 1000 in the transaction request authenticating system, 
according to an exemplary embodiment of the present inven 
tion. 
0066. In operation S300, the device 1000 stores authenti 
cation information that is input by a user. The authentication 
information may be used to authenticate the transaction 
request from the device 1000 and may include information 
about at least one of a pupil image of the user, a Voice of the 
user, a fingerprint of the user, and a signature of the user. The 
device 1000 may generate the authentication information by 
using at least one of a camera, a microphone, a fingerprint 
recognizing apparatus, and a touch screen, and may previ 
ously store the generated authentication information in its 
memory. Alternatively, the device 1000 may store the gener 
ated authentication information in a separate storage space. 
0067. In operation S302, the device 1000 performs a short 
range contact with the POS terminal 2000. The device 1000 
and the POS terminal 2000 may approach each other to within 
a predetermined range, and once the device 1000 and the POS 
terminal 2000 reach the predetermined range, the device 1000 
and the POS terminal 2000 may be connected to each other 
via an NFC network. The connection between the device 
1000 and the POS terminal 2000 may be established by 
exchanging messages between the device 1000 and the POS 
terminal 2000. 
0068. In operation S304, the device 1000 requests a trans 
action with the POS terminal 2000. In operation S304, since 
the device 1000 is within the predetermined range of the POS 
terminal 2000, the device 1000 may request the transaction 
with the POS terminal 2000. 
0069. In operation S306, the device 1000 transmits the 
authentication information that is stored in the device 1000 to 
the POS terminal 2000. Once the device 1000 is within the 
predetermined range of the POS terminal 2000, the device 
1000 may extract the information about at least one of the 
pupil image of the user, the Voice of the user, the fingerprint of 
the user, and the signature of the user from the memory or the 
separate storage space, and may transmit the extracted infor 
mation to the POS terminal 2000. The device 1000 may store 
the authentication information in the separate storage space 
and may transmit link information for downloading the 
authentication information to the POS terminal 2000. The 
POS terminal 2000 may then use the link information to 
download the authentication information from the separate 
storage space of the device 1000. 
0070 Also, the device 1000 may display a user interface 
for an input of a password on the screen of the device 1000, 
and when the password is correctly input by the user, the 
device 1000 may provide the authentication information to 
the POS terminal 2000. 
0071 Also, according to a payment amount of types of an 
item to be purchased, the device 100 may transmit a preset 
type of authentication information to the POS terminal 2000. 
For example, the user may previously set types of the authen 
tication information according to a payment amount or types 
of an item to be purchased, and the device 1000 may transmit 
the preset type of the authentication information to the POS 
terminal 2000. However, the present inventive concept is not 
limited thereto, and thus, the user may randomly preset types 
of the authentication information to be used. Also, when the 
device 1000 has transmitted the preset type of the authenti 
cation information to the POS terminal 2000, the POS termi 

Feb. 27, 2014 

nal 2000 may authenticate the transaction request from the 
device 1000 only when authentication information that is 
generated by the POS terminal 2000 is of the same type as the 
authentication information that has been transmitted to the 
POS terminal 2000. 

(0072. In operation S308, the POS terminal 2000 generates 
authentication information based on the user input. The POS 
terminal 2000 may capture an image of the pupil of the user 
by using a camera that is included in the POS terminal 2000 
or that is connected with the POS terminal 2000. Alterna 
tively, the POS terminal 2000 may record the voice of the user 
by using a microphone that is included in the POS terminal 
2000 or that is connected with the POS terminal 2000. Alter 
natively, the POS terminal 2000 may recognize the finger 
print of the user by using a fingerprint recognizing apparatus 
that is included in the POS terminal 2000 or that is connected 
with the POS terminal 2000. Alternatively, the POS terminal 
2000 may generate an image of the signature that is input 
from the user via a touch screen that is in the POS terminal 
2000 or connected with the POS terminal 2000. 

(0073. In operation S310, the POS terminal 2000 compares 
the authentication information that is received from the 
device 1000 with the authentication information that is gen 
erated by the POS terminal 2000. For example, when the 
authentication information is an image obtained by capturing 
an image of the pupil of the user, the POS terminal 2000 may 
compare the pupil image that is received from the device 1000 
with the pupil image that is captured by the POS terminal 
2000. 

0074 Also, for example, when the authentication infor 
mation is the voice of the user, the POS terminal 2000 may 
compare voice data of the user that is received from the device 
1000 with voice data of the user that is recorded by the POS 
terminal 2000. In this case, the POS terminal 2000 may deter 
mine whether the voice data that is received from the device 
1000 and the voice data that is recorded by the POS terminal 
2000 are voice data of the same user. Also, the POS terminal 
2000 may convert the voice data into text, and may determine 
whether text that corresponds to the voice data from the 
device 1000 is equal to the text that corresponds to the voice 
data that is recorded by the POS terminal 2000. 
0075 Also, for example, when the authentication infor 
mation is a fingerprint image, the POS terminal 2000 may 
compare the fingerprint image that is received from the device 
1000 with a fingerprint image that is generated by the POS 
terminal 2000. Also, for example, when the authentication 
information is the signature of the user, the POS terminal 
2000 may compare the signature image that is received from 
the device 1000 with a signature image that is generated by 
the POS terminal 2000. 

(0076. In operation S312, the POS terminal 2000 authenti 
cates the transaction request. When the POS terminal 2000 
determines that the authentication information from the 
device 1000 is equal to the authentication information that is 
generated by the POS terminal 2000, the POS terminal 2000 
may authenticate the transaction request that is received from 
the device 1000. 

(0077. In operation S314, the device 1000 transmits trans 
action information to the POS terminal 2000. When the trans 
action request from the device 1000 is authenticated by the 
POS terminal 2000, the device 1000 may transmit the trans 
action information to the POS terminal 2000. The transaction 
information may be used in a transaction with respect to a 
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product or a service and may include one or more of card 
information, coupon information, and user information. 
0078. In the above, it is described that, after the POS 
terminal 2000 authenticates the transaction request, the 
device 1000 provides the transaction information to the POS 
terminal 2000, but the present inventive concept is not limited 
thereto. In operation S306, the device 1000 may transmit the 
authentication information and the transaction information to 
the POS terminal 2000. 
0079. In operation S316, the POS terminal 2000 transmits 
the transaction information and the authentication informa 
tion to the server 3000. The POS terminal 2000 may transmit 
the transaction information and the authentication informa 
tion, which are received from the device 1000, to the server 
3000. Also, the POS terminal 2000 may transmit the authen 
tication information, which is generated by the POS terminal 
2000, to the server 3000. 
0080. In operation S318, the server 3000 performs the 
transaction. The server 3000 may perform the transaction, 
based on the transaction information and the authentication 
information that are received from the POS terminal 2000. 
The server 3000 may further safely perform the transaction by 
using the authentication information that is generated by the 
device 1000 and the authentication information that is gener 
ated by the POS terminal 2000. 
0081 FIG. 4 is a flowchart of a method of authenticating, 
by the POS terminal 2000, a transaction request from the 
device 1000 in the transaction request authenticating system, 
according to another exemplary embodiment. In the exem 
plary embodiment of FIG. 4, the device 1000 may compare 
authentication information that is generated by the device 
1000 with authentication information that is generated by the 
POS terminal 2000. 
I0082 In operation S400, the device 1000 stores authenti 
cation information that is input by a user. The device 1000 
may generate the authentication information by using at least 
one of a camera, a microphone, a fingerprint recognizing 
apparatus, and a touch screen, and may previously store the 
authentication information in a memory of the device 1000. 
Alternatively, the device 1000 may store the authentication 
information in a separate storage space. 
I0083. In operation S402, the POS terminal 2000 generates 
authentication information, based on a user input. The POS 
terminal 2000 may capture an image of a pupil of the user by 
using a camera that is included in the POS terminal 2000 or 
that is connected with the POS terminal 2000. Also, the POS 
terminal 2000 may record a voice of the user by using a 
microphone that is included in the POS terminal 2000 or that 
is connected with the POS terminal 2000. Also, the POS 
terminal 2000 may recognize a fingerprint of the userby using 
a fingerprint recognizing apparatus that is included in the 
POS terminal 2000 or that is connected with the POS terminal 
2000. Also, the POS terminal 2000 may generate an image of 
a signature that is input from the user to a touch screen that is 
included in the POS terminal 2000 or that is connected with 
the POS terminal 2000. 
I0084. In operation S404, the device 1000 performs a short 
range contact with the POS terminal 2000. The device 1000 
and the POS terminal 2000 may approach each other to within 
a predetermined range, and once the device 1000 and the POS 
terminal 2000 are within the predetermined range, the device 
1000 and the POS terminal 2000 may be connected to each 
other via an NFC network. The connection between the 
device 1000 and the POS terminal 2000 may be established 
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by exchanging messages between the device 1000 and the 
POS terminal 2000. In the above, it is described that, after the 
POS terminal 2000 generates authentication information, the 
device 1000 performs a short-range contact with the POS 
terminal 2000, but the present inventive concept is not limited 
thereto. After the device 1000 performs a short-range contact 
with the POS terminal 2000, the POS terminal 2000 generates 
authentication information, based on a user input. 
I0085. In operation S406, the POS terminal 2000 transmits 
the authentication information, which is generated by the 
POS terminal 2000, to the device 1000. Since the POS termi 
nal 2000 is within the predetermined range of the device 
1000, the POS terminal 2000 may transmit information about 
at least one of the pupil image of the user, the Voice of the user, 
the fingerprint of the user, and the signature of the user to the 
device 1000. The POS terminal 2000 may store the authenti 
cation information in a separate storage space and may trans 
mit link information for downloading the authentication 
information to the device 1000. The device 1000 may then use 
the link information to download the authentication informa 
tion from the separate storage space of the POS terminal 
2OOO. 

I0086. In operation S408, the device 1000 compares the 
authentication information that is received from the POS 
terminal 2000 with the authentication information that is 
generated by the device 1000. For example, when the authen 
tication information corresponds to the image obtained by 
capturing an image of the pupil of the user, the device 1000 
may compare the pupil image that is received from the POS 
terminal 2000 with a pupil image that is generated by the 
device 1000. 
I0087 Alternatively, for example, when the authentication 
information corresponds to the voice of the user, the device 
1000 may compare voice data of the user that is received from 
the POS terminal 2000 with voice data of the user that is 
recorded by the device 1000. In this case, the device 1000 may 
determine whether the voice data from the POS terminal 2000 
and the voice data that is recorded by the device 1000 are from 
the same user, based on a frequency and a pattern of the Voice 
data. Also, the device 1000 may convert the voice data into 
text, and may determine whether text that corresponds to the 
voice data from the POS terminal 2000 is equal to the text that 
corresponds to the voice data that is recorded by the device 
1OOO. 

0088 Also, when the authentication information corre 
sponds to a fingerprint image of the user, the device 1000 may 
compare a fingerprint image that is received from the POS 
terminal 2000 with a fingerprint image that is generated by the 
device 1000. Also, when the authentication information cor 
responds to a signature of the user, the device 1000 may 
compare a signature image that is received from the POS 
terminal 2000 with a signature image that is generated by the 
device 1000. 

I0089. In operation S410, the device 1000 requests a trans 
action with the POS terminal 2000. When the authentication 
information that is received from the POS terminal 2000 is 
equal to the authentication information that is generated by 
the device 1000, the device 1000 may request a transaction 
with the POS terminal 2000. The device 1000 may request the 
transaction with the POS terminal 2000 and simultaneously 
may provide transaction information and the authentication 
information that is generated by the device 1000 to the POS 
terminal 2000. The transaction information may be used in a 
transaction with respect to a product or a service and may 
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include one or more of card information, coupon information, 
and user information. Also, in operation S410, once the 
device 1000 is within the predetermined distance of the POS 
terminal 2000, the device 1000 may request the transaction 
with the POS terminal 2000. 
0090. In operation S412, the POS terminal 2000 authenti 
cates the transaction request. When the POS terminal 2000 
determines that the authentication information that is 
received from the device 1000 is equal to the authentication 
information that is generated by the POS terminal 2000, the 
POS terminal 2000 may authenticate the transaction request 
that is received from the device 1000. 
0091. In operation S414, the POS terminal 2000 transmits 
the transaction information and the authentication informa 
tion to the server 3000. The POS terminal 2000 transmits the 
transaction information and the authentication information 
that are received from the device 1000 to the server 3000. 
Also, the POS terminal 2000 may transmit the authentication 
information that is generated by the POS terminal 2000 to the 
Server 3000. 
0092. In operation S416, the server 3000 performs the 
transaction. The server 3000 may perform the transaction, 
based on the transaction information and the authentication 
information that are received from the POS terminal 2000. 
The server 3000 may perform the transaction, by using the 
authentication information that is generated by the device 
1000 and the authentication information that is generated by 
the POS terminal 2000. 
0093 FIG. 5 is a flowchart of a method of authenticating, 
by the server 3000, a transaction request from the device 1000 
in the transaction request authenticating system, according to 
an exemplary embodiment. In the exemplary embodiment of 
FIG. 5, the server 3000 may compare authentication informa 
tion that is generated by the device 1000 with authentication 
information that is generated by the POS terminal 2000. 
0094. In operation S500, the device 1000 stores authenti 
cation information that is input by a user. The authentication 
information is used in authentication of the transaction 
request from the device 1000. The device 1000 may generate 
the authentication information by using at least one of a 
camera, a microphone, a fingerprint recognizing apparatus, 
and a touch screen, and may previously store the authentica 
tion information in a memory of the device 1000. Alterna 
tively, the device 1000 may store the authentication informa 
tion in a separate storage space. 
0095. In operation S502, the device 1000 performs a short 
range contact with the POS terminal 2000. The device 1000 
and the POS terminal 2000 may approach each other to within 
a predetermined range, and once the device 1000 and the POS 
terminal 2000 are within the predetermined range, the device 
1000 and the POS terminal 2000 may be connected to each 
other via an NFC network. The connection between the 
device 1000 and the POS terminal 2000 may be established 
by exchanging messages between the device 1000 and the 
POS terminal 2000. 
0096. In operation S504, the device 1000 requests a trans 
action with the POS terminal 2000. In operation S504, once 
the device 1000 is within the predetermined distance of the 
POS terminal 2000, the device 1000 may request the trans 
action with the POS terminal 2000. 
0097. In operation S506, the device 1000 transmits the 
authentication information that is stored in the device 1000 to 
the POS terminal 2000. Once the device 1000 is within the 
predetermined distance of the POS terminal 2000, the device 
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1000 may extract information about at least one of a pupil 
image of the user, a Voice of the user, a fingerprint of the user, 
and a signature of the user from the memory or the separate 
storage space, and may transmit the extracted information to 
the POS terminal 2000. The device 1000 may store the 
authentication information in the separate storage space and 
may transmit link information for downloading the authenti 
cation information to the POS terminal 2000. The POS ter 
minal 2000 may then use the link information to download the 
authentication information from the separate storage space of 
the device 1000. 
0098. Also, the device 1000 may display a user interface 
for an input of a password on a screen of the device 1000, and 
when the password is correctly input by the user, the device 
1000 may provide the authentication information to the POS 
terminal 2000. 
0099. Also, according to a payment amount or types of an 
item to be purchased, the device 100 may transmit a preset 
type of authentication information to the POS terminal 2000. 
For example, the user may previously set types of the authen 
tication information according to a payment amount or types 
of an item to be purchased, and the device 1000 may transmit 
the preset type of the authentication information to the POS 
terminal 2000. However, the present inventive concept is not 
limited thereto, and thus, the user may randomly preset types 
of the authentication information to be used. Also, when the 
device 1000 has transmitted the preset type of the authenti 
cation information to the POS terminal 2000, the POS termi 
nal 2000 may authenticate the transaction request from the 
device 1000 only when authentication information that is 
generated by the POS terminal 2000 is of the same type as the 
authentication information that has been transmitted to the 
POS terminal 2000. 
0100. In operation S508, the POS terminal 2000 generates 
authentication information based on the user input. The POS 
terminal 2000 may capture an image of a pupil of the user by 
using a camera that is included in the POS terminal 2000 or 
that is connected with the POS terminal 2000. Alternatively, 
the POS terminal 2000 may record avoice of the userby using 
a microphone that is included in the POS terminal 2000 or that 
is connected with the POS terminal 2000. Alternatively, the 
POS terminal 2000 may recognize a fingerprint of the user by 
using a fingerprint recognizing apparatus that is included in 
the POS terminal 2000 or that is connected with the POS 
terminal 2000. Alternatively, the POS terminal 2000 may 
generate an image of a signature that is input from the user via 
a touch screen that is included in the POS terminal 2000 or 
that is connected with the POS terminal 2000. 
0101. In operation S510, the POS terminal 2000 transmits 
the authentication information that is received from the 
device 1000 and the authentication information that is gener 
ated by the POS terminal 2000 to the server 3000. 
0102) In operation S512, the server 3000 compares the 
authentication information that is generated by the device 
1000 with the authentication information that is generated by 
the POS terminal 2000. For example, when the authentication 
information is an image obtained by capturing an image of the 
pupil of the user, the server 3000 may compare a pupil image 
that is generated by the device 1000 with a pupil image that is 
generated by the POS terminal 2000. 
0103 Also, for example, when the authentication infor 
mation is the voice of the user, the server 3000 may compare 
voice data of the user that is generated by the device 1000 with 
voice data of the user that is generated by the POS terminal 



US 2014/0058865 A1 

2000. In this case, the server 3000 may determine whether the 
voice data that is generated by the device 1000 and the voice 
data that is generated by the POS terminal 2000 are voice data 
of the same user. Also, the server 3000 may convert the voice 
data into text, and may determine whether text that corre 
sponds to the voice data that is generated by the device 1000 
is equal to text that corresponds to the Voice data that is 
generated by the POS terminal 2000. 
0104. Also, for example, when the authentication infor 
mation is a fingerprint image of the user, the server 3000 may 
compare a fingerprint image that is generated by the device 
1000 with a fingerprint image that is generated by the POS 
terminal 2000. Also, for example, when the authentication 
information is the signature of the user, the server 3000 may 
compare a signature image that is generated by the device 
1000 with a signature image that is generated by the POS 
terminal 2000. 
0105. In operation S514, the server 3000 authenticates the 
transaction request. When the server 3000 determines that the 
authentication information that is generated by the device 
1000 is equal to the authentication information that is gener 
ated by the POS terminal 2000, the server 3000 may authen 
ticate the transaction request from the device 1000. 
0106. In operation S516, the device 1000 transmits the 
transaction information to the POS terminal 2000, and in 
operation S518, the POS terminal 2000 transmits the trans 
action information to the server 3000. When the server 3000 
authenticates the transaction request from the device 1000, 
the device 1000 may transmit the transaction information to 
the POS terminal 2000. The transaction information may be 
used in a transaction with respect to a productor a service and 
may include card information, coupon information, and user 
information. Further, the device 1000 directly transmits the 
transaction information to the server 3000. 

0107. In the above, it is described that, after the server 
3000 authenticates the transaction request, the device 1000 
provides the transaction information to the POS terminal 
2000, but the present inventive concept is not limited thereto. 
In operation S506, the device 1000 may transmit the authen 
tication information and the transaction information to the 
POS terminal 2000. 
0108. In operation S520, the server 3000 performs the 
transaction. The server 3000 may perform the transaction, 
based on the transaction information and the authentication 
information that are received from the POS terminal 2000. 
The server 3000 may perform the transaction by using both of 
the authentication information that is generated by the device 
1000 and the authentication information that is generated by 
the POS terminal 2000. 
0109 FIG. 6 illustrates an example in which each of the 
device 1000 and the POS terminal 2000 obtains authentica 
tion information by capturing an image of a pupil of a user, 
according to an exemplary embodiment. 
0110 Referring to FIG. 6, the device 1000 may capture the 
image of the pupil of the user by using a camera included in 
the device 1000, and the POS terminal 2000 may capture the 
image of the pupil of the user by using a camera included in 
the POS terminal 2000. The device 1000 may capture the 
image of the pupil of the user and may previously store the 
pupil image, and once the device 1000 and the POS terminal 
2000 approach each other to within a predetermined range, 
the POS terminal 2000 may capture the image of the pupil of 
the user and then may generate the pupil image. Also, the 
pupil image that is generated by the device 1000 and the pupil 
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image that is generated by the POS terminal 2000 may be 
compared to each other, and the comparison may be used in 
authentication of a transaction request from the device 1000. 
0111 FIG. 7 illustrates an example in which each of the 
device 1000 and the POS terminal 2000 obtains authentica 
tion information by recognizing a fingerprint of a user, 
according to an exemplary embodiment. 
(O112 Referring to FIG. 7, the device 1000 may recognize 
the fingerprint of the user by using a touch screen included in 
the device 1000, and the POS terminal 2000 may recognize 
the fingerprint of the user by using a fingerprint recognizing 
apparatus included in the POS terminal 2000. The device 
1000 may recognize the fingerprint of the user and may pre 
viously store a fingerprint image, and once the device 1000 
and the POS terminal 2000 approach each other to within a 
predetermined range, the POS terminal 2000 may recognize 
the fingerprint of the user and may generate a fingerprint 
image. Also, the fingerprint image that is generated by the 
device 1000 and the fingerprint image that is generated by the 
POS terminal 2000 may be compared to each other, and the 
comparison may be used in authentication of a transaction 
request from the device 1000. 
0113 FIG. 8 illustrates an example in which each of the 
device 1000 and the POS terminal 2000 obtains authentica 
tion information by recording a Voice of a user, according to 
an exemplary embodiment. 
0114) Referring to FIG. 8, the device 1000 may record the 
Voice of the userby using a microphone included in the device 
1000, and the POS terminal 2000 may record the voice of the 
user by using a microphone included in the POS terminal 
2000. The device 1000 may record the voice of the user and 
may previously store voice data, and once the device 1000 
and the POS terminal 2000 approach each other to within a 
predetermined range, the POS terminal 2000 may record the 
Voice of the user and then may generate Voice data. Also, the 
voice data that is generated by the device 1000 and the voice 
data that is generated by the POS terminal 2000 may be 
compared to each other, and the comparison may be used in 
authentication of a transaction request from the device 1000. 
0115 FIG. 9 illustrates an example in which each of the 
device 1000 and the POS terminal 2000 obtains authentica 
tion information by receiving a signature of a user, according 
to an exemplary embodiment. 
0116 Referring to FIG.9, the device 1000 may generate a 
signature image of the user by using a touch screen included 
in the device 1000, and the POS terminal 2000 may generate 
a signature image of the userby using a touchscreen included 
in the POS terminal 2000. The device 1000 may previously 
store the signature image of the user, and once the device 1000 
and the POS terminal 2000 approach each other to within a 
predetermined range, the POS terminal 2000 may generate 
the signature image of the user. Also, the signature image that 
is generated by the device 1000 and the signature image that 
is generated by the POS terminal 2000 may be compared to 
each other, and the comparison may be used in authentication 
of a transaction request from the device 1000. 
0117 FIGS. 10A and 10B illustrate execution screens of a 
transaction application that is executed in the device 1000, 
according to an exemplary embodiment. 
0118. As illustrated in FIG. 10A, when the transaction 
application is executed in the device 1000, a credit card to be 
used in transaction and a transaction amount may be dis 
played on a screen of the device 1000. Also, when a user 
selects a button for transaction, as illustrated in FIG. 10B, a 
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user interface for an input of a password may be displayed. 
When the user inputs the password via the displayed user 
interface, the device 1000 may generate authentication infor 
mation by capturing an image of a pupil of the user, by 
recording a voice of the user, by recognizing a fingerprint of 
the user, or by receiving a signature of the user. In this case, 
the authentication information that is generated by the device 
1000 may match with the credit card as displayed in FIG. 
10A, and may be stored. Thus, a plurality of pieces of authen 
tication information that are different from one other may be 
respectively matched with credit cards of the user. 
0119. In the above, it is described that, after the credit card 
and the transaction amount are displayed, the device 1000 
generates the authentication information, but the present 
inventive concept is not limited thereto. Thus, the device 1000 
may match predetermined authentication information with at 
least one of the credit card and the transaction amount. Also, 
it is possible that the device 1000 does not match predeter 
mined authentication information with the credit card and the 
transaction amount. 
0120 FIG. 11 illustrates an example in which a credit card 
for a transaction is selected in the device 1000, according to 
an exemplary embodiment. 
0121. As illustrated in FIG. 11, in the present exemplary 
embodiment, when a plurality of transaction means (e.g., 
credit cards, coupons, etc.) exist, the device 1000 may output 
a list of the plurality of transaction means on its screen. A user 
may select a predetermined transaction means from the list of 
the plurality of transaction means that are displayed on the 
SCC. 

0122 FIGS. 12A and 12B illustrate an example in which a 
card and a coupon for transaction are selected in the device 
1000, and transaction information is displayed on a screen of 
the device 1000, according to an exemplary embodiment. 
0123. As illustrated in FIG. 12A, a user may select a plu 

rality of transaction means (e.g., a card 1 and a coupon 2) from 
a transaction means list. Here, as illustrated in FIG. 12B, the 
device 1000 may pay S100 out of a total transaction amount 
(i.e., S300) by using the coupon 2, and may pay $200 by using 
the card 1. 
0.124 FIG. 13 illustrates an example in which a shopping 

list (i.e., a shopping cart) is displayed on the device 1000, 
according to an exemplary embodiment. 
0125 Referring to FIG. 13, the device 1000 may display a 

list of a plurality of products and a plurality of pieces of price 
information that correspond to the plurality of products, 
respectively, on a screen of the device 1000. In this case, a 
user may review the plurality of products and prices and then 
may select a product to buy. For example, when the user 
selects a product 1 and a product 2, the device 1000 may 
collectively process a transaction for the products 1 and 2. 
0126 FIG. 14 is a block diagram of the device 1000, 
according to an exemplary embodiment. 
0127. As illustrated in FIG. 14, the device 1000 includes 
an authentication information storage 1100, an authentication 
information transmitter 1200, an authentication information 
comparer 1300, a transaction requester 1400, a memory 1500, 
a transceiver 1600, and a controller 1700. 
0128. The authentication information storage 1100 stores 
authentication information that is input by a user. The authen 
tication information may be used to authenticate a transaction 
request from the device 1000 and may include information 
about at least one of a pupil image of the user, a Voice of the 
user, a fingerprint of the user, and a signature of the user. The 
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authentication information storage 1100 may generate the 
authentication information by using at least one of a camera, 
a microphone, a fingerprint recognizing apparatus, and a 
touch screen, and may previously store the authentication 
information in the memory 1500 to be described later. How 
ever, the present inventive concept is not limited thereto, and 
thus the authentication information storage 1100 may store 
the authentication information in a separate storage space. 
0129. The authentication information transmitter 1200 
transmits the authentication information to the POS terminal 
2000. Once the device 1000 and the POS terminal 2000 
approach each other to within a predetermined range, the 
authentication information transmitter 1200 may extract 
information about at least one of a pupil image of the user, a 
Voice of the user, a fingerprint of the user, and a signature of 
the user from the memory 1500 or a separate storage space, 
and may transmit the extracted information to the POS ter 
minal 2000. In a case where the authentication information is 
stored in the separate storage space, the authentication infor 
mation providing unit 1200 may transmit link information for 
downloading the authentication information to the POS ter 
minal 2000. 
0.130. Also, the device 1000 may display a user interface 
for an input of a password on a screen of the device 1000, and 
when the password is correctly input by the user, the authen 
tication information transmitter 1200 may provide the 
authentication information to the POS terminal 2000. 
0131. Also, according to a payment amount or types of an 
item to be purchased, the authentication information trans 
mitter 1200 may transmit a preset type of authentication 
information to the POS terminal 2000. For example, the user 
may previously set types of the authentication information 
according to a payment amount or types of an item to be 
purchased, and the authentication information transmitter 
1200 may transmit the preset type of the authentication infor 
mation to the POS terminal 2000. However, the present inven 
tive concept is not limited thereto, and thus, the user may 
randomly preset types of the authentication information to be 
used. Also, when the authentication information transmitter 
1200 has transmitted the preset type of the authentication 
information to the POS terminal 2000, the POS terminal 2000 
may authenticate the transaction request from the device 1000 
only when authentication information that is generated by the 
POS terminal 2000 is of the same type as the authentication 
information that has been transmitted to the POS terminal 
2OOO. 

0.132. The authentication information comparer 1300 
compares the authentication information that is received from 
the POS terminal 2000 with the authentication information 
that is generated by the device 1000. The POS terminal 2000 
may generate the authentication information in a manner 
different than the device 1000, and may provide the generated 
authentication information to the device 1000. 
0.133 For example, when the authentication information 
corresponds to an image obtained by capturing an image of 
the pupil of the user, the authentication information comparer 
1300 may compare a pupil image that is received from the 
POS terminal 2000 with a pupil image that is generated by the 
device 1000. 
I0134. Alternatively, for example, when the authentication 
information corresponds to the Voice of the user, the authen 
tication information comparer 1300 may compare voice data 
of the user that is received from the POS terminal 2000 with 
voice data of the user that is recorded by the device 1000. In 
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this case, the authentication information comparer 1300 may 
determine whether the voice data from the POS terminal 2000 
and the voice data that is generated by the device 1000 are 
from the same user, based on a frequency and a pattern of the 
Voice data. Also, the authentication information comparer 
1300 may convert the voice data into text, and may determine 
whether text that corresponds to the voice data from the POS 
terminal 2000 is equal to the text that corresponds to the voice 
data that is generated by the device 1000. 
0135 Also, when the authentication information corre 
sponds to a fingerprint image of the user, the authentication 
information comparer 1300 may compare a fingerprint image 
that is received from the POS terminal 2000 with a fingerprint 
image that is generated by the device 1000. Also, when the 
authentication information corresponds to a signature of the 
user, the device 1000 may compare a signature image that is 
received from the POS terminal 2000 with a signature image 
that is generated by the device 1000. 
0136. The transaction requester 1400 requests transaction. 
Once the device 1000 and the POS terminal 2000 approach 
each other to within a predetermined range, the transaction 
requester 1400 may request the transaction with the POS 
terminal 2000. Transaction information may be used in trans 
action with respect to a product or a service and may include 
one or more of card information, coupon information, and 
user information. 
0.137 The memory 1500 stores various types of informa 
tion that are used for the device 1000 to generate the authen 
tication information, to compare the stored authentication 
information with the authentication information that is gen 
erated by the POS terminal 2000, and to request the transac 
tion with the POS terminal 2000. 
0.138. The transceiver 1600 exchanges the various types of 
information with the server 3000 and the POS terminal 2000, 
wherein the various types of information are used for the 
device 1000 to generate the authentication information, to 
compare the stored authentication information with the 
authentication information that is generated by the POS ter 
minal 2000, and to request the transaction with the POS 
terminal 2000. 
0.139. The controller 1700 controls all operations of the 
device 1000, and controls the authentication information stor 
age 1100, the authentication information transmitter 1200, 
the authentication information comparer 1300, the transac 
tion requester 1400, the memory 1500, and the transceiver 
1600 so as to allow the device 1000 to generate the authenti 
cation information, to compare the stored authentication 
information with the authentication information that is gen 
erated by the POS terminal 2000, and to request the transac 
tion with the POS terminal 2000. 
0140 FIG. 15 is a block diagram of the POS terminal 
2000, according to an exemplary embodiment. 
0.141. As illustrated in FIG. 15, the POS terminal 2000 
includes an authentication information generator 2100, an 
authentication information receiver 2200, an authentication 
information transmitter 2300, an authenticator 2400, a trans 
action requester 2500, a memory 2600, a transceiver 2700, 
and a controller 2800. 
0142. The authentication information generator 2100 gen 
erates authentication information, based on a user input. The 
authentication information generator 2100 may capture an 
image of a pupil of a user by using a camera that is included 
in the POS terminal 2000 or that is connected with the POS 
terminal 2000. Also, the authentication information generator 

Feb. 27, 2014 

2100 may record a voice of the user by using a microphone 
that is included in the POS terminal 2000 or that is connected 
with the POS terminal 2000. Also, the authentication infor 
mation generator 2100 may recognize a fingerprint of the user 
by using a fingerprint recognizing apparatus that is included 
in the POS terminal 2000 or that is connected with the POS 
terminal 2000. Also, the authentication information generator 
2100 may generate an image of a signature that is input from 
the user to a touchscreen that is included in the POS terminal 
2000 or that is connected with the POS terminal 2000. 
0143. The authentication information receiver 2200 
receives authentication information, which is stored in the 
device 1000, from the device 1000. Once the device 1000 
approaches the POS terminal 2000 to within a predetermined 
range, the device 1000 may extract information about at least 
one of a pupil image of the user, a Voice of the user, a finger 
print of the user, and a signature of the user from the memory 
1500 or a separate storage space, and may transmit the 
extracted information to the POS terminal 2000. In a case 
where the device 1000 stores the authentication information 
in the separate storage space, the authentication information 
receiver 2200 may receive link information for downloading 
the authentication information from the device 1000. 

0144. The authentication information transmitter 2300 
provides the authentication information that is generated by 
the authentication information generator 2100 to the device 
1000. Once the POS terminal 2000 approaches the device 
1000 to within a predetermined range, the authentication 
information transmitter 2300 may transmit information about 
at least one of a pupil image of the user, a Voice of the user, a 
fingerprint of the user, and a signature of the user to the device 
1000. In a case where the POS terminal 2000 Stores the 
authentication information in a separate storage space, the 
authentication information transmitter 2300 may transmit 
link information for downloading the authentication informa 
tion to the device 1000. 

(0145 The authenticator 2400 authenticates a transaction 
request from the device 1000. When the authenticator 2400 
determines that the authentication information that is 
received from the device 1000 is equal to the authentication 
information that is generated by the POS terminal 2000, the 
authenticator 2400 may authenticate the transaction request 
that is received from the device 1000. 
0146 Also, according to a payment amount or types of an 
item to be purchased, the device 100 may transmit a preset 
type of authentication information to the POS terminal 2000. 
For example, the user may previously set types of the authen 
tication information according to a payment amount or types 
of an item to be purchased, and the device 1000 may transmit 
the preset type of the authentication information to the POS 
terminal 2000. However, the present inventive concept is not 
limited thereto, and thus, the user may randomly preset types 
of the authentication information to be used. 

0147 When the device 1000 has transmitted the preset 
type of the authentication information to the POS terminal 
2000, the authenticator 2400 may authenticate the transaction 
request from the device 1000 only when authentication infor 
mation that is generated by the POS terminal 2000 is of the 
same type as the authentication information that has been 
transmitted to the POS terminal 2000. 
0.148. The transaction requester 2500 requests a transac 
tion with the server 3000. The transaction requester 2500 may 
transmit transaction information and the authentication infor 
mation to the server 3000. The transaction requester 2500 
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may transmit transaction information and the authentication 
information, which are received from the device 1000, to the 
server 3000. Also, the transaction requester 2500 may trans 
mit the authentication information that is generated by the 
POS terminal 2000 to the server 3000. 
014.9 The memory 2600 stores various types of informa 
tion that are used for the POS terminal 2000 to generate the 
authentication information, to compare the authentication 
information that is generated by the POS terminal 2000 with 
the authentication information that is received from the 
device 1000, and to request the transaction with the server 
3OOO. 

0150. The transceiver 2700 exchanges the various types of 
information with the device 1000 and the server 3000, 
wherein the various types of information are used for the POS 
terminal 2000 to generate the authentication information, to 
compare the authentication information that is generated by 
the POS terminal 2000 with the authentication information 
that is received from the device 1000, and to request the 
transaction with the server 3000. 
0151. The controller 2800 controls all operations of the 
POS terminal 2000, and controls the authentication informa 
tion generator 2100, the authentication information receiver 
2200, the authentication information transmitter 2300, the 
authenticator 2400, the transaction requester 2500, the 
memory 2600, and the transceiver 2700 so as to allow the POS 
terminal 2000 to generate the authentication information, to 
compare the authentication information that is generated by 
the POS terminal 2000 with the authentication information 
that is received from the device 1000, and to request the 
transaction with the server 3000. 
0152 The one or more exemplary embodiments of the 
present invention may be embodied as a recording medium, 
e.g., a program module to be executed in computers, which 
include computer-readable commands. The computer storage 
medium may include any usable medium that may be 
accessed by computers, Volatile and non-volatile medium, 
and detachable and non-detachable medium. Also, the com 
puter storage medium may include a computer storage 
medium and a communication medium. The computer Stor 
age medium includes all of volatile and non-volatile medium, 
and detachable and non-detachable medium that are designed 
to store information including computer readable commands, 
data structures, program modules or other data. The commu 
nication medium includes computer-readable commands, a 
data structure, a program module, and other transmission 
mechanisms, and includes other information transmission 
mediums. 
0153. The present inventive concept may, however, be 
embodied in many different forms and should not be con 
Strued as being limited to the exemplary embodiments set 
forth herein; rather, these exemplary embodiments are pro 
vided so that this disclosure will be thorough and complete, 
and will fully convey the inventive concept to those of ordi 
nary skill in the art. For example, configuring elements that 
are singular forms may be executed in a distributed fashion, 
and also, configuring elements that are distributed may be 
combined and then executed. 
0154 While the present inventive concept has been par 

ticularly shown and described with reference to exemplary 
embodiments thereof, it will be understood by those of ordi 
nary skill in the art that various changes in form and details 
may be made therein without departing from the spirit and 
Scope as defined by the following claims. 
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What is claimed is: 
1. A method of requesting, by a device, a transaction with 

a point of sale (POS) terminal, the method comprising: 
storing authentication information that is generated by the 

device based on a user input to the device; and 
when the device enters within a predetermined range from 

the POS terminal, providing the authentication informa 
tion to the POS terminal, 

wherein the authentication information that is provided to 
the POS terminal is compared with authentication infor 
mation that is generated by the POS terminal based on a 
user input to the POS terminal, and then is used to 
authenticate a transaction request from the device. 

2. The method of claim 1, further comprising: 
providing transaction information to the POS terminal, 
wherein, when the transaction request from the device is 

authenticated, the transaction information that is pro 
vided to the POS terminal is then provided from the POS 
terminal to a transaction server. 

3. The method of claim 2, wherein, when the transaction 
request from the device is authenticated, at least one of the 
authentication information that is provided to the POS termi 
nal and the authentication information that is generated by the 
POS terminal is then provided from the POS terminal to the 
transaction server. 

4. The method of claim3, wherein the authentication infor 
mation that is provided to the transaction server is used by the 
transaction server to perform the transaction request from the 
device. 

5. The method of claim 2, wherein the providing of the 
transaction information comprises providing the transaction 
information to the POS terminal when the transaction request 
from the device is authenticated. 

6. The method of claim 1, wherein the authentication infor 
mation comprises information about at least one of an image 
of a pupil of a user, a Voice of the user, a fingerprint of the user, 
and a signature of the user. 

7. The method of claim 1, wherein the authentication infor 
mation comprises link information for downloading informa 
tion about at least one of an image of a pupil of a user, a Voice 
of the user, a fingerprint of the user, and a signature of the user. 

8. The method of claim 1, wherein the transaction infor 
mation comprises at least one of card information, coupon 
information, and user information. 

9. A method of requesting, by a device, a transaction with 
a point of sale (POS) terminal, the method comprising: 

storing authentication information that is generated by the 
device based on a user input to the device; 

when the device enters within a predetermined range from 
the POS terminal, receiving authentication information, 
which is generated by the POS terminal based on a user 
input to the POS terminal, from the POS terminal; 

authenticating a transaction request from the device, based 
on the authentication information generated by the 
device and the received authentication information; and 

providing transaction information to the POS terminal. 
10. The method of claim 9, wherein, when the transaction 

request from the device is authenticated, the transaction infor 
mation that is provided to the POS terminal is then provided 
from the POS terminal to a transaction server. 

11. The method of claim 10, wherein, when the transaction 
request from the device is authenticated, at least one of the 
authentication information that is provided to the POS termi 
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nal and the authentication information that is generated by the 
POS terminal is then provided from the POS terminal to the 
transaction server. 

12. The method of claim 11, wherein the authentication 
information that is provided to the transaction server is used 
by the transaction server to perform the transaction request 
from the device. 

13. The method of claim 9, wherein the providing of the 
transaction information comprises providing the transaction 
information to the POS terminal when the transaction request 
from the device is authenticated. 

14. The method of claim 9, wherein the authentication 
information comprises information about at least one of an 
image of a pupil of a user, a Voice of the user, a fingerprint of 
the user, and a signature of the user. 

15. The method of claim 9, wherein the authentication 
information comprises link information for downloading 
information about at least one of an image of a pupil of a user, 
a voice of the user, a fingerprint of the user, and a signature of 
the user. 

16. The method of claim 9, wherein the transaction infor 
mation comprises at least one of card information, coupon 
information, and user information. 

17. A method of authenticating, by a point of sale (POS) 
terminal, a transaction request from a device, the method 
comprising: 
when the device enters within a predetermined range from 

the POS terminal, receiving authentication information 
that is stored in the device from the device; 

generating authentication information based on a user 
input to the POS terminal; 

comparing the received authentication information and the 
generated authentication information; and 

authenticating the transaction request from the device 
based on a result of the comparing. 

18. The method of claim 17, further comprising: 
receiving transaction information from the device; and 
when the transaction request from the device is authenti 

cated, providing the received authentication information 
to a transaction server. 

19. The method of claim 18, wherein, when the transaction 
request from the device is authenticated, at least one of the 
received authentication information and the generated 
authentication information is then provided from the POS 
terminal to the transaction server. 

20. The method of claim 19, wherein the at least one of the 
received authentication information and the generated 
authentication information that is provided from the POS 
terminal to the transaction server is used by the transaction 
server to perform the transaction request from the device. 

21. A method of authenticating, by a point of sale (POS) 
terminal, a transaction request from a device, the method 
comprising: 

generating authentication information based on a user 
input to the POS terminal; and 

when the device enters within a predetermined range from 
the POS terminal, providing the authentication informa 
tion to the device, 

wherein the authentication information that is provided to 
the device is compared with authentication information 
that is generated by the device based on a user input to 
the device, and a result of the comparison is used to 
authenticate the transaction request from the device. 
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22. A device comprising: 
an authentication information storage that is configured to 

store authentication information that is generated by the 
device based on a user input to the device; 

an authentication information comparer that is configured 
to receive authentication information, which is gener 
ated by a point of sale (POS) terminal based on a user 
input to the POS terminal, from the POS terminal when 
the device enters within a predetermined range from the 
POS terminal, and compare the authentication informa 
tion generated by the device and the received authenti 
cation information; and 

a transaction requester that is configured to request a trans 
action with the POS terminal, based on a result of the 
comparing. 

23. A point of sale (POS) terminal comprising: 
an authentication information generator that is configured 

to generate authentication information based on a user 
input to the POS terminal; and 

an authentication information transmitter that is config 
ured to transmit the authentication information to the 
device, when the device enters within a predetermined 
range from the POS terminal, 

wherein the authentication information that is provided to 
the device is compared with authentication information 
that is generated by the device based on a user input to 
the device, and a result of the comparison is used to 
authenticate a transaction request from the device. 

24. A non-transitory computer-readable recording medium 
having recorded thereon a program, which when executed by 
a computer, performs a method comprising: 

storing authentication information that is generated by the 
device based on a user input to the device; and 

when the device enters within a predetermined range from 
the POS terminal, providing the authentication informa 
tion to the POS terminal, 

wherein the authentication information that is provided to 
the POS terminal is compared with authentication infor 
mation that is generated by the POS terminal based on a 
user input to the POS terminal, and then is used to 
authenticate a transaction request from the device. 

25. A computer-readable recording medium having 
recorded thereon a program, which when executed by a com 
puter, performs the method comprising: 

storing authentication information that is generated by the 
device based on a user input to the device; 

when the device enters within a predetermined range from 
the POS terminal, receiving authentication information, 
which is generated by the POS terminal based on a user 
input to the POS terminal, from the POS terminal; 

authenticating a transaction request from the device, based 
on the authentication information generated by the 
device and the received authentication information; and 

providing transaction information to the POS terminal. 
26. A non-transitory computer-readable recording medium 

having recorded thereon a program, which when executed by 
a computer, performs, by using a computer, a method com 
prising: 
when the device enters within a predetermined range from 

the POS terminal, receiving authentication information 
that is stored in the device from the device; 

generating authentication information based on a user 
input to the POS terminal; 
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comparing the received authentication information and the 
generated authentication information; and 

authenticating the transaction request from the device 
based on a result of the comparing. 

27. A non-transitory computer-readable recording medium 
having recorded thereon a program, which when executed by 
a computer, performs, by using a computer, a method com 
prising: 

generating authentication information based on a user 
input to the POS terminal; and 

when the device enters within a predetermined range from 
the POS terminal, providing the authentication informa 
tion to the device, 

wherein the authentication information that is provided to 
the device is compared with authentication information 
that is generated by the device based on a user input to 
the device, and a result of the comparison is used to 
authenticate the transaction request from the device. 

28. A system for authenticating a transaction request 
between devices, the system comprising: 

a first device that comprises a storage, a camera, a touch 
Screen, and a microphone, the first device configured to 
pre-store authentication information input by a user into 
the device using the camera, the touch screen, or the 
microphone; and 

a second device that comprises a storage, a camera, a touch 
Screen, and a microphone, 

wherein when the first device is physically moved within a 
range of the second device for communicating using a 
wireless personal area network (WPAN), the first device 
is further configured to automatically transmit the 
authentication information to the second device using 
the WPAN, and in response to receiving the authentica 
tion information, the second device is configured to 
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request and receive an input from a target user through 
one of the camera, the touch screen, and the microphone 
of the second device, generate authentication informa 
tion using the input, and compare the received authenti 
cation information with the generated authentication 
information, and 

wherein in response to receiving a transaction request from 
the first device, the second device is further configured to 
authenticate the transaction request the when the gener 
ated authentication data matches the received authenti 
cation data. 

29. The system according to claim 28, wherein the WPAN 
includes near field communication, ZigBee communication, 
radio frequency identification (RFID) communication, or 
ultra wide band (UWB) communication. 

30. The system according to claim 29, wherein the WPAN 
uses near field communication. 

31. The system according to claim 29, wherein the WPAN 
uses RFID communication. 

32. The system according to claim 28, wherein the authen 
tication information comprises information about at least one 
of an image of a pupil of a user input through the camera, a 
Voice of the user input through the microphone, a fingerprint 
of the user input through the touch screen, and a signature of 
the user input through the touch screen of the first device. 

33. The system according to claim 32, wherein the authen 
tication information generated by the second device com 
prises information about at least one of an image of a pupil of 
a user input through the camera, a voice of the user input 
through the microphone, a fingerprint of the user input 
through the touch screen, and a signature of the user input 
through the touch screen of the first device. 
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