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MOBILE AND REMOTE RUNTIME INTEGRATION

' CROSS REFERENCE TO RELATED APPLICATIONS _
[0001] This application claims the benefit of U.S. Patent Application No. 14/306,173,
filed 16 June 2014, entitled “MOBILE AND REMOTE RUNTIME INTEGRATION,” Attorney
Docket Number 101058.000206; and U.S. Patent Application No. 14/306,168, filed on June 16,
2014, entitled “MOBILE AND REMOTE RUNTIME INTEGRATION,” Attorney Docket
Number 101058.000171, the disclosures of which are incorporated herein by reference in their

entireties.

BACKGROUND

- [0002] Traditional methods of distributing workload between client devices and
remotely located computing resources may rely on defined interfaces-between programs
eﬁecutiri g on client devices and services provided by remote c,bmputing facilities. A program
~ executing on the client might, for example, be designed to include instructions for invoking calls
to various methods of a pre-defined set of web services. Similarly, web services might be
designed to provide a specific set of functionality that was considered, at design time, to be best
performed by a service running at a remote computing facility, rather than performed by a client
device. In other words, the boundary between a program executing on a client device and remote
computing resources is set at design time. The boundary may be set based on various
assumptions, such as the capabilities of the client device and the availability of the remote

computing resources. These assumptions, however, may change over time.

BRIEF DESCRIPTION OF DRAWINGS
[0003] The following detailed description may be better understood when read 1n
conjunction with the appended drawings. For the purposes of illustration, various examples of
aspects of the disclosure are shown in the drawings; however, the invention is not limited to the

specific methods and instrumentalities disclosed.

(0004] FIG. 1A depicts an example of a system for performing a distributed execution
of a program developed using a unified paradigm for developing applications that leverage

remote computing facilities.

[0005] FIG. 1B is a block diagram depicting an embodiment of allocating cloud-based

computing resources to an application program on behalf of application publishers.
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[0006] FIG. 2 is a block diagram depic.ting an application program prior to compilation,
where at least one class or method in the application program has been annotated to indicate
potential for translocation.

~ [0007] FIG. 3 is a diagram depicting a process for performing static analys-is of class or
‘method dependencies in ord.er to determine suitability of a class or method for trans]ocation. '

{00‘]8] FiG.4isa diagram depicting monitoring and translocation of classes or
methods in an executing program and invocation of stateless and stateful methods.

10009] FIG. 5 is a flowchart depicting static analysis of an application program for
determining suitability of segments of an application program for translocation.

[0010] FIG. 6 is a flowchart depicting an embodiment for selecting classes or methods
for translocation based on assigned scores and scores adjusted based on monitoring the execution
of an application program.

[0011] FIG. 7 is a flowchart depicting object-version tracking and commitment models
'for objects in a distributed application. "
[0012] FIG. 8 is a block diagram depicting an embodiment of a computing environment
~ in which aspects of the present disclosure may be practiced.

- [0013] FIG. 9 is a block diagram depicting an embodiment of a computing system on

which aspects of the present disclosure may be practiced.

DETAILED DESCRIPTION

[0014] Various forms of mobile phones, tablets, game consoles, personal computers
and other consumer-oriented computing devices may have considerable computing power.
However, the capabilities of any one of these devices are limited by the device’s built-in
hardware. Developers may write application programs that are tailored for the least powerful
types of devices. This approach, however, limits the capabilities of the application programs and
underutilizes the capabilities of the device. Developers may also write application programs that
scale up to the capabilities of the -device on which they are run. This approach may make better
use of the device’s hardware, but may also increase the complexity and cost of developing the
application program.

[0015] An alternative approach may involve utiliziﬁg scalable computing resources,
such as remote.computing facilities, sometimes referred to as cloud computing. A remote
computing facility may contain some number of computiz;g resources that may be leveraged by a
client device, which may inclade the mobile phones, tablets, game consoles, personal computers

- described in the preceding paragraph. Various approaches to interacting with remote computing
i
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facilities have been employed. These include, for example, remote procedure calls, web services,
representational state transfer (*"REST™) protocols and so on. All of these approaches involve
some sort of explicit determination, on the part of the developer, that a particular aspect of an
application’s functionality should be perfonﬁed b;' a remote computing device. Accordingly,
alfhough these approaches may provide application programs with capabilities beyond those
]jmvide”d by the client device, the extent to which the remote computing facilities are leveraged
may depend exclusively upon the foresight of the developer.

[0016] Another aspect of these approaches, such as remote procedure calls, web
servicés, REST interfaces and so forth, is that they involve separate programming paradigms or
methodologies that are different from those used in the remainder of an application program. In
order to interact with a remote computing device, a developer writes specialized code for
interacting with the remote computing device. For example, a developer might write code that
- formats parameters to a REST interface call in uniform resource locator (“URL”) format. The
developer might also write cddé to explicitly invoke the REST interface by making a hypertext
transfer protocol (“HTTP”) request. This method of interaction with the remote service is
dissimilar to the methods of interacting with code that is local to the device on which the
application program is to be run. In order to invoke functions being performed locally, a
developer may use syntax that is conventional for the language in which the application program
1s being written.

[0017] Aspects of the. present disclosure may be employed, in various embodiments, to
enable a unified paradigm for developing application programs that leverage the capabilities of
remote computing facilities. Aspects of the present disclosure may also be employed, in various
embodiments, to dynamically adjust the degree to which remote computing facilities are

leveraged.
[0018] FIGS. 1A and 1B depict examples of a system for performing a distributed

execution of a program developed using a unified paradigm for developing applications that
leverage remote computing facilities.

[0019] As used herein, the term application program may refer to stored instructions,
including executable files, dynamic link libraries, static link libraries and so forth. The term
application program may also refer to source code, text files and so forth, as well as intermediate
instructions, byte code and other forms of stored instructions. The term application program may
refer to a set of one or more files related to implementations of various computing applications.

A copy of an application program (e.g. the one or more related files) may be downloaded to a

-3 -
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client device and stored thereon. A second copy may be stored on a remote computing device on
which translocated classes or methods may execute. As used herein, the term translocation may
refer to executing some portion of an object or function remotely. Although in some cases and
embodiments translocation may involve relocation of an entire object, in other cases only part of
an object may be translocated. Embodlments may employ various techniques for mlmmizmg
data transfer required to perform translocation, and accordingly may in some cases transfer an
amount of data necessary to remotely execute a selected method or set of methods, rather than
transferring all of the data associated with an object.

[0020] An application program may comprise a number of classes. A class may
comprise one or more methods and may also comprise one ar more pieces of associated data. A
method may have one or more input parameters and may also have one or more return values
and/or output parameters. A method may contain instructions that utilize data associated with the
class as input and/or output As used herem, the terms method and function may be used
mterchangeably The terms method or function may be used to refer to procedures associated
with a particular class, or to standalone procedures that are not associated with any particular
class. ' '

[0021] When an applicatidn program is executed, it may be referred to as an instance of
an application program or as a process. Instances of the classes that comprise an application
program may be referred to as objects. An instance of a class may be associated with a region of
memory in which data associated with the class is stored.

[0022] FIG. 1A depicts a client device 104 on which an instance of an application
program, process 102, is running. The process 102 may comprise a number of class instances,
such as the depicted objects 106, 108, 110 and 112. At various points in execution, each instance
of objects 106, 108, 110 and 112 may be executing on client device 104. However, certain
objects may be selected for translocation to a remote computing node. For example, FIG. 1A
depicts object 110 as being translocated to computing node 114, where it executes as
translocated object 118, and object 108 as being translocated to computing node 116, where it
executes as translocated object 120. Translocating an object may comprise executing one or
more methods of the object on a computing device other than the device on which the object is
initially instantiated. Objects may also be translocated prior to instantiation by initially creating
the object on a remote computing node, such as computing nodes 114 or 116. Embodiments may
also perform as-needed instantiation of a translocated object on either end of a translocation. For

example, an object might initially be instantiated on a client device and then instantiated on a

-4 -
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remote computing node just prior to remotely performing a method of the object on the remote
computing node. In some cases, invocation of a function or object method may not depend on
any instance variables or other object state, in which case instantiating the object may be a “no-
op” or may be skipped. An object might also be partially instantiated, for example by initializing
only those memory locations to be accessed by a translocated method.

| [0023] Computing nodes 114 and 116 may be hosted within a remote computing
facility 122. In sﬁme embodiments, remote computing facility 122 may be operated by a provider
on behalf of application publishers. Use of remote computing facility 122 may involve various
costs charged toh the application publisher in return for the provision of computing power to the
publisher’s applications. This may be one factor used in determining the eﬁtent to which objects
are translocated to remote computing nodes, among many possible factors that may be employed
individually or in combination. For example, a publisher with a large budget might allow a
number of computing nodes to be used by application programs running on client devices in
ordef to improve applicatibn performance. Alternatively, a publisher with a small budget might '
' restrict usage to a minimum level. In some cases, however, the publishcr might want to
temporarily allow a greater number of objects to be translocated to rembte computing devices at
a facility, such as remote computing facility 122,

[0024] In various embodiments, objects may also be translocated based on factors, such
as performance and network conditions. For example, an object executing on computing node
114 might be translocated to computing node 116 based on the latter being less heavily utilized.
In some cases and embodiments, an object might be translocated back to client device 104 after a
period in which it was executing on a remote computing node, such as computing nodes 114 or
116. This might occur, for example, when network connectivity between client device 104 and
remote computing facility 122 ié interrupted.

[0025] Embodiments may determine the suitability of a class for translocation based on
a variety of factors involving both the class and its dependencies. This may include other classes
on which the candidate for translocation depends, static or dynamic link libraries, background
services, operating system (“OS”) functions and hardware. In addition, data associated with the
class, such as member data and method parameters, may influence the suitability of a class for
traﬁslocatinn.

[0026] Candidates for translocation may be identified by a software developer. For
example, a developer may employ annotations, attributes or other development language features

to mark candidates for translocation. This information may be processed by a compiler,
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interpreter and/or linker and may be included in an executable program or library, Embodiments
may perform static analysis of the translocation candidates to make an initial estimate of the
viability of translocating instances of the candidate classes. Accordingly, in some embodiments
the marking of a class as a candidate for translocation may be suggestive of translocating the
.clasé, but may not necessarily be determinative. An initial estimate of the viability may be
determined by an'aly-zing dependencies and modes of interaction of a candidate class.

[0027] Embodiments of the present disclosure may be employed to publish applications
for use on various client devices and to provide flexible computation environments for the
published applicaﬁons. For example, an application publisher might publish an application
program for which certain methods or classes have been marked as candidates for translocation.
The application publisher might also reserve cloud-based computing resources so that some
portion of the application program may be run on computing nodes remote to the client devices
- that download the application program. For example, an application publisher might release a
' s'ingle" copy of a game pmgrém that may run on smartphones with relatively low computing
power and tablets with relatively high computing powe'r, Instances of a game running on a
smartphone might make greater use of the reserved cloud-based computing resources, while
instances of a game running on tablets might make less use. The application publisher might
adjust the amount of reserved cloud-based computing resources, where the adjustment s based
on the proportion of mobile phones to tablets.

- [0028] Embodiments may utilize aspects of the present disclosure to relocate execution
of background tasks. Methods or classes in an application may, for example, be marked as
subject to conditional translocation in response to events such as system startup or shutdown. At
runtime, these methods may be translocated. This approach may be employed in conjunction
with a background task rumﬁng on a client device. When the client device shuts down, a
shutdown eveht may trigger translocation of a background task to a remote computing node,
where it may continue to execute while the client device is shut down. When the client device
starts up again, execution may continue on the client. State information for the background task
may be transferred with each translocation. This may allow for a background task to be long-
running, even when a client device shuts down or suspends execution of a local background task.
Another example may involve performing translocation in order to save power. For example, a '
background task might be translocated to a remote computing device when an application that

uses it is not in the foreground. When that application becomes a foreground application,

execution might resume locally.
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[0029] FIG. 1B is a block diagram depicting an embodiment of allocating cloud-based
computing resources to an application program on behalf of application publishers. A provider
may maintain a host 140, which may include one or more computing devices. An application
publisher 150 might be associated with virtualized copy of client device 144 in conjunction with
publishing an application for downloading to various clients. Although FIG. 1B depicts a one-to-
one relationship between application publisher 150 and virtualized copy of client device 144, '
many other combinations are possible. For example, application publisher 150 might reserve one
virtualized operating system per application program, or it might reserve a number of virtual
machines to be utilized by a number of application programs. Translocated objects 148, related
to one or more applications published by application publisher 150, may operate in the context of
virtualized copy of client device 144.

' [0030] A second application publisher 152 might reserve a virtualized copy of client
device 142, which may operate on the same host 140 as virtualized copy of client device 144.
Translocated objects 146, related to one or more applications published by application publisher
152, may operate in the context of virtualized copy of client device 142.

[0031] A virtual machine may be selected or configured as a virtualized copy of a client
device 142. A virtualized copy of a client device 142 may have characteristics similar to those of
a client device on which an application program is running,. In smﬁe cases and embodiments,
both of these environments may be equivalent in the sense that an application program operating
~ on a client device would operate in substantially the same manner as the same application
program operating on a remote computing node. More generally, embodiments may utilize, for
executing translocated classes and methods, a copy or equivalent of an environment used on a
client device for executing an application.

[[i032] As used herein, the term virtual machine may pertain to software-based
emulation of a computer, such as those operating under the control of a hypervisor or similar
process. The term virtual machine may also pertain to executable processes for performing
intermediate-level (i.e., non-processor specific) instructions, such as a JAVA virtual machine. A
virtualized copy of a client environment may, in various embodiments, comprise any of these
types of virtual machines.

[0033] Embodiments may perform various operations to maintain compatibility
between environments in which translocatable processes operate. This thay comprise
maintaining consistency between an execution environment for a process on a client device and

an execution environment for translocated classes or methods on a remote computing node. For
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example, in FIG. 1A process 102 might execute on a JAVA virtual machine running on a version
of the LINUX operating system. Computing nodes 114 and 116 might be instantiated or reserved
based on their running on the same version of the LINUX operating system and using the same

- version of the JAVA virtual machine. |

[0034] FIG. 2 is a block diagram depicting an application program prior to compilation,
wh'ere at least one class in the applic;ation program has been annotated to indicate potential for
translocation. Application code 200 may comprise various source files defining a number of
c]&sées, such as classes 202, 204 and 206. Each class may comprise one or more methods and
may also have one or more pieces of associated data, sometimes referred to as member data. For
example, class 202 might comprise method 208 and member data 210, and class 204 might
comprise method 212.

. [0035] The developer (not shown) may provide an annotation 214 for class 202 to

indicate that class 202 should be treated as a candidate for translocation. Any number of classes

“within application code 200 may be annotated as candidates for translocation. However, for
 simplicity of representation FIG. 2 depicts only one annotated class.
' [0036] The viability of translocating annotated class 202 may depend on its
dependencies. For example, method 208 of class 202 may be dependent on method 212 of class
204 and on one or more of libraries 214. Dependency may be direct or indirect. For example,
method 208 might contain code invoking method 212, and may therefore be directly dependent
on method 212. Method 208 might also invoke or rely on functions or features of one or more
libraries 214. Method 208 might be indirectly dependent on certain functions of operating system
216 due to method 212 invoking those functions. Various dependencies might also exist between
the one or more libraries 214, operating system 216 and hardware 218.

[0037] Translocating an object may comprise synchronization of various code elements
between a client device and one or more remote computing nodes, or between one or more
remote computing nodes. Aspects of synchronization may involve operating system versions,
library versions, and application versions. In general, this may involve synchronizing the stored
executable instructions corresponding to the operating system, library or application. For
example, a client device may operate under version X.Y of operating system Z. An instance of
operating system Z may be operated on a remote computing node. The remote computing might
use an operating system that is determined to be equivalent to version X.Y.’In this context,
equivalence may be determined with respect to the functionality on which it is dependent. For

example, in FIG. 2, method 212 might depend upon a component of operating system 216 that
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was not affected by an upgrade from a previous version of operating system Z to version X.Y. In
this case, the previous version and version X.Y may be deemed equivalent and, based on the
equivalence, also deemed to be synchronized. Libraries and application program code may be
synchronized based on this form of equivalence.

[0038] Translocating an object may also comprise synchronizing data elements. In
various embodiments, data stored by an application may be synchmnized; so that a translocated
objebt may have direct access to the data on which it relies. Embodiments may also synchronize
in-memory data. Using FIG. 2 as an example, class 202 may comprise member data 210. This
data may be used by method 208 as well as additional methods, not depicted, of class 202,
Accordingly, some embodiments may perfbrm data synchronization of member data 210
- between a client device and one or more remote computing nodes, or between two or more
remote computing.nodes.

[0039] FIG. 3 is a diagram depicting a process for perform ing static analysis of class
dependencies in order to determine suitability of a class translocation. A tree structure may be
used to store representations of various .CIasse.:s 300-306 of a program. The tree structure may be
formed by various means, such é.s parsing or reflection of source or compiled code elements. In
FIG. 3, class 300 may be dependent on classes 302, 304 and 306. The suitability of instances of
class 300 for translocation may depend on the suitability for translocation of instances of the
classes on which class 300 depends.

[0040] A variety of factors may influence suitability for translocation. These include,
~ but are not limited to, the following example factors. One factor may involve suitability for
translocation, which may be affected by the computational demands imposed by the class
method or methods that may be translocatable. Computational complexity may be analyzed
based at least in part on comparison with the computational abilities of local devices as
compared to remote computing nodes that may be available at the time of execution. A second
factor may involve the size of parameters to methods of the class that may be translocated.

- Methods with no parameters, or those whose parameters are small, may be more suited to
translocation than those with many parameters or parameters that are large. A third factor
involves member variables, global variables, and other data referenced by the methods of the
class that may be translocated. Methods dependent on a small amount of such data may be more
suitable for translocation than methods dependent on a large amount of such data. A fourth factor
involves the degree of interdependence between state information, such as member variables and

global variables that may be affected during invocation of a method. For example, methods that
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are stateless may be more suitable for translocation than methods that are not. Similarly, methods

affecting only member variables may be more suitable for translocation than a method that
affects a global variable, particularly if a number of additional methods are also dependent on the
- global variable.

(0041] Some classes may contain methods that invoke operating system components.
Fbr example, FIG. 3 depicts class 302 being dependent on OS components 308 and 310, and
class 304 being dependent on OS component 312. Certain operating system functions may
conflict with the translocation of a class or method. For example, in FIG. 3, OS compbnent 308
is depicted as being dependent on camera 314. Because the camera local to the client device 1s
the intended target of such functions, they should not be translocated, except for certain
situations such as testing or device simulation. In other cases, operating system functions may
involve functions such as local memory management, power-off or other aspects of local
functionality, which should not be translocated. Some devices, however, may be suitable for
translocation. In FIG. 3, sforage device 316 may be suitable for translocation. Embodiments may
support translocation of storage devices through various techniques, such as synchronizing the
contents of local device storage and remote device storage.

[0042] A score may be assigned to classes and methods in a program that assign an
initia] estimate of the class or method’s suitability for translocation. Embodiments may assign a
high score to classes that should have the highest priority for translocation, and assign low scores
to classes that should have low translocation priority or should not be translocated. Embodiments
may assign a score to a class based on the scores assigned to the classes and other elements, such
as OS components and hardware on which the class depends.

(0043] Inthe example of FIG. 3, class 300 might not be a good candidate for
translocation due to its indirect dependence on camera 314 with zero-score 332, through class
302 with score 320 and OS component 308 with zero-score 326. This may be reflected by a low
priority for translocation, which may be reflected in a low value for score 318 being associated
~with class 300.

[0044] In some embodiments, class 300 could still be translocated by arranging for
calls to OS component 308 to be performed on the local device. The flow of control in such
cases may switch between a client device and a remote computing device as needed.

Embodiments may utilize factors such as the chattiness of the interface, the amount of data

transferred and so forth when assigning
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[0045] In some cases and embodiments, a class may. be assigned a high score even
though a dependent class, OS component or device recetves a low score. This may occur due to
various factors, such as the interface between a high scoring class and a low scoring class, OS
component or device being amenable to the translocation of the high scoring class. This may be
the case, for example, when the benefits of running on the remote location are high compared to
the drawbacks. This may be the case when the frequency of interaction between the high scoring
class and the low scoring class, OS component or device is relatively low. For example, a class
that performs a lengthy series of complex computations might benefit from translocation, even if
it performs some functions that cannot be translocated. In this case, 1t may be beneficial to
translocate the class despite the cost of context-switching to execute the non-translocated
functions. This cost might comprise factors such as transferring data between a client device and
a remote computing node, locating a corresponding process on the appropriate remote computing

node and so on.

[0046] In some cases and embodiments, scores may be assigned td a class or method
based on alternative factors such as an intent to allow redirection of all methods or classes
corresponding to a particular category. For.examﬁlg all of the functions belonging to an API
might be marked as candidates for translocation. A tentative or conditional score might be used
in this context. For example, at runtime a determination might be made to execute a version of an
APl which is available at a remote location but not on the client,

[0047] An embodiment might also assign scores to a class or method based on the class
or method invoking, directly or indirectly, an external AP1. The score may be further based on a
cost of invoking the API, where cost may refer to various factors such as data transter costs,
bandwidth utilization and so forth. For example, a candidate for translocation might invoke an
Internet-based web service. If performed on a mobile device, invoking the web service might
involve the user of the mobile device incurring usage charges based on the amount of data
transferred. By translocating the class or method that invokes the web-service, those charges

might be avoided. . |
[0048]) Embodiments may assign a score 322 to class 304 based on the scores 330 and

334 assigned to OS component 312 and storage device 316. A score assigned to devices, such as
score 334 assigned to storage device 316, may depend on a number of factors, such as the intent

of the developer and the compatibility of the device with translocation. For example, a developer
may indicate that a certain class is intended to use a remotely located sforage device; the

indication may be made through a mechanism such as annotations or attributes. Accordingly, in
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such circumstances the indirect dependency of class 304 on storage device 316 would be a factor
in assigning a favorable score to class 304. In other words, a score 322 or class 304 could be
influenced by score 330 and score 334.

[0049] A class with no dépendencies, such as class 306, may receive a high
translocation score, depicted in FIG. 3 as score 324. A score 324 may be influenced by various
additional factors, such as an indication provided by the developer that the class should be
preferred for translocation. The indication may be provided, for example, through annotation of a
class or method that indicates a developer’s belief in the suitability for translocation of the class
or method.

[0050] In some embodiments, scores indicating priority for translocation may be set by
static analysis, as described in conjunction with FIG. 3, and adjusted by monitoring execution
during runtime. In other embodiments, static analysis may be used to identify candidates for
translocation but scoring may be deferred until runtime. In such céses, a score assigned to a class .
‘during static analysis may be used as a basis for setting initial scores on objects. In various
embodiments, different objects of the same class may have different scores. This might occur,
for example, based on different objects of the same class having different characteristics, such as
size. A smaller-sized object might, for example, be a better candidate for translocation than a
larger object.

[0051] Embodiments may also employ multiple score sets to be employed
conditionally, for example one set of scores to be used if the application is run on a mobile
device and another to be used if the application is run on a personal computer. Scores assigned to
object instances may be selected from a set of possible scores associated with a class, based in
part on factors such as the client device’s configuration or the environment in which the client
device is operating.

[0052] FIG. 4 is a diagram depicting the monitoring and translocation of classes in an
executing program and the invocation of stateless and stateful methods. An application program
may be executed on a client device 400, Application programs may run using a runtime 402. In
some embodiments, runtime 402 may comprise instructions for translating intermediate language
instructions or bytecode instructions to processor instructions, and for executing the translated
instructions. A runtime 402 may also comprise a virtual computing environment.

[0053] One or more scheduler 404 modules may execute on client device 400. The term
module may refer to various combinations of computer-executable instructions and circuitry for

performing an aspect of the present disclosure. A module may include static and dynamic link
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libraries, executable programs, operating system components and so on. Scheduler 404 module
may perform operations including tracking performance characteristics of client device 400,
runtime 402 and the performance of the application program. In various embodiments,
instructions for monitoring and translocation may be included in one or more modules, each
“containing a subset of instructions for pérfonning various aspects of the present embodiments.
Although FIG. 4 depicts monitoring and translocation functions performed by a single module,
the depiction should not be viewed as limiting the embodiments to using a single module or as
preventing operations described herein from being incorporated into other elements, such as a
runtime or operating system. -

. [0054] Scheduler 404 module may perform the monitoring of data transter between
class and method boundaries. Embodiments may utilize data transfer characteristics as a factor in

determining to translocate an object. A relatively low amount of data transfer between a class or

- method boundary may be indicative of translocating an object, while a relatively high amount of
data transfer may contraindicate translocation. B

. [0055] Scheduler 404 module may perform operations that identify translocation
candida_tés. Candidates inay be identified based on various factors, including informatioﬁ
included in or associated with the applicatiori program identifying potential candidates. This
information may be embedded in an application program or written to an associated file that may.
be read by a scheduler 404 module. For example, embodiments may scan an application program
upen the application program’s startup to identify any translocation candidates. In some
embodiments, translocation candidates may be identified after the application program’s startup.
Embodiments could, for example, determine if a class is marked as a translocation candidate just
prior to an instance of the class being instantiated.

[0056] Scheduler 404 may utilize information collected during monitoring to select a
class for translocation. Embodiments may select the class from among classes identified as
candidates. The selection may be based on scores assigned to the candidate classes based on
static analysis. The selection may also be based on adjusted scores, where the scores are adjusted
based on monitored information. For example, static analysis might indicate that a class 1s a good
candidafe for translocation, while monitoring the class may indicate that it transfers large
amounts of data between boundaries. An embodiment might, in this case, reduce the
translocation score assigned to the class to indicate an adjusted priority for translocation.

[0057] 1In some cases and embodiments, the performance of client device 400 or

runtime 402 might be indicative of adjusting the scores of some classes to indicate that they
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should receive greater priority for translocation. For example, when the central processing units
(“CPUs”) of client device 400 are overloaded, classes placing greater demands on the CPU
might be prioritized for translocation over classes that place fewer demands on the CPU.

[0058] Translocatéd classes may execute on computing node 406. A runtime 408 may
‘be employed on computing node 406. Embodiments may match operating characteristics of
funtime 402 operating on client device 400 with characteristics of runtime 408 operating on
computing node 406. For example, computing node 406 may operate a runtime 408 whose
version is compatible with the version of runtime 402 operating on the client.

[0059] A scheduler 410 module may operate on computing node 406. The scheduler
410 module on computing node 406 may perform operations similar to those performed by
scheduler 404 operating on client device 400. These operations may include monitoring various
aspects of the performance of computing node 406 and runtime 408. A communications path,
referred to using the data exchange 422 arrow in FIG. 4, may be established between scheduler
404 operating on client device 400 and scheduler 410 operating on computing node 406.
Information shared between schedulers 404 and 410 may be used to select classes for
‘translocation from client device 400 to computing node 406, and to end the translocation of
selected classes. For example, an embodiment might monitor CPU utilization of computing node
406 and determine that it is being utilized too heavily, or that it is being utilized more heavily
than that of client device 400. Embodiments may prioritize classes or objects for translocation
based on comparison of performance factors and other data collected on both client device 400
and computing node 406. A cost-benefit or optimization approach may be utilized to determine
whether or not to adjust the translocation score of a particular class or object, or to determine
how aggressively to select classes or objects for translocation. .

[0060] Interactions between translocated objects on computing node 406 and non-
translocated objects on client device 400 may be categorized as stateless or stateful interactions.
A stateless interaction may be described as one that has no meaningful side effects, such as a '
method whose execution has no effect other than to return a value. A stateful interaction, on the
other hand, is one which produces side effects that are associated with a need for

synchronization.

[0061] In FIG. 4, a stateless interaction is depicted by invocation 412 of a stateless
method, which may be followed by reply 414. The reply 414 may comprise the results of

executing the stateless methods. This may include, for example, the result of a computation

performed on computing node 406 using parameters supplied by invocation 412.
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10062] A stateful interaction may also comprise an invocation 416 followed by a reply
418. However, because tile associated method is stateful, embodiments may perform
synchronization 420 to reconcile state changes made on computing node 406 with data on client
device 400 and vice versa. Embodiments may bundle data pertaining to synchronization 420
with invocation 416 and reply 418 in order to reduce the number of network round trips made to
perform the operation associated with the stateful method. -

[0063] In some cases, a method may not alter state information but may nevertheless be
dependent on a state. In some embodiments, this type of method may be treated as a stateful
method. In others, it may be treated as a stateless method. Some embodiments may transfer
member variable and other state information with invocation 412.

[0064] Categorization of interactions as being stateful or stateless may influence
- scoring of classes or objects for translocation. In various cases and embodiments, stateless
interactions are preferred for translocation. An interaction may be classified as stateful or
stateless based on static analysis of an application program. Some embodiments may also use -
dynamic analysis in addition to or instead of static analysis. '

[0065] FIG. 5 is a flowchart depicting static analysis of an application program for
determining suitability for translocation of segments of an application program. Although
depicted as a sequence of operations, those of ordinary skill in the art will appreciate that the
depicted order should not be construed as limiting the scope of the present disclosure and that at
least some of the depicted operations may be altered, omitted, reordered, supplemented with
“additional operations or performed in parallel.

[0066] Operation 500 depicts an embodiment identifying a subset of the classes or
methods in an application program that may be considered to be candidates for translocation.
The identification may be based on the use of attributes, annotations or other such mechanisms
employed by a developer to mark candidate classes or methods. Embodiments may employ
techniques such as parsing source code or employing reflection techniques on compiled code to
identify classes or methods that have been marked. Some embodiments may scan source code or
compiled code to directly infer suitability for translocation based on predicted behavior of the
code, without the use of mechanisms such as annotations or attributes.

[0067] Operation 502 depicts analyzing input and output characteristics of candidate
methods or methods associated with a candidate class. These characteristics may include the type
of parameters supplied to a method as input, or returned as an output parameter or as a return '

value, Complex parameter types, such as those defined using something other than a
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fundamental type, may weigh against translocation, while fundamental types, such as integers,
may suggest the opposite. Similarly, large parameters may weigh against translocation while

~ small parameters weigh in favor.

- [0068] Operation 504 depicts analyzing memory dependencies of a candidate class.
Embodiments may identify references made by methods of the candidate class to method
parameters, member variables (potentially including both static and instance variables), global
variables and so forth. Embodiments may analyze various factors related to memory access to
determine suitability for translocation. For example, embodiments may analyze dependencies
between member variables and other methods, including a candidate method. A high degree of
dependence may suggest a lower priority for translocation or an unsuitability for translocation,
while a low degree of dependence may suggest the opposite. The amount of data referenced may
also be considered. Another possible factor, among many, is whether the dependency is read-
only or involves both read and write operations. |

[0069] Operation 506 depicts embodiments anaIyzing dependencies external to the
application program, such as dynamic link libraries, daemon processes, web services and so
forth. The availability of these types of dependencies at the translocation destination may weigh
in favor of translocation in some cases when the external dependency is not stateless — it may be
desirable to avoid state synchronization of external dependencies running on a client device and
a remote computing node. On the other hand, when a dependency such as a stateless web service
is running at the translocation destination, performance enhancements may be gained in some
instances by translocating the methods that invoke it. Another related factor is whether or not a
compatible version of the service is present at the translocation destination.

[0070] At operation 508, embodiments may analyze operation system and hardware
dependencies. A variety of approaches may be used, alone or in combination. Embodiments may
analyze suitability of a method for translocation based on the factors noted above. Candidate
methods that invoke operating system or hardware dependencies may be scored based on the
category in which the operating system or hardware dependency falls. It will be appréciated,
however, that the following categorization is intended to be illustrative, and should not be
viewed as limiting the scope of the present disclosure. A first category may involve operating
system functions for which translocation is always unsuitable. This might pertain to memory
management functions, power-off and so forth. A second category involves hardware and
hardware access functions for which translocation is unsuitable except for special circumstances.

A camera is one example of this type of device, since only the client device’s camera would be
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able to capture a picture in that camera’s field of view. However, special circumstances, such as
testing or simulation, may suggest that functions invoking a camera could be translocated. A
third category may involve calls that may be translocated. One example is calls involving the
invocation of a graphics processor, which might in some cases and embodiments benefit from
translocation. This might be the case, for example, when a remote computing node has a more
powerful graphics processing unit than a client device. A fourth category may involve calls that
are intended to be franslucated. This category might include calls to services pertaining to a
remotely hosted storage service.

[0071] Operation 510 depicts an embodiment analyzing a chain of dependencies of a
candidate for translocation. Embodiments may analyze a chain of dependencies with respectto a
number of factors. One of these may involve the depth of the dependency chain. A candidate
method having no dependencies, or a small number of dependencies, may be more suited to
translocation than a method having a large number of dependencies. Another factor may involve
what can be described as the severability of the dependency chain. This may involve points in
the chain that may have suitable boundaries for translocation, where suitability may be
determined based on factors inclilding, but not limited to, the frequency with which the boundary
is expected to be cross during execution of the candidate method, or the amount of data expected
to be transferred. A candidate method that has, in its chain of dependencies, factors that weigh
against translocation may nevertheless be a good overall candidate for translocation if the chain
of dependencies has a good severability point.

[0072] Based on factors such as those depicted as being analyzed in operations 502-
510, embodiments may assign a score to a candidate class or method, as depicted by operation
512. The score may indicate the class or method’s suitability for translocation or its priority for
translocation. Note that for the purposes of analyses, the characteristics of a class may be derived
from the characteristics of the class’s methods. Embodiments may assign a translocation score to
a class based on the suitability for translocation of the class’s methods.

[0073] At opération 514, embodiments may store information indicative of the score in
the application program or other code under analysis. Embodiments may also store the
information in an external file or files. The score information may be utilized at runtime by a
scheduler or other component that may analyze the information to select classes and methods for
translocation.

[0074] FIG. 6 is a flowchart depicting an embodiment for selecting classes for

translocation based on assigned scores and scores adjusted based on monitoring execution of an
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application program. Although depicted as a sequence of operations, those of ordinary skill in the
* art will appreciate that the depicted order should not be construed as limiting the scope of the
present disclosure and that at least some of the depicted operations may be altered, omitted,
reordered, supplemented with additional operations or performed in parallel.

[00’75] As depicted by operation 600, embodiments may identify candidate classes and
methods that have been marked in an application program. A scheduler component may receive
information indicative of a program beginning to execute, and in response initiate an inspection
of the application program code or related information in order to determine a set of classes or
methods marked as candidates for translocation. Embodiments may also determine, through
inspection, scores assigned to the candidate classes and methods as a result of static analysis.

[0076] Operation 602 depicts selecting an initial subset of the candidate classes for
translocation. Embodiments may determine an initial degree or amount of translocation to
perform. This may involve receiving an indication of how aggressive a scheduler module should
be in translocating classes. For example, in various embodiments information may be received
by a scheduler module that indicates a threshold score for translocating classes or methods. In
Smme embodiments, a threshold score may be indicated by a developer and included as
~ information embedded in an application program. In other embodiments, a threshold score may
be determined by factors including, but not limited to, the client device on which an application
program is running, network availability at the time of startup, the availability of remote
computing resources and so forth. Another factor that may be utilized, in various embodiments,
is potential for power utilization. Embodiments may determine that certain methods, system
features, program constructs and so forth are likely to utilize an amount of power that is above a
threshold level. These may be scored to favor translocation on a power-sensitive device such as a
mobile phone. In some embodiments, scoring may be conditional based on factors such as the
device on which code is to be ruh, or based on various conditions that might occur at runtime.
Battery level is one example.

[0077] Embodiments may monitor various factors related to the operation of an
application program and, using the information collected, modify the set of classes chosen for
translocation. Operation 604 depicts monitoring performance of the application on the client
device. This may include monitoring the overall performance of the client device. Aspects of
performance may include the execution times for various features of an application program or
the client device’s operating system. It may also include other metrics, such as memory

utilization, CPU utilization and so on. Power utilization may be considered, as well as battery

- IR -



CA 02951429 2016-12-06

WO 2015/195561 PCT/US2015/035848

level. In some embodiments,‘various threshold values may be defined for use as a basis of
c0ﬁ1parison. These threshold values might be associated with candidate classes or methods
through the use of attributes or annotations. The threshold values might also be defined as
parameters global to the application program. Embodiments might employ various formulas or
heuristics to combine client device and application program performance metrics with other
factors to determine if a candidate class or method should be translocated.

[0078] Operation 606 depicts monitoring perfonnanbe of a remote computing node on
which translocated classes or methods are executing or may be executed. Embodiments may
employ multiple remote computing nodes. Monitoring of performance of a remote computing
node may consider metrics such as execution times, CPU utilization, memory utilization and so
“forth. This may include metrics directly attributable to translocated classes and methods, such as
the execution time of a translocated method. Overall system performance may be considered.

[0079] In some embodiments, classes and methods may be translocated to a remote
computing node that is provided for the use of a customer in exchange for a fee. In such cases,
“cost to the client may be based on the degree to which a remote computing node is utilized on
behalf of a customer. Operation 608 depicfs monitoring utilization or consumption of server-side
resources and other factors that may influence the cost to the client for allowing translocated
classes or methods to run on a hosted remote computing node. For example, an embodiment

might compare a rate of utilization on the remote computing node to a budgeted rate of

utilization. If actual utilization exceeds the budgeted utilization, embodiments might determine

to return one or more translocated classes to the client device, so that actual utilization is equal or
less than budgeted utilization. Various other cost factors may be considered, such as charges that
might be imposed on a user for the use of network bandwidth. In general terms, costs may be
evaluated in terms of computing resources usable to execute a translocated function and the cost
to an end user, publisher or provider for the use of those resources.

[0080] Operation 610 depicts monitoring availability, latency, available bandwidth and
other factors associate’d with communication between a client device and a remote computing
node. The availability or lack thereof may be a controlling factor in determining whether to
translocate a class or method. Embodiments may monitor for transitions between availability and
unavailability. When a network becomes unavailable, embodiments may relocate any
translocated classes back to a client device until a network becomes available.

[0081] Network latency may be analyzed and considered by various embodiments in

determining to translocate a class or method, or to determine to relocate a translocated class back
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to a corresponding client device. Embodiments may analyze network latency with respect to
various other factors, such as the chattiness of a translocation boundary, or in other words the
frequency of interaction between a non-translocated portion of an application program and a
translocated portion. A similar approach may be adopted with respect to network bandwidth.
Note that the techniques described herein may allow for dynamic adaptatiun to network
conditions. For example, when operating on a high-bandwidth network that has high latency,
methods with chunky interfaces may be selected for translocation. On the other hand, when a
low-bandwidth, low-latency network is in use, methods with chatty interfaces may be selected.
[0082] The various factors described in operations 604 to 610 may be employed to
adjust score values associated with translocation candidates. In some embodiments, this may
comprise traversing a dependency tree of a candidate class and adjusting translocation scores of
dependencies in the tree, and recalculating the overall translocation score of the candidate class
basgd on the scores of its dependents. For an entry in the chain of dependencies, the adjustmeht

to the score may be influenced by information indicative of how certain performance factors may

influence the score. For exaniple, during static analysis of an application program, embodiments
might determine that certain methods are sﬁsceptible to high-latency networks, These methods
might have negative score adjustments greater in magnitude that other methods in response to |
monitoring high-latency network conditions. Operation 612 depicts adjusting scores based on

this type of technique, or other similar analysis techniques.

[0083] Embodiments may transmit performance information between a client device
and one or more remote computing nodes or directly between computing nodes. In some
embodiments, performance information may be aggregated across multiple execution instances.
Historical performance information may be shared and utilized to adjust mitial translocation
SCOTes.

[0084]) Operation 614 depicts an embodiment adjusting a set of translocated classes and
methods based on adjusted scores. In various embodiments, scores may be treated as a priority
for translocation. A scheduler module might, for example, determine to translocate classes from
a client device to a remote computiﬁg node until the remote computing node is at a desired
utilization level, at which point additional classes or methods may not be translocated until
utilization decreases. Alternatively, a scheduling module might determine to translocate classes

from a client device to a remote computing device, or to one or more remote computing devices,

until performance of the client device improves above a threshold Ievel. In either of these cases,

embodiments might translocate classes based on scores assigned to candidate classes and
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methods. The highest score, for example; might be translocated first, and then the second highest
score and so on. A reverse process might be employed to reduce the number of translocated
classes and methods, for example by first removing translocated classes having the lowest score
among translocated classes, then the next lowest and so on.

[0085] In some embodiments, translocation scores may be calculated with respect to _
performance factors relevant to potential translocation locations, including the client device.
Embodiments may compare scores and determine to translocate a class or method based on the
highest score.

' [0086] Interaction between an application program executing on a client and a
translocated class or method may involve synchronization of associated objects. This may, for
-example, include the synchronization of data indicative of the value of member variables
accessed by translocated methods. FIG. 7 is a flowchart depicting object-version tracking and
commitment models for objects in a distributed application. Although depicted as a sequence of
operations, those of ordinary skill in the art will appreciate that the depicted order should not be
construed as limiting the scope of the present disclosure and that at least some of the depicted
operations may be altered, omitted, reordered, supplemented with additional operations or
‘performed in parallel

[0087] Operation 700 depicts identifying objects for tracking. A scheduling module
may identify translocated objects and track changes to the objects. This may comprise
determining which translocated methods associated with a translocated object may affect the
state of the object, for example by identifying which methods write to member variables.
Methods that perform read-on]y operations on member variables or other shared state may also
be tracked. Embodiments may prioritize a method or object for translocation based on state-
related dependencies associated with the method or object. Embodiments may employ this
approach to reduce the number of objects whose state is to be tracked.

[0088] Operation 702 depicts updating a vector clock in response to a state change
made to a local copy of a translocated object. A vector clock may represent a cumulative list of
changes made or known locally. After being updated to represent a local change, the vector clock
may be transmitted to a client device or remote computing node to indicate that the object has
changed. This is depicted by operation 704,

[0089] At operation 706, a recipient of the updated vector clock may apply the

information to determine if the recipient’s copy of the data should be updated to reflect the
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change. A received copy of the vector clock may be compared to a local copy in order to
determine which changes have been applied to the recipient’s copy of the data.

[0090] Operation 708 depicts committing bhanges made to copies of the data associated
with a translocated object. This may, for example, involve a client device and a remote
computing node making changes made to an object permanent. This may reflect the client device
and remote computing node reaching an agreement that each possesses an accurate version of the
data.

[0091] Embodiments of the present disclosure may be employed in conjunction with
many types of database management systems (“DBMSs’). A DBMS is a software and hardware

system for maintaining an organized collection of data on which storage and retrieval operations

may be performed. In a DBMS, data 1s typically organized by associations between key values
and additional data. The nature of the associations may be based on real-world relationships that
exist in the collection of data, or it may be arbitrary. Various operations may be performed by a
DBMS, including data definition, queries, updates and administration. Some DBMSs provide {for
inferaction with the database using query languages, such as structured query language (“SQL.™),
while others use APIs containing operations, such as put and get and so forth. Interaction with
the database may also be based on various protocols or standards, such as hypertext markup
language (“HTML") and extended markup language (“XML™). A DBMS may comprise various
architectural components, such as a storage engine that acts to store data on one or more storage
devices such as solid-state drives.

10092] FIG. 8isa diagram depicting an example of a distributed computing
environment on which aspects of the pr'ésent invention may be practiced. Various users 800a
may interact with various client applications, operating on any type of computing device 802a, to
communicate over communications network 804 with processes executing on various computing
nodes 810a, 810b and 810c within a data center 820, Alternatively, client applications 802b may
communicate without user intervention. Communications network 804 may comprise any
combination of communications technology, including the Internet, wired and wireless local area
networks, fiber optic networks, satellite communications and so forth. Any number of
networking protocols may be employed.

[0093] Communication with processes executing on the computing nodes 810a, 810b
and 810c, operating within data center 820, may be provided via gateway 806 and router 808.
Numerous other network configurations may also be employed. Although not explicitly depicted

in FIG. 8, various authentication mechanisms, web service layers, business objects or other
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intermediate layers may be provided to mediate communication with the processes executing on
computing nodes 810a, 810b and 810c. Some of these intermediate layers may themselves
comprise processes executing on one or more of the computing nodes. Computing nodes 810a,
810b and 810c, and processes executing thereon, may also communicate with each other via
router 808. Alternatively, separate communication paths may be employed. In some
‘embodiments, data center 820 may be conﬁgured to communicate with additional data centers,
such that the computing nodes and processes executing thereon may communicate with
computing nodes and processes operating within other data centers.

[0094] Computing node 810a is deﬁicted as residing on physical hardware comprising
‘one or more processors 816, one or more memories 818 and one or more storage devices 814.

Processes on computing node 810a may execute in conjunction with an operating system or

alternatively may execute as a bare-metal process that directly interacts with physical resources,
such as processors 816, memories 818 or storage devices 814.

[0095] Compuﬁng nodes 810b and 810c are depicted as operating on virtual machine
host 812, which may provide shared access to various physical resources, such as physical
~ processors, memory and storage devices. Any number of virtualization mechanisms might be
employed to host the computing nodes.

[0096] The various computing nodes depicted in FIG. 8 may be configured to host web
services, database management systems, business objects, monitoring and diagnostic facilities
and so forth. A computing node may refer to various types of computing resources, such as
personal computers, servers, clustered computing devices and so forth. A computing node may,
for example, refer to various computing devices, such as cell phones, smartphones, tablets,
embedded device and so on. When implemented in hardware form, computing nodes are
eenerally associated with one or more memories configured to store computer-readable
instructions and one or more processors configured to read and execute the instructions. A
~ hardware-based computing node may also comprise one or more storage devices, network
interfaces, communications buses, user interface devices and so forth. Computing nodes also
enconipass virtualized computing resources, such as virtual machines implemented with or
without a hypervisor, virtualized bare-metal environments and so forth. A virtualization-based
coﬁlputing node may have virtualized access to hardware resources as well as non-virtualized
access. The computing node may be configured to execute an operating system as well as one or

more application programs. In some embodiments, a computing node might also comprise bare-

metal application programs.
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[0097] In at least some 'embndiments, a server that implements a portion or all of one or
more of the technologies described herein may include a general-purpose computer system that
includes or is configured to access one or more computer-accessible media. FIG. 9 depicts a
general-purpose computer system that includes or is configured to access one or more computer-
accessible media. In the illustrated embodiment, computing device 900 includes cne or more
processors 910a, 910b and/or 910n (which may be referred herein singularly as a processor 910
or in the plural as the processors 910) coupled to a system memory 920 via an input/output (I/O)
interface 930. Computi_ng'device 900 further includes a network interface 940 coupled to 1/O
interface 930.

[0098] In various embodiments, computing device 900 may be a uniprocessor system
including one processor 910 or a multiprocessor system including several processors 910 (e.g.,
two, four, eight or another suitable number). Processors 910 may be any suitable processors
capable of executing instructions. For example, in various embodiments, processors 910 may be -
general-purpose or embedded processors implementing any of a variety of instruction set
architectures (ISAs), such as the x86, PowerPC, SPARC or MIPS ISAs or any other suitable
ISA. In multiprocessor systems, each of processors 910 may commonly, but not necessarily,
implement the same ISA.

[0099] In some embodiments, a graphics processing unit (“GPU”) 912 may participate
in providing graphics rendering and/or physics processing capabilities. A GPU may, for
example, comprise a highly parallelized processor architecture specialized for graphical
computations. In some embodiments, processors 910 and GPU 912 may be implemented as one
or more of the same type bf device.

[0100] System memory 920 may be configured to store instructions and data accessible
by processor(s) 910. In various embodiments, system memory 920 may be implemented using
any suitable memory technology, such as static random access memory (“SRAM?), synchronous
dynamic RAM (“SDRAM?™), nonvolatile/Flash®-type memory or any other type of memory. In
the illustrated embodiment, program instructions and data implementing one or more desired
functions, such as those methods, techniques and data described above, are shown stored within
system memory 920 as code 925 and data 926.

[0101] In one embodiment, I/0 interface 930 may be configured to coordinate I/O
traffic between processor 910, system memory 920 and any peripherals in the device, including
network interface 940 or other peripheral interfaces. In some embodiments, I/O interface 930

may perform any necessary protocol, timing or other data transformations to convert data signals
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from one component (e.g., system memory 920) into a format suitable for use by another
component (e.g., processor 910). In some embodiments, /O interface 930 may include support
for devices attached through various types bf peripheral buses, such as a variant of the Peripheral
Component Interconnect (PCI) bus standard or the Universal Serial Bus (USB) standard, for
example. In some embodiments, the function of I/O interface 930 may be split into two or more
separate; 'components, such as a north bridge and a south bridge, for example. Also, in some
embodiments some or all of the functionality of 1/O interface 930, such as an interface to system
memory 920, may be incorporated directly into processor 910.

[0102] Network interface 940 may be configured to allow data to be exchanged

between computing device 900 and other device or devices 960 attached to a network or

networks 950, such as other computer systems or devices, for example. In various embodiments,

network interface 940 may support communication via any suitable wired or wireless general
data networks, such as types of Ethernet networks, for example. Additionally, network interface

- 940 may support communication via telecommunications/telephony networks, such as analog

~ voice networks or digital fiber communications networks, via storage area networks, such as
Fibre Channel SANs (storage area networks), or via any other suitable type of network and/or
protocol.

[0103] Insome embodimenté, system memory 920 may be one embodiment of a
computer-accessible medium configured to store program instructions and data as described
above for imp]ementiﬁg embodiments of the corresponding methods and apparatus. However, in
other embodiments, program instructions and/or data may be received, sent or stored upon
different types of computer-accessible media. Generally speaking, a computer-accessible
medium may include non-transitory storage media or memory media, such as magnetic or optical
media, e.g., disk or DVD/CD coupled to computing device 900 via I/0 interface 930. A non-
transitory computer-accessible storage medium may also include any volatile or non-volatile
media, such as RAM (e.g., SDRAM, DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc., that
may be included in some embodiments of computing device 900 as system memory 920 or
another type of memory. Further, a computer-accessible medium may include transmission
media or signals, such as electrical, electromagnetic or digital signals, conveyed via a
communication medium, such as a network and/or a wireless link, such as those that may be
implemented via network interface 940. Portions or all of multiple computing devices, such as
those illustrated in FIG. 9, may be used to implement the described functionality in various

embodiments; for example, software components running on a variety of different devices and
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servers may collaborate to provide the functionality. In some embodiments, portions of the
described functionality may be implemented using storage devices, network devices or special-
purpose computer systems, in addition to or instead of being implemented using general-purpose
computer systems. The term “computing device,” as used herein, refers to at least all these types
of devices and is not limited to these types of devices.

[0104] A computing nude,'which.may be referred to also as a compute node, may be
implemented on a wide variety of computing environments, such as tablet computers, personal
computers, smartphones, game consoies, commodity-hardware computers, virtual machines, web
services, computing clusters and computing appliances. Any of these computing devices or
environments may, for convenience, be described as computing nodes or as compute nodes.

- [0105] A network set up by an entity, such as a company or a public sector
organimzation, to provide one or more web services (such as various types of cloud-based
computing or storage) accessible via the Internet and/or other networks to a distributed set of
clients may be termed a provider network. Such a provider networ’k may include numerous data
~¢enters hosting various resource pools, such as collections of physical andfor virtualized
‘computer servers, storage devices, networking equipment and the like, needed to implement and
distribute the infrastructure and web services offered by the provider network. The resources
may in some embodiments be offered to clients in various units related to the web service, such
as an amount of storage capacity for storage, processing capability for processing, as instances,
as sets of . related services and the like. A virtual computing instance may, for example, comprise
one or more servers with a specified computational capacity (which may be specified by
indicating the type and number of CPUs, the main memory size and so on) and a specified
software stack (e.g., a particular version of an operating system, which may in turn run on top of
a hypervisor).

[0106] A number of different types of computing devices may be used singly or In
combination to implement the resources of the provider network in different embodiments,
including general-purpose or special-purpose computer servers, storage devices, network devices
and the like. In some embodiments a client or user may be provided direct access to a resource
instance, e.g., by giving a user an administrator login and password. In other embodiments the
provider network operator may allow clients to specify execution requirements for specified
client applications and schedule execution of the applications on behalf of the client on execution
platforms (such as application server instances, Java™ virtual machines (JVMs), general-

purpose or special-purpose operating systems, platforms that support various interpreted or
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compiled programming languages such as Ruby, Perl, Python, C, C++ and the like or high-
performance computing platforms) suitable for the applications, without, for example, requiring
the client to access an instance or an execution platform directly. A given execution platform
may utilize one or more resource instances in some implementations; in other implementations
multiple execution platforms may be mapped to a single resource instance.

[0107] In many environments, operators of provider networks that implement different
types of virtualized computing, staraga and/or other network-accessible functionality may allow
customers to reserve or purchase access to resources in various resource acquisition modes. The
computing resource provider may provide facilities for customers to select and launch the
desired computing resouraes, deploy application components to the computing rescurces and
‘maintain an application executing in the environment. In addition, the computing resource
provider may provide further facilities for the customer to quickly and easily scale up or scale
down the numbers and types of resources allocated to the application, either manually or through
automatic scaling, as demand for or capacity re'quiremants of the application change. The
computing resources provided by the computing resource 'pmvidar may be made available in
discrete units, which may be referred to as instances. An instance may represent a physical
server hardware platform, a virtual machine instance executing on a server or some combination
of the two. Various types and configurations of instances may be made available, including
different sizes of resources executing different operating systems and/or hypervisors, and with
various installed software applications, runtimes and the like. Instances may further be available
in specific availability zones, representing a logical region, a fault tolerant region, a data center
or other geographic location of the underlying computing hardware, for example. Instances may
be copied within an availability zone or across availability zones to improve the redundancy of
the instance, and instances may be migrated within a particular availability zone or across
availability zones. As one example, the latency for client communications with a particular
server in an availability zone may be less than the latency for client communications with a
different server. As such, an instance may be migrated from the higher latency server to the
lower latency server to improve the overall client experience.

[0108] In some embodiments the provider network may be organized into a plurality of
geographical regions, and each region may include one or more availability zones. An
availability zone (which may also be referred to as an availability container) in turn may
comprise one or more distinct locations or data centers, configured in such a way that the

resources in a given availability zone may be isolated or insulated from failures in other
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availability zones. That is, a failure in one availability zone may not be expected to result in a
failure in any other availability zone. Thus, the availability profile of a resource instance 1s
intended to be independent of the availability profile of a resource instance in a different
availability zone. Clients may be able to protect their applications from failures at a single
location by launching multiple application instances in respective availability zones. At the same
time, in some implementations inexpensive and low latency network connectivity may be
provided between resource instances that reside within the same geographical region (and
network transmissions between resources of the same availability zone may be even faster).

[0109] Each of the processes, methods and algorithms described in the preceding
sections may be embodied in, and fully or partially automated by, code modules execpted by one
or more computers or computer processors. The code modules may be stored on any type of non-
transitory computer-readable medium or computer storage device, such as hard drives, solid state -
memaory, optical disc andfor the like. The processes and algorithms may be implemented -
partially or wholly in application-specific circuitry. The results of the disclosed processes and
process steps may be stored, persistently or otherwise, in any type of non-transitory computer
storage such as, e.g., volatile or non-volatile storage.

[0110] The various features and processes described above may be used independently
of one another, or may be combined in various ways. All possible combinations and sub- _
combinations are intended to fall within the scope of this disclosure. In addition, certain methods
or process blocks may be omitted in some implementations. The methods and processes
described herein are also not limited to any particular sequence, and the blocks or states relating
thereto can be performed in other sequences that are appropriate. For example, described blocks
or states may be performed in an order other than that specifically disclosed, or multiple blocks
or states may be combined in a single block or state. The example blocks or states may be
performed in serial, in parallel or in some other manner. Blocks or states may be added to or
removed from the disclosed example embodiments. The example systems and components
described herein may be configured differently than described. For example, elements may be
added to, removed from or rearranged compared to the disclosed example embodiments.

[0111] It will also be appreciated that various items are illustrated as being stored in
memory or on storage while being used, and that these items or portions thereof may be
transferred between memory and other storage devices for purposes of memory management and
data integrity. Alternatively, in other embodiments some or all of the software modules and/or

systems may execute in memory on another device and communicate with the illustrated
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computing systems via inter-computer communication. Furthermore, in some embodiments,
some or all of the systems and/or modules may be implemented or provided in other ways, such
as. at least partially in firmware and/or hardware, including, but not limited to, one or niore
application-specific integrated circuits (ASICs), standard integrated circuits, controllers (e.g., by
executin g appropriate instructions, and including microcontrollers and/or embedded controllers),
field-programmable gate arrays (FPGAs), complex programmable logic devices (CPLDs), etc.
Some or all of the modules, systems and data structures may also be stored (e.g., as software
instructions or structured data) on a computer-readable medium, such as a hard disk, a memory, a '
network, or a portable media article to be read by an appropriate device or via an appropriate
connection. The systems, modules and data structures may also be transmitted as generated data
signals (e.g., as part of a carrier wave or other analog or digital propagated signal) on a variety of
computer-readable transmission media, including wireless-based and wired/cable-based media,
and may take a variety of forms (e.g., as part of a single or multiplexed analog signal, or as
multiple discrete digital packets or frames). Such computer program products may also take
other forms in other embodiments. Accordingly, the present invention may be practiced with

other computer system configurations.

-3 BT

[0112] Conditional language used herein, such as, among others, “can,” “could,”

“might,” “may,” “e.g.” and the like, unless specifically stated otherwise, or otherwise understood
within the context as used, is generally intended to convey that certain embodiments include,
while other embodiments do not include, certain features, elements and/or steps. Thus, such
conditional lan’guﬁgc is not generally intended to imply that features, elements and/or steps are in
any way required for one or more embodiments or that one or more embodiments necessarily
include logic for deciding, with or without author input or prompting, whether these features,
elements and/or steps are included or are to be performed in any particular embodiment. The
terms “comprising,” “including,” “having” and the like are synonymous and are used inclusively,
in an open-ended fashion, and do not exclude additional elements, features, acts, operations and
so forth. Also, the term “or” is used in its inclusive sense (and not in its exclusive sense) so that
when used, for example, to connect a list of elements, the term “or” means one, some or all of

the elements in the list.

[0113] While certain example embodiments have been described, these embodiments

have been presented by way of example only, and are not intended to limit the scope of the
inventions disclosed herein. Thus, nothing in the foregoing description is intended to imply that

any particular feature, characteristic, step, module or block is necessary or indispensable. Indeed,
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the novel methods and systems described herein may be embodied in a variety of other forms;
furthermore, various omissions, substitutions and changes in the form of the methods and
systems described herein may be made without departing from the spirit of the inventions
disclosed herein. The accompanying claims and their equivalents are intended to cover such
forms or modifications as would fall within the scope and spirit of certain of the inventions
disclosed herein. |

[0114] Embodiments of the disclosure can be described in view of the following

clauses:

1. A computing device comprising:
a network interface for communicatively coupling the computing device to a remote
compﬁtiug node;
one or more memories having stored thereon computer readable instructions that, upon
execution by the computing device, cause the cdmputing device at least to:
~ initiate execution of an application program on the computing device, the
applicﬁtion program comprising a plurality of functions including a first function,
wherein a first copy of the application program is stored on the computing device and a
second copy of the application program is stored on the remote computing node;
select the first function of the plurality of functions for execution on the remote
computing node, the selection based at least in part on information indicative of a priority
for executing the first function on the remote computing node being higher than a second
priority for executing a second function of the plurality of functions on the remote
computing node, and based at least in part on information indicative of a capability or
environment of the computing device to execute the first function; and
receive, from the remote comﬁuting node, information indicative of a result of

executing the first function on the remote computing node,
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2. The computing device of clause 1, further comprising one or more memories having
stored thereon computer readable instructions that, upon execution by the computing device,
cause the computing device at least to:
recalculate the priority for executing the first function on the remote computing node, the
- recalculating based at least in part on the information indicative of the capability of the
computing device; and
~ determine to execute a second function of the application program on the remote

computing node, the determining based at least in part on the recalculated priority for executing

the first function on the remote computing node.

3. The computing device of clause 1, further comprising one or more memories having
stored thereon comﬁuter readable instructions that, upon execution by the one or more computing
devices, cause the computing device at least to:

. determine to execute the first function on the computing device, based at least in part on

information indicative of a capability of the remote computing node to execute the first function,

4, The computing device of clause 1, wherein the information indicative of a priority for
exec'uting the first function on the computing node remote to the computing device is based at
least in part on a hardware device dependency of the first function.
3. A method comprising:

initiating execution of a program on a first computing node, the program comprising a
plurality of functions including a first function;

processing information indicative of executing the first function on a second computing
node remote to the first computing node, the information indicative of a priority for executing the
first function on the second computing node instead of the first computing node, the priority
relative to the priority for executing other functions of the plurality of functions on the second
computing node;

determining to execute the first function on the second computing node, the determining
is based at least in part on the information indicative of a priority for executing the first function
on the second computing node and based at least in part on information indicative ot a capability

of the first computing node to execute the first function;

causing the first function to be executed on the second computing node;
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determining to execute the first function on the first computing node based at least in part
on receiving additional information indicative of the capability of the second computing node to
execute the first function; and

causing the first function to be executed on the first computing node.

6. The method of clause 5, further comprising:
determining to execute a second function of the program on the second computing node,

the determining based at least in part on monitoring a pérfonnance characteristic of the first

computing node.

1. The method of clause 5, wherein the information indicative of executing the first function

on the second computing node comprises a value indicative of state characteristics of the first

function.

8. The method of clause 5, wherein the information indicative of executing the first function
on the second computing node comprises a value indicative of device dependencies of the first

function.

9, The method of clause 5, wherein the information indicative of executing the first function
on the second computing node corresponds to an indication by a developer that the first function

is a candidate for executing on the second computing node.

10, The method of clause 3, further comprising:

synchronizing a first copy of member data maintained on the first computing node with a
second copy of the member data maintained on the second computing node, wherein the member

data is referenced during execution of the first function.

11.  The method of clause 3, wherein the additional information corresponds to a change to a

performance characteristic of at least one of the second computing node or a connection between

the first computing node and the second computing node.

12.  The method of clause 5, wherein the information indicative of a priority for executing the

first function on the second computing node is a value calculated based at least in part on at least
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one of performance of the first computing node, performance of the second computing node, and

network performance,

13.  The method of clause 5, wherein the information indicative of a priority for executing the
first function on the second computing node is a value calculated based at least in part on a cost

to at least one of a publisher or a user of the program, the cost based at least in part computing

resources usable to execute the first function.

14, A non-transitory computer-readable storage medium having stored thereon instructions
that, upon execution by one or more computing devices, cause the one or more computing
devices at least to:

process information corresponding to a first function of a program comprising a plurality
of functions, the program executing on a first computing node, the information indicative of
suitability for executing the first function on a second computing node;

determine a capability of the first computing node to execute the first function; and

determine to execute the first function on the second computing node, the determining
based at least in part on the information indicating that the first function may be executed on the
second computing node and the capability of the first computing node to execute the first
function; and

cause the first function to be executed on the second computing node based at least in
part on transferring state information for the program from a second function running on the first

computing node to the first function running on the second computing node.

15.  The non-transitory computer-readable storage medium of clause 14, comprising further

instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

cause data corresponding to parameters of the first tunction to be transmitted from the

first computing node to the second computing node; and

cause data corresponding to a result of executing the first function to be transmitted from

the second computing node to the first computing node.
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16.  The non-transitory computer-readable storage medium of clause 14, comprising further

instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

cause the first function to be executed on the first computing node based at least in part
on comparing the capability of the first computing node to execute the first function with a

capability of the second computing node to execute the first function.

17. The non-transitory computer-readable storage medium of clause 14, comprising further
instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

synchronize a first copy of member data maintained on the first computing node with a
second copy of the member data maintained on the second computing node, wherein the member

data is referenced during execution of the first function.

18.  The non-transitory computer-readable storage medium of clause 14, comprising further
~ instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:
determine to execute an additional function of the program on the second computing

node, the determining based at least in part on monitoring a performance characteristic of the

first computing node.

19.  The non-transitory computer-readable storage medium of clause 14, wherein suitability

for executing the first function on the second computing node is based at least in part on at least

one of an annotation or attribute.

20.  The non-transitory computer-readable storage medium of clause 14, wherein the second

computing node comprises a virtual machine compatible with an execution environment of the

first computing node.
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21. A method comprising:

processing information indicative of a first function that is a candidate for translocating
from a first computing node executing a program comprising the first function to a second
computing node remote to the first computing node, wherein translocating the first function
comprises executing the first function on the second computing node;

' | analyzing dependencies of the first function, wherein analyzing dependencies comprises
identifying additional methods invoked by the first function, 1dentifying data used by the first
function and the additional methods, and identifying hardware used by the first function and the
additional methods;

formiﬁg a value indicative of a priority for translocating the first function from the first
computing node to the second computing node; and

storing an association between the value and the first function.

[0115] Embodiments of the disclosure can also be described in view of the following

- clauses:
1. A system comprising:
a first computing node communicatively coupled to a client device;
one or more memories having stored thereon computer readable instructions that, upon
execution by a computing device, cause the computing device at least to:
store a copy of an application program on a storage device accessible to a virtual
machine instance, wherein the copy of the application program corresponds to an
instance of the application program executable on a client device;
determine to execute a first portion of the application program on the virtual
machine instance, wherein the determining is based at least in part on comparing a first
performance characteristic of the first computing node to a second performance
characteristic of the client device, wherein the first portinh of the application program is
selected from a plurality of portions of the application program based at least in part on a
suitability of the first portion for executing on the virtual machine instance relative to
other portions;
execute the first portion of the application program on the virtual machine
instance based at least in part on the first copy of the application program; and

transmit a result of executing the first portion of the application program to the

client device for processing by a second portion of the application program.
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2. The system of clause 1, further comprising one or more memories having stored thereon
computer readable instructions that, upon execution by the computing device, cause the system

at least to:
select the virtual machine instance based at least in part on determining that an operating

characteristic of the client device is equivalent to an operating characteristic of the virtual

machine instance.

3. The system of clause 1, further comprising one or more memories having stored thereon

computer readable instructions that, upon execution by the computing device, cause the system

at least to:

reserve the virtual machine instanced based at least in part on a number of times the

application program has been downloaded to client devices.

4, The system of clause 1, further comprising one or more memories having stored thereon
computer readable instructions that, upon execution by the computing device, cause the system

at least to:

reserve the virtual machine instance based at least in part on a predicted number of client

devices possessing the second performance characteristic.

J. The system of clause 1, further comprising one or more memories having stored thereon

computer readable instructions that, upon execution by the computing device, cause the system

at least to:

determine to execute a third portion of the application program on the client device based

at least in part on a cost of executing the third portion of the application program on the virtual

machine instance.

6. The system of clause 1, further comprising one or more memories having stored thereon

computer readable instructions that, upon execution by the computing device, cause the system

at least to:

determining to stop executing the first portion of the application program on the virtual

machine instance based at least in part on a cost of executing the first portion of the application

program.
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7. A computer-implemented method for executing an application program, the method
comprising:
determining, by a computer, to execute a first portion of an application program on a

virtual machine instance, wherein an instance of the application program 1s also executing on a

client device, wherein the determining is based at least in part on comparing a first characteristic
.of the client device to a second characteristic of the virtual machine instance, wherein the first
portion of the application program is selected by the computer from a plurality of portions of the
application program; '

executing the first portion of the application program on the virtual machine instance
based at least in part on the first copy of the application program; and

returﬁing a result of executing the first portion of the application program for processing
by a second portion of the application program, the second portion of the application program

executing on the client device.

8. The computer-implemented method of clause 7, further comprising:
selecting the virtual machine instance based at least in part on matching a characteristic

of the client device with a characteristic of the virtual machine instance.

9. The computer-implemented method of clause 7, further comprising:

reserving the virtual machine instanced based at least in part on the first copy of the

application program being downloaded to the client device.

10.  The computer-implemented method of clause 9, further comprising:
reserving the virtual machine instance based at least in part on a ratio of client devices

possessing the first characteristic of the client device.

11.  The computer-implemented method of clause 7, further comprising:
determining to execute a third portion of the application program on the client device

based at least in part on a cost of executing the third portion of the application program on the

virtual machine instance.
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12. The computer-implemented method of clause 7, further comprising:
determining to stop executing the first portion of the application program on the virtual

machine instance based at least in part on a cost of executing the first portion of the application

program,

13.  The computer-implemented method of clause 7, wherein the virtual machine instance

simulates a physical computing device.

4. A non-transitory computer-readable storage medium having stored thereon instructions
that, upon execution by a computing device, cause the computing device at least to:

cause a first computing node to execute a virtual machine instance;

receive information indicative of an application program executing on a second
computing node remote to the first computing node, the application program comprising a first .
portion and a second portion;

determine to execute the first portion of the application program on the virtual machine
instance, wherein the determining is based at least in part on comparing a first characteristic of
the first computing node to a second characteristic of the second computing node, the first
portion selected from a plurality of portions of the application program based at least in part on a
suitability of the first portion for executing on the virtual machine instance relative to other
portions of the application program;

execute the first portion of the application program on the virtual machine instance; and

transmit a result of executing the first portion of the application program to the second

computing node for processing by the second portion of the application program.

15.  The non-transitory computer-readable storage medium of clause 14, wherein the virtual

machine instance is operable to execute intermediate language instructions.
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16.  The non-transitory computer-readable storage medium of clause 14, comprising further
instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

select the virtual machine instance based at least in part on matching a characteristic of

- the second computing node with a characteristic of the virtual machine instance.

17.  The non-transitory computer-readable storage medium of clause 14, comprising further
instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:
reserve the virtual machine instanced based at least in part on a copy of the application

' program being downloaded to the second computing node.

18.  The non-transitory computer-readable storage medinm of clause 14, comprising further
instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

reserve the virtual machine instance based at least in part on a ratio of computing nodes

possessing the second characteristic of the second computing node.

19.  The non-transitory computer-readable storage medium of clause 14, comprising further

instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

determine to execute a third portion of the application program on the second computing
node based at least in part on a cost of executing the third portion of the application program on

the virtual machine instance.

20.  The non-transitory computer-readable storage medium of clause 14, comprising further

instructions that, upon execution by the one or more computing devices, cause the one or more

computing devices to at least:

determine to stop executing the first portion of the application program on the virtual

machine instance based at least in part on a cost of executing the first portion of the application

programt,
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21.  The computer-readable medium of clause 14, wherein the virtual machine instance

simulates a physical computing device.
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CLAIMS

WHAT IS CLAIMED IS:

I. A system comprising:
~ a first computing node communicatively coupled to a client device;
onhe Or more memories having stored thereon computer readable instructions that, upon
execution by a computing device, cause the computing device at least to:
store a copy of an application program on a storage deviceiaccessible to a virtual
machine instance, wherein the copy of the application program corresponds to an
instance of the application program executable on a client device;
determine to execute a first portion of the application program on the virtual
machine instance, wherein the determining is based at least in part on comparing a first
performance characteristic of the first computing node to a second performance
characteristic of the client device, wherein the first portion of the application program is
selected from a plurality of portions of the application program based at least in part on a
suitability of the first portion for executing on the virtual machine instance relative to
other portions;
execute the first portion of the application program on the virtual machine
instance based at least in part on the first copy of the application program; and
transmit a result of executing the first portion of thé application program to the

client device for processing by a second portion of the application program.

2. The system of claim 1, further comprising one or more memories having stored thereon

computer readable instructions that, upon execution by the computing device, cause the system

at least to:

select the virtual machine instance based at least in part on determining that an operating
characteristic of the client device is equivalent to an operating characteristic of the virtual

machine instance.
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3. The system of claim 1, further comprising one or more memories having stored thereon
computer readable instructions that, upon execution by the computing device, cause the system

at least to:

determine to execute a third portion of the application program on the client device based
at least in part on a cost of executing the third portion of the application program on the virtual

machme instance.

4. The system of claim 1, further comprising one or more memories having stored thereon
computer readable instructions that, upon execution by the computing device, cause the system
at least to:

determining to stop executring the first portion of the application program on the virtual

machine instance based at least in part on a cost of executing the first portion of the application

program.

5. A computer-implemented method for executing an application program, the method
compriSing: '

determining, by a computer, to execute a first portion of an application program on a
virtual machine instance, wherein an instance of the application program is also executing on a
client device, wherein the determining is based at least in part on comparing a first characteristic
of the client device to a second characteristic of the virtual machine instance, wherein the first
portion of the application program is selected by the computer from a plurality of portions of the
application program;

executing the first portion of the application program on the virtual machine instance
based at least in part on the first copy of the application program; and

returning a result of executing the first portion of the application program for processing
by a second portion of the application program, the second portion of the application program |

executing on the client device.

6. The computer-implemented method of claim 5, further comprising:
selecting the virtual machine instance based at least in part on matching a characteristic

of the client device with a characteristic of the virtual machine instance.
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7. The computer-implemented method of claim 3, further comprising:

reserving the virtual machine instanced based at least in part on the first copy of the

application program being downloaded to the client device.

8. The computer-implemented method of claim 7, further comprising:

reserving the virtual machine instance based at least in part on a ratio of client devices

possessing the first characteristic of the client device.

9. The computer-implemented method of claim 5, further comprising:
determining to execute a third portion of the application program on the client device

based at least in part on a cost of executing the third portion of the application program on the

virtual machine mmstance.

10. A method comprising:

initiating execution of a program on a first computing node, the program comprising a
plurality of functions including a first function;

processing information indicative of executing the first function on a second computing
node remote to the first computing node, the information indicative of a priority for executing the
first function on the second computing node instead of the first computing node, the priority
relative to the priority for executing other functions of the plurality of functions on the second
computing node;

determining to execute the first function on the second computing ncde, the determining
is based at least in part on the information indicative of a priority for executing the first function
on the second computing node and based at least in part on information indicative of a capability
of the first computing node to execute the first function;

causing the first funiction to be executed on the second computing node;

determining to execute the first function on the first computing node based at least in part
on receiving additional information indicative of the capability of the second computing node to

execute the first function; and

causing the first function to be executed on the first computing node.
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11.  The method of claim 10, further comprising:
determining to execute a second function of the program on the second computing node,

the determining based at least in part on monitoring a perfonnahce characteristic of the first

computing node.

12.  The method of claim 10, wherein the information indicative of executing the first

function on the second computing node comprises a value indicative of state characteristics of

the first function.

13.  The method of ¢claim 10, further comprising:

synchronizing a first copy of member data maintained on the first computing node with a
second copy of the member data maintained on the second computing node, wherein the member

data is referenced during execution of the first function.

14,  The method of claim 10, wherein the additional information corresponds to a change to a
performance characteristic of at least one of the second computing node or a connection between

the first computing node and the second computing node.

15.  The method of claim 10, wherein the information indicative of a priority for executing
the first function on the second computing node is a value calculated based at least in part on at
least one of performance of the first computing node, performance of the second computing
node, network performance, a cost to at least one of a publisher or a user of the program based at

least in part computing resources usable to execute the first function.
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