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(57) Abréegée/Abstract:

Encrypted payment data messages are sent via a communication network. A payment data message Is generated Including a
primary account number of the account associated with the sender device and a transaction amount. The payment data message
IS encrypted with a public key of the receiver device. The payment data message Is transmitted to the recelving server via the
communication network. The recelving server has a private key of the receiver device corresponding to the public key and a
recelving account number for the account associated with the recelver device. A payment authorization I1s generated by the
recelving server for processing by the transaction card payment network based on the primary account number of the account
assoclated with the sender device, the transaction amount, and the recelving account number.
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(57) Abstract: Encrypted payment data messages are sent via
a communication network. A payment data message 1s gener-
ated mncluding a primary account number of the account asso-
ciated with the sender device and a transaction amount. The
payment data message 1s encrypted with a public key of the
receiver device. The payment data message 1s transmitted to
the recerving server via the communication network. The re-
cewving server has a private key of the receiver device corres-
ponding to the public key and a receiving account number for
the account associated with the receiver device. A payment
authorization 1s generated by the receiving server for pro-
cessing by the transaction card payment network based on the
primary account number of the account associated with the
sender device, the transaction amount, and the receiving ac-
count number.
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GENERATING AND SENIHNG ENCURYPTED PAYMENT DATA MESSAGES
BFT’W FF\"' (ﬂ\i}’i "TING I)F\ I(’ES TO fFFF("T A TRA’QQFFR GF FU‘\DS

CROSS-BEFERENCE TO RELATED APPLICATIONS

This application claims i:)fiﬁf}:‘f’ii}*?étezgamii*ﬂize?’beﬁﬁ%i"i}tf.;;:tf:ﬂ'zez-ﬂiing date of

(o

LES. Patent &};}i;mimn Na, 62 ”“f? 3, filed January 11, 2016, which is hereby

incorporated by reference i s entvy

10

zwndmv EneTy ;}i&d pay nwm

transfer of funds via a transaction card ;}.;mm i netw mk

;BﬁCKGROUV;

;;;s:ﬁys;:‘icai -'pj&y;ntmn ¢ termingl i'h*ihnmd m ps‘ft@;s:ﬂsﬁ y transaction involving the

25 &aenﬁm } may a.-'tjtemfpi{t i3 \u,ii e a transaction with an individual {i S ;;mem oF

Srecetver”y or g merchant by paying for items, such us goods andfor serviees, vigg

person~to-parson (PP or pe erson~-to-merchant (URIMT) paysuent systent. Pursuant
o disclosed embodiments, & funds transfer transaction includes receiving, at a sender

device, a request to create a payme nt instruction that suthorizes @ umpwm to debit an

3 account of the sender for a transaction amount, securely transmitting the payment

msiracion o the regiplent, processing the payment mstraction 1o cause a payment

suthorization mquuim be transmitted toa paynwent network, th&‘.‘?:"pr&}é’i.'ﬁﬁi:}f.;
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authorization .3?&'&;;3&1'.%::&1{-’55 mﬁudism wtormation ident fﬁ?‘iﬁﬁ the gceowunt of the %ndm the

gateway sssociated with the reci pi&i}i causes an account of the ruph‘:ﬂnﬂ ﬁ&-'czmdii&ﬁ |

with the transaction '?i.i{mi?iiml '."f?‘lirsnmi;j.i‘s:i}d} closed embodiments, the transaction may

o -d;sisezlnsm 'fafmﬁhﬁdf;iﬁtz*sa:m's;. the funds ﬁfmm‘m may be 'pm‘iiﬁt}; stm'miimm';:g;mkemzed-

paysent LY{?d&ﬂ i i”if:», S h a8, im‘ ey m‘;piﬁ lﬂkﬁ:l"ib uwueﬁ md ﬁ}jag;mged ‘;;1;_1:;5.:.?;1;3;_:1_&;;1;3 thsr

;.IIIﬁ%ﬁi‘p{}'}f'ﬁ'tﬁﬁﬁ ’;x'fite‘s;';f-;ti-.}mcmammﬁ and American B apr&rwa i November 301 ﬁ,, the

purpm{:&} mdb’s senders asr-ig;;ir ;rc.z:x:ézi_;:;i?ézznis-:;i:}pfzf_.r;z;-i;'iﬁng mobile devices Lh at are “tokenized”
?m:‘_;sm mmkd %‘é-“:i?ﬁ”f:- a t@kﬁr&, in *{i‘isalﬁssﬁﬁiﬁ;.:m‘thﬂm&iﬁsa,;.5??.’&@- tr:ms,acatiié_ﬁ.:s?arﬁé

generating and mem;img: engy vpiui pawmr&t data mess siges be sween g sender devies

_;mda.rjﬂg;f:iii%‘f‘i;a: BEPVEr VIR 8 gmnmumm ton nem ark to eiimt & mimim u‘i‘ iund& Vi &

.v.v-

associated wﬂh- the se ndu‘ device and & tramauwn amount, ;i?hf::;;}a}fmmr;t-d;ﬁa,

message is ene rypted w itha mbim key of the receiver device. The method fisther

ncludes transmitting the payment data message to the uwnmgmnmm the

uﬁ,:n:idnim ﬁ'iif"}ijsg:;ﬁ:t;i:fih_-;;:ttif-‘f};;;rfl?"hgr - amludmgenamtmﬁ i};}-‘;‘;ﬁmﬁ 1?-*;:_{;5{;&%{51{n;ﬁf_j;;;sjsmtss'e:.x; 8
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_pm ment authorization for PYOCessing bw the transaction card payment network based-

.........

mumber, The method further mdudm veceiving the pavment mﬂhmimm}n at tha

n

transaction card payroent nebwork.
Another aspeet of the disclosed embodiments relates 1o a receiving

uu-wrf‘mwmxmapwmm diﬁimttnmmms g«:awmmi hv a sender device viaa

m,mm}( wm.eu m mmﬁm ;smmreu mfh rhmumdmcm 'm ’m.mml

10 associated with g receiver device.

Eeauu s and ady antag ¥ of the mmphntmi‘*f‘rdnmmsdmi ;the:
i mﬁcmmtwme ' ;f'hfiiiﬂ-Wir;_ g detatiod ti&gcitipiim&i taken m conjunchon with the
accompanying drawings,
FIG. s a block diagram of & system for generating and sending
Sne: *vptui payient data moess SRS between COmputing ¢ devices to offect a transfer of
funds aecording 'mﬁ's:mbad;ixzmts-:dis;::mse@ harein;

20 FI3. 2 ix 3 block diagram of a system for pairing a receiver device and

a sender device s ene r«.ptud pmm:em d ma; tmwagm can be senfu&*;thmrﬁb@twm;.
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FIG. 7 18 1 block diagram huwmg a structure of an electronic device

for facilitating the generation and sending of encrypted payment data messages

between computing devices to effect & transter of finds, v accordance with disclosed

embodiments.

DETAILED DESURIPTION

e el e ol sl _._‘__._.._‘__._.._‘_3.__.-__._.._.__._.._.-_‘__._‘__._.._.-__._

...................................................................

............

.Inwm; W a’iﬁ*d O Qti}w nefwor ix::\ W imh proves S5 pPayment & 11‘?1321#;‘:1'1’.9%115;{ wz?.tifihsi&fhiﬂf:t‘}f’;a.

number of merchants, issuers and m}i»‘.ntwnft-;ﬁiﬁmnnfii:f. ¥midm’*~(;e ,.i};@}ﬂﬁm;-:'f:s.f'"

lovalty card account haﬂdu‘b comumnondy referred o as cardholders or payment

account holders).  As used herein, the term “sender” refers to 2 purticipant 1o &

transaction that will have an associated account debited in a fransaction amount. As

wsed herem, the term “recipient” refers 1o a parbioipant to 3 iransaction that will have

an associated account credifed in the t an.asg;;t-gﬁiﬁigg)tﬁ;-;33}7;&;;;1;3"{;. ’%“w;adbr"m gmupmm*

data messages bebween cnmpuimﬁ dm’mm 10 effect a transter of funds in accordance

with disclosed embodiments, The system 101 includes a user device 110 (Le., sender

5

df&:xfiwm a reesiver device 120, a wallet and PRRPIM payment server 36, R
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ete.}, divection connection, and the ke, Furthermore, i disclosed embodiments, the

digital wallet and the PIP/PIM pavment servers may be implomented as separate

The user device 10 may be any device capable of using a digital

Ay .

wallel, such as, for example, 8 mobile device, a compater, a laptop, a tabled, a mobile

....... .

phone, a kiosk, an appliance, et¢. The usgr device 11 may have g digital wallet

tnstalied therein that is hosted by the wallet provider {e.g., on a wallet provider server
130). The digital wallet may include at least one payment account thersin {e.g., credit

card, debit card, eheck card, efc.) that is issued by an issuer (¢.g., on an ssuer server

"\ ....... .

institution. Examples of a digital wallet include MasterCard MasterPass, Apple Pay,

Google Wallet, and many others. Digital wallets can be used in-store and online and

information, contaet information, financial information, efe.

The disclosed embodiments miay be implemented vig g particutar app

*>

o the aser device O or via the digital wallet on the user device 110, According to

the use of a point~of-sale (POS) terminal, or ondine through a merchant website.
Altemnatively, the user device 110 may be used to make a payment directly to an

individual, Le, a P2P payment, via a receiver device 120, which may be a mobile

device, a computer, @ laplop, & tablet, a mobile phone, a kiosk, an appliance, eic,

Lt
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arict & rt,u,mnﬂ nfmnwdi mstitution 166 (t B2 rcs,,:..wmw SETVRE } Pursuargd o

disclosed u‘nbs}dm‘;efih the rec W 3 1{}7 &md i*he, \er}d > 104 are ds‘:v;ges contigured to

to conduct payvment ransactions mamdmiw with the EMV standards.

T inftiate a ransaction, the recetver 102 and the sender 134 may

conduct a ""p*m:mo process. n disclosed ¢ mb@dumm\ the pairing L process may be

initiated by sither the sender or the receiver and results in the receiver 102 providing a

stored ;’mbm key to the sender HM. In disclosed embodiments, tha ;,(:c;w; 162

..........

-?s*;e."féiﬁs-éffﬁziz':?x;m:fi':éii-'iﬁz}}gtiiﬁ.ﬁtfim—?:iﬁ{?}fi;. 9T;I'f“§%it§.‘ recety gf'fm&mmf institution if}fy MY generate

or create a umqm pui iis.. ;:'am ate km’ m £ mh ;‘}amupdmw c;ardhs..i im {xu{,h as

receiver 102}, In one example of & PAITInG process, eceiver 102 may share the public

kwmih QRE OF DHNS potmtmi xﬁzs_‘izdmf{ﬁ-} 104 b}*‘;"fmnsm Igitt;in.g;a FIHES &;.a»ig@-.‘tx:s..thf:
potential sender(s) 104 via emast or other messaging, . Onee the sender 104 has the
pablic key of the recipient 102, the sender 104 may bubiate a transfer process pursuant

to the present invention,

FIG. 3 shows a block diag 2T ofa pe.mmn of a w}rﬁte.;ﬂ”} 200 for
asswned iha f ﬂtu, pmnn £ pmwmlembedftbo %<3 jhzzz& fi.iif{:@dy.[b@&ﬁ;;peffiﬁiz_m)ifd.
between the sender 204 and the recetver 202). The system 200 includes a recetver
202, a sender 204 and a receiving financial institation 206 and fusther inchsdes a
okenization service 208 (Le., oken service provider). The tokenization service 208
may be, for example, the MasterCard Digital Enablement Service (“MDES"™) provided

by MasterCard :.rmmmimmii :'ifift'tﬁ(’im?{fﬂ*iimﬁi

.....

token umiil‘i (} ge:nemﬁn gg.and ?igsﬁz;a;iﬁs@g tokens, amumg &-es::-uﬁty-- and- praper mei.-ti‘()f-i’t;;

.....
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of the token service ;mwu;i@r 208 may be taken on b’s a payment ¢ avd issger 112 (8.8,

"r-

.........

> funds via an exasting payment netw mi\ in d closed mthmim}ems the funds tranaler
P s may use the svstern 200 described above (see FIG. 3) and may proceed as
follo The sender 204 interacts with the tokenization service 208 to obtain a token

) remote paymnients {DBRPE mmg}mhic token wsyh as those tssued by the MDES

service. The token sy be stored in a secure element or secure ares of the sender

a transaction amount. The user of the sender devics ?‘EM Interacts w aah &uRer

20 dm rmhgtm z‘mfi‘ftmtlmmwmﬁmmnmmtf’i ﬁni ’wﬁmwﬂt e sw‘pmm

debit az.p&fﬁr‘imﬁ&m;-E&‘Gmﬂ:m‘f{)i’?“*th sender for the transaction amount (‘\tm 325y f':?ifhﬂe::-

%mww;wd iiiiri;t?‘;@gi}thf pairing ;:n-s: CESS, .fift}i. e:iiisiiifi:uz:is&di::safmi}‘ﬁidri;i‘iifeﬁﬁi;ﬁ:; ihw‘: ermxpissd

'-p,;wmr’:m pmkdm includes dam such as: the name of the mup;mt a name or identifier

o
W

of the receiver device 202, thi& fransaction amount, .§¢hi§ft'{§kéﬁ; an éifﬂ:mmmm-ﬂ dute

30 o the receiver 232{‘%& 3 i} e.g,. by comnumica 3 ne via mmni nstant message,

5\35&1 senting & QR code, Bluetooth, Es 8 The receiver 202 receives the

fs.,nw«fptg,d payment data package, confirms the transaction, and transmits the

encrypled payment data package to the recerving ingncial nshiufion 206 assogiated.

..

with receiver 202 {Step 335). The receiving financial fostitution 206 decrypts the
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the transaction and the name of the receiver. The paymen a uthorization mquest is

routed to the tokenization servive 208 based on the token routing information where it

) inwhich the token is to ujx.nﬁfw the m,mai payment credentials assoctated with the

arnout plf%iuf;.za -tmmatztim‘ii’f‘et‘;;.an disclosed embodiments) ﬁtep ’ES{})

:;;m,'ifc;}};sf:;t%;jz_;;h;l‘i_-etf ke» Further, immmmi mstitutions can proy sﬂs; parson-fo-person and

26 mf\t‘-»ntmmidnm mn mim\ M wtmih /O wwﬁ wm‘iwwmg ﬁ"mmrmtw!k\

;iti‘iiwf%.siii‘zf’lfi h;w m:;ymimt -3}*2&9'3{&;{115&-'iﬁfmy';zzgim | hei.. uaed Ta ' :w out & payment instruction,

flht‘ %t,ﬂdfﬂ 885 4 pd\r I'ﬂi-ﬂi ﬁp}}i ik’ﬁhﬁn t‘ Y- 8 ?jl“itdi \};‘gﬁi 105‘{1E‘Ej‘iﬁt@d&’ilﬁﬂdﬁlﬂn@

o
W

app, to create a payment instruction that authorizes the recipient fo debit the senders

aecount for & fransac unn gmount. I‘ he payment ..imﬂ wation may he mkmwed

8
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b" iitiffaf'i;'t}fitﬁmiimi.-.'m&:fitizi-'éznii This may be achicved in dzi\iﬁrmimﬂ’% Emmimpie tha

> transisr bemg imitiate s:I This paring may be dovg m proximity by painng both
devices via, e.g,, NFC, Blustooth, sie. or remotely via an in-app message, smail, ete,

Sonwe ;jzfem:e;s‘e-‘::n'z.ezﬂmdfs of patring may utifize a directory service to connect the sender

and i}:; TEe0e ver,

10 n.,upu.,nt iga;tmasay ;&;zt,.ibﬁfiift an EMVY DSRP transaction for suthorization iin‘m,mh the

MasterCard nctwork via the fffupsem awmrm v bank, using the token am i

mvpm T pwwded by tht, wﬁder Hihe saupmm is Q Consmne?, ihs;, name of the

f““ﬁﬁmv\end * Consuner \m*w Ii the recipient is a merchant, the name of the

i3 g (< ,:3 s, t‘f‘{ i% i‘i%.':tfﬁ‘ i,-“.’: ¢ h“;’: {.r :-. b
15 merchantwili b __1 md. I j}m & .a Fid aui‘mri nii}f;__::h > & u‘m ay witl mstract

from the bank acquiving tm ;mrcham. transaction, the recipient’s gateway ma) 'i,i;ﬁpﬁiﬁéii‘

funds via a "Moneydend” ransactiony o e recipiont’s account. Preferably, the

;;a;asgzza&fmi@:; The a z,nrmﬂ hank m ay ba, wsessed an interchange for every fundma
25 iransachon iim wordd .;ﬂi{m far 'i‘ih'fzfmbun‘; i;«a‘n“i\“m he remunerated foreach

..............

.....

:saf:e::';ﬁtﬁ.ﬁat*'ﬁctmsumefs~.s:sjr'a.5a.laz.i:a;ns;ﬂes:e: Ay m.;;tm,m with a cunndative transaction
30 count greatsy than, e.g., 100 transactions, an da emmz;mtiw doltar amount ;gm:ﬁsii:exi'thzufi,
.., $1000 in & given month, may be considered a business. In disclosed

crbodiments, am.h tkn.fshnid». nmbt, dehmds}n a s.,ou nm~bn,0um; i‘sms

payments for sm-aﬁ .hﬁ;iﬁi;}fiﬁg ex under, .., 100K per year. Above tiiis- t;{}i@'{?,ﬁiﬁifdg

9
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cach business must enter into a direct mqmrmw mh&iwminp in order to participate fx

xmumrd will nm&ﬂ{mu.{,mrm,..m\mum mgmp pma,mwmuum

Xampis, afl consumer payments may zu}uue a cryplogrant,

Consumer 1o business p payments ( .0 \’hIhmuahﬁmtsama»imn

syz;te{xn rijz'f;z_g}: ba 5§ ‘h;nu £63 cimrm mck £ Wh 5 pursuant to the MasterCard roles, bmz

'.mnde cannet char cm haek for *did net auihmim Yo differentiate betwesn

ISHBUSLY (O CONSWmSrs, ;f_f'?i;;;tfmﬁ:mrm:?ez,.ﬁ:x-iza:.fti':'s,g; -pa}ts;wfn;t-'mrd ;:m‘mw%maw%temsdw

used so that: (1)} P 21’*lmmmm‘ﬁm revenue bﬂmmf fht- mwmng mmmé _

......

sale, By HSING ApPwR )mm&. 51 ii}'f;i_;f};mis;, | §E‘hg‘:f;Zléﬁii-.1"ft_&r{;p§5§f§zbi{ij‘;fl‘;yt g};i"f.mﬁm‘;}j:i;;:fj_;:};s;;‘mgrsf-imjiwﬂﬁeﬂ.

payment card systems i p ft}ﬁ;%*?i:déii;

in aemrdﬂi;mc:‘f_m?th am:sigia wble anti-mongy iauﬁdm..m't @ ‘"'kjsﬁmw,x«‘s:n;;_r- mmomw{K\"(}

rc:pudiamd ' 1%3@1-* are as s,uud a5 a‘ii} Mui i S0 aih‘mmg for efficient char S
back PrOCESSER NECRSSALY for P2M payments {s.‘“ﬂ dispuies, non -defivery of services,
elc,).
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network to effect a transfir of funds via a tansaction o {i pavment network. In this

crybodiment, as above, the sender device 204 pairs with the receiver devige 202, The

10 sender device 204 may receive ay _..;uui from the receiver devive 202 o pay the

mupmm “FTheaserof -triwfsfeinde-r“ai-ewfscz-aﬁﬁ;'?;i}::’lz. .zﬁmrmmwiiﬁhﬂ 1ae si"'iitx.'iiﬁztii?%it:'a-; HLILE}&'\

the amder for the transaction amowst. The payment pm.ka Xe 18 emr}rpwd using the

unique public key of the reveiver 202 which was received during the pairing ;pr;:mess '

I this embodiment, (e sender 204 bansnuiis or provides the enc ptedf
payment package to a payorents server, e g., a PAP/PIM sorver 208, without having

20 the pavment package pass through the re er 202, s, by {:‘:fu’.:smmts‘:ﬁzimtii:;i-s:a “'s.;»f'ia en:t;e%fifi

The P2PP2M server 209 receives the encrvpted pwrmm daia paakag -md:dﬁaﬁ}ﬁpi&:ii

d pure hase transaction on a

LA
hady
e
2
!‘1
-7
%
F‘.d'
~.3
@
o
*I.n'
vy
ewwrnt,,
i,
ﬁ'
1
ey
_
’L
l..-'"’
J’é
proie
e
(’3
ﬁ
'L‘u
ot
73
e
r’n
»
o
=
S‘y
»f’
?—‘w‘
&
ey
0]
ﬂ.‘
¥
”"’5
.f_.n!;-f

.........

ktandnd;:imme,mdutimmmun iugumt ;f%'eerf ansmission 10 2 pmmnt n,,_mm 106

\U{*h as *iilw . _'Bzaﬂkae‘t ‘:;n.eiw(}:;‘zk..:@;:a;ﬁraiﬁgd: by M?&sw{iﬂmi-i.i?mermi’?iii}ﬂ:ai ?Eimﬁrpﬁmmé;..

..........

il



cA 03011012 2018-07-10

WO 2017/123601 PCT/US2017/012964

o
W

LA

Y

completed as a normial payment ransaction, resalting i the account of the receiver

debited by that amownt {or an amount plus & transsetion fee in disclosed

the tokenized primary account buntber of the receiver (R.DPAN). The receiver

embodiments).

FIGS. 6A and 6B depict 1 message flow for generating and sending

.......

gccordance with diglial secure remote payments {DSRP) (Step 3a), The payment

tokenization service returns the sender’s PAN (Step 3¢y,

As shown in Fig. 68, the payment network sends a funding

to the PIP/P2M server (Step de). The P2R/PIM server sends & payment authorization.

using the

ender’s tokenized PAN (Step Sa). The payment network detokentees the

7

reveiver’s bank (Step 6a) and recgives an approval {(Step 6by). Refereing again o FIG,

HA, notifications may ther be sent to the recetver device (Step 7a) and sender device

{7h).

..............

of fmds via a travsaction card payment

12
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.d;is.phm A i nput it 4 ;reitiﬁ.i,'v;érk"ifr&;nSaﬁti‘iﬁiitﬁr-,,_. and the hke. Adso, the network interface

5 N} may also be i’t,fumd 10 a8 § tragsmitier, a ;’e,u,wet . a transmitter, andd m* the hiu,

The network inderface 510 mm fransmil and receive data over g nig tvs:ﬁfk such as the

may inchude one or more processing 'd;t-‘:sg-:imgfzaeh mdudsm OIS OF ROTE Proeess sing

'!-vn

cores. o some cmmpk&, ihx-pm- easor 320 18 a multicore pu} LEJOT Or & phlmi;w ot

........

_:Asﬁ;;u-js.isdf;%h.e;:e&‘i;s_;:;mgi‘ii'nx:tiiws'-;;;f;;pp;:m:};}d,g;iifagizmg..?th;;:-{ﬁs s “hransaction cand

account™ and “payment card account” include & credit card acconnt, a deposit account

'l

that the account holder ma Y ace ssmmgd debit thﬁ@ i—i_pr'ﬁ:pzsid card accoun L._ig@mﬂ ¥

tmnm;mtmn Litd\iﬂ,ha%d ua,,d;tmdd dd'utm;d - apmpuduzdﬁ dmg: 'Ldid{i

nmmbu shi 35;1 mnﬂ a rm‘mmﬁ.mm'ii -ﬂ'ﬁi’?ﬁ..-'z-ii;.--f.t-‘i’fmliiii‘fifi;t -ﬁf&fmf- card, an ¢ie’ﬁfmfiffiit:‘r:ai;i;m--mrdn_‘; A

aceount, bemi\ acoount, cradit account, ;-.imi ‘the like, M&f&(ﬁhu example, the terms

may refer to any other device or media that may hold payment account information,

such as mc«bﬂe phf:smsh &m&amp’honw., km s‘ob::,., computers, and the li\t,.. The

transaction card can be used as a ywethod of payyoent for perfonming a transaction.

i3
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assembly/machine language.

The above deseriptions and {lustrations of processes herein should not

10 beconsidered to imply a fixed order for performing the provess steps. Rather, the

speciiic esemplary embodiments, i should be understood that various changes,

claims,
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WHATIS CLAMED I

a transfer of funds via a transaction L{ﬁ‘d pay ment network between s gceount
S maseciated with the sender devies and an account associated with a receiver devi um

s\muem the sender -;:ls:ws.e x:h»., re n er devi e . and tht: wumm mmmach h&ﬂm%‘é 3

processor and a cominunication network interfce, the method wmpnwno*

gener ating at the sender dovice paty vonent data messag e compr iSing p-‘s‘f‘iimaw-

account rmmhu i dokenized for 1, ui the scoount associated with the i*s device

10 ;*‘-md a transaction amount, the pavinenl data messiage bun& enerypted mth # puabh

,,,,,

ir.;:z.m,z}tn_lmw the gmvm&nt data message to the receiving server v ia the
communication network interfaces of at least the sender device and the rece mﬂ
server, the reeeiving server having a private key of the receiver device corres m{ndiim

generating, by the recerving server, a payment authonzation fow processing by

the {rapsaction card payment network based at least in part on the primary account.

number, in detokenized form, i}f?iﬁﬁfﬁ.ﬁ.;&wmmt associated with the sender device, ths,,

2 “The method of clatm 1, wherein the pavment authovization results ina

associated with the receiver device.

“The method of claim i, whereln the lmmmmmg, y of the p&\*illﬁ*ﬁ’i duta

o
AT
foad

message comprises sending the payment data ms;:wag}; to the receiver device and

el

forwarding the payment data me SRRARS fran the receiver device to the m:mwmg servern

4. 'tThe method of claum 3, wheren the receiving server is operated by

financial institution which provides the account associsted with the recegiver .rs:i:-.i':‘-*;*‘i-@f&
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ff‘{}

L

5. The method of S..L}il“i} . wha rein the trmsmmnw f:rf the payment data

NISSSALES COMPIISes mndm‘i i3 the pavment data message to the vec v ing server without

passing tuwough the receiver device.

devi e, via the conunenication network interface a\i"thm SE 1&61‘ device puhi T kw of

'R The method of claim i, mnhez c:umpmmg regeiv ing at the sender

device, via the conununication network interface of the sender device, a payment
request from the recerver devige.

3. The method of claim 1, wherein the primary account number 18 stored

on the sender device by a dss.,ztai wallet,

G, “The method of claim 1, wherein the -mncmﬁnﬂ of the payment
authorization u;ﬁmpmw.e}s addm ¢ a transaction description which inclades « recipient

name assoviated with the receiver device,

10, A receiving server for receiving pwmmi data messages generated by a

transaction card pay raeni betwork between s account i *gfi'-ﬁitﬁdgw:ith*-iiiti'at‘.-?rz:‘:'imtsdm?

deam and an account associated with 4 receiver device, .ﬂw:mwmgr S

,,,,,,

coipnuiication nebwo i\. interface, w 319;:1‘“] i the payviment data m :ge: .::m;:wises.a

primary account mumber, it tokenized form, of the account associated with the sender

device and s transaction amount, the payment data message being encrypted with the

public key of the rec eiver device:

id
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LA

:.:.:.y
L

mmmima vpmmn:z;mr}mm-t:i;a;m;ﬁnar; p.r.a; essing by the transaction card

-mm@rk.

1. ihe mmmnﬂ ‘s tver of olaim 10, whereinthe p;mmm authorization

results in a debit to the socount assoeisted with the sender device and a oredit 1o the

received from the sender devics and passe thngh;ﬁﬁm receivel dﬁ.‘sm:..
13, The receiving server of chun 12, wherein the receiving server 18

operated by a financial institation which mmzs;imiku_ammasma_smimﬁum

recetver device,

4. The recerving server of olavm 18, whersu the paywent data message s
received from the sender device without passing through the recetver device
15 ?"h receiving serves da‘:m 10, w lmem the g emmtmﬁ e:si the

-rwsspimiz name assogiated W;.tis"-lzi.lfﬁrmcﬁwﬁr device.
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