WO 2006/0488240 A1 || 0000000 0 00 T 00 0 A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
11 May 2006 (11.05.2006)

2| ) R
2} |0 0O 0 0O OO

(10) International Publication Number

WO 2006/048840 Al

(51) International Patent Classification:

AGIB 5/00 (2006.01) GOGF 19/00 (2006.01)
AGIB 5/0205 (2006.01) GOGF 17/00 (2006.01)
A61B 5/117 (2006.01) GOGK 9/00 (2006.01)
AGIN 1/08 (2006.01)

(21) International Application Number:

PCT/IB2005/053612

(22) International Filing Date:
4 November 2005 (04.11.2005)

English
English

(25) Filing Language:

(26) Publication Language:

(30) Priority Data:
60/625,935 8 November 2004 (08.11.2004) US

(71) Applicant (for all designated States except US): KONIN-
KLIJKE PHILIPS ELECTRONICS, N.V. [NL/NL];
Groenewoudseweg 1, NL-5621 BA Eindhoven (NL).

(71) Applicant (for AE only): U.S. PHILIPS CORPORA-

TION [US/US]J; 1251 Avenue of the Americas, New York,
NY 10020 (US).

(72)
(75)

(74)

(81)

Inventors; and

Inventors/Applicants (for US only): BALDUS, Heribert
[DE/DE]; Weisshausstr. 2, 52066 Aachen (DE). FALCK,
Thomas [DE/DE]; Weisshausstr. 2, 52066 Aachen (DE).
KLABUNDE, Karin [DE/DE]; Weisshausstr. 2, 52066
Aachen (DE). SANCHEZ, David, Sanchez [ES/DE];
Aretzstrasse 53, 52070 Aachen (DE).

Common Representative: KONINKLIJKE PHILIPS
ELECTRONICS, N.V.; c/o LUNDIN, Thomas, M., 595
Miner Road, Cleveland, OH 44143 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ,BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, L.C, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, 7M, ZW.

[Continued on next page]

(54) Title: SAFE IDENTIFICATION AND ASSOCIATION OF WIRELESS SENSORS

34

36

(57) Abstract: A wireless sensor network
for wirelessly monitoring a medical subject
includes a plurality of sensor nodes (22,
24, 26, 122, 124, 126). Each sensor node
includes a wireless transceiver (46) for
sending and receiving wireless messages,
a sensor (40, 42, 130, 132, 140, 142)
monitoring a characteristic of the medical
subject, and a processor (50). The processor
is programmed to at least perform an
authentication method including: 6]
acquiring sensor data via the sensor for
a predetermined time (76) responsive to
receiving a wireless trigger message; (ii)
storing an association code (60, 150, 152,
160, 162) computed from the acquired
sensor data; and (iii) authenticating a
subsequently received wireless message
containing an association code tag by
comparing the association code tag with
the stored association code. The processor
further attaches the stored association code
as the association code tag in messages sent
to other sensors.



WO 2006/048840 A1l

0 0 000 00O

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
7ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, SI, SK, TR), OAPI (BF, BJ, CE, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:

—  as to applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(ii))

Published:
—  with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.



10

15

20

25

30

WO 2006/048840 PCT/IB2005/053612

SAFE IDENTIFICATION AND ASSOCIATION OF WIRELESS SENSORS

DESCRIPTION

The following relates to the medical monitoring arts. It finds particular application
in wireless autonomous sensor networks, and will be described with particular reference
thereto. More generally, it finds application in wireless medical sensors and in wireless
monitoring of medical patients.

A patient admitted to a hospital typically arrives at a hospital emergency room,
where the patient is connected with various vital signs monitoring sensors, such as an
electrocardiographic (ECG) sensor, a blood pressure sensor, a blood oxygen saturation
(Sa0,) sensor, and so forth. These vital signs are monitored by emergency room personnel
and are used to diagnose the patient's condition and determine whether the patient should
be admitted and, if so, into which medical unit the patient should be directed (such as the
intensive care unit, cardiac care unit, respiratory care unit, general admittance; or so forth).

The patient is then transferred from the emergency room to the appropriate medical
care unit or other hospital area. This typically entails disconnecting the vital signs
monitoring sensors, transporting the patient to the new location, and connecting the patient
to a new set of vital signs monitoring sensors. During the move, the patient may be left
unmonitored by any electronic sensors. Also, there may be a delay in communicating the
vital signs monitoring records acquired in the emergency room to the new location or,
worse yet, the monitoring records from the emergency room may be lost. If the patient was
medicated or otherwise treated while in the emergency room, comparison of recorded vital
signs acquired in the emergency room before medication or treatment with the patient's
current vital signs monitored at the mew location can be useful in assessing the
effectiveness of the medication or treatment.

These problems associated with transporting the patient from the emergency room
to a medical unit are repeated each time the patient is moved. Electronic patient monitoring
is interrupted each time the patient is transported to a testing facility, a step-down unit, a
general care wing of the hospital, or other location.

To provide uninterrupted electronic patient monitoring, even during patient
transport, there is interest in developing robust wireless autonomous sensor networks,

which include a plurality of "smart" wireless sensors having the capability to operate and
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to store sensor data even when not connected with a monitoring station. Accordingly, the
wireless autonomous sensor network remains connected to the patient during patient
transport and continues to collect and store sensor data. When the patient arrives at a new
location, the autonomous sensor network wirelessly connects with a local monitoring
station through which the current output of the sensors, and optionally also the stored
sensors data, can be accessed.

One difficulty in developing a robust wireless autonomous sensor networks is the
sensors association problem. A hospital or other medical facility typically has a large
number of patients. When a patient is monitored by a wireless autonomous sensor network,
all sensors for that patient should associate together to define an autonomous network
without inadvertently associating with sensors monitoring other patients.

One way to address the association problem is to use very short range wireless
communication between the sensors, so that any nearby sensors that are monitoring other
patients are out of range. However, this approach is usually not feasible or reliable,
because in certain situations monitored patients may be brought quite close together. For
example, two monitored patients may be in the same hospital room, in adjacent beds in the
emergency room unit, or so forth.

In other approaches, sensors are designated as belonging to a specific sensor
network by electronically tagging each sensor of the network. For example, each sensor of
the network can be assigned a common network identification number. When the sensors
communicate amongst one another, the network identification number is tagged to the
communication to verify that it is a communication of the network. This approach has the
disadvantage of generally requiring manual intervention to assign the network
identification numbers. Additionally, the approach can be prone to errors, for example if
the same network identification number is assigned to two nearby networks, or if medical
personnel inadvertently forget to re-assign the sensors when they are placed onto a new
patient.

The following contemplates improved apparatuses and methods that overcome the

aforementioned limitations and others.
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According to one aspect, a wireless sensor network is disclosed for wirelessly
monitoring a medical subject. The wireless sensor network includes a plurality of sensor
nodes. Each sensor node includes a wireless transceiver for sending and receiving wireless
messages, a sensor monitoring a characteristic of the medical subject, and a processor. The
processor is programmed to at least perform an authentication method including: @)
acquiring patient vital sign data via the sensor for a predetermined time responsive to
receiving a wireless trigger message; (ii) storing an association code computed from the
acquired sensor data; and (iii) authenticating a subsequently received wireless message
containing an association code tag by comparing the association code tag with the stored
association code.

According to another aspect, a wireless sensor network method is provided, which
is performed by a plurality of sensor nodes wirelessly monitoring a medical subject. The
wireless sensor network method includes performing at each sensor node an authentication
process including: (i) acquiring sensor data pertaining to a characteristic of the medical
subject for a predetermined time responsive to a receiving wireless trigger message; (i)
storing an association code computed from the acquired sensor data; and (i)
authenticating a subsequently received wireless message containing an association code tag
by comparing the association code tag with the stored association code.

One advantage resides in providing a robust wireless autonomous sensor network
for medical monitoring.

Another advantage resides in substantially reduced likelihood of cross-talk between
sensor networks of nearby patients.

Yet another advantage resides in enabling rapid addition and removal of sensors
from an autonomous sensor network without requiring manual identification of the added
sensor and without substantial disruption of operation of the sensor network.

Numerous additional advantages and benefits will become apparent to those of

ordinary skill in the art upon reading the following detailed description.

The invention may take form in various components and arrangements of

components, and in various process operations and arrangements of process operations.
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The drawings are only for the purpose of illustrating preferred embodiments and are not to
be construed as limiting the invention.

FIGURE 1 illustrates an example medical monitoring situation employing a
wireless autonomous sensor network.

FIGURE 2 diagrammatically illustrates one of the wireless sensor nodes of the
wireless autonomous sensor network of FIGURE 1.

FIGURE 3 flowcharts a process that executes substantially simultaneously on each
of the wireless sensor nodes of the wireless autonomous sensor network of FIGURE 1 to
perform coordinated creation or updating of the association code.

FIGURE 4 flowcharts a message authentication process that executes on a wireless
sensor node of the wireless autonomous sensor network of FIGURE 1 when the sensor
node receives a wireless message.

FIGURE 5 diagrammatically illustrates a sensor network including three sensor

nodes, one of which provides message relaying between the other two sensor nodes.

With reference to FIGURE 1, a medical patient 10 is lying on a bed 12. The
illustrated patient 10 is receiving fluid intravenously from an intravenous fluid reservoir 14
controlled by an intravenous. flow monitor 16. This intravenous fluid treatment is an
illustrative example; in general, the patient 10 could be receiving additional or other
treatment, could be receiving medication e.g. from an automated dispenser such as a’
perfusion pump, or could be undergoing no treatment or medication whatsoever.

The patient 10 is monitored by a wireless sensor network 20 which in the illustrated
embodiment includes three sensor nodes 22, 24, 26. More generally, the sensor network
can include substantially any number of sensor nodes. The sensors 22, 24, 26 wirelessly
communicate with an external monitor 30. In the illustrated embodiment the external
monitor 30 is mounted on the ceiling (not shown) by an articulated mounting arm 32, and
is displaying: (i) electrocardiographic (ECG) data 34; and (if) blood oxygen saturation
(Sa0,) data 36, both received from the sensor network 20. In general, each sensor node 22,
24, 26 includes one or more sensors for monitoring one or more vital signs or other patient
characteristics, such as ECG, Sa0,, heart rate, respiratory rate, respiratory cycle, blood

pressure, brain waves, or so forth.



10

15

20

25

30

WO 2006/048840 PCT/IB2005/053612

With continuing reference to FIGURE 1 and with further reference to FIGURE 2
which diagrammatically shows the illustrative wireless sensor node 22, each sensor node
22, 24, 26 includes one or more sensors, such as the illustrative ECG sensor 40 and the
illustrative SaQ, sensor 42 of the sensor node 22, and further includes a power supply,
such as the illustrative power supply 44 of the sensor node 22, and a wireless transceiver
46. The power supply 44 can be a rechargeable battery, storage capacitor, or other
rechargeable power source, or can be a disposable battery. In some rechargeable power
supply embodiments, the power supply 44 is wirelessly recharged, for example by
exposure to infrared or radio frequency radiation. In other rechargeable power supply
embodiments, the power supply 44 is recharged by connecting it with a battery charger. In
view of the typically limited available on-board power, the wireless transceiver 46 is
typically a low power, short range radio frequency transmitter that also includes radio
frequency receive capability. Higher power, longer range transceivers are also
contemplated, however.

In some preferred embodiments, the wireless sensor network 20 is an autonomous
wireless sensor network in which the sensor nodes 22, 24, 26 communicate amongst one
another and operate autonomously even in the absence of a wireless connection to the
external monitor 30 or another external device. To enable autonomous monitoring, the
sensor node 22 further includes a digital processor 50 and a non-volatile memory 52. A
portion of the non-volatile memory 52 is allocated to storing software 54 that is executable
by the digital processor 50. In some embodiments, the portion of memory storing the
software 54 is read-only. In other embodiments the software is stored in read/write
memory and can be updated by uploading new program code into the memory 52, for
example by wirelessly receiving software updates via the wireless transceiver 46.

A portion 56 of the non-volatile memory 52 is allocated to storing sensor data.
Accordingly, since the sensor node 22 includes data memory and digital processing
capability, it can operate autonomously to acquire data even during intervals in which the
wireless sensor network 20 is disconnected from the external monitor 30. Moreover, while
only the sensor node 22 is illustrated in detail, it is to be appreciated that other sensor
nodes 24, 26 of the autonomous wireless sensor network 20 similarly include one or more
sensors, an internal power supply or power storage, a wireless transceiver, and digital

processing and data storage capacity, and thus can operate autonomously. Moreover, in
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some embodiments the sensor nodes 22, 24, 26 operate cooperatively in a distributed
computing mode by exchanging wireless messages. Thus, the autonomous wireless sensor
network 20 can perform relatively complex operations, especially as the number of sensor
nodes in the sensor network increases.

The sensors 22, 24, 26 of the sensor network 20 authenticate wireless
communications amongst one another through the use of an association code that is tagged
to the messages. As shown in FIGURE 2 for the illustrative sensor 22, the association code
60 is suitably stored in an allocated portion of the non-volatile memory 52. The association
code 60 is generated using a sensor that is common to all the sensor nodes 22, 24, 26. For
example, if all the sensor nodes 22, 24, 26 include the ECG sensor 40, then the ECG signal
can be used as a monitored characteristic of the medical subject 10 suitable for
constructing the association code 60.

The processor 50 is programmed to generate the association code 60 using a
method 70 flowcharted in FIGURE 3. The method 70 is performed substantially
simultaneously by each of the sensor nodes 22, 24, 26. One of the sensor nodes 22, 24, 26
triggers an association code update in a process operation 72 by wirelessly transmitting an
association code update request. Typically, an update request will be made when the sensor

nodes 22, 24, 26 are first connected to the patient 10. The triggering operation 72 can also

. be triggered by a new sensor node that is added to the sensor network 20, or when one of

the sensor nodes 22, 24, 26 detects removal of another sensor node from the network or
other transmission failures or abnormalities. In some embodiments, the association code
update process 70 is initiated periodically to ensure robust continued association of the
sensor nodes 22, 24, 26 defining the sensor network 20.

Responsive to the triggering operation 72, each sensor node acquires sensor data of
the commonly monitored characteristic, such as the example ECG characteristic, in a
process operation 74 for an acquisition time interval 76. The acquisition time interval
should be long enough to produce an acquired sensor data set that is uniquely attributable
to the monitored medical subject 10. For the example ECG characteristic, the acquisition
time interval 76 generally should span several heartbeats, that is, should be a few seconds
or more. If another characteristic having a shorter or longer typical time response is

employed, then the acquisition time interval 76 can be made correspondingly shorter or
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longer. Typically, the acquisition time interval 76 is either embedded in the software 54, or
is included in the triggering message received in the triggering operation 72.

At each node 22, 24, 26, the association code 60 is generated from the acquired
sensor data in a process operation 78. The association code 60 should be generated by
processing the acquired sensor data to substantially suppress aspects of the sensor data that
strongly depend upon the specific location or attachment of the sensor on the patient 10.
Considering the example ECG characteristic, the amplitude of the electrocardiographic
signal typically depends strongly upon where the sensor is placed and how well it is
attached to the patient 10. Moreover, the ECG signal may have a substantial time delay
depending upon where the sensor is placed. On the other hand, the general shape and
periodicity (i.e., heart rate) of the ECG signal is typically substantially the same regardless
of the location or attachment of the ECG sensor.

The acquired sensor data is typically a set of samples spanning the acquisition time
interval 76. In one process for computing the association code 60 from the acquired sensor
data, the set of sensor data samples are sub-sampled and amplitude-normalized to produce
the association code 60. In another process for computing the association code 60, the set
of sensor data samples are amplitude-normalized and Fourier transformed. As will be seen
when corresponding message authentication processes are described, these example
authentication codes are effective for producing an association code that uniquely identifies
the patient 10 when the acquired sensor data is an ECG or other characteristic having a
location-independent shape but location dependent amplitude and/or time lag.

Once the association code 60 is generated, it is stored in the memory 52.
Subsequently, whenever a sensor node wirelessly transmits a message intended to be
received by another sensor node or plurality of sensor nodes of the network 20, it attaches
the stored association code 60 with the message as an association code tag, and wirelessly
sends the message with the attached association code tag. At the receiving sensor node, the
association code tag contained in the wirelessly received message is compared with the
association code stored at the receiving sensor node in order to authenticate the message.

With reference to FIGURE 4, a suitable example message authentication process 80
performed by the receiving sensor node is described. The authentication process 80
employs the example sub-sampled and amplitude-normalized association code 60. The

sensor node receives a wireless message containing an association code tag in a process

- 7 -



10

15

20

25

30

WO 2006/048840 PCT/IB2005/053612

operation 82. The association code tag of the received message is correlated with the stored
authentication code 60 using a suitable correlation. One suitable correlation function R[n]

1s:
R[n] = 1\fiA.C.[i] -A.C.tag[n+i] , 0<n<(2M-1) (1),

where: A.C. is the stored association code 60 consisting of M sub-samples, A.C. tag is the
association code tag of the received message which also consists of M sub-samples, the
index i indexes the sub-samples, and the index n indexes the points of the correlation
function R[n]. A correlation peak detection operation 86 detects the peak or maximum
value of the correlation, such as the largest value of R[n] for the example Equation (1). At
a given index n, the correlation R[n] corresponds to the integrated product of the
association code 60 and the association code tag of the received message computed after
shifting the association code tag by n data points. Accordingly, a relative time lead or lag
of the acquired sensor data between the sending and receiving sensor nodes will merely
result in a shift of the correlation peak position, but will generally not change the amplitude
of the correlation peak.

Thus, any time lead or lag of the ECG or other characteristic used to construct the
association code generally has little or no effect on the output of the correlation peak
detection operation 86. Amplitude variations between the sending and receiving sensor
nodes were previously accounted for by amplitude normalization in the example
association code. Accordingly, the output of the correlation peak detection operation 86 is
substantially independent of amplitude and time shift variations between the sending and
receiving sensor nodes, and so the output of the correlation peak detection operation 86 is
suitably compared with an association threshold 90 in a comparison operation 92 to
authenticate the received message (that is, to decide whether or not the received message is
from one of the sensor nodes of the sensor network 20). If the comparison operation 92
authenticates the message, then the message is processed in a processing operation 94. For
example, if the message is a command, it is executed by the receiving sensor node; if the
message is data it is stored or otherwise utilized by the receiving sensor node. If the

comparison operation 92 fails to authenticate the message, then an error message is
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optionally wirelessly sent in an error operation 96. In some embodiments employing an
ECG characteristic that is normalized and sub-sampled to generate the association code 60,
and which further employ a correlation comparison, the threshold 90 for authentication is
typically between about 95% to 98% correlation.

In embodiments in which the authorization code 60 is computed by
amplitude-normalizing and Fourier transforming the acquired sensor data, the correlation
operation 84 is suitably replaced by a multiplicative combination of the association code
60 and the association code tag. For example, the set of sensor data samples can be
amplitude-normalized and processed by a fast Fourier transform (FFT) to produce a
plurality of Fourier frequency data points defining the association code 60. The correlation
operation 84 is then suitably replaced by a pointwise multiplying of corresponding
frequency values of the association code 60 and the association code tag of the message,
and the peak detector 86 identifies the largest Fourier frequency amplitude. For a periodic
characteristic such as the ECG signal, the largest Fourier frequency amplitude occurs at
about the pulse rate frequency. Using this approach the output of the peak detector 86 is
again substantially unaffected by amplitude differences or time shift between the acquired
sensor data of the sending and receiving sensor nodes used in constructing the association
code at each sensor node.

All of the sensor nodes 22, 24, 26 of the sensor network 20 monitor a common
characteristic of the patient 10, such as the ECG. In some sensor networks, however, there
may be no single characteristic which is monitored by all the sensor nodes of the network.
In some such situations, the disclosed association approach can be extended by using a
sensor node that monitors two different characteristics to relay messages between a first
group of sensor nodes having sensors that monitor the first characteristic but not the second
characteristic and a second group of sensor nodes having sensors that monitor the second
characteristic but not the first characteristic.

With reference to FIGURE 5, an example of such a relay approach is described. A
sensor network 120 includes sensor nodes 122, 124, 126 all monitoring a single medical
subject. The sensor nodes 122, 124 have sensors 130, 132, respectively, that monitor a
characteristic "x" of the medical subject. The sensor nodes 124, 126 have sensors 140, 142,
respectively, that monitor a characteristic "y" of the medical subject. The sensor node 122

also includes a sensor 146 that monitors a characteristic "z" of the medical subject. The
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monitored characteristics "x" and "y" are used in authenticated message relaying between
the sensor nodes 122, 126.

Although there is no single characteristic that is monitored by all three sensor nodes
122, 124, 126, the sensor node 124 can serve as a relay node for the sensor network 120,
because it monitors at least one characteristic in common with each of the other sensor
nodes 122, 126. In the illustrated example, the sensor nodes 122, 124 each generate an
association code designated "A.C.(x)" in accordance with the process 70 of FIGURE 3
using the characteristic "x". One "A.C.(x)" association code 150 is computed and stored on
the sensor node 122, and another "A.C.(x)" association code 152 is computed and stored on
the sensor node 124. Thus, the sensor nodes 122, 124 can perform message authentication
between each other using the "A.C.(x)" association code. Similarly, the sensor nodes 124,
126 each generate an association code designated "A.C.(y)" in accordance with the process
70 of FIGURE 3 using the characteristic "y". One "A.C.(y)" association code 160 is
computed and stored on the sensor node 124, and another "A.C.(y)" association code 162 is
computed and stored on the sensor node 126. Thus, the sensor nodes 124, 126 can perform
message authentication between each other using the "A.C.(y)" association code. When
using a relay node, the type of association code must be communicated or known to the
sensors involved in the relay. In one approach, an indication of the type of characteristic
from which the association code is transmitted along with the association code. For
example, a one-byte identifier can be generated that characterizes the type of derived
association code, and this identifier can then be transmitted together with the association
code. In another approach, each sensor can maintain a list or table of the association code
types of all other sensors.

Moreover, the sensor node 124 can relay messages from the sensor node 122 to the
sensor node 126. To do so, the sensor node 124 receives and authenticates a message from
the sensor node 122 in the usual way, for example in accordance with the method 80 of
FIGURE 4. Once authenticated, the sensor node 124 modifies the received message by
replacing the "A.C.(x)" association code tag of the message with the "A.C.(y)" association
code 160 stored on the sensor node 124, and wirelessly sends the modified message. At the
sensor node 126, authentication of the message originally sent by the sensor node 122 fails
since the association code and the association code tag of the message employ different

characteristics "x" and "y". However, the modified message sent by the relay sensor node
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124 is received and successfully authenticated by the sensor node 126, since in the case of
the modified message both the association code and the association code tag of the
modified message employ the same characteristic "y". In similar fashion, a message sent
by the sensor node 126 using the association code "A.C.(y)" 162 fails authentication at the
sensor node 122; however, it is successfully authenticated at the relay sensor node 124
using the association code "A.C.(y)" 160 stored at the relay sensor node 124. The message
is then modified at the relay sensor node 124 by replacing the "A.C.(y)" association code
tag with the association code "A.C.(x)" 152 and the modified message is sent, received and
authenticated at the sensor node 122.

The described relaying can readily be extended to more than three sensor nodes,
and in some embodiments there may be more than one relay sensor node to provide
relaying between different groups of sensor nodes that authenticate based on different
characteristics of the medical subject. For example, if additional sensor nodes are added
which monitor only characteristic "z", then the sensor node 122 can be adapted to relay
messages to those nodes by computing an association code "A.C.(z)" (not shown in
FIGURE 5). Messages tagged with "A.C.(x)" would be relayed by the adapted sensor node
122 by replacing the "A.C.(x)" tag with the "A.C.(z)" association code and sending the
modified message. Messages tagged with "A.C.(z)" would be relayed by the adapted
sensor node 122 by replacing the "A.C.(2)" tag with the "A.C.(x)" association code and
sending the modified message.

In the sensor network 120, the relay sensor node 124 performs the specialized task
of relaying messages between sensor nodes or groups of sensor nodes that do not monitor
common characteristics of the medical subject. Similarly, certain nodes of the sensor
network 120 can be designated to perform other specialized tasks. For example, the sensor
node 124 may also collect and send sensor data from all three sensor nodes 122, 124, 126
to the external monitor 30. In other embodiments, the sensor nodes of a sensor network
define a distributed computing structure having no particular specialized sensor nodes.
Alternatively, the vital sign-based association code can be combined with non-vital
sign-based encoding such as a department code, a procedure code, a time stamp, other
fixed or variable identification codes, and the like.

The invention has been described with reference to the preferred embodiments.

Obviously, modifications and alterations will occur to others upon reading and
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understanding the preceding detailed description. It is intended that the invention be
construed as including all such modifications and alterations insofar as they come within

the scope of the appended claims or the equivalents thereof.
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CLAIMS

Having described the preferred embodiments, the invention is now claimed to be:

1. A wireless sensor network for wirelessly monitoring a medical subject, the
wireless sensor network comprising:

a plurality of sensor nodes (22, 24, 26, 122, 124, 126), each sensor node including a
wireless transceiver (46) for sending and receiving wireless messages, a sensor (40, 42,
130, 132, 140, 142) monitoring a characteristic of the medical subject, and a processor (50)
programmed to at least perform an authentication method including:

(i) acquiring sensor data via the sensor for a predetermined time (76)
responsive to receiving a wireless trigger message,

(i) storing an association code (60, 150, 152, 160, 162) computed
from the acquired sensor data, and

(iii) authenticating a subsequently received wireless message
containing an association code tag by comparing the association code tag

with the stored association code.

2. The wireless sensor network as set forth in claim 1, wherein the processor is
further programmed to perform a wireless message sending method including:
attaching the stored association code (60, 150, 152, 160, 162) with a
message as an association code tag, and
wirelessly sending the message including the attached association
code tag,
at least one other sensor node (22, 24, 26, 122, 124, 126) receiving the wirelessly sent
message including the attached association code tag and performing the authenticating (iii)

to authenticate the received message including the attached association code tag.

3. The wireless sensor network as set forth in claim 1, wherein the association code
(60, 150, 152, 160, 162) includes a data set derived from the acquired sensor data, and the
authenticating includes:

computing a correlation of the association code and the association code tag; and

comparing the correlation with a predetermined authentication standard (90).

- 13 -



WO 2006/048840 PCT/IB2005/053612

4. The wireless sensor network as set forth in claim 3, wherein the comparing
includes:
determining a peak of the correlation; and

comparing the peak with an authentication peak threshold (90).

5. The wireless sensor network as set forth in claim 1, wherein the computing of
the association code (60, 150, 152, 160, 162) from the acquired sensor data includes
Fourier transforming the acquired sensor data, and the authenticating includes:

computing a multiplicative combination of the association code and the association
code tag; and

comparing the multiplicative combination with a predetermined authentication

standard.

6. The wireless sensor network as set forth in claim 1, wherein the computing of
the association code (60, 150, 152, 160, 162) from the acquired sensor data includes
Fourier transforming the acquired sensor data, and the authenticating includes:

pointwise multiplying Fourier frequencies of the association code and the
association code tag to produce a pointwise product data set;

determining a peak of the pointwise product data set; and

comparing the peak with an authentication peak threshold.

7. The wireless sensor network as set forth in claim 1, wherein (i) the acquired
sensor data includes a set of samples spanning the predetermined time (76), and (ii) the
association code (60, 150, 152, 160, 162) includes a plurality of data points computed from

the set of samples.

8. The wireless sensor network as set forth in claim 7, wherein the plurality of data

points are computed by amplitude-normalizing the set of samples.

9. The wireless sensor network as set forth in claim 7, wherein the plurality of data

points are computed by sub-sampling the set of samples.
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10. The wireless sensor network as set forth in claim 7, wherein the plurality of

data points are computed by Fourier transforming the set of samples.

11. The wireless sensor network as set forth in claim 1, wherein:

at least a first sensor node (122) of the plurality of sensor nodes include a sensor
(130) monitoring a first characteristic of the medical subject but does not include a sensor
monitoring a second characteristic of the medical subject, the authentication method of the
first sensor node employing the sensor monitoring the first characteristic;

at least a second sensor node (126) of the plurality of sensor nodes include a sensor
(142) monitoring the second characteristic of the medical subject but does not include a
sensor monitoring the first characteristic of the medical subject, the authentication method
of the second sensor node employing the sensor monitoring the second characteristic, and

at least a third sensor node (124) of the plurality of sensor nodes includes sensors
(132, 140) monitoring both the first and second characteristics of the medical patient, the
processor of the third sensor node being programmed to perform the authentication method
to generate first and second stored association codes (152, 160) corresponding to the first
and second characteristics and further performing a message relay method including:

(iv) subsequent to authenticating a received wireless message
containing an association code 'tag corresponding to one of the stored first
association vcode (152) and the stored second association code (160),
modifying the message by replacing the tag with the other of the first
association code (152) and the second association code (160), and

(v) wirelessly sending the modified message.

12. The wireless sensor network as set forth in claim 1, wherein the plurality of
sensor nodes (22, 24, 26, 122, 124, 126) define an autonomous wireless sensor network
that autonomously: (i) acquires and stores sensor data pertaining to a plurality of
characteristics of the medical subject, and (ii) wirelessly transmits the stored sensor data to

an external device (30).

13. The wireless sensor network as set forth in claim 1, wherein at least one of the

plurality of sensor nodes (22, 24, 26, 122, 124, 126) includes:
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a data memory (56) storing sensor data pertaining to the monitoring of the
characteristic of the medical subject, the processor (50) being further programmed to
perform a data dump method including;:

constructing a data message containing stored sensor data pertaining
to the monitoring of the characteristic of the medical subject,

attaching the stored association code (60, 150, 152, 160, 162) with
the data message as an association code tag, and

wirelessly sending the data message with the attached association

code tag,
the data dump method being performed responsive to receiving and authenticating a

wireless data dump request message.

14. The wireless sensor network as set forth in claim 1, wherein at least one sensor
of the plurality of sensor nodes (22, 24, 26, 122, 124, 126) includes:
a second sensor (40, 42, 130, 132, 140) monitoring a second characteristic of the
medical subject that is different from the characteristic monitored by the other sensor; and
a data memory (56) storing sensor data pertaining to the monitoring of the second
characteristic of the medical subject, the processor (50) being further programmed to
perform a data dump method including:
constructing a data message containing stored second sensor data
pertaining to the monitoring of the characteristic of the medical subject,
attaching the stored association code (60, 150, 152, 160) with the
data message as an association code tag, and
wirelessly sending the data message with the attached association
code tag,
the data dump method being performed responsive to receiving and authenticating a

wireless data dump request message.

15. A wireless sensor node for use in the network of claim 1.

16. A wireless sensor network method performed by a plurality of sensor nodes
(22, 24, 26, 122, 124, 126) wirelessly monitoring a medical subject, the wireless sensor

network method comprising:
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performing at each sensor node an authentication process including:

(i) acquiring sensor data pertaining to a characteristic of the medical
subject for a predetermined time (76) responsive to a receiving wireless
trigger message,

(ii) storing an association code (60, 150, 152, 160) computed from
the acquired sensor data, and

(i) authenticating a subsequently received wireless message
containing an association code tag by comparing the association code tag

with the stored association code.

17. The wireless sensor network method as set forth in claim 16, further including:
performing at a sensor node (22, 24, 26, 122, 124, 126) a wireless message send
process including:
attaching the stored association code (60, 150, 152, 160) to a
message as an association code tag, and
wirelessly sending the message including the attached association
code tag,
at least one other sensor node receiving the wirelessly sent message including the attached
association code tag and performing the authenticating (iii) to authenticate the received

message including the attached association code tag.

18. The wireless sensor network method as set forth in claim 16, wherein the
association code (60, 150, 152, 160) includes a data set derived from the acquired sensor
data, and the authenticating includes:

combining the association code and the association code tag to generate an
authentication measure using one of (ii) a correlation and (ii) Fourier transforming and
multiplying of the association code and the association code tag; and

comparing the authentication measure with a predetermined authentication standard

(90).

19. The wireless sensor method as set forth in claim 16, further including:
acquiring and storing sensor data pertaining to a plurality of characteristics of the

medical subject, and
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wirelessly transmitting the stored sensor data to an external device (30).

20. The wireless sensor method as set forth in claim 19, wherein the plurality of
characteristics that are acquired, stored, and wirelessly transmitted include the

characteristic used in the authentication process.
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