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(57) ABSTRACT 

In an acceSS control decision System, first information indi 
cated by an access decision request is converted into Second 
information being higher abstract when the access decision 
request is received. Next, the acceSS control for the Subject 
information is determined by referring a Security policy 
being abstractly regulated based on the Second information 
and a decision result showing the access control for the 
Subject information is Sent to a request originator that Sent 
the access decision request. 
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FIG.5 

UserMap List 
UserMapI) userMap; 252 

UserMap 
253-11N1 String principald; // USER ID OR GROUP ID 
253-2--String entryType; // ENTRYTYPE (USEROR GROUP) 
253-3-N-String leveld; // SECURITY LEVEL 

FIG.6 

DocProfileTable 
DocProfile docProfiles; 

}; 
DocProfile 

263-11N15tring docId; // DOCUMENT ID 
263-21N1-String docCategory; // DOCUMENT CATEGORY 
263-31N1 String doclevel; // SENSITIVITY LEVEL 
263-4-N-String) related Persons; // RELATED PERSON LIST 
263-5°N-String) zones; // ZONE ID LIST 
263-61N1 Date nondisclosure; // NON-DISCLOSURE 
263-71 N1 Date retention; // RETENTION EXPRED DATE 
263-81-N1Date validity; // VALIDITY EXPIRED DATE 

}; 
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FIG.7 

ZonelnfoTable 
Zonelnfo) zones; 272 

Zonelnfo 
273-1-N-String id; // ZONE ID 
273-2-N-String name; // ZONE NAME 
273-31N1 Addressinfo addresses; // ADDRESS LIST 

; 
Addressinfo 

275-11N1string address; // IP ADDRESS OR MAC ADDRESS 
275-21N1string addressType; . // "IP" OR "MAC" 
275-31N1String netmask; //SUB ADDRESS MASK SUCH AS 

"255.255.255.0' WHEN PADDRESS 

FIG.8 

PrintProfileTable { 
PrintProfile) printProfiles; 282 

; 
PrintProfile { 

283-11N1 String printId; // PRINT ID 
283-2--String docId; // DOCUMENT ID 
283-31N1 Date printedDate; // PRINTED DATE 
283-41N1-String printed Jseriod; // PRINT USER ID 
283-5-N-String printed UserName; // PRINT USERNAME 
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FIG.10 
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FIG.12 

AuthInfo 
503-11N1 String userId; // USER ID 
503-2-N-1 String userName; // USERNAME 
503-31N1 String groups; // GROUP IDs OF GROUPS TO 

WHICH USER BELONGS 
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FIG.16 

ContextInfo 
513-1 -- String ipAddress; // IP ADDRESS 
513-2-- String macAddress; // MAC ADDRESS 

}; 

FIG.17 

DecisionInfo 
523-11N1 Boolean allowed; // TRUE OR FALSE 
523-2- Requirement) requirements; 

}; 
Requirement 
525-11N1 String requirement, // REGUIREMENT ID 
525-2--Property supplements; // SUPPLEMENT INFORMATION 
525-3-byte) data; // SUPPLEMENT DATA 
525-41N1 Requirement) alternatives; // ALTERNATIVE REGUIREMENT 

Property 
527-11N1 String name; // NAME 
527-2N-1 String value; // KEY 
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FIG.45 
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{UserMaplistX 

{UserMapX 
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{/UserMapX 
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<Principallic) Groupleaders/Dev/Com</Principalld> 
{EntryTypeXgroup</EntryTypeX 
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{EntryTypeXuserg/EntryTypeX 
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{EntryTypeXgroup</EntryTypeX 
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FIG.48 

{?xml version='10" encoding='Shift JIS' 2X 
{ZonenfoTableX 

{ZonenfoX 
{Idsaleszone.01</dX 
<Namex Sales (Yokohama)</Name> 
{AddressInfoX 

{AddressX 192.207.138.1 {/Address) 
{AddressTypeXIP</AddressTypeX 
{Netmask) 255.255.255.0{/Netmask) 

{/AddressInfoX 
{AddressInfoX 

{Address>192.207.139.1</Address.> 
{AddressTypeX IP {/AddressTypeX 
{Netmask).255.255.255.0</Netmask) 

</AddressInfoX 
{/ZonenfoX 
{Zone.InfoX 

{Id) saleszone.02</ld> 
{Name>Sales (Mobile)</Name> 
{AddressInfoX 

{Address)00-02-55-66-38-37k/Address) 
{AddressTypeXMAC</AddressTypeX 

{/AddressInfoX 
{/ZonenfoX 
{ZonenfoX 

{ldX devzone.0</IdX 
{Name>Dev (Shinagawa)</Name> 
{AddressInfoX 

{Address) 192.207.155.1 {/Address) 
{AddressTypeXIP</AddressTypeX 
{Netmask) 255.255.255.0</Netmask) 

{/AddressinfoX 
{AddressinfoX 

{Address) 192.207.156.1</Address) 
{AddressTypeX IP {/AddressTypeX 
{Netmask).255.255.255.0</Netmask) 

{/AddressinfoX 
{/ZonenfoX 

K/ZoneInfoTableX 
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FIG.49 
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E" 711 
705 

< UserLeveldmanager</UserLeveld 
<Zone)RESTRICTED</Zonex 
<Operation> 

712; <iddread </idd </Operation> 
<Operation> 

<id>printz/idZ 
<Requirement> 

<id>private access.</id>- 714 
</Requirement> 
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<id>print alarm </idd 715 
<Supplement>"Printed by ou"</Supplement> 

</Requirement> 
<Requirement> 

<id>identifiable bg. patterna/id> 716 
<Supplement>dynamic image C/Supplement> 

</Requirement> 
</Operation> 

</ACe> 
<ACe> - 

<UserCategory>RELATED PERSON</UserCategory> 72 
<UserLeveld ANYC/UserLeveld 
<Operation> 

722. <id>read </id> 720 
</Operation> 

</ACed 
</Rule>1N1704 
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FIG.52 
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ACCESS CONTROL DECISION SYSTEM, ACCESS 
CONTROL ENFORCING SYSTEM, AND 

SECURITY POLICY 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention generally relates to an access 
control decision System, an access control enforcing System, 
and a Security policy, in which an organizational Security 
policy can be applied to an information processing System 
and an organizational Security can be improved for not only 
digitalized documents but also a paper documents. 
0003 2. Description of the Related Art 
0004. While office works have been digitalized in busi 
neSS, importance of managing a digital document Such as a 
confidential document has been increased. Thus, recently, an 
access control for the digital document is conducted in 
accordance with a predetermined Security policy. 
0005. In a viewpoint in that the security for the digital 
document is Secured by the Security policy being uniformed 
over an organization, a describing method of a Security 
policy and an apparatus for transmitting the Security policy 
is proposed (for example, refer to Japanese Laid-open Patent 
Application No. 2004-102907). Moreover, for example, 
Japanese Laid-open Patent Application No. 2004-094401 
discloses a method for distributing the Security policy and an 
apparatus for operating based on the Security policy. Fur 
thermore, Japanese Patent Application No. 2002-299712 
discloses a method and an apparatus for controlling printing 
a digital document by encrypting and decrypting the digital 
document in accordance with the Security policy. 
0006 Moreover, since a system which object to sell 
digital contents mainly Such as music data, image data, and 
the likes has a problem Similar to a company Secret man 
agement, Similar technologies are applied to this System (for 
example, refer to Japanese Laid-open Patent Application No. 
8-263441, U.S. Pat. No. 5,715,403, Japanese Laid-open 
Patent Application No. 8-263438, and U.S. Pat. No. 6,236, 
971). In particular, a System is provided in that a condition 
should be satisfied when digital data (Such as the music data, 
the image data, and the like which are called digital work) 
relating to a copyright. A protocol is disclosed to confirm 
whether or not the condition for exercising a Security is 
Satisfied. By using this technology, it can be realized to use 
the music data and the image data being distributed under a 
condition of a payment of referring to and printing the music 
and the image, or a restriction of a term of using without any 
charge. 

0007. However, these inventions described above do not 
take the company Secret management at an office into 
account but do aim at Sales of the digital contents. Accord 
ingly, these inventions do not consider an access control 
including a printed matter output by copying the confidential 
document. 

0008 Furthermore, a system for conducting various pro 
cesses for a print (for example, refer to Japanese Laid-open 
Patent Application No. 2000-122977 and U.S. Pat. No. 
6,233,684). For example, Glyphe code can be embedded 
into a printed matter. However, it is required to define 
information to be embedded for each document. 

Jan. 27, 2005 

0009 Furthermore, for example, Japanese Laid-open 
Patent Application No. 2001-184264 (FIG. 1 and FIG. 2) 
discloses an acceSS control Sub System configured by a 
policy evaluation module for determining an access allowed 
or not-allowed in accordance with a policy, an enforcement 
function verification module, and an enforcement module. 

0010. However, the above-described conventional tech 
nologies have the following problems Such as a lack of 
flexibility of an operation and a like: 
0011 Conventional Technologies 

0012 cannot manage related persons for each docu 
ment Since the related perSons are variously changed 
for each document in a case in that a policy regulates 
“Available for Related Persons to Refer”, 

0013 cannot flexibly correspond to various stamps 
Such as a confidential Stamp, a top-Secret Stamp, an 
internal use only Stamp, and a like in a case in that 
the policy regulates “Affix Confidential Stamp for 
Copy”, 

0014) cannot change a warning message (Sentence) 
in response to a type of a document in a case in that 
the policy regulates “Warn Users to Handle with 
Care', 

0015 cannot restrict to use within a Zone even if the 
policy defines the Zone to be “allowed Zone” to 
handle a document, and 

0016 cannot regulate and enforce a process in a case 
in that a paper document cannot be identified even if 
the paper document should be identified to control an 
operation with respect to the paper document. 

0017 Even if these above problems are solved, in order 
to uniformly conduct the acceSS control in accordance with 
the organizational Security policy, it is desired to completely 
Separate a part for determining the acceSS control in accor 
dance with the policy from various application Systems to 
share the part for determining the access control with the 
various application Systems, and it is desired to Separate the 
part for determining the access control from the part for 
actually enforcing the acceSS control. 
0018. In addition, the conventional technologies cannot 
control an access in accordance with an abstract description 
Such as the organizational Security policy. 

SUMMARY OF THE INVENTION 

0019. It is a general object of the present invention to 
provide an acceSS control decision System, an access control 
enforcing System, and a Security policy, in which the above 
mentioned problems are eliminated. 
0020. A more specific object of the present invention is to 
provide an acceSS control decision System, an access control 
enforcing System, and a Security policy, in which an orga 
nizational Security policy can be applied to an information 
processing System and Securities can be Secured for a paper 
document and a digital document. 
0021. The above objects of the present invention are 
achieved by an acceSS control decision System including, an 
abstraction converting part converting first information indi 
cated by an access decision request into Second information 
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being abstract higher than the first information when the 
access decision request for requesting an access control 
decision for Subject information to be accessed is received; 
an acceSS control decision part determining the acceSS 
control for the Subject information by referring a Security 
policy being abstractly regulated based on the Second infor 
mation; and a decision result Sending part Sending a decision 
result showing the access control for the Subject information 
by Said access control decision part, to a request originator 
that Sent the access decision request. 
0022. In the access control decision System according to 
the present invention, information for determining the 
access control can be converted into information having 
abstraction degree Similar to an organizational Security 
policy. Accordingly, it is possible to determine the acceSS 
control in accordance with the Security policy being abstract. 

0023 The above objects of the present invention are 
achieved by an access control enforcing System, including 
an access control enforcing part enforcing an acceSS control 
for Subject information based on acceSS control information 
indicating a control concerning an access to the Subject 
information in accordance with a Security policy, wherein 
Said access control enforcing part further includes a require 
ment capability determining part determining whether or not 
a requirement to execute the acceSS can be executed, the 
requirement indicated by the access control information, and 
wherein the access control is enforced for the Subject infor 
mation based on a determination result by the requirement 
capability determining part So as to Satisfy the requirement. 

0024. In the access control decision system according the 
present invention, it is determined whether or not the 
requirement to allow the access to the Subject information is 
executable in accordance with the Security policy. Accord 
ingly, it is possible to enforce the acceSS control for the 
Subject information So as to Satisfy the requirement. 

0.025 The above objects of the present invention are 
achieved by a Security policy, comprising a rule description 
showing a rule regulating whether or not an operation is 
allowed based on a first security attribute of subject infor 
mation directed to the operation and a Second Security 
attribute of a user requesting the operation for the Subject 
information, wherein the rule description regulates to allow 
the operation when a requirement is Satisfied. 

0026. In the security policy according the present inven 
tion, it is possible to regulate to allow the operation by 
executing the requirement. 

0027. The above objects of the present invention can be 
achieved by a program code for causing a computer to 
conduct processes described above in the document proceSS 
ing apparatus or by a computer-readable recording medium 
recorded with the program code. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0028. In the following, embodiments of the present 
invention will be described with reference to the accompa 
nying drawings. 

0029 FIG. 1 is a diagram showing a configuration of a 
System according to an embodiment of the present inven 
tion; 
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0030 FIG. 2 is a block diagram showing an access 
control model according to the embodiment of the present 
invention; 

0031 FIG. 3 is a block diagram showing a hardware 
configuration of a Security Server according to the embodi 
ment of the present invention; 
0032 FIG. 4 is a block diagram showing a functional 
configuration of the Security Server according to the embodi 
ment of the present invention; 
0033 FIG. 5 is a diagram showing a data structure of a 
user Security level table according to the embodiment of the 
present invention; 
0034 FIG. 6 is a diagram showing a data structure of a 
document profile management table according to the 
embodiment of the present invention; 
0035 FIG. 7 is a diagram showing a data structure of a 
Zone management table according to the embodiment of the 
present invention; 
0036 FIG. 8 is a diagram showing a data structure of a 
print profile management table according to the embodiment 
of the present invention; 
0037 FIG. 9 is a diagram showing an access control 
Sequence in a document management System according to 
the embodiment of the present invention; 
0038 FIG. 10 is a flowchart for explaining an access 
control process in the document management System 
according to the embodiment of the present invention; 
0039 FIG. 11 is a diagram for explaining an authenti 
cating process by a user management Server according to the 
embodiment of the present invention; 
0040 FIG. 12 is a diagram showing a data structure of 
authentication result information according to the embodi 
ment of the present invention; 
0041 FIG. 13 is a diagram for explaining the decision 
process by the Security Server in response to a request from 
the document management System according to the embodi 
ment of the present invention; 
0042 FIG. 14 is a diagram for explaining the decision 
process by the Security Server in response to a request from 
the document management System according to the embodi 
ment of the present invention; 
0043 FIG. 15 is a diagram for explaining the decision 
process by the Security Server in response to a request from 
the document management System according to the embodi 
ment of the present invention; 
0044 FIG. 16 is a diagram showing the data structure of 
context information according to the embodiment of the 
present invention; 
004.5 FIG. 17 is a diagram showing a data structure of 
decision result information according to the embodiment of 
the present invention; 
0046 FIG. 18 is a flowchart for explaining a compen 
Sating proceSS for requirements by the document manage 
ment System according to the embodiment of the present 
invention; 
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0047 FIG. 19 is a flowchart for explaining a requirement 
process according to the embodiment of the present inven 
tion; 

0.048 FIG. 20 is a flowchart for explaining the require 
ment process according to the embodiment of the present 
invention; 

0049 FIG. 21 is a diagram showing an access control 
Sequence at a digital copier according to the embodiment of 
the present invention; 

0050 FIG. 22 is a flowchart for explaining the access 
control process by the digital copier according to the 
embodiment of the present invention; 
0051 FIG. 23 is a diagram for explaining the decision 
proceSS in the Security Server in response to a request from 
the digital copier according to the embodiment of the present 
invention; 

0.052 FIG. 24 is a diagram for explaining the decision 
proceSS in the Security Server in response to a request from 
the digital copier according to the embodiment of the present 
invention; 

0.053 FIG. 25 is a diagram for explaining the decision 
proceSS in the Security Server in response to a request from 
the digital copier according to the embodiment of the present 
invention; 

0054 FIG. 26 is a flowchart for explaining the require 
ment proceSS by the digital copier according to the embodi 
ment of the present invention; 
0055 FIG. 27 is a flowchart for explaining the require 
ment proceSS by the digital copier according to the embodi 
ment of the present invention; 

0056 FIG. 28 is a flowchart for explaining the require 
ment proceSS by the digital copier according to the embodi 
ment of the present invention; 

0057 FIG. 29 is a diagram showing an access control 
Sequence in a document viewer according to the embodi 
ment of the present invention; 

0.058 FIG. 30 is a flowchart for explaining the access 
control process by the document viewer according to the 
embodiment of the present invention; 

0059 FIG. 31 is a flowchart for explaining the access 
control process by the document viewer according to the 
embodiment of the present invention; 

0060 FIG. 32 is a flowchart for explaining the require 
ment proceSS conducted the document viewer according to 
the embodiment of the present invention; 

0061 FIG. 33 is a flowchart for explaining the require 
ment proceSS conducted the document viewer according to 
the embodiment of the present invention; 

0.062 FIG. 34 is a flowchart for explaining the require 
ment proceSS conducted the document viewer according to 
the embodiment of the present invention; 

0.063 FIG. 35 is a flowchart for explaining the require 
ment proceSS conducted the document viewer according to 
the embodiment of the present invention; 
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0064 FIG. 36 is a flowchart for explaining the require 
ment process conducted the document viewer according to 
the embodiment of the present invention; 
0065 FIG. 37A is a diagram showing a screen example 
for displaying Settings for an alarm print according to the 
embodiment of the present invention, and FIG. 37B is a 
diagram showing a Screen example for displaying detail 
Settings for the alarm print according to the embodiment of 
the present invention; 
0066 FIG. 38A is a diagram showing a screen example 
in that the private print is Set according to the embodiment 
of the present invention, and FIG.38B is a diagram showing 
a Screen example for Setting the authentication information 
for the private print according to the embodiment of the 
present invention; 
0067 FIG. 39 is a diagram showing a screen example in 
a case in that a label is indicated to print as a Stamp as the 
requirement according to the embodiment of the present 
invention; 
0068 FIG. 40 is a diagram showing a screen example in 
a case in that the visible watermark letter print is indicated 
as the requirement according to the embodiment of the 
present invention; 
0069 FIG. 41A is a diagram showing a screen example 
showing details in the case in an identification pattern print 
is indicated as the requirement, FIG. 41B is a diagram 
Showing an example of magnifying the identification pattern 
according to the embodiment of the present invention, and 
FIG. 41C is a diagram showing an encoding example of the 
identification pattern shown in FIG. 41B-according to the 
embodiment of the present invention; 
0070 FIG. 42 is a diagram showing a requirement pro 
ceSS Sequence in a private print mode according to the 
embodiment of the present invention; 
0071 FIG. 43 is a diagram showing the requirement 
process Sequence in the pattern print mode according to the 
present invention; 
0072 FIG. 44 is a diagram showing a data example 
managed by the user Security level table according to the 
embodiment of the present invention; 
0073 FIG. 45 is a diagram showing a XML file of the 
user Security level table according to the embodiment of the 
present invention; 
0074 FIG. 46 is a diagram showing a data example 
managed by the document profile management table accord 
ing to the embodiment of the present invention; 
0075 FIG. 47 is a diagram showing a data example 
managed by the Zone management table according to the 
embodiment of the present invention; 
0.076 FIG. 48 is a diagram showing a XML file of the 
Zone management table according to the embodiment of the 
present invention; 
0077 FIG. 49 is a diagram showing an access control 
rule described in the policy file according to the embodiment 
of the present invention; 
0078 FIG. 50 is a diagram showing the access control 
rule described in the policy file according to the embodiment 
of the present invention; 
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007.9 FIG. 51 is a diagram showing an example of the 
authentication result information; 
0080 FIG. 52 is a diagram showing an example of the 
context information according to the embodiment of the 
present invention; 
0.081 FIG. 53 is a diagram showing an example of the 
document identification information according to the 
embodiment of the present invention; 
0082 FIG. 54 is a diagram showing an example of the 
decision result information according to the embodiment of 
the present invention; 
0.083 FIG. 55 is a diagram showing an example of the 
print profile management table according to the embodiment 
of the present invention; 
0084 FIG. 56 is a diagram showing an example of the 
identification pattern being printed according to the embodi 
ment of the present invention; 
0085 FIG. 57 is a diagram showing another example of 
the authentication result information according to the 
embodiment of the present invention; and 
0.086 FIG. 58A is a diagram showing an example of the 
document identification information in a case in that image 
data itself is actually Sent to the Security Server according to 
the embodiment of the present invention, and FIG. 58B is a 
diagram showing another example of the document identi 
fication information in a case in that the image data is 
decoded and Sent to the Security Server according to the 
embodiment of the present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0087. In the following, an embodiment of the present 
invention according will be described with reference to the 
accompanying drawings. 
0088 A system applying an access control decision sys 
tem according to an embodiment of the present invention is 
illustrated as shown in FIG. 1. FIG. 1 is a diagram showing 
a configuration of a System according to the embodiment of 
the present invention. In the system 1000 shown in FIG. 1, 
a Security Server 200 for conducting an access control with 
respect to a digital document and a paper document is 
connected through a network to a document management 
System 100 for managing digital documents, a digital copier 
70 including a plurality of different image forming functions 
Served as a copy, a fax, a Scanner, and a like, and a document 
Viewer 53 for displaying the digital document at a client 
terminal 51 of a user. 

0089. In FIG. 1, the document viewer 53 is a predeter 
mined application running for the client terminal 51. The 
client terminal 51 accesses a target document maintained in 
the document management system 100. The user 52 may 
make copies of the paper document brought with the user by 
the digital copier 70. The system shown in FIG. 1 may 
include a plurality of client terminals 51 and users 52. 
0090 Hereinafter, the digital document, which is man 
aged by the document management system 100 and to which 
an access is controlled, is referred to as a Server document 
61. The paper document, which is copied by the digital 
copier 70, is referred to as a paper document 62. The digital 
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document, which is downloaded from the document man 
agement System 100 and Stored in a local Storage of the 
client terminal 51, and opened and referred to by the 
document viewer 53, is referred to as a portable document 
53. 

0091. When the user 52 connects to the document man 
agement system 100 by using the client terminal 51 and 
attempts to access to the Server document 61, the document 
management System 100 obtains authentication information 
from the user 52 and Sends a request of a user authentication 
to the user management Server 300. The document manage 
ment System 100 sends an acceSS control decision request to 
the security server 200 based on an authentication result 
received from the user management server 300. The docu 
ment management System 100 accesses the Server document 
61 based on access control information received from the 
security server 200. 
0092. Similarly, when the user 52 copies the paper docu 
ment 62 by the digital copier 70, the digital copier 70 obtains 
the authentication information from the user 52 and sends a 
request of the user authentication to the user management 
server 300. The digital copier 70 sends the access control 
decision request to the security server 200 based on the 
authentication result received from the user management 
server 300. The digital copier 70 copies the paper document 
62 based on the access control information received from the 
security server 200. 
0093 Similarly, when the user 52 executes the document 
viewer 53 at the client terminal 51 and displays the portable 
document 63 at the client terminal 51, the document viewer 
53 obtains the authentication information from the user 52 
and Sends the request of the user authentication to the user 
management server 300. The document viewer 53 sends the 
acceSS control decision request to the Security Server 200 
based on the authentication result received from the Security 
server 200. The document viewer 53 displays the portable 
document 63 or further outputs the portable document 63 
displayed at the client terminal 51 based on the access 
control information received form the security server 200. 
0094) When the user management server 300 receives the 
authentication information of the user 52 from the document 
management system 100, the digital copier 70, or the 
document viewer 53, the user management server 300 refers 
to a user management table 310 and authenticates the user 
52. The user management server 300 sends the authentica 
tion result to the document management system 100, the 
digital copier 70, or the document viewer 53, which sent the 
request of the user authentication. 
0.095 The security server 200 includes a policy file 240 
in that acceSS control rules are described for an organization, 
a user Security level table 250 for managing a user Security 
for each user 52, a document profile management table 260 
for managing a profile for each document, a Zone manage 
ment table 270 for managing the access control for each 
Zone, and a print profile management table 280 for managing 
information concerning a print for each print. The Security 
Server 200 corresponds to the access control requests from 
the document management system 100, the digital copier 70, 
and the document viewer 53 by using a policy file 240 and 
these tables 250 through 280. 
0096. In the policy file 240, a rule such as “Access 
Allowed for Related Persons Only” is regulated. However, 
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a relationship showing who is a related person for which 
document should be managed. A table complimenting this 
policy showing this rule is managed in the Security Server 
200 and separated from the policy. If this rule is described 
in the policy, the policy becomes lack of Versatility. That is, 
a portion Stipulating "rule” Such as a company Secret man 
agement regulation of the organization is stipulated as the 
policy, and portions being variously Set corresponding to 
each document and for each user are managed by tables. 
Since a different "rule' for each organization is managed in 
a form of the policy file 240, a replacement of each “rule” 
becomes possible. 
0097 Hereinafter, the server document 61, the paper 
document 62, and the portable document 63 are generically 
called as a document 60 (FIG. 2). 
0.098 Auser, who can be the client terminal 51 or the user 
52 and accesses the document 60, is called as an initiator 50. 
0099. The document management system 100, the digital 
copier 70, and the document viewer 53 are generically called 
as an application system 400. 
0100. In the system 1000, the security server 200 is 
separated from the user management server 300. However, 
a function serving as the security server 200 and a function 
Serving as the user management Server 300 can be included 
in a Single Server computer. 
0101. An overview of the access control will be described 
with reference to FIG. 2 showing an access control model 
described in accordance with ISO/IEC 10181-3. FIG. 2 is a 
block diagram showing the access control model. 
0102) In FIG. 2, when the initiator 50 sends an access 
request for accessing the document 60 to the application 
system 400, the application system 400 sends a decision 
request to the security server 200 to have the security server 
200 determined whether or not the access from the initiator 
50 is allowed after the user authentication. In particular, in 
a case in that the user authentication is not required, an 
access permit can be requested for an anonymous user or a 
guest user. 

0103) The security server 200 determines in accordance 
with the access control rule (policy) described in the Security 
file 240 internally maintained in the security server 200 
whether or not the user as the initiator 50 has the security to 
access the document 60, that is, whether the user is allowed 
or prohibited to access the document 60. If the user is 
allowed to access the document 60, the security server 200 
determines a requirement that should be Satisfied to acceSS 
the document 60. Then, the security server 200 sends 
information showing that the user is allowed or not allowed 
and the requirement is Satisfied or not, as a decision result, 
to the application system 400. 
0104. The application system 400 receives the decision 
result and processes an access requested from the user if the 
user is allowed. In this case, if the requirement is indicated, 
the application system 400 processes document 60 so as to 
Satisfy the requirement. If the user is not allowed or the 
requirement is not Satisfied, the application System 400 
denies this access to the document 60. 

0105 Next, a hardware configuration and a functional 
configuration of the security server 200 will be described 
with reference to FIG. 3 and FIG. 4. FIG. 3 is a block 
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diagram showing the hardware configuration of the Security 
Server according to the embodiment of the present invention. 
0106. In FIG. 3, the security server 200 is a server 
computer and includes a CPU (Central Processing Unit) 41, 
a memory unit 42, a display unit 43, an input unit 44, a 
communication unit 45, and a storage unit 46, each of which 
is connected to a System bus B2. 
0107 The CPU 41 controls the security server 200 in 
accordance with a program Stored in the memory unit 42. 
The memory unit 42 includes a RAM (Random Access 
Memory) and a ROM (Read-Only Memory), and stores the 
program to be executed by the CPU 41, data necessary to 
process by the CPU 41, and data obtained in the process by 
the CPU 41. In addition, the memory unit 42 is partially used 
as a work area used in the process by the CPU 41. 
0108. The display unit 43 displays necessary information 
by the control of the CPU 41. The communication unit 45 is 
a unit to communicate with the application system 400 when 
connecting to the application System 400, for example, 
through a LAN (Local Area Network) or a like. The storage 
unit 46 includes a hardware unit, and Stores management 
tables including a policy file 240, a user security level table 
250, a document profile management table 260, a Zone 
management table 270, a print profile management table 
290, and the like. 
0109) A program controlling the security server 200 is 
installed into a Storage unit 46 beforehand. 
0110 FIG. 4 is a block diagram showing the functional 
configuration of the Security Server according to the embodi 
ment of the present invention. In FIG. 4, the security server 
200 mainly includes an abstraction processing part 231 for 
abstracting information received from the application SyS 
tem 400 by corresponding to the organizational Security 
policy, and a policy base access control decision part 241. 
0111. The abstraction processing part 231 includes a user 
Security level mapping part 232, a user category mapping 
part 233, a Zone mapping part 234, and a document Security 
attribute mapping part 235. 
0112 In the abstraction processing part 231, when user 
identification information, access type information, docu 
ment identification information, and context information are 
received from the application system 400, the user security 
level mapping part 232 obtains an Security level abstracted 
by referring to the user security level table 250 based on the 
user identification information (1), the user category map 
ping part 233 obtains a user category that is abstracted by 
referring to the document profile management table 260 
based on the user identification information and shows a 
related person or any person (2), the access type information 
is maintained without any change (3), the Zone mapping part 
234 obtains a Zone category that is abstracted by referring to 
the document profile management table 260 and the Zone 
management table 270 based on the context information and 
shows in-Zone or out-Zone (4), and the document Security 
attribute mapping part 235 obtains a Sensitivity level and a 
document category that are abstracted by referring to the 
document profile management table 260 and the print profile 
management table 280 based on the document identification 
information (5). 
0113. In this embodiment, a term may be set in the 
context information So as to obtain a term Segment showing 
in-term or out-term. 
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0114. The mapping parts 232 through 235 may be 
included in a single abstraction processing part. In this case, 
this Single abstraction processing part refers to more than 
one management table. 
0115 Alternatively, the security level and the user cat 
egory can be categorized into a user Security attribute, the 
Sensitivity level and the document category can be catego 
rized into the document Security attribute, and the Zone 
category can be categorized into an access environment 
attribute, So that three attributes are used to categorize. 
Accordingly, an abstraction processing part may be provided 
for each attribute. In this case, each abstraction processing 
part includes more than one mapping processing part and 
each mapping part refers to more than one table. 
0116. The policy base access control decision part 241 
receives information being abstracted by the abstraction 
processing part 231 as a parameter, and determines the 
access control in accordance with the acceSS control rule 
(policy) described in the policy file 240. The policy file 240 
can be set from outside. Accordingly, it is possible to easily 
change in response to the organizational Security policy. 

0117. In this embodiment, by processes in two steps of 
the abstraction processing part 231 and the policy base 
access control decision part 241, it is possible to determine 
the acceSS control in accordance with general Security policy 
and by flexibly corresponding to a change of the Security 
policy. 

0118. In addition, by providing the abstraction processing 
part 231, it is not required to change a formation of infor 
mation to provide to the application system 400 when the 
Security policy is changed. Since it is not required to change 
Software for the application system 400 in response to the 
change of the Security policy, maintenance in response to the 
change of the Security policy can be easily conducted. 

0119) The access control can be conducted so as to allow 
or prohibit what type of an access for which user by 
managing an ACL (Access Control List) for each document. 
And there is a conventional system (U.S. Pat. No. 6,289, 
450) in that this ACL is called a security policy. However, 
in the conventional System, Since a policy is defined for each 
document, there is a problem in that it is difficult to know 
that the Security policy is applied in accordance with a 
company Secret management regulation (policy) of an 
“organization” Such as “confidential matter is allowed only 
for related persons”. 
0120) The security server 200 according to the present 
invention and determining the access control first Separates 
a general decision rule for the access control and a Security 
Setting for details of each document, maps an attribute of a 
document or a user to an abstract Security attribute, and then 
makes an access decision. In addition, Since a general 
decision rule can be described as a policy file, the rule is not 
fixed but becomes replaceable. 
0121 There may be one example in that the decision rule 
may be programmed as one logic in Software. However, 
There is no example in that the decision rule can be flexibly 
defined and Set in accordance with the organizational Secu 
rity policy. 

0.122 Data structures of tables managed by the security 
Server 200 will be described. 
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0123 FIG. 5 is a diagram showing a data structure of a 
user Security level table according to the embodiment of the 
present invention. In FIG. 5, a data structure 251 of the user 
security level table 250 includes a UserMapI list for manag 
ing a plurality of users by an array of userMap showing a 
security for each user by code 252 showing 
“UserMapI list:userMap userMap;};” 
0.124. The userMap includes a user ID or a group ID 
shown by a character string by code 253-1 showing “String 
principalid;'', a type of each entry a character String showing 
a user, a group, or a like by code 253-2 showing "String 
entryType', a Security level shown by a character String by 
code 253-3 showing “String levelId;”. 
0.125. An entry of userMap for each user 52 using the 
application system 400 is created in UserMapI list and the 
user 52 is registered. 
0.126 FIG. 6 is a diagram showing a data structure of the 
document profile management table according to the 
embodiment of the present invention. In FIG. 6, a data 
structure 261 of the document profile management table 260 
includes DocProfileTable for managing a plurality of digital 
documents by an array of docProfile showing the Security 
policy for each digital document by code 262 showing 
“DocProfileTable DocProfile docProfiles;};”. 
0127. The docProfile includes an digital document ID 
shown by a character string by code 263-1 showing “String 
docId;”, a document category shown by a character String by 
code 263-2 showing “String DocCategory;”, a sensitivity 
level shown by a character string by code 263-3 showing 
“String docLevel;”, a list of a plurality of related persons 
shown by an array of related perSons shown by a character 
string by code 263-4 showing “String related Persons;”, a 
list of a plurality of Zone IDs shown by an array of Zone IDs 
shown by a character string by code 263-5 showing “String 
Zones;”, a nondisclosure date shown by a date by code 263-6 
showing "Date nondisclosure', a retention date shown by a 
date by code 263-7 showing “Date retention', and a validity 
date shown by a date by code 263-8 showing “Date valid 

--- ity. 

0128. An entry of the DocProfile for each digital docu 
ment subject for the access control is created in the DocPro 
fileTale and the digital document is registered. The docu 
ment ID is information to identify each digital document. 
The document category and the Sensitivity level indicates 
identification information of the document category and the 
Sensitivity level used by the Security policy. 

0129. User IDs or group IDs of related persons for the 
digital document are shown in the related perSon list. Zone 
IDS specifying Zones where an access to the digital docu 
ment is allowed are indicated in the Zone ID list. 

0.130 FIG. 7 is a diagram showing a data structure of the 
Zone management table according to the embodiment of the 
present invention. In FIG. 7, a data structure 271 of the Zone 
management table 270 includes ZoneInfoTable for manag 
ing a plurality of Zones by managing an array of Zone.Info 
showing information Specifying each Zone by code 272 
showing "ZoneInfo Table {ZoneInfo Zones;”. 
0131 The ZoneInfo includes a Zone ID shown by a 
character string by code 273-1 showing “String id;', a Zone 
name shown by a character String by code 273-2 showing 
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"String name,”, and an address of the Zone shown by an 
array of AddressInfo by codes 273-3 showing “Address 
Info addresses;”. 
0132 A data structure of the AddressInfo written in 
coded 273-3 includes an IP address or a MAC address 
shown by a character string by code 275-1 showing “String 
address;”, “IP” or "MAC" shown by a character string by 
code 275-2 showing “String addressType;”, and a subnet 
mask shown by a character string such as “255.255.255.0” 
when IP address by code 275-3 showing “String netmask;”. 
0133. The Zone management table 270 is a table for 
managing Zones allowing an access by a list of Zone 
addresses. A plurality of IP addresses or MAC addresses are 
assigned to one Zone ID. 
0134 FIG. 8 is a diagram showing a data structure of the 
print profile management table according to the embodiment 
of the present invention. In FIG. 8, a data structure 281 of 
the print profile management table 280 includes PrintProfi 
leTable for managing a plurality of print profiles by an array 
of PrintProfile showing a profile concerning each print by 
code 281 showing “PrintProfileTable PrintProfile print 
profiles;};”. 
0135) The PrintProfile includes a print ID shown by a 
character string by code 283-1 showing “String printId;”, a 
document ID of the digital document shown by a character 
string by code 283-2 showing “String docId;”, a printed date 
shown by a date by code 283-4 showing “String printed 
UserId;', and a printed user name shown by a character 
string by code 283-5 showing “String printed UserName;”. 
0.136 Each time the digital document under the access 
control is printed, an entry of the PrintProfile is created and 
registered in the PrintrofileTable. The print ID is identifica 
tion information to specify each print. The document ID is 
identification information showing a document being 
printed. 
0.137 In the following, a sequence of the access control 
will be described in detail. The document management 
system 100, the digital copier 70, and the document viewer 
53 will be described. 

0138 Access Control in the Document Management 
System 
0.139. The access control in the document management 
system 100 will be described with reference to FIG. 9 and 
FIG 10. 

0140 FIG. 9 is a diagram showing an access control 
Sequence in the document management System according to 
the embodiment of the present invention. FIG. 10 is a 
flowchart for explaining an acceSS control proceSS in the 
document management System according to the embodiment 
of the present invention. In FIG. 9 and FIG. 10, each 
process in the access control sequence shown in FIG. 9 
corresponds by the same numeral number to each proceSS 
shown in FIG. 10. 

0141. In FIG. 9 and FIG. 10, the document management 
system 100 receives a user ID and a password of the user 52 
as well as a login request from the client terminal 51 
(S1001). 
0142. The document management system 100 sends a 
user authentication request with the user ID and the pass 
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word received from the client terminal 51 to the user 
management server 300 (S1002). The user management 
server 300 conducts an authenticating process by the userID 
and the password (S1003). The user management server 300 
Sends authentication result information showing a Success or 
failure of the authentication to the document management 
system 100 (S1004). The authentication result information 
includes user identification information identifying a user 
and information showing the Success or failure of the 
authentication. 

0143. The document management system 100 conducts a 
process corresponding to the authentication result informa 
tion (S1005). When the authentication result information 
shows the Success of the authentication, the document 
management System 100 Sends the authentication result 
information received from the user management server 300 
to the client terminal 51 and goes to S1006. On the other 
hand, when the authentication result information shows the 
failure of the authentication, the documents management 
System 100 terminates the acceSS control process. 
0144. The client terminal 51 sends a document read 
request for the Server document 61 Stored in the document 
management System 100 to the document management 
system 100 by indicating the document ID (S1006). 
0145 The document management system 100 sends the 
authentication result information of the user 52 and docu 
ment ID of the Server document 61, an acceSS type, and 
context information of the client terminal 51 to the security 
server 200, to request the access control for the server 
document 61 (S1007). For example, the access type indi 
cates a read access indicated by the document read request. 
0146 The security server 200 determines whether or the 
acceSS is allowed based on information being received 
(S1008). 
0147 The security server 200 sends a decision result to 
the document management system 100 (S1009). The docu 
ment management System 100 conducts a proceSS corre 
sponding to the decision result received from the Security 
server 200 (S1009). When the decision result shows 
“Allowed”, the document management system 100 pro 
ceSSes a requirement indicated by the decision result and 
advances to S1011. On the other hand, when the decision 
result shows “Not Allowed (Prohibited)", the access is 
prohibited and the acceSS control proceSS is terminated 
(S1010). 
0.148. The document management system 100 conducts a 
process corresponding to an access request Sent from the 
client terminal 51, sends the server document 61 to the client 
terminal 51, and normally terminates the access control 
process (S1011). 
014.9 The user authentication request in S1002 can be 
sent through the security server 200. A method for authen 
ticating the user 52 is not limited to a method for authenti 
cating by the user ID and the password. Alternatively, a 
higher technical authentication Such as a biometric authen 
tication, a challenge-response authentication using a master 
card, or a like can be applied. 
0150. Next, the authenticating process conducted by the 
user management server 300 will be described with refer 
ence to FIG. 11. FIG. 11 is a diagram for explaining the 
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authenticating process by the user management Server 
according to the embodiment of the present invention. In 
FIG. 11, the user management server 300 checks the userID 
and the password received from the document management 
system 100 with the user management table 310 to authen 
ticate the user 52 (L0011). 
0151. It is checked whether or not the user 52 is success 
fully authenticated (L0012). When the user 52 is success 
fully authenticated, the user management server 300 obtains 
a list of group IDs to which the user 52 belongs (L0013), and 
creates the authentication result information by the user ID, 
the user name, and the list of group IDs (L0014). The 
authentication result information includes user identification 
information identifying a user and information showing the 
Success of the authentication. 

0152 The user management server 300 sends the authen 
tication result information to the document management 
system 100 (L0015), and terminates a process conducted 
when the user 52 is successfully authenticated (L0016). 
Then, the authenticating process is terminated (L0020). 
0153. On the other hand, when the user 52 fails to be 
authenticated (L0017), the user management server 300 
creates the authentication result information showing the 
failure of the authentication and sends the authentication 
result information to the document management system 100 
(L0018). a process for the failure of the authentication for 
the user 52 is ended (L0019), and terminates the authenti 
cating process (L0020). 
0154 FIG. 12 is a diagram showing a data structure of 
the authentication result information according to the 
embodiment of the present invention. In FIG. 12, for 
example, a data structure 501 of the authentication result 
information defines a structure AuthInfo and includes a user 
ID shown by a character string by code 503-1 showing 
"String userId;', a user name shown by a character String by 
code 503-2 showing "String username,”, an array of group 
IDs of groups to which the user 52 belongs, shown by a 
character string by code 503-3 showing “String groups;”. 
O155 Next, the decision process conducted by the Secu 
rity server 200 in S1008 will be described with reference to 
FIG. 13, FIG. 14, and FIG. 15. FIG. 13, FIG. 14, and FIG. 
15 are diagrams for explaining the decision proceSS by the 
Security Server in response to a request from the document 
management System according to the embodiment of the 
present invention. 
0156. In FIG. 13, FIG. 14, and FIG. 15, a process, in 
which an operation for reading the Server document 61 of the 
document management System 100 is conducted at the client 
terminal 51 and a document read request is sent from the 
client terminal 51 to the document management system 100, 
is illustrated. For example, there are a property refer, an 
original refer, an update, a delete, and a Store as other 
operations at the client terminal 51, and a property refer 
request, an original refer request, an update request, a delete 
request, and a store request are Sent from the document 
management system 100 to the security server 200, respec 
tively. 

O157 The original reference operation is an access for 
obtaining the Server document 61 being an original managed 
in the document management system 100. In addition, the 
document read operation illustrated in FIG. 13 through FIG. 
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15 is an access for obtaining the server document 61, which 
is converted so that only the document viewer 53 being 
Special can open the Server document 61 being original. 
0158 Moreover, the decision process in the security 
system 100 is similarly conducted for each request. 

0159. In FIG. 13, the security server 200 receives the 
authentication result information, the document ID, the 
access type, the context information from the document 
management System 100 conducting the decision request 
(L0031). For example, the access type indicates “document 
read for the server document'. A type of the document 60 
(that is, server document 61) and a type of the operation (that 
is, document read) are specified by the access type. 
0160 The security server 200 obtains a document profile 
(docProfile) corresponding to the document ID (docid) 
received from the document management system 100, from 
the document profile management table 260 (L0032). 
0.161 The security server 200 obtains the document cat 
egory (docCategory) and the Sensitivity level (docLevel) by 
referring to the document profile (docProfile) (L0033). 
0162 The security server 200 obtains the related persons 

list by referring to the document profile (docProfile) 
(L0034). 
0163 The security server 200 checks whether or not the 
related person list (relatedPersons) includes the user IDs 
(userId) or position groups (groups) of the authentication 
result information (authInfo) (L0035). 
0164. When the related person list (relatedPersons) 
includes the user IDs (userId) or position groups (groups) of 
the authentication result information (authInfo), the Security 
server 200 indicates the related persons (RELATED PER 
SONS) to the user category (userCategory) (L0036). On the 
other hand, when the related person list (relatedPersons) 
does not include the user IDs (userId) or position groups 
(groups) of the authentication result information (authInfo), 
the security server 200 indicates anyperson (ANY) to the 
user category (userCategory) (L0037). 
0.165. The security server 200 refers to the user security 
level table (UserMapTable) and stores a level corresponding 
to the user ID or the group ID (principald) to the security 
level (userLevel) (L0038). 
0166 The security server 200 obtains the Zone ID list 
(Zones) by referring to the document profile (docProfile) 
(L0039). 
0.167 The security server 200 refers to the Zone manage 
ment table (ZoneInfoTable), obtains the IP address or the 
MAC address corresponding to the Zone ID list (Zones), and 
creates an allowed address list (L0040). 
0168 The security server 200 checks whether or not the 
address included in the context information is included in 
the allowed address list created in L0040 (L0041). 
0169. When the address is included in the allowed 
address list, the security server 200 sets “restricted 
(RESTRICTED)" to the Zone (Zone) (L0042). On the other 
hand, when the address is not included in the allowed 
address list, the security server 200 sets “any Zone (ANY)” 
to the Zone (Zone) (L0043). 
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0170 The security server 200 loads the security policy 
file to the memory unit 42 and obtains an array of the acceSS 
control rule (rule) (L0044). 
0171 The security server 200 repeats processes by the 
following L0046 through L0071 for each access control rule 
(rule) (L0045). 
0172. The security server 200 checks whether or not the 
document category (docCategory) of the access control rule 
shows “not restricted (ANY)" or corresponds to the docu 
ment category (docCategory) of the document profile 
(DocProfile), and the document level (docLevel) of the 
access control rule (rule) shows “not restricted (ANY)” or 
corresponds to the document level (docLevel) of the docu 
ment profile (DocProfile) (L0046). When the document 
category (docCategory) of the access control rule (rule) 
shows “not restricted (ANY)" or corresponds to the docu 
ment category (docCategory) of the document profile 
(DocProfile), and the document level (docLevel) of the 
access control rule (rule) corresponds to “not restricted 
(ANY)" or the document level (docLevel) of the document 
profile (DocProfile), the security server 200 further repeats 
processes in the following L0064 through L0064 for each 
access control list (Ace) of the access control rule (rule) 
(L0048). 
0.173) On the other hand, when the above condition is not 
satisfied (L0070 and L0071), the security server 200 goes 
back to L0045 and repeats the above processes for a next 
access control rule (rule). 
0.174. When the above condition is satisfied, the security 
server 200 checks whether or not the user category (user 
Category) of the access control list (Ace) corresponds to 
“not restricted (ANY)" or the user category (userCategory) 
set in L0036 or L0037, and the user level (userLevel) of the 
access control list (Ace) corresponds to “not restricted 
(ANY)" or the user level (userLevel) set in L0038, and the 
Zone (Zone) corresponds to “not restricted (ANY)" or the 
Zone (Zone) set in L0042 or L0043 (L0049, L0050, and 
L0051). When the user category (userCategory) of the 
access control list (Ace) corresponds to “not restricted 
(ANY)" or the user category (userCategory) set in L0036 or 
L0037, and the user level (userLevel) of the access control 
list (Ace) corresponds to “not restricted (ANY)" or the user 
level (userLevel) set in L0038, and the user level (userLevel) 
of the access control list (Ace) corresponds to “not restricted 
(ANY)" or the user level (userLevel) set in L0038, and the 
Zone (Zone) of the access control list (Ace) corresponds to 
“not restriceted (ANY)” or the Zone (Zone) set in L0042 or 
L0044, the security server 200 repeats the following L0053 
through L0058 for each operation (Operation) of the access 
control list (Ace) (L0052). 
0.175. On the other hand, when any one of conditions in 
L0049, L0050, and L0051 is not satisfied (L0064 and 
L0065), the security server 200 goes back to L0048 and 
repeats the above processes for a next access control list 
(Ace) of the access control rule (rule). 
0176). When the conditions in L0049, L0050, and L0051 
are satisfied, the security server 200 checks whether or not 
an ID of the operation (Operation.Id) corresponds to an 
operation (operation) of the access control list (Ace) 
(L0053). When the ID of the operation (Operation.Id) cor 
responds to an operation (operation) of the access control list 
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(Ace), “allowed (true)" is stored to an allowed item of the 
decision result information (decisionInfo) (L0054). In addi 
tion, the Security server 200 stores all requirements (require 
ment) indicated by the operation (operation) to the decision 
result information (L0055) and advances to L0072 (L0056). 
0177. On the other hand, when a condition in L0053 is 
not satisfied (L0058 and L0059), the security server 200 
goes back to L0052 and repeats the above processes for a 
next operation (Operation) of the access control list (Ace). 
0178 When the security server 200 ends the process for 
each operation (Operation) of the access control list (Ace) 
the security server 200 checks whether or not there is a 
respective operation (Operation) (L0060). When there is no 
respective operation, the security server 200 stores “not 
allowed (false)" to the allowed item (allowed) of the deci 
sion result information (decision Info) and goes to L0072 
(L0061). 
0179. On the other hand, when there is a respective 
operation, the security server 200 advances to L0072 
(L0063). 
0180. When the security server 200 ends the process in 
L0048 for each access controllist (Ace) of the access control 
rule (rule), security server 200 checks whether or not there 
is a respective access control list (Ace) (L0066). When there 
is no respective access control list (Ace), the Security Server 
200 stores “not allowed (false)" to the allowed item 
(allowed) of the decision result information (decisionInfo) 
(L0067), and advances to L0072 (L0069). 
0181. On the other hand, when there is a respective 
access control list (Ace), the Security server 200 advances to 
L0072 (L0069). 
0182. In L0045, when the process for each access control 
rule (rule), the security server 200 checks whether or not 
there is a respective access control rule (L0072). When there 
is no respective access control rule (rule), the Security Server 
200 stores “not allowed (false)" to the allowed item 
(allowed) of the decision result information (decisionInfo) 
(L0073), and advances to L0075. On the other hand, when 
there is a respective access control rule (rule) the Security 
Server 200 advances to L0075. 

0183) The security server 200 checks whether or not the 
allowed item (allowed) of the decision result information 
(decisionInfo) shows “not allowed (false)" (L0075). When 
the allowed item (allowed) of the decision result information 
(decisionInfo) shows “not allowed (false)", the security 
server 200 sends the decision result information to the 
document management system 100 which sent the decision 
request (L0076) and terminates the decision process 
(L0082). 
0184. On the other hand, when the allowed item 
(allowed) of the decision result information (decisionInfo) 
does not show “not allowed (false)" (L0078), the security 
Server 200 conducts a compensating process for require 
ments (resquirement) included in the decision result infor 
mation (decisionInfo) (L0079), sends the decision result 
information (decisionInfo) to the document management 
system 100 that sent the decision request (L0080), and then 
terminates the decision process (L0082). 
0185. A data structure of the context information, which 
is sent from the document management system 100 to the 
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security server 20, will be described with reference to FIG. 
16. FIG. 16 is a diagram showing the data structure of the 
context information according to the embodiment of the 
present invention. 

0186. In FIG. 16, the context information is information 
showing an address of the client terminal 51 used by the user 
52. For example, the data structure 511 of the context 
information is defined by a structure ContextInfo, and 
includes an IP address shown by a character String by code 
513-1 showing “String ipAddress;', and a MAC address 
shown by a character string by code 513-2 showing “String 
macAddress,”. 

0187. The decision result information (decisionInfo), 
which is sent from the security server 200 to the document 
management system 100, will be described with reference to 
FIG. 17. FIG. 17 is a diagram showing a data structure of 
the decision result information according to the embodiment 
of the present invention. 
0188 In FIG. 17, the decision result information is 
information showing a decision result of the access control. 
For example, the data structure 521 of the decision result 
information is defined by a structure DecisionInfo, and 
includes allowance information shown by true or false by 
code 523-1 showing “Boolean allowed;”, and a plurality of 
requirements shown by an array of requirements by code 
523-2 showing “Requirement requirements;”. 
0189 Moreover, each requirement is defined by a struc 
ture Requirement, and includes a requirement ID for iden 
tifying a requirement and being shown by a character String 
by code 252-1 showing “String requirement;”, a plurality of 
Sets of Supplement information shown by an array of the 
supplement information by code 525-2 showing “Property 
Supplements,”, Supplement data shown by an array of bytes 
by code 525-3 showing “Byte data;”, and a plurality of 
alternative requirements shown by an array of the require 
ment by code 525-4 showing “Requirement alternatives;”. 
0190. The supplement information is defines by a struc 
ture Property, and includes a name shown by a character 
string by code 527-1 showing “String name;”, and a value 
shown by a character string by code 527-2 showing “String 
value;”. 
0191 Next, the compensating process for requirements 
by the document management system 100 will be described 
with reference to FIG. 18. FIG. 18 is a flowchart for 
explaining the compensating proceSS for requirements by the 
document management System according to the embodiment 
of the present invention. 
0192) In FIG. 18, the document management system 100 
repeats from L1102 to L1110 for each set of the Supplement 
information (Supplement) included in the requirement 
(requirement) of the decision result information (decision 
Info) (L1101). 
0193 The document management system 100 checks 
whether or not the name (name) of a property (Property) of 
the Supplement information indicates a Static image 
(static image) (L1102). When the Static image (static im 
age) is indicated, the document management System 100 
reads out data of a Stamp image file indicated in a value 
(value) of the property (Property) of the Supplement infor 
mation from a local hard disk (storage unit 46), Stores the 

Jan. 27, 2005 

data of the Stamp image file as Supplement data of the 
requirement (requirement) (L1103), and advances to L1105. 
0194 On the other hand, when the static image (stati 
c iamge) is not indicated, the document management Sys 
tem 100 advance to L1105. 

0.195 For example, the Static image is a stamp image or 
a like. 

0196. The document management system 100 checks 
whether or not a dynamic image (dynamic image) is indi 
cated to the name (name) of the property (Property) of the 
Supplement information, and the operation (operation) 
shows “print” (L1105). When the dynamic image (dynam 
ic image) is set to the name (name) of the property (Prop 
erty) of the Supplement information, and the operation 
(operation) shows "print, the document management Sys 
tem 100 creates a new print profile (printProfiel) (L1106). 
Moreover, the document management system 100 encodes a 
print ID (printId) of the print profile (printProfile) to be 
identification image data (L1107), and stores the identifica 
tion image data to Supplement data (data) of the requirement 
(requirement) of the identification image data (L1108). 
Then, the document management system 100 terminates the 
compensating proceSS for the requirement. 

0197). On the other hand, the dynamic image (dynamic i 
mage) is not indicated in the name (name) of the property 
(property) of the Supplement information or the operation 
(operation) does not show "print", the document manage 
ment System 100 terminates the compensating process for 
the requirement. 

0198 The dynamic image is a barcode image, identifi 
cation pattern image, or a like. 
0199 Next, the requirement process conducted by the 
document management system 100 will be described with 
reference to FIG. 19 and FIG. 20. FIG. 19 and FIG. 20 are 
flowcharts for explaining the requirement process according 
to the embodiment of the present invention. 
0200. In FIG. 19, the document management system 100 
checks whether or not the allowed item (allowed) of the 
decision result information (decisionInfo) shows “not 
allowed (false)" (L1121). When “not allowed (false)" is 
shown, the document management System 100 denies the 
access and terminates the requirement process (L1122). 
0201 On the other hand, when “not allowed (false)" is 
not shown, the document management System 100 repeats 
from L1125 to L1160 for each requirement (requirement) of 
the decision result information (decisionInfo) (L1124). 
0202) The document management system 100 checks 
whether or not a requirement (requirement) (hereinafter, 
referred to not-Supported requirement), which is not Sup 
ported by the document management system 100, is indi 
cated (L1125). When the not-supported requirement is not 
indicated, the document management System 100 advances 
to L1131. 

0203 On the other hand, when the not-supported require 
ment is indicated, the document management System 100 
further checks whether or not the alternative requirement 
(alternative) of the not-Supported requirement (requirement) 
is an alternative requirement, which is not Supported (here 
inafter, referred to not-Supported alternative requirement), 
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and is indicated (L1126). When the not-supported alterna 
tive requirement (alternative) for the not-Supported require 
ment (requirement) is indicated, the document management 
System 100 denies the acceSS and terminates the requirement 
process (L1127). 
0204. On the other hand, when the not-supported alter 
native requirement (alternative) for the not-Supported 
requirement (requirement) is not indicated, the document 
management System 100 processes the alternative require 
ment (alternative) of the not-Supported requirement 
(requirement) (L1129). 
0205 Subsequently, the document management system 
100 checks whether or not a log record (record audit data) 
is indicated in the requirement (requirement) (L1131). When 
the log record (record audit data) is indicated, the docu 
ment management System 100 generates log data including 
the user ID (userid), the document ID (docid), the operation 
(operation), date and time, the context information (contex 
tInfo) (L1132). 
0206. Then, the document management system 100 sends 
the log data to security server 200 (L1133). The document 
management System 100 checks whether or not the log data 
is successfully sent to the security server 200 (L1134). When 
the log data is failed to Send, the document management 
System 100 denies the acceSS and terminates the requirement 
process (L1135). On the other hand, when the log data is 
successfully sent to the security server 200, the document 
management system 100 advances to L1138. 

0207 Furthermore, the document management system 
100 checks whether or not an encryption (encryption) is 
indicated to the requirement (requirement) (L1138). When 
the encryption (encryption) is indicated, the document man 
agement system 100 encrypts the document 60 stored 
therein (L1139). On the other hand, when the encryption 
(encryption) is not indicated, the document management 
system 100 advances to L1141. 
0208 Subsequently, the document management system 
100 checks whether or not a protection of integrity of an 
original of the digital document is indicated in the require 
ment (requirement) (L1141). When the protection of integ 
rity of the original of the digital document is indicated, the 
document management System 100 transmits and Stores the 
digital document to an original document integrity protec 
tion Supporting System (L1142). For example, the original 
document integrity protection Supporting System may be a 
System disclosed in Japanese Laid-open Patent Application 
No. 2000-285024. Alternatively, this original document 
integrity protection Supporting System can be provided 
within the document management system 100. 

0209. On the other hand, when the protection of the 
integrity of an original (integrity protection) is indicated in 
the requirement (requirement), the document management 
system 100 advances to L1144. 

0210 Moreover the document management system 100 
checks whether or not the requirement (requirement) indi 
cates to allow a multiple authentication (multi authentica 
tion) for an access to the digital document (L1144). When 
the requirement (requirement) does not indicate to allow the 
multiple authentication (multi authentication), the docu 
ment management system 100 advances to L1150. 
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0211 On the other hand, when the requirement (require 
ment) indicates to allow the multiple authentication (multi 
authentication), the document management System 100 

requires for the user 52 using the client terminal 52 to 
conduct a strict user authentication (Such as a finger print 
recognition or a like) (L1145). After this strict user authen 
tication,the document management System 100 checks 
whether or not the Strict user authentication fails to authen 
ticate the user 52 (L1146). When the strict user authentica 
tion fails, the document management system 100 denies the 
access and terminates the requirement process (L1147). On 
the other hand, when the Strict user authentication Succeeds 
to authenticate the user 52, the document management 
system 100 advances to L1150. 
0212 Subsequently, the document management System 
100 checks whether or not the requirement (requirement) 
indicates a version management (versioning) of the digital 
document (L1150). When the version management (version 
ing) is indicated, the document management System 100 
stores a revised document as a new version (L1151) and 
advances to L1153. 

0213 Moreover, the document management system 100 
checks whether or not the requirement (requirement) indi 
cates a complete deletion of the digital document (L1153). 
When the complete deletion is indicated, the document 
management System 100 executes a complete deleting pro 
ceSS with respect to the digital document being deleted 
(L1154), and advances to L1156. On the other hand, when 
the complete deletion is not indicated, the document man 
agement system 100 advances to L1156. 
0214 Subsequently, the document management System 
100 checks whether or not the requirement (requirement) 
indicates an alarm display (show alarm) (L1156). When the 
alarm display (show alarm) is indicated, the document 
management System 100 creates an alarm character String in 
a character String format indicated in the Supplement infor 
mation (Supplement) of the requirement (requirement) 
(L1157), and displays the alarm character String by a dialog 
box to the user 52 (L1158). Then, the document management 
system 100 goes back to L1124 to repeat the above same 
processes for a next requirement (requirement). On the other 
hand, when the alarm display (show alarm) is not indicated, 
the document management system 100 advances to L1124. 
0215. After the above processes are conducted for all 
requirements (requirement), the document management Sys 
tem 100 conducts an access process requested from the 
client terminal 51 (L1161), and terminates the requirement 
process (L1162). 
0216) As described with reference to FIG. 19 and FIG. 
20, the requirements (requirement) of the decision result 
information (decisionInfo) are processed in parallel. How 
ever, since requirements (requirement) to be processed are 
defined for each operation (operation), it is not required to 
process all requirements (requirement). For example, the 
complete deletion (complete deletion) of the digital docu 
ment is indicated only for the server document 61. For the 
Sake of convenience, the above processes are illustrated in 
FIG. 19 and FIG. 20. The document management system 
100 conducts the above same processes for the alternative 
requirement. 
0217. As described above, the document management 
System 100 can conduct the acceSS control in accordance 
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with the security policy set in the security server 200. In this 
case, it is possible to apply an allowable requirement regu 
lated by the security policy. Moreover, by including the 
processes for the Supplement information and alternative 
requirement necessary to Satisfy the allowable requirement, 
the requirement process can be flexibly required. 
0218. Access Control by Digital Copier 
0219. The access control by the digital copier 70 will be 
described with reference to FIG. 21 and FIG. 22. 

0220 FIG. 21 is a diagram showing an access control 
Sequence at the digital copier according to the embodiment 
of the present invention. FIG. 22 is a flowchart for explain 
ing the access control process by the digital copier according 
to the embodiment of the present invention. In FIG. 21 and 
FIG. 22, each proceSS in the access control Sequence shown 
in FIG. 21 corresponds by the same numeral number to each 
process shown in FIG. 22. 
0221) In FIG. 21 and FIG. 22, the digital copier 70 
receives the login request with the user ID and the password 
from the user 52 (S2001). 
0222. The digital copier 70 sends the user ID and the 
password received from the user 52 to the user management 
server 300 to make an authentication request (S2002). The 
user management Server 300 conducts the authenticating 
process by the user ID and the password received from the 
digital copier 70 (S2003). The user management server 300 
sends authentication result information showing Success or 
failure of the authentication to the digital copier 70 (S2004). 
0223) The digital copier 70 conducts a process corre 
sponding to the authentication result information (S2005). 
When the authentication result information shows that the 
user 52 is successfully authenticated, the digital copier 70 
Sends the authentication result information received from the 
user management server 300 to the client terminal 51, and 
advances to S2006. On the other hand, when the authenti 
cation result information shows that the user 52 is failed to 
authenticate, the digital copier 70 terminates the acceSS 
control process. 
0224. The user 52 makes a copy request for a paper 
document 62 at the digital copier 70 (S2006). 
0225. When the digital copier 70 receives the copy 
request for the paper document 62, in order to identify the 
paper document 62, the digital copier 70 cuts out an area for 
identification from image data obtained by Scanning the 
paper document 62 (S2007). 
0226. The authentication information of the user 52, a 
cut-out image, the access type, and the context information 
are Sent to the Security Server 200 to request the acceSS 
control (S2008). For example, a copy access for the copy 
request is indicated as the access type. 
0227. The security server 200 determines based on the 
information received from the digital copier 70 whether the 
access is allowed or not allowed (S2009). The security 
server 200 sends a decision result to the digital copier 
(S2010). 
0228. The digital copier 70 conducts a process corre 
sponding to the decision result received from the Security 
server 200 (S2011). When the decision result shows 
“Allowed”, the digital copier 70 processes a requirement 
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included in the decision result. On the other hand, when the 
decision result shows “Prohibited', the digital copier 70 
terminates the access control process without any access. 
0229. The digital copier 70 processes the access request 
(copy request) request by the user 52, outputs sheets being 
copied, and terminates the access control process (S2012). 
0230. In this example, a case in that the access request is 
the copy request is described. The same proceSS can be 
conducted for a Scan request, a fax transmission request, and 
a like. For example, when the acceSS request is the Scan 
request, image data being Scanned is Stored in a predeter 
mined Storage area. When the access request is the fax 
transmission request, the image data being Scanned are Sent 
to a destination indicated by the user 52. 
0231. The user authentication request in S2009 can be 
sent through the security server 200. A method for authen 
ticating the user 52 is not limited to a method for authenti 
cating by the user ID and the password. Alternatively, a 
higher technical authentication Such as a biometric authen 
tication, a challenge-response authentication using a master 
card, or a like can be applied. 
0232 An authenticating process by the user management 
server 300 in S2003 is the same as the authenticating process 
in the access control of the document management System 
100, and then explanation thereof will be omitted. In addi 
tion, a data Structure of the authentication result information 
generated by the user management server 300 is the same as 
the data Structure in the acceSS control of the document 
management system 100, and then explanation thereof will 
be omitted. 

0233. The decision process conducted by the security 
Server 200 in S2009 will be described with reference to FIG. 
23, FIG. 24, and FIG. 25. FIG. 23, FIG. 24, and FIG. 25 
are diagrams for explaining the decision process in the 
Security Server in response to a request from the digital 
copier according to the embodiment of the present inven 
tion. 

0234. In FIG. 23, FIG. 24, and FIG.25, a case, in which 
the user 52 conducts the copy request to copy the paper 
document 62 by the digital copier 70, is illustrated. For 
example, as other operations at the digital copier 70, there 
are a fax transmission, a Scan, and a like and respective 
requests are Sent from the digital copier 70 to the Security 
System 100 as a fax transmission request, a Scan request, and 
a like are 

0235 An operation for the fax transmission is to send the 
paper document 62 being Scanned by the digital copier 70 to 
a destination indicated by the user 52 by fax. An operation 
for a Scan is to Scan the paper document 62 and Store image 
data in a predetermined Storage area. 

0236. The decision process in the security server 200 is 
the same for respective requests. 

0237). In FIG. 23, the security server 200 receives the 
authentication result information, the document ID, the 
access type, the context information from the digital copier 
70 that sent the decision request (L2031). For example, 
“copy for the paper document' is indicated in the access 
type. A type of the document 60 (that is, paper document 62) 
and an type of operation (that is, copy) are specified. 
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0238) The security server 200 obtains a print ID (printId) 
by decoding the cut-out image received from the digital 
copier 70 (L2032). 
0239). The security server 200 determines whether or not 
the cut-out image can be decoded (L2033). When the cut-out 
image cannot be decoded, the security server 200 sets 
“unknown (UNKNOWN)” to the document category (doc 
Catetgory) (L2034), sets “unknown (UNKNOWN)” to the 
document level (docLevel) (L2035), sets “not restricted 
(ANY)" to the user category (userCategory) (L2036), and 
sets “not restricted (ANY)" to the Zone (Zone) (L2037). 
0240. On the other hand, when the cut-out image can be 
decoded, the security server 200 obtains a print profile 
(printProfile) corresponding to the print ID (printId) by 
referring to the print profile management table 280 (L2040). 
0241 The security server 200 checks whether or not the 
print profile corresponding to the print ID exists (L2041). 
When the respective print profile corresponding to the print 
ID does not exist, the security server 200 sets “unknown 
(UNKNOWN)” to the document category (docCategory) 
(L2042), sets “unknown (UNKNOWN)” to the document 
level (docLevel) (L2043), sets “not restricted (ANY)” to the 
user category (userCategory) (L2044), and sets “not 
restricted (ANY)” to the Zone (Zone) (L2045). 
0242 On the other hand, when the print profile corre 
sponding to the print ID exists (L2047), the security server 
200 obtains the document ID (docid) from the print profile 
(printProfile) (L2048), obtains the document profile 
(docProfile) corresponding to the document ID (docid) by 
referring to the document profile management table 
(L2049), obtains the document category (docCategory) and 
the sensitivity level (docLevel) by referring to the document 
profile (docProfile) (L2050), and obtains the related person 
list (relatedPersons) by referring to the document profile 
(docProfiel) (L2051). 
0243 The security server 200 further checks whether or 
not the related person list (related Persons) includes the user 
IDS (userId) or position groups (groups) of the authentica 
tion result information (authInfo) (L2052). When the related 
person list (relatedPersons) includes the user IDs (userId) or 
position groups (groups) of the authentication result infor 
mation (authInfo), the security server 200 indicates the 
related persons (RELATED PERSONS) to the user cat 
egory (userCategory) (L2053). On the other hand, when the 
related perSon list (related Persons) does not include the user 
IDS (userId) or position groups (groups) of the authentica 
tion result information (authInfo), the security server 200 
indicates any person (ANY) to the user category (userCat 
egory) (L2054), and advances to L2055. 
0244. The security server 200 obtains the Zone ID list 
(Zones) by referring to the document profile (docProfile) 
(L2055). The security server 200 refers to the Zone man 
agement table (ZoneInfoTable), obtains the IP address or the 
MAC address corresponding to the Zone ID list (Zones), and 
creates an allowed address list (L2056). 
0245. The security server 200 checks whether or not the 
address included in the context information is included in 
the allowed address list created in L2056 (L2057). When the 
address is included in the allowed address list, the Security 
server 200 sets “restricted (RESTRICTED)" to the Zone 
(Zone) (L2058), and advances to L2062. On the other hand, 
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when the address is not included in the allowed address list, 
the security server 200 sets “any Zone (ANY)" to the Zone 
(Zone) (L2059), advances to L2062. 
0246 The security server 200 refers to the user security 
level table (UserMapTable) and stores a level corresponding 
to the user ID (userId) or position groups (groups) to the user 
level (userLevel) (12062). 
0247 The security server 200 loads the security policy 

file to the memory unit 42 and obtains an array of the access 
control rule (rule) (L2063). 
0248. The security server 200 repeats processes by the 
following L0046 through L0071 for each access control rule 
(rule) (L0064). 
0249. The security server 200 checks whether or not the 
document category (docCategory) of the access control rule 
shows “not restricted (ANY)" or corresponds to the docu 
ment category (docCategory) of the document profile 
(DocProfile) and the document level (docLevel) of the 
access control rule (rule) shows “not restricted (ANY)” or 
corresponds to the document level (docLevel) of the docu 
ment profile (DocProfile) (L20065 and L2066). When the 
document category (docCategory) of the access control rule 
(rule) shows “not restricted (ANY)” or corresponds to the 
document category (docCategory) of the document profile 
(DocProfile), and the document level (docLevel) of the 
access control rule (rule) corresponds to “not restricted 
(ANY)" or the document level (docLevel) of the document 
profile (DocProfile), the security server 200 further repeats 
processes in the following L2068 through L2083 for each 
access control list (Ace) of the access control rule (rule) 
(L2067). 
0250 On the other hand, when the above condition is not 
satisfied (L2088 and L2089), the security server 200 goes 
back to L2064 and repeats the above processes for a next 
access control rule (rule). 
0251 When the above condition is satisfied, the security 
server 200 checks whether or not the user category (user 
Category) of the access control list (Ace) corresponds to 
“not restricted (ANY)" or the user category (userCategory) 
set in L2053 or L2054, and the user level (userLevel) of the 
access control list (Ace) corresponds to “not restricted 
(ANY)" or the user level (userLevel). Set in L2062, and the 
Zone (Zone) corresponds to “not restricted (ANY)” or the 
Zone (Zone) set in L2058 or L2059 (L2068, L2069, and 
L2070). When the user category (userCategory) of the 
access control list (Ace) corresponds to “not restricted 
(ANY)" or the user category (userCategory) set in L2053 or 
L2054, and the user level (userLevel) of the access control 
list (Ace) corresponds to “not restricted (ANY)" or the user 
level (userLevel) set in L2062, and the Zone (Zone) corre 
sponds to “not restricted (ANY)” or the Zone (Zone) set in 
L2058 or L2059, the security server 200 repeats the follow 
ing L2072 through L2077 for each operation (Operation) of 
the access control list (Ace) (L2071). 
0252) On the other hand, when any one of conditions in 
L2068, L2069, and L2070 is not satisfied (L2082 and 
L2083), the security server 200 goes back to L2067 and 
repeats the above processes for a next access control list 
(Ace) of the access control rule (rule). 
0253) When the conditions in L2068, L2069, and L2070 
are satisfied, the security server 200 checks whether or not 
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an ID of the operation (Operation.Id) corresponds to an 
ooperation (operation) of the access control list (Ace) 
(L.2072). When the ID of the operation (Operation.Id) cor 
responds to an operation (operation) of the access control list 
(Ace), “allowed (true)" is stored to an allowed item of the 
decision result information (decisionInfo) (L2073). In addi 
tion, the Security server 200 stores all requirements (require 
ment) indicated by the operation (operation) to the decision 
result information (L2074) and advances to L0072 (L2081). 
0254. On the other hand, when a condition in L0053 is 
not satisfied (L2076 and L2077), the security server 200 
goes back to L2071 and repeats the above processes for a 
next operation (Operation) of the access control list (Ace). 
0255. When the security server 200 ends the process for 
each operation (Operation) of the access control list (Ace) in 
L2071, the security server 200 checks whether or not there 
is a respective operation (Operation) (L.2078). When there is 
no respective operation, the security server 200 stores “not 
allowed (false)" to the allowed item (allowed) of the deci 
sion result information (decisionInfo) (L2079) and goes to 
L2090 (L2081). 
0256. On the other hand, when there is a respective 
operation, the security server 200 advances to L2090 
(L2081). 
0257). When the security server 200 ends the process in 
L2067 for each access control rule (rule), security server 200 
checks whether or not there is an access control rule (rule) 
(L2090). When there is no respective access control rule 
(rule), the security server 200 stores “not allowed (false)" to 
the allowed item (allowed) of the decision result information 
(decisionInfo) (L2091), and advances to L2093. On the 
other hand, when there is a respective access control rule 
(rule), the security server 200 advances to L2093. 
0258. The security server 200 checks whether or not the 
allowed item (allowed) of the decision result information 
(decisionInfo) shows “not allowed (false)" (L2093). When 
the allowed item (allowed) of the decision result information 
(decisionInfo) shows “not allowed (false)", the security 
server 200 sends the decision result information to the 
digital copier 70 which sent the decision request (L2094) 
and terminates the decision process (L2100). 
0259 On the other hand, when the allowed item 
(allowed) of the decision result information (decisionInfo) 
does not show “not allowed (false)" (L2096), the security 
Server 200 conducts a compensating process for require 
ments (resquirement) included in the decision result infor 
mation (decisionInfo) (L2097), sends the decision result 
information (decisionInfo) to the digital copier 70 that sent 
the decision request (L2098), and then terminates the deci 
sion process (L2100). 
0260 A data structure of the context information sent 
from the digital copier 70 to the security server 200 is the 
Same as the data Structure of the context information Sent 
from the document management system 100 to the security 
server 200, and explanation thereof will be omitted. 
0261) A data structure of the decision result information 
sent from the security server 200 to the digital copier 70 is 
the same as the data Structure of the decision result infor 
mation sent from the security server 200 to the document 
management system 100, and explanation thereof will be 
omitted. 
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0262 The compensating process of the requirement by 
the digital copier 70 is the same as the compensating process 
for the requirement by the document management System 
100, and explanation thereof will be omitted. 
0263) Next, the requirement process conducted by the 
digital copier 70 will be described with reference to FIG. 26, 
FIG. 27, and FIG. 28. FIG. 26, FIG. 27, and FIG. 28 are 
flowcharts for explaining the requirement process by the 
digital copier according to the embodiment of the present 
invention. 

0264. In FIG. 26, the digital copier 70 checks whether or 
not the allowed item (allowed) of the decision result infor 
mation (decisionInfo) shows “not allowed (false)" (L2121). 
When “not allowed (false)" is shown, the digital copier 70 
denies the access and terminates the requirement process 
(L2122). 
0265. On the other hand, when “not allowed (false)" is 
not shown, the digital copier 70 repeats from L2125 to 
L2178 for each requirement (requirement) of the decision 
result information (decisionInfo) (L2124). 
0266 The digital copier 70 checks whether or not a 
requirement (requirement) (hereinafter, referred to not-Sup 
ported requirement), which is not Supported by the digital 
copier 70, is indicated (L2125). When the not-supported 
requirement is not indicated, the digital copier 70 advances 
to L2131. 

0267 On the other hand, when the not-Supported require 
ment is indicated, the digital copier 70 further checks 
whether or not the alternative requirement (alternative) of 
the not-Supported requirement (requirement) is an alterna 
tive requirement, which is not Supported (hereinafter, 
referred to not-Supported alternative requirement), and is 
indicated (L2126). When the not-supported alternative 
requirement (alternative) for the not-Supported requirement 
(requirement) is indicated, the digital copier 70 denies the 
access and terminates the requirement process (L2127). 
0268. On the other hand, when the not-supported alter 
native requirement (alternative) for the not-Supported 
requirement (requirement) is not indicated, the digital copier 
70 processes the alternative requirement (alternative) of the 
not-Supported requirement (requirement) (L2128). 
0269. Subsequently, the digital copier 70 checks whether 
or not a log record (record audit data) is indicated in the 
requirement (requirement) (L2131). When the log record 
(record audit data) is indicated, the digital copier 70 gen 
erates log data including the user ID (userid), the document 
ID (docid), the operation (operation), date and time, the 
context information (contextInfo) (L2132). 
0270. Then, the digital copier 70 sends the log data to 
security server 200 (L2133). The digital copier 70 checks 
whether or not the log data is Successfully Sent to the 
security server 200 (L2134). When the log data is failed to 
Send, the digital copier 70 denies the access and terminates 
the requirement process (L2135). On the other hand, when 
the log data is successfully sent to the security server 200, 
the digital copier 70 advances to L2138. 
0271 Furthermore, the digital copier 70 checks whether 
or not a label print (show label) is indicated to the require 
ment (L2138). When the label print (show label) is indi 
cated, the digital copier 70 embeds a Stamp image indicated 
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by the Supplement information (Supplement) of the require 
ment by printing to a printed document (L2139). On the 
other hand, when the label print (show label) is not indi 
cated, the digital copier 70 advances to L2141. 
0272 Subsequently, the digital copier 70 checks whether 
or not a user name print (show operator) is indicated 
(L2141). When the user name print (show operator) is 
indicated, the digital copier 70 prints an operator name 
(operator) as the user name to a printed document (L2142). 
On the other hand, when the user name print (show opera 
tor) is not indicated, the digital copier 70 advances to L2144. 
0273 Moreover, the digital copier 70 checks whether or 
not a record of an image log (record image data) is indi 
cated (L2144). When the record of the image log 
(record image data) is indicated, the digital copier 70 gen 
erates image log data including the user ID (userid), the 
document ID (docid), the operation (operation), the date and 
time, the contex information (contextInfo), and document 
data (scan data) (L2145). Subsequently, the digital copier 70 
Stores the image log data to an internal hard disk (L2146). 
On the other hand, when the record of the image log 
(record image data) is not indicated, the digital copier 70 
advances to L2148. 

0274 Subsequently, the digital copier 70 checks whether 
or not an alarm display (show alarm) is indicated (L2148). 
When the alarm display (show alarm) is indicated, the 
digital copier 70 creates an alarm character String in a 
character String format indicated in the Supplement infor 
mation (Supplement) of the requirement (requirement) 
(L2149), and displays the alarm character String at the 
operation panel to the user 52 (L2150). On the other hand, 
when the alarm display (show alarm) is not indicated, 
digital copier 70 advances to L2152. 
0275. Furthermore, the digital copier 70 checks whether 
or not an alarm print (print alarm) is indicated (L2152). 
When the alarm print (print alarm) is indicated, the digital 
copier 70 creates an alarm character String in a character 
String format indicated in the Supplement information 
(Supplement) of the requirement (requirement) (L2153), and 
prints the alarm character String to embody to the printed 
document (L2154). On the other hand, when the alarm print 
(print alarm) is not indicated, the digital copier 70 advances 
to L2156. 

0276 Subsequently, the digital copier 70 checks whether 
or not a receiver restriction (address restriction) for the fax 
transmission is indicated (L2156). When the receiver restric 
tion (address restriction) is indicated, the digital copier 70 
checks a receiver address indicated by the user 52 with a 
receiver condition indicated in the Supplement information 
(supplement) of the requirement (requirement) (L2157). 
Moreover, the digital copier 70 checks whether or not the 
receiver address matches with the receiver condition 
(L3258). When the receiver address does not match with the 
receiver condition, the digital copier 70 displays, at an 
operation panel, a message showing that the receiver address 
does not match with the receiver condition, to inform it to 
the user 52 (L2159), denies the access by the user 52, and 
terminates the requirement process (L2160). On the other 
hand, when the receiver address matches with the receiver 
condition, the digital copier 70 advances to L2162. 
0277. When the digital copier 70 determines in L2156 
that the receiver restriction (address restriction) is not indi 
cated, the digital copier 70 advances to L2162. 
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0278 Moreover, the digital copier 70 decides whether or 
not a confidential transmission mode (private Send) is indi 
cated (L2163). When the confidential transmission mode 
(private send) is indicated, the digital copier 70 sets the 
confidential transmission mode to a Sender condition 
(L2164). Then, the digital copier 70 checks whether or not 
the confidential transmission mode cannot be set (L2165). 
When the confidential transmission mode cannot be set, the 
digital copier 70 displayS, at the operation panel, a message 
showing that a receiver cannot receive the confidential 
transmission, to inform it to the user 52 (L2166), denies the 
access, and terminates the requirement process (L2167). On 
the other hand, when the confidential transmission can be 
set, the digital copier 70 advances to L2170. 
0279. When the digital copier 70 determines in L2163 
that the confidential transmission mode (private Send) is not 
indicated, the digital copier 70 advances to L2170. 
0280 Subsequently, the digital copier 70 checks whether 
or not a visible watermark letter print (visible watermark) is 
indicated (L2170). When the visible watermark letter print is 
indicated, the digital copier 70 creates a character String in 
a character String format indicated by the Supplement infor 
mation (Supplement) of the requirement (requirement) 
(L2171), and embeds the character String as a watermark to 
the printed documents (L2172). On the other hand, when the 
visible watermark letter is not indicated, the digital copier 70 
advances to L2174. 

0281 Furthermore, the digital copier 70 checks whether 
or not a digital watermark (digital watermark) is indicated 
(L2174). When the digital watermark is indicated, the digital 
copier 70 creates a character String in a character String 
format indicated by the Supplement (Supplement) of the 
requirement (requirement) (L2175), and embeds the char 
acter String as the digital watermark to Scanned data 
(L2176). Then, the digital copier 70 goes back to L2124 and 
repeats the above processes for a next requirement (require 
ment). On the other hand, when the digital watermark is not 
indicated, the digital copier 70 advances to L2124. 
0282. After the above process is conducted for all 
requirement (requirement), the digital copier 70 conducts a 
process corresponding to the access by the client terminal 51 
(L2179) and terminates the requirement process (L2180). 
0283 AS described above, the digital copier 70 can 
conduct the access control in accordance with the Security 
policy set in the security server 200. In this case, it is 
possible to apply the allowable requirement regulated by the 
Security policy. Moreover, it is possible to process for the 
Supplement information necessary to Satisfy the allowable 
requirement, and apply the process for the alternative 
requirement. 
0284. Since the recognition of the paper document 62 is 
not perfect at 100 percent, a recognition error may be 
occurred. When the digital copier 70 cannot recognize the 
paper document 62 when copying the paper document 62, 
basically the paper document 62 is required to be copied as 
a regular paper document. For this reason, it is required to 
conduct Some kind of Security protection in a case in that the 
paper document 62 cannot be recognized. Accordingly, in 
this embodiment, the paper document 62, which is not 
recognized (categorized into “UNKNOWN" of the docu 
ment category), can be processed in accordance with the 
Security policy. 
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0285). Access Control by Document Viewer 
0286 An access control conducted by the document 
viewer 53 will be described with FIG. 29, FIG. 30, and 
FIG. 31. 

0287 FIG. 29 is a diagram showing an access control 
Sequence in the document viewer according to the embodi 
ment of the present invention. FIG. 30 and FIG. 31 are 
flowcharts for explaining the acceSS control proceSS by the 
document viewer according to the embodiment of the 
present invention. In FIG. 29, FIG. 30, and FIG. 31, each 
process in the access control sequence shown in FIG. 29 
corresponds by the same numeral number to each proceSS 
shown in FIG. 30 and FIG. 31. 

0288. In FIG. 29 and FIG. 30, the document viewer 53 
receives an open request for opening a file (portable docu 
ment 63) from the user 52 (S3001). 
0289. The document viewer 53 checks whether or not the 
portable document 63 is protected by a security (S3002). 
The document viewer 53 conducts a process corresponding 
to a check result in S3002 (protected or not protected) for the 
portable document 63 (S3003). When the portable document 
63 is not protected, the document viewer 53 displays a 
content of the portable document 63, and terminates the 
access control process. On the other hand, when the portable 
document 63 is protected, the document viewer 53 advances 
to S3004. 

0290 The document viewer 53 prompts the user 52 to 
input the user ID and the password and receives the user ID 
and the password from the user 52 (S3004). 
0291. The document viewer 53 conducts a user authen 
tication by Sending the user ID and the password from the 
user 52 to the user management server 300 (S3005). 
0292. The user management server 300 conducts the user 
authentication by the user ID and the password received 
from the document viewer 53 (S3006), and sends authenti 
cation result information to the document viewer 53 
(S3007). 
0293 When the document viewer 53 receives the authen 
tication result information from the user management Server 
300, the document viewer 53 conducts a process corre 
sponding to the authentication result information (S2008). 
When the authentication is failed, the document viewer 53 
displays an authentication error for the user 52, and termi 
nates the acceSS control process. When the authentication is 
Succeeded, the document viewer 53 advances to S3009. 

0294 The document viewer 53 retrieves the document ID 
from the portable document 63 (S3009). Then, the document 
viewer 53 sends the authentication result information, the 
document ID, an acceSS type, context information for the 
client terminal 51 on which the document viewer 53 is 
running, to the Security Server 200, and requests the acceSS 
control (S3010). For example, a read access is indicated as 
the access type for the open request. 
0295) The security server 200 determines whether or not 
the access is allowed based on information received from the 
document viewer 53 (S3011). The security server 200 sends 
a decision result to the document viewer 53 (S3012). 
0296. When the decision result shows “allowed”, the 
document viewer 53 processes a requirement included in the 
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decision result (S3013). When the decision result shows 
“prohibited (not allowed)", the document viewer 53 denies 
the access and terminates the access control process. 
0297 The document viewer 53 processes the access (file 
open) requested by the user 52, displays the contents of the 
portable document 63 (S3014). 
0298 The document viewer 53 receives a print request of 
the portable document 63 from the user 52 (S3015). 
0299 The document viewer 53 sends the authentication 
result information, the document ID, the access type, the 
context information of the client terminal 51 on which the 
document viewer 53 is running, to the security server 200, 
and requests the access control to the security server 200 
(S3016). For example, a print access corresponding to the 
print request is indicated as the acceSS type. 
0300. The security server 200 determines based on infor 
mation received from the document viewer 53 whether or 
not the access is allowed (S3017), and sends a decision 
result to the document viewer 53 (S3018). 
0301) When the decision result shows “allowed”, the 
document viewer 53 processes a requirement included in the 
decision result (S3019). When the decision result shows 
“prohibited (not allowed)", the document viewer 53 denies 
the access, and terminates the access control process. 
0302) The document viewer 53 processes the access 
(print) request by the user 52, and outputs printed contents 
of the portable document 63 (S3020). 
0303) The user authentication in S3005 may be requested 
through the security server 200. A method for authenticating 
the user 52 is not limited to a method for authenticating by 
the user ID and the password. Alternatively, a higher tech 
nical authentication Such as a biometric authentication, a 
challenge-response authentication using a master card, or a 
like can be applied. 
0304. An authenticating process conducted by the user 
management server 300 in S3006 is the same as the authen 
ticating proceSS in the access control conducted by the 
document management System 100, and explanation thereof 
will be omitted. In addition, a data structure of the authen 
tication information in the acceSS control conducted by the 
document management System 100, and explanation thereof 
will be omitted. 

0305 An decision process conducted by the security 
Server 200 in S3001 and S3017 is the same as the decision 
process in the acceSS control conducted by the document 
management System 100. In addition, a data Structure of the 
decision result information is the same as the data structure 
of the decision result information in the access control 
conducted by the document management System 100, and 
explanation thereof will be omitted. 
0306 A compensating process for the requirement con 
ducted by the document viewer 53 is the same as the 
compensating process for the requirement conducted by the 
document management System 100, and explanation thereof 
will be omitted. 

0307 Next, a requirement process conducted by the 
document viewer 53 will be described with reference to 
FIG. 32 through FIG. 36. FIG. 32, FIG.33, FIG.34, FIG. 
35, and FIG. 36 are flowcharts for explaining the require 
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ment proceSS conducted the document viewer according to 
the embodiment of the present invention. 
0308. In FIG. 32, the document viewer 53 checks 
whether or not the “allowed' item of the decision result 
information shows “false” (L3121). When the “allowed” 
item shows "false', the document viewer 53 denies the 
access and terminates the requirement process (L3122). 
0309. On the other hand, when the “allowed' item does 
not show “false', the document viewer 53 repeats L3125 
through L3124 for each requirement indicated in the deci 
sion result information (decisionInfo) (L3124). 
0310. The document viewer 53 checks whether or not a 
requirement, which is not Supported by the document viewer 
53 (hereinafter, called not-Supported requirement), is indi 
cated (L3125). When the not-supported requirement is not 
indicated, the document viewer 53 advances to L3131. 
0311. On the other hand, when the not-supported require 
ment is indicated, the document viewer 53 further checks 
whether or not an alternative requirement, which is not 
supported by the document viewer 53 (hereinafter, called 
not-Supported alternative requirement), is indicated 
(L3126). When the not-supported alternative requirement is 
indicated, the document viewer 53 denies the acceSS and 
terminates the requirement process (L3127). 
0312. On the other hand, the not-supported alternative 
requirement is not indicated, the document viewer 53 pro 
cesses the alternative requirement (alternative) for the 
requirement (requirement) (L3128). 
0313 Subsequently, the document viewer 53 checks 
whether or not a log record (record audit data) is indicated 
in the requirement (requirement) (L3131). When the log 
recod (record audit data), the document viewer 53 gener 
ates log data including the user ID (userid), the document ID 
(docid), the operation (operation), date and time, and the 
context information (contesxtInfo) (L3132). 
0314. Then, the document viewer 53 sends the log data to 
the security server 200 (L3133). The document viewer 53 
determines whether or not the log data is Successfully sent 
to the security server 200 (L3134). When the log data is 
failed to send, the document viewer 53 denies the access and 
terminates the requirement process (L3136). On the other 
hand, when the log data is Successfully sent, the document 
viewer 53 advances to L3136. 

0315) Furthermore, the document viewer 53 checks 
whether or not the requirement indicates to allow the mul 
tiple authentication for the access to the digital document 
(L3138). When the multiple authentication is indicated to 
allow, the document viewer 53 requires the user. 52 of a 
Strict user authentication (Such as the finger print recognition 
or the like) (13139). The document viewer 53 further 
determines whether or not the Strict user authentication is 
failed (L3140). When the strict user authentication is failed, 
the document viewer 53 denies the access and terminates the 
requirement process (L3141). On the other hand, when the 
authentication is not indicated or when the String user 
authentication is Succeeded, the document viewer 53 
advances to L3144. 

0316) Subsequently, the document viewer 53 checks 
whether or not the alarm display (show alarm) is indicated 
(L3144). When the alarm display is indicated, the document 
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Viewer 53 creates an alarm character String in a character 
String indicated in the Supplement information (Supplement) 
of the requirement (requirement) (L3145), and displays the 
alarm character string (L3146). On the other hand, when the 
alarm display is not indicated, the document viewer 53 
advances to L3148. 

0317 Moreover, the document viewer 53 checks whether 
or not a private print mode (private access) is indicated 
(L3148). When the private print mode is indicated, the 
document viewer 53 advances to L3160. 

0318. On the other hand, the document viewer 53 deter 
mines whether or not a printer to print out Supports the 
private print mode (L3149). When the private print mode is 
not Supported, the document viewer 53 processes the alter 
native requirement (alternative) of the requirement (require 
ment) (L3150). Then, the document viewer 53 determines 
whether or not the alternative requirement is processed 
(L3151). When the alternative requirement cannot be pro 
cessed, the document viewer 53 denies the access and 
terminates the requirement process (L3152). On the other 
hand, when the alternative requirement can be processed, the 
document viewer 53 advances to L3160. 

03.19. On the other hand, when the private print mode is 
supported (L3155), the document viewer 53 displays a 
dialog for the user 52 to input the password (L3156), sets the 
password input by the user 52 to a printer driver in order to 
set the private print mode (L3157). After that, the document 
viewer 53 advances to L3160. 

0320 Subsequently, the document viewer 53 checks 
whether or not the image log record (recrd image data) is 
indicated (L3160). When the image log record is indicated, 
the document viewer 53 further determines whether or not 
the printer to print out Supports the image log record 
(L3161). When the printer does not support the image log 
record, the document viewer 53 processes the alternative 
requirement (alternative) of the requirement (requirement) 
(L3162). Then, the document viewer 53 determines whether 
or not the alternative requirement cannot be processed 
(L3163). when the alternative requirement cannot be pro 
cessed, the access is denied and the requirement proceSS is 
terminated (L3164). On the other hand, when the alternative 
requirement (alternative) can be processed, the document 
viewer 53 advances to L3173. 

0321) On the other hand, when the image log record is 
supported (L3167), the document viewer 53 generates log 
data including the user ID (userid), the document ID (docid), 
the operation (operation), the date and time, and the context 
information (contextInfo) (L3168). The document viewer 53 
Sets an image log bibliographic item to the printer driver 
(L3169), and sets an image log record mode to the printer 
driver (L3170). Then, the document viewer 53 advances to 
L3173. 

0322 Moreover, the document viewer 53 checks whether 
or not the requirement indicates to embed trace information 
(embed trace Info) (L3173). When the requirement does 
not indicate to embed the trace information, the document 
viewer 53 advances to L3187. 

0323 When the requirement indicates to embed the trace 
information, the document viewer 53 further determines 
whether or not a driver of the printer to print out Supports a 
stamp print (L3174). When the driver of the printer supports 
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the stamp print, the document viewer 53 sets a barcode 
image indicated by the Supplement information of the 
requirement to the printer driver to Set a Stamp print mode 
(L3176). Then, the document viewer 53 advances to L3187. 
0324. On the other hand, when the driver of the printer to 
print out does not Support the Stamp print, the document 
viewer 53 further determines whether or not the document 
viewer 53 supports a document edit (L3177). When the 
document edit is supported, the document viewer 53 embeds 
the barcode indicated by the Supplement information 
(Supplement) of the requirement (requirement) to each page 
to be printed by editing the portable document 53 (L3178). 
On the other hand, when the document edit is Supported 
(L3180), the document viewer 53 processes the alternative 
requirement (alternative) of the requirement (requirement) 
(L3181). The document viewer 53 determines whether or 
not the alternative requirement cannot be processed 
(L3182). When the alternative requirement cannot be pro 
cessed, the document viewer 53 denies the access, and 
terminates the requirement process (L3183). When the alter 
native requirement can be processed, the document viewer 
53 advances to L3187. 

0325 Subsequently, the document viewer 53 checks 
whether or not the requirement indicates to print a label as 
a stamp (show label) (L3187). When the requirement does 
not indicate to print a label as a Stamp, the document viewer 
53 advances to L3201. When the requirement indicates to 
print a label as a stamp, the document viewer 53 further 
checks whether or not the driver of the printer to print out 
supports the stamp print (L3188). When the stamp print is 
Supported, the document viewer 53 sets the Stamp image 
indicated by the Supplement requirement (Supplement) of 
the requirement (requirement) to the printer driver to set the 
Stamp print mode (an embedding location is indicated by 
“embedding location' item in the Supplement information 
(supplement) of the requirement (requirement)) (L3189). 
After that, the document viewer 53 advances to L3201. 
0326 On the other hand, when the stamp print is not 
supported the document viewer 53 determines whether or 
not the document viewer 53 Supports the document edit 
(L3191). When the document edit is supported, the docu 
ment viewer 53 sets the stamp image indicated by the 
Supplement requirement (Supplement) of the requirement 
(requirement) to the printer driver to set the Stamp print 
mode (an embedding location is indicated by “embedding 
location' item in the Supplement information (Supplement) 
of the requirement (requirement)) (L3192). 
0327. On the other hand, when the document edit is 
Supported, the document viewer 53 processes the alternative 
requirement (alternative) of the requirement (requirement) 
(L3195). Then, the document viewer 53 determines whether 
or not the alternative requirement cannot be processed 
(L3196). When the alternative requirement cannot be pro 
cessed, the document viewer 53 denies the acceSS and 
terminates the requirement process (L3197). On the other 
hand, the document viewer 53 advances to L3201. 
0328. Furthermore, the document viewer 53 checks 
whether or not the visible watermark letter print (visible 
watermark) is indicated (L3201). When the visible water 
mark letter print is not indicated, the document viewer 53 
advances to L3216. 

0329. On the other hand, when the visible watermark 
letter print is indicated, the document viewer 53 creates a 
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background character String in a character String indicated 
by the Supplement requirement (Supplement) of the require 
ment (requirement) (L3202). Then, the document viewer 53 
further determines whether or not the driver of the printer to 
print out supports a combination print (L3203). When the 
combination print is Supported, the document viewer 53 Sets 
the background character String as the combination character 
string to the printer driver (L3204). After that, the document 
viewer 53 advances to L3216. 

0330. On the other hand, when the driver of the printer to 
print out does not Support the combination print, the docu 
ment viewer 53 determines whether or not the documents 
viewer 53 supports the document edit (L3206). When the 
document edit is supported, the document viewer 53 embeds 
the background character String to a background of the 
portable document 63 by editing the portable document 63 
(L3207). 
0331 On the other hand, when the document edit is not 
Supported, the document viewer 53 processes the alternative 
requirement (alternative) of the requirement (requirement) 
(L3210). Then, the document viewer 53 further determines 
whether or not the alternative requirement (alternative) 
cannot be processed (L3211). When the alternative require 
ment (alternative) cannot be processed, the document viewer 
53 denies the acceSS and terminates the requirement process 
(L3212). On the other hand, when the alternative require 
ment can be processed, the document viewer 53 advances to 
L3216. 

0332 Subsequently, the document viewer 53 determines 
whether or not the requirement indicates to print an 
embossed watermark letter (anti copy watermark) (L3216). 
When the requirement does not indicate to print the 
embossed watermark letter, the document viewer 53 
advances to L3232. 

0333) On the other hand, when the requirement indicates 
to print the embossed watermark letter, the document viewer 
53 creates a pattern character String in a character String 
format indicated by the Supplement information (Supple 
ment) of the requirement (requirement) (L3217). The docu 
ment viewer 53 further determines whether or not the driver 
of the printer to print out supports a pattern print (L3218). 
When the pattern print is indicated, the document viewer 53 
sets the pattern character string to the printer driver (L3219). 
After that, the document viewer 53 advances to L3232. 
0334. On the other hand, when the pattern print is not 
supported, the document viewer 53 determines whether or 
not the document viewer 53 Supports the document edit 
(L3221). When the document edit is supported, the docu 
ment viewer 53 generates a pattern image based on the 
pattern character String (L3222), and embeds the pattern 
image to the background of the portable document 63 by 
editing the portable document 63 (L3223). 
0335). On the other hand, when the document edit is not 
supported (L3225), the document viewer 53 processes the 
alternative requirement (alternative) of the requirement 
(requirement) (L3226). Then, the document viewer 53 deter 
mines whether or not the alternative requirement cannot be 
processed (L3227). When the alternative requirement cannot 
be processed, the document viewer 53 denies the access and 
terminates the requirement process (13228). On the other 
hand, when the alternative requirement can be processed, the 
document viewer 53 advances to L323. 
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0336 Moreover, the documents viewer 53 determines 
whether or not the requirement indicates to print an identi 
fication pattern (identifiable bg. pattern) (L3232). When the 
requirement does not indicate to print an identification 
pattern, the document viewer 53 advances to L3247. 
0337. When the requirement indicates to print an identi 
fication pattern, the document viewer 53 creates the pattern 
character String by an identification pattern image indicated 
by the Supplement information (Supplement) of the require 
ment (requirement) (L3233). Then, the document viewer 53 
further determines whether or not the driver of the printer to 
print out supports to repeat the stamp print (L3234). When 
the driver of the printer Supports to repeat the Stamp print, 
the document viewer 53 sets the identification pattern image 
indicated by the Supplement information (Supplement) of the 
requirement (requirement) to the printer driver to set a 
repeating stamp print mode (L3235). After that, the docu 
ment viewer 53 advances to L3247. 

0338. On the other hand, when the driver of the printer 
does not Support to repeat the Stamp print, the document 
viewer 53 further determines whether or not the document 
viewer 53 supports the document edit (L3237). When the 
document edit is Supported, the document viewer 53 repeat 
edly embeds the identification pattern image indicated by the 
Supplement information (Supplement) of the requirement 
(requirement) to the background of the portable document 
63 by editing the portable document 63 (L3238). After that, 
the document viewer 53 advances to L3247. 

0339. On the other hand, when the document edit is not 
supported (L3240), the document viewer 53 processes the 
alternative requirement (alternative) of the requirement 
(requirement) (L3241). Then, the document viewer 53 deter 
mines whether or not the alternative requirement cannot be 
processed (L3242). When the alternative requirement cannot 
be processed, the document viewer 53 denies the access and 
terminates the requirement process (L3243). On the other 
hand, when the alternative requirement can be processed, the 
document viewer 53 advances to L3247. 

0340 Subsequently, the document viewer 53 determines 
whether or not the alarm print is indicated (L3247). When 
the alarm print is not indicated, the document viewer 53 goes 
back to L3124. 

0341. On the other hand, when the alarm print is indi 
cated, the document viewer 53 creates an alarm character 
String in a character String format indicated by the Supple 
ment information (Supplement) of the requirement (require 
ment) (L3248). Then, the document viewer 53 further 
whether or not the driver of the printer to print out supports 
a header/footer print (L3249). When the header/footer print 
is Supported, the document viewer 53 sets the alarm char 
acter string as a header/footer to the printer driver (L3250). 
0342. On the other hand, when the header/footer print is 
not supported, the document viewer 53 further determines 
whether or not the document viewer 53 Supports the docu 
ment edit (L3252). When the document edit is supported, the 
document viewer 53 embeds the alarm character string at the 
header/footer of the portable document 63 (L3253). 
0343 On the other hand, when the document edit is 
supported (L3255), the document viewer 53 processes the 
alternative requirement (alternative) of the requirement 
(requirement) (L3256). Then, the document viewer 53 fur 

Jan. 27, 2005 

ther determines whether or not the alternative requirement 
cannot be processed (L3257). When the alternative require 
ment cannot be processed, the document viewer 53 denies 
and terminates the requirement process (L3258). 
0344. On the other hand, when the alternative require 
ment can be processed, the document viewer 53 goes back 
to L2124 to repeat the above Same process for a next 
requirement (requirement). 
0345. After the above process is conducted for all 
requirements (requirement), the document viewer 53 con 
ducts an access process requested by the user 62 (L3263), 
and terminates the requirement process (L3264). 
0346. As described above, the document viewer 53 can 
conduct the access control in accordance with the Security 
policy set in the security server 200. In this case, it is 
possible to apply the allowable requirement regulated in the 
Security policy. In addition, Since the proceSS for the Supple 
ment information necessary to Satisfy the allowable require 
ment and the proceSS for the alternative requirement can be 
conducted, it is possible to realize a flexible proceSS in 
accordance with the organizational Security policy. 
0347 As described above, even if the requirement can 
not be realized, in the requirement process that determines 
whether or not the documents viewer 53 supports the 
document edit, it is possible to temporarily edit the contents 
of the portable document 63, embed necessary information 
in the portable document 63, and then conduct a process 
requested by the user 52. 
0348. It is required to encrypt the portable document 63 
so that the portable document 63 can be opened only by 
using the document viewer 53 that realize the access control 
as described above. 

0349. A key for using an encryption/decryption may be 
included in a Special document viewer that can realize the 
above access control. Only if it confirms that the document 
Viewer 53 is a Special document viewer capable of enforcing 
the access control, the security server 200 allows transmit 
ting a decryption key to the document viewer 53. 
0350. Accordingly, it is possible to protect the portable 
document 63 from being opened by a regular document 
Viewer that cannot realize the acceSS control. 

0351 AS described above, screen examples for display 
ing the document viewer 53 at the client terminal 51 will be 
described with reference to FIG. 37A through FIG. 41C. 
The user 52 can know by screens described in the following 
which requirements will be processed. 

0352 Screen examples in a case in that the alarm print is 
indicated as the requirement will be described with reference 
to FIG. 37A and FIG.37B. FIG.37A is a diagram showing 
a Screen example for displaying Settings for the alarm print 
according to the embodiment of the present invention. FIG. 
37B is a diagram showing a Screen example for displaying 
detail Settings for the alarm print according to the embodi 
ment of the present invention. 
0353. In FIG. 37A, a screen 600 is a screen showing a 
State in that the alarm print is indicated as the requirement. 
In the screen 600, a setting area 601 is originally used as an 
area for a Setting to print at a header or footer. In a case in 
that the alarm print is processed as the requirement to 
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conduct the print request, the header/footer print is compul 
Sory Set and displayed in gray to prohibit the user 52 from 
changing the Setting, by the requirement process conducted 
by the document viewer 53. 
0354) When the user 52 clicks a detail button in the 
setting area 601, a screen 605 as shown in FIG. 37B is 
displayed at the client terminal 51. 
0355. In FIG.37B, the screen 605 is a screen for setting 
details in a case in that the alarm print is indicated as the 
requirement, In the screen 605, the setting are 606 is 
originally used for user 52 to Set an arrangement location 
and a format of a character String to print at the header or the 
footer. In a case in that the alarm print is processed as the 
requirement to conduct the print request, the header/footer 
print is compulsory Set and displayed in gray to prohibit the 
user 52 from changing the Setting, by the requirement 
process conducted by the document viewer 53. 
0356. Accordingly, the user 52 is prohibited from chang 
ing the Setting but can confirm that the alarm print is the 
requirement before printing the portable document 63. By 
this confirmation, the user 52 determines to actually execute 
to print the portable document 63 or cancel to the print 
request. 

0357 Screen examples in a case in that the private print 
is indicated as the requirement will be described with 
reference to FIG.38A and FIG.38B. FIG.38A is a diagram 
showing a Screen example in that the private print is Set 
according to the embodiment of the present invention. FIG. 
38B is a diagram showing a Screen example for Setting the 
authentication information for the private print according to 
the embodiment of the present invention. 
0358. In FIG. 38A, a screen 610 is a screen displayed 
when the private print is indicated as the requirement. In the 
Screen 610, a Selecting area 611 for Selecting a print method 
is originally user for the user 62 to Select one or more items. 
In a case in that the private print is processed as the 
requirement to execute the print request of the user 52, the 
requirement proceSS conducted by the document viewer 53 
compulsory Selects the private print, display in gray, and also 
controls the Selection not to change by the user 52. 
0359 Accordingly, the setting can be controlled so that 
the setting cannot be changed by the user 52. When the user 
52 clicks a detail button in the setting area 611, a screen 613 
is displayed as shown in FIG. 38B. 
0360. In FIG. 38B, the screen 613 is a screen for detail 
Settings in the case in that the private print is indicated as the 
requirement. In the screen 613, input areas 614 and 615 are 
originally used for the user 52 to Set the authentication 
information. The input area 614 is an area for the user 52 to 
input the user ID, and the input area 615 is an area for the 
user 52 to input the password. The user 52 can output a 
document being printed from the portable document 63 from 
the digital copier 70 by inputting, at the digital copier 70, the 
user ID and the password input at the screen 613. 
0361 The user 52 can know that the document is printed 
from the portable document 63 by the private print. 
0362 FIG. 39 is a diagram showing a screen example in 
a case in that a label is indicated to print as a Stamp as the 
requirement according to the embodiment of the present 
invention. In FIG. 39, a screen 620 is displayed when the 
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label is indicated to print as the Stamp as the requirement. In 
the Screen 620, a Setting area 621 is originally used for the 
user 52 to set the stamp. In case in that the label is printed 
as the Stamp as the requirement to execute the print request 
of the user 62, the requirement proceSS conducted by the 
document viewer 53 compulsory Sets a Stamp print, display 
in gray, and also controls the Setting not to change by the 
user 52. 

0363 Accordingly, the user 52 is prohibited from chang 
ing the Setting but can confirm that the Stamp print is the 
requirement before the portable document 63 is printed out. 
By this confirmation, the user 52 can determines to actually 
print the portable document 63 or to cancel the print request. 
0364 FIG. 40 is a diagram showing a screen example in 
a case in that the visible watermark letter print is indicated 
as the requirement according to the embodiment of the 
present invention. In FIG. 40, a screen 630 is displayed 
when the visible watermark letter print is indicated as the 
requirement. In the Screen 630, a Setting area 631 is origi 
nally use for the user 52 to set the visible watermark letter 
print. In a case in that the Visible watermark letter print is 
processed as requirement to execute the print request of the 
user 52, the requirement process conducted by the document 
viewer 53 compulsory sets the visible watermark letter print, 
display in gray, and also controls the Setting not to change 
by the user 52. 
0365 Accordingly, the user 52 is prohibited from chang 
ing the Setting but can confirm the visible watermark letter 
print is the requirement before the portable document 63 is 
printed out. By this confirmation, the user can determine to 
actually print out the portable document 63 or to cancel the 
print request. 

0366 When the user 52 clicks a button 632 showing 
“ADD IMAGE STAMP” in the setting area 631 of the 
screen 630 displayed at the client terminal 51, a screen is 
displayed as shown in FIG. 41A. 

0367 A screen example in a case in that the identification 
pattern print is indicated as the requirement will be 
described with reference to FIG. 41A. FIG. 41A is a 
diagram showing a Screen example showing details in the 
case in the identification pattern print is indicated as the 
requirement. 

0368. In FIG. 41A, an image is displayed in a displaying 
area 641 of a screen 640 when the identification pattern print 
is indicated. The user 62 is prohibited from changing the 
setting at the screen 640 but can confirm that the identifi 
cation print is indicated as the requirement before printing 
out the portable document 63. By this confirmation, the user 
52 can determine to actually print out the portable document 
63 or to cancel the print request. 
0369 For example, the identification pattern is printed by 
dots as shown in FIG. 41B. FIG. 41B is a diagram showing 
an example of magnifying the identification pattern accord 
ing to the embodiment of the present invention. In FIG. 
41B, for example, an identification pattern 646 may be 
drawn by identification image data 12 dots high, 8 dots wide, 
and 3 dots interval (that is, an image size is 48x32 pixels). 
0370. In order to identify a right, left, top, and bottom 
Sides, for example, the entire of one right column and one 
bottom row may be dotted and code of 77 bits may be 
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encoded at other 11x7=77 dots. The code can be realized by 
a simple rule Such that a dot is printed when a bit value is 
“1” and a dot is not printed when the bit value is “0”. 
0371 FIG. 41C is a diagram showing an encoding 
example of the identification pattern shown in FIG. 41B 
according to the embodiment of the present invention. In 
FIG. 41C, the identification pattern 646 shown in FIG. 41B 
can be encoded into a bit pattern 647 by using the above 
described Simple rule. Error correcting code may be printed 
Since an identification error may occur when the dot pattern 
is disordered. 

0372 For example, in a case in that the user 52 uses a 
function Serving as a printer at the digital copier 70 and 
prints out the portable document 63 from the document 
viewer 53, a sequence of the requirement process in S3019 
in FIG. 29, which is conducted when the private print mode 
is indicated as the requirement, will be described in detail 
with reference to FIG. 42. FIG. 42 is a diagram showing a 
requirement proceSS Sequence in the private print mode 
according to the embodiment of the present invention. 
0373) In FIG. 42, when the user 52 conducts the print 
request for the portable document 63 displayed by the 
document viewer 53, the document viewer 53 requires the 
user 52 to input the password (S4001). When the user 52 
inputs the password (S4002), the document viewer 53 sets 
the private print mode and the password to a printer driver 
54 being installed into the client terminal 51 (S4003). Then, 
the document viewer 53 sends a print instruction to the 
printer driver 64 (S4004). 
0374. The printer driver 54 generates a PDL (Page 
Description Language) in response to the print instruction 
sent from the document viewer 53 (S4005), and sends 
information including the PDS (for example, RPCS or 
postScript), the private print mode, and the password, to the 
digital copier 70 (S4006). After that, the printer driver 54 
sends a print end to the document viewer 53 (S4007). 
0375. On the other hand, the digital copier 70 temporarily 
stores the information including the PDL, the private print 
mode, and the password in an internal hard disk (S4008), 
and waits until the user 52 inputs the password. 
0376 The user 52 inputs the password to the digital 
copier 70 to output a document printed from the portable 
document 63 at eh digital copier 70 (S4009). 
0377 The digital copier 70 compares the password input 
by the user 52 with the password received from the printer 
driver 54, and conducts the print process when both the 
passwords correspond each other (S4010). When both the 
passwords do not correspond each other, the digital copier 
70 does not conduct the print process. By conducting the 
print process, the paper document 62 being printed from the 
portable document 63 is output from the digital copier 70 
(S4011). 
0378. By this process sequence in the private print mode, 

it is possible to prevent a user other than the user 52 from 
Seeing the paper document 62 output from the digital copier 
70, and also, it is possible to prevent the user from taking 
along with the user. 
0379 Moreover, in the case in that the user 52 uses the 
function Serving as the printer at the digital copier 70 and 
prints out the portable document 63 from the document 
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viewer 53, a sequence of the requirement process in S3019 
in FIG. 29 in a case in that the pattern print mode is 
indicated as the requirement to print out the portable docu 
ment 63 will be described in detail with reference to FIG. 
43. FIG. 43 is a diagram showing a requirement process 
Sequence in the pattern print mode according to the present 
invention. 

0380. In FIG. 43, the document viewer 53 determines 
whether or not the printer driver 54 installed into the client 
terminal 51 of the user 52 supports the pattern print (S5001). 
After the document viewer 53 confirms that the printer 
driver 54 Supports the pattern print, the document viewer 53 
Sends information including the pattern print mode and an 
indicated character string to the printer driver 54 (S5002), 
and conducts a print instruction (S5003). 
0381. When the printer driver 64 receives the pattern 
print mode and the indicated character String and receives 
the print instruction from the document viewer 53, the print 
driver 54 generates a PDL (S5004). Then, the printer driver 
54 sends the PDL including a pattern to the digital copier 70 
(S5005). 
0382. In the following, an abstraction process for corre 
sponding information provided from the application System 
400 to the organizational security policy by the security 
Server 200 will be described in detail. 

0383 Abstraction Process by Security Server 
0384. In order to explain the abstraction process con 
ducted by the security server 200, it is assumed that each of 
tables 250 through 270 manage data as shown in FIG. 44 
through FIG. 48. 
0385 FIG. 44 is a diagram showing a data example 
managed by the user Security level table according to the 
embodiment of the present invention. In FIG. 44, the user 
security level table 250 manages data by a structure User 
Map shown in FIG. 5. For example, in “Group leaders/ 
Sales/Com” as “principald”, “entryType' is “group”, and 
“levelId” is “manager”. Other data are similarly shown. 
0386 For example, by describing in XML (extensible 
Markup Language), the user security level table 250 may 
manage data by a XML file as shown in FIG. 45. FIG. 45 
is a diagram showing the XML file of the user security level 
table according to the embodiment of the present invention. 
0387. In FIG. 45, data managed by the user security level 
table 250 are described, in accordance with the data structure 
251 shown in FIG. 5, by hierarchical data structure in that 
Structure names and element names shown in the data 
Structure 251 are shown by tags. For example, at a lower 
layer of a <UserMapI list> tag data concerning a plurality of 
users are described by <principald> tags in parallel. At each 
of the <UserMap> tags, data corresponding to respective 
elements are described by a <principald> tag, a <Entry 
Typed tage, and a <Leveld> tag. 
0388 FIG. 46 is a diagram showing a data example 
managed by the document profile management table accord 
ing to the embodiment of the present invention. In FIG. 46, 
data managed by the document profile management table 
260 are described, in accordance with the data structure 261 
shown in FIG. 6, by a hierarchical data structure in that 
Structure names and element names shown in the data 
Structure 261 are shown by tags. For example, In 
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“0000000001” as “docId”, “docCategory” is “develop 
ment”, “docLevel” is “secret”, “related Persons” is “Mem 
bers/Dev/Com”, “Zones' is “ANY”, “nondisclosure” is 
“2005/04/01”, “retention” is “2010/04/01”, and “validity” is 
empty. Other data are Similarly shown. 
0389. As described above, the document profile manage 
ment table 260 can be a XML file similar to the user security 
level table 250. However, in the document profile manage 
ment table 260, Since an entry is created for each document 
60, the size of the table becomes bigger. Therefore, it is 
preferable to use a database for the document profile man 
agement table 260. 
0390 FIG. 47 is a diagram showing a data example 
managed by the Zone management table according to the 
embodiment of the present invention. In FIG. 47, data 
managed by the Zone management table 270 are described, 
in accordance with the data structure 271 shown in FIG. 7, 
by a hierarchical Structure in that Structure names and 
element names shown in the data structure 271 are shown by 
tags. For example, in “id” as “salesZone01”, “name” is 
“sales (Yokohama)”, “address” of “addressInfo' is 
“192.207.138.1”, “addressType” of “addresses.Info' is “IP", 
“netmask of “addresses.Info' is “255.255.255.0. In addi 
tion, Since a plurality of "addressInfo' items are managed 
for one “id', in “salesZone01”, “address' of "addressInfo' is 
“192.207.139.1”, “addressType” of “addresses.Info' is “IP”, 
“netmask of “addresses.Info' is “255.255.255.0. Other 
data are similarly shown. 
0391) For example, the Zone management table 270 may 
manage data in a XML file shown in FIG. 48 by describing 
in XML. FIG. 48 is a diagram showing a XML file of the 
Zone management table according to the embodiment of the 
present invention. 
0392. In FIG. 48, data of the Zone management table 270 
are described, in accordance with the data Structure 271 
shown in FIG. 7, by a hierarchical structure in that structure 
names and element names shown in the data Structure 271 
are shown by tags. For example, in a lower layer of a 
<Zone.InfoTable> tag, data concerning a plurality of Zones 
by a <Zone.Infos tag in parallel. In a lower layer of each 
<Zone.Infos tag, data corresponding to respective elements 
are described by a <Id> tag, a <Name>, and a <Address 
Inford. The <AddressInford tag further includes a lower layer 
and data corresponding to respective elements are described 
by a <Address> tag, a <AddressType>, and a-Netmaski> tag. 
The <AddressInfos tag may have a plurality of the 
<AddressInfoctags at a lower layer. 

0393 For example, in the policy file 240, the access 
control rule is described as shown in FIG. 49 and FIG. 50. 
FIG. 49 and FIG. 50 are diagrams showing the access 
control rule described in the policy file according to the 
embodiment of the present invention. 
0394). In FIG. 49 and FIG.50, in the policy file 240, the 
access control rule is regulated for each document 60 from 
a description 701 showing a <Policy> tag to a description 
702 showing a </Plicy> tag. For example, in the policy file 
240, a rule 1 corresponding to a document attribute is shown 
from a description 703 showing a <Rule> tag from a 
description 704 showing a </Rules tag, and other rule 2 and 
rule 3 corresponding to other document attributes are shown 
from other <Rule> tags to other </Rule> tags, respectively. 
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0395. The rule 1 will be described in detail. The rule 2 
and rule 3 are described in the same method as the rule 1, and 
explanation thereof will be omitted. 

0396) In the rule 1, a description 705 for 
<DocCategory>Sales.</DocCategory> and 
<DocLeveldtopsecretz/DocLeveld shows that the access 
control rule corresponding to the document attribute, in 
which the document category is “Sales (sales department) 
and the document level shows “topSecret (top Secret), is 
regulated. Next, In the document attribute by the description 
705, a plurality of the access control rules corresponding to 
user attributes are regulated by descriptions 710 and 720 
from an <Ace> tag to a </Aces tag. 
0397. In the description 710, a description 711 of 
<UserCategory>RELATED PERSON</UserCategory>, 
<UserLeveldmanager.</UserLeveld and 
<Zonex RESTRICTED</Zonex describes the access control 
rule for the user attribute in that the user category is 
“RELATED PERSON”, the user level is “manager”, and 
the Zone is “RESTRICTED". Moreover, in the description 
720, description 721 of 
<UserCategory>RELATED PERSON</UserCategory> and 
<UserLeveld ANYC/UserLeveld describes the access con 
trol rule for the user attribute in that the user category is 
“RELATED PERSON", and the user level is “ANY". The 
description 721 does not indicate the Zone. As described 
above, the access control rule is described for each of a 
plurality of user attributes with respect to one document 
attribute. 

0398. In the description 710, descriptions 712 and 713 
from an <Operation> tag to a </Operation> tag indicate 
operations in which the acceSS control rule is applied. 

0399. In the description 712, by a description of 
<id>read-?id>, for a document 60 belonging to the docu 
ment category and the document level indicated by the 
description 705, the user 52 belonging to the user category, 
the user level, and the Zone indicated by the description 711 
is allowed to read the document 60. 

0400. In addition, in the description 713, by a description 
of <id>print</idd, for the document 60 belonging to as 
described by the description 705, the user 52 belonging to as 
described by the description 711 is allowed to print out the 
document 60 in a condition in that requirements described as 
follows are processed. 

04.01. In the description 713, three requirements are indi 
cated to print out the document 60. By a description 714 of 
<Requirement>, <id>private access.</id>, and </Require 
ment>, “private access (private print mode) is indicated as 
the requirement to print out the document 60. 

0402 Moreover, by a description 715 of <Requirement>, 
<id>print alarm-/idd, and <Supplement>“Printed by %u'</ 
Supplement>, it is indicated to conduct "print alarm (alarm 
print) by using a alarm character String in a character String 
format indicated “Printed by %u” as the requirement to print 
out the document 60. 

0403. Furthermore, by a description 716 of 
<id>identifiable bg. pattern-?id> and 
<Supplement>dynamic image-/Supplement>, it is indi 
cated to conduct “identifiable bg 2 pattern (identification 
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pattern print) by using a pattern character String shown by 
an identification pattern image indicated by “dynamic im 
age. 

04.04. In these assumptions described above, for example, 
in a case in that “Taro Yamada”, leader of a “Marketing” 
group in a “Sales' department of a “Com' company, prints 
out a document 60 identified by the document ID 
“0000000003, the authentication result information as 
shown in FIG. 51 is provided by the user management 
server 300 to the application system 400. FIG. 51 is a 
diagram showing an example of the authentication result 
information. 

0405. In FIG. 51, for example, in accordance with the 
data structure 501 shown in FIG. 12, the authentication 
result information (AuthInfo) shows “Taro Yamada/Sales/ 
Com' as “userId”, “Taro Yamada' as “userName”, and 
“Members/Sales/Com”, “Marketing/Sales/Com”, 
“Employee/Com”, and “Group Leaders/Sales/Com” as 
"groups”. 

0406 Accordingly, “Taro Yamda’ is specified by this 
authentication result information and the security server 200 
executes the decision process. In the security server 200, the 
user Security level mapping part 232 searches for "Taro 
Yamda” shown in the authentication result information from 
the user security level table 250 shown in FIG. 44. At first, 
“Group leaders/Sales/Com” in “userId” or “groups' corre 
sponds to “Taro Yamda’ and mapped to “manager” ((1) in 
FIG. 4). 
04.07 Subsequently, the user category mapping part 233 
searches “Members/Sales/Com” of “related Persons” of the 
document 60 identified by the document ID "0000000003” 
from the document profile management table 260 shown in 
FIG. 46, and determines whether or not the user "Taro 
Yamada' is allowed for related perSons. The user category 
mapping part 233 determines that the user “Taro Yamada' is 
a related perSon Since the user "Taro Yamada' belongs to 
“Members/Sales/Com” ((2) in FIG. 4). 
0408. The access type shows “print” ((3) in FIG. 4). 
04.09 For example, the Zone mapping part 234 receives 
context information as shown in FIG. 52. FIG. 52 is a 
diagram showing an example of the context information 
according to the embodiment of the present invention. In 
FIG. 52, “192.207.138.64” as “ipAddress” and “02-36-55 
22-78-01’ as “macAddress' are indicated in the context 
information. 

0410 The Zone mapping part 234 obtains “salesZone01” 
and "salesZone02” as "Zones' of the document 60 identified 
by the document ID "0000000003" by referring to the 
document profile management table 260. Moreover, the 
Zone mapping part 234 obtains a list of an IP address and a 
MAC address included in the Zones "salesZone01” and 
“SalesZone02. Since an IP address “192.207.138.64 of the 
context information shown in FIG. 52 is included in the 
Zone “SaleSZone01, the Zone mapping (G)art 234 determines 
that the IP address “192.207.138.64” is inside the Zone ((4) 
in FIG. 4). 
0411 For example, the document security attribute map 
ping part 235 receives document identification information 
as shown in FIG. 53. FIG. 53 is a diagram showing an 
example of the document identification information accord 
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ing to the embodiment of the present invention. In FIG. 53, 
“OOOOOOOOO3 as “docId is indicated in the document 
identification information. 

0412. The document security attribute mapping part 235 
determines by referring to the document profile management 
table 260 that the document category of the document 60 
identified by the document ID "0000000003” is “sales” and 
the sensitivity level is “topsecret” ((%) in FIG. 4). 
0413 By mapping processes conducted by the user Secu 
rity level mapping part 232 and the Zone mapping part 234, 
it is possible to abstract parameterS Such as “manager as the 
user Security level, “related perSon' as the user category, 
“print’ as the access type, "inside Zone' as the Zonecategory, 
“Sales' as the document category, and “topSecret” as the 
sensitivity level. 
0414 Based on these abstract parameters, the policy base 
acceSS control decision part 241 determines to allow or 
prohibit in accordance with the access control rule (policy) 
described in the policy file 240 shown in FIG. 49. As a 
result, by the descriptions 711 and 713, the document 60 
belonging to “sales” and “topsecret” is allowed for related 
perSons in “manager class to “print”. However, Since 
“private access (private print mode)”, “print alarm (alarm 
print), and “identifiable bg. pattern (identification pattern 
print) are regulated as the requirements, the access control 
decision result as shown in FIG. 54 is returned. 

0415 FIG. 54 is a diagram showing an example of the 
decision result information according to the embodiment of 
the present invention. In FIG. 54, in the decision result 
information, “true (allowed)” is indicated as an “allowed” 
item, “private access (private print mode) is indicated as 
the “requirement' in “requirements', and “Supplements 
(supplement information)”, “data”, and “alternatives” are 
not indicated for this “requirement”. Moreover, “print alarm 
(alarm print) is indicated as another “requirement, and 
“data” and "alternatives' are not indicated. Furthermore, 
“identifiable bg. pattern (identification pattern print) is 
indicated as a further “requirement”, “dynamic image 
(dynamic image)” as “Supplements (Supplement informa 
tion) and binary image data (actual dynamic image being 
binary data) as “data” for this “requirement”, and “alterna 
tives” is not indicated. 

0416) In the access control rule in the policy file 240, 
“Printed by %u” is described. %u is variable and is replaced 
with Taro Yamada by the compensating process. 
0417. In addition, in the access control rule in the policy 

file 240, in a case in that “dynamic image' is described and 
the access type is “print', an entry for a new print profile is 
created in the print profile management table 280 as shown 
in FIG. 55. FIG.55 is a diagram showing an example of the 
print profile management table according to the embodiment 
of the present invention. In FIG. 66, by creating the entry for 
the new print profile, a value of “printId” is obtained. Then, 
the value of “printId” is encoded to create identification 
image data, and the identification image data is Stored in 
"data” as the binary image data. 
0418 For example, the identification image data are 
overlaied and printed on a sheet when the document 60 is 
printed out, So that the identification image data can be 
utilized to identify or trace the document 60. FIG. 56 is a 
diagram showing an example of the identification pattern 
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being printed according to the embodiment of the present 
invention. For example, as shown in FIG. 66, the identifi 
cation pattern 646 shown in FIG. 41B is overlaid. 
0419. A case, in which another user 52 conducts the print 
request for the same document 60 from the same client 
terminal 51 and is specified as “Hanako Satoh' by the 
authentication result information as shown in FIG. 57, will 
be described. FIG. 57 is a diagram showing another 
example of the authentication result information according 
to the embodiment of the present invention. 
0420. In FIG. 57, for example, the authentication result 
information shows in accordance with the data structure 501 
shown in FIG. 12 in that "Hanako Satoh/Sales/Com” is 
indicated as “userId”, “Hanako Satoh' is indicated as “user 
Name”, and “Members/Sales/Com”, “Marketing/Sales/ 
Com”, and “Employee/Com” are indicated as groups”. 
0421. The user “Hanako Satoh” is specified by this 
authentication result information, and then, the Security 
server 200 executes the decision process. By executing the 
decision process, Since the user Security level indicates 
“regular, the user category indicates “related perSon', the 
access type indicates “print', the Zone category indicates 
"inside Zone', the document category indicates “Sales', and 
the sensitivity level is “topsecret”, the security server 200 
determines in accordance with the access control rule 
(policy) described in the policy file 240. As a result, the 
access control decision result shows that the user "Hanako 
Satoh” is not allowed to print out the document 60. 
0422 Moreover, in a case in that the user “Taro Yamada' 
attempts to read a document 60 specified by the document 
ID "0000000001", the access control rule (policy) does not 
regulates this acceSS “read” for the document 60. AS a result, 
the access control decision result indicates that the user 
"Taro Yamada' is not allowed to read the document 60. 

0423 Furthermore, in a case in that a paper document 62 
to which the document 60 is copied by the user “Taro 
Yamada' is copied by the digital copier 70, the digital copier 
70 sends the access decision request to the Securing Server 
200 based on image data generated by Scanning the paper 
document 62. 

0424 The security server 200 receives document identi 
fication information as shown in FIG. 58A or FIG. 58B 
from the digital copier 70. 
0425 The document identification information will be 
described with reference to FIG. 58A and FIG. 58B. FIG. 
58A is a diagram showing an example of the document 
identification information in a case in that image data itself 
is actually Sent to the Security Server according to the 
embodiment of the present invention. In FIG. 58A, “docId” 
and “printId” are not indicated, and the image data is Stored 
in binary in "image' (as binary image data). 
0426 FIG. 58B is a diagram showing another example of 
the document identification information in a case in that the 
image data is decoded and Sent to the Security Server 
according to the embodiment of the present invention. In 
FIG. 58B, “docId” and “image” are not indicated, and the 
image data being encoded by the digital copier 70 and binary 
are stored in “printId”. 
0427. When the security server 200 receives the image 
data in binary as shown in FIG. 58A from the digital copier 
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70, the security server 200 obtains “p000000001" as 
“printId”. Based on “printId”, the security server 200 refers 
to the print profile and obtains “0000000003" as “docId”. 
Then, the security server 200 conducts the access control 
decision in accordance with the access control rule (policy) 
regulating a case in that the access type indicates "copy', 
similarly to a case or “print” by “Taro Yamada”. 
0428. According to the present invention, for example, in 
a description of a policy requiring a print of a name of the 
user 52, when the user 52 prints out the portable document 
63, that is, when the portable document 63 is output as the 
paper document 62 outside a control of the document viewer 
53 by conducting an operation for printing out the portable 
document 63, the policy can regulate So as to improve a 
Suppression effect for a leak of information with respect to 
the user 52 attempting to print out the portable document 63. 
Therefore, it is possible to maintain a Security of the portable 
document 63. 

0429 Moreover, in the description of the policy, since it 
is possible to regulate the requirement to print the user name 
of the user 52 attempting to print out a regular paper 
document when the regular paper document is printed out, 
it is possible to maintain a Security of the paper document 62 
that copies the regular paper document and is output from 
the digital copier 70, by printing the user name of the user 
52 to the paper document 62. 
0430. Furthermore, in the description of the policy, since 

it is possible to regulate the requirement to record a log when 
the server document 61 is read out from the document 
management System 100, it is possible to keep the log 
showing that the Server document 61 is read out. Accord 
ingly, it is possible to prevent the user 52 who read out the 
Server document 61 from leaking information and maintain 
a security of the server document 61. 
0431. In the description of the policy, since the require 
ment to allow an operation can be regulated So as to conduct 
a process for maintaining the Security after the operation, it 
is possible to consistently maintain the Security of the 
document 60 before and after the operation. 
0432. In a conventional security for the document 60, the 
security of the document 60 cannot be maintained after the 
operation is conducted. 
0433. However, according to the present invention, it is 
possible to consistently maintain the Security of the docu 
ment 60 even after the operation is conducted for the 
document 60. 

0434. In the following, the operations, the requirements, 
the Supplement information in the access control rule regu 
lated in the policy file 240 will be described in detail. 
0435 Details concerning Operations, Requirements, and 
Supplement information 
0436) 1 Details of Operations 
0437 Since there are operations having the same name 
for the Server document 61, the paper document 62, and the 
portable document 63, the following prefixes are addition 
ally provided at the beginning of an operation identification 
to distinguish each other. 

0438 operation for the 
SdOpe XXXX 

server document 61 
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the 0439 operation for document 62 
pp.Ope XXXX 

paper 

0440 operation for the portable document 63 p p 
pdOpe XXXX 

0441 XXXX shows an English word for an operation. In 
the following, a title of each Section shows the operation 
identification. 

0442 1-1 sciOpe Store 
0443) For example, this is an operation to request storing 
the document 60 to the document management server 00. 
This operation is used to store the document 60 to a 
repository (storage unit) Such as the document management 
system 100, the digital copier 70, or the like in that a security 
management can be conducted for a document file (this 
operation may be called new creation or new registration). 
0444 AS adaptable requirements, record audit data, 
explicit authorization, encryption, integrity protection, and 
show alarm can be indicated. Each of these requirements 
will be described later. 

0445 1-2 sciOpe Prop Read 
0446 For example, this is an operation to request to refer 
to a property of the document 60 stored in the document 
management System 100. Instead of referring to (obtaining) 
contents of the document 60, attribute information Such as a 
file size, a created date and time, and an owner of the 
document 60 is referred to by this operation. When this 
operation is not allowed, an existence of the document 60 
cannot be recognized. 
0447 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, and show 
alarm can be indicated. Each of these requirements will be 

described later. 

04:48 1-3 sciOpe Read 
0449 For example, this is an operation to request to refer 
to (read out) the document 60 stored in the document 
management system 100 and to refer to (download) contents 
of the document 60 in the document management System 
100. A protected document file is downloaded. 
0450 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, and show 
alarm can be indicated. Each of these requirements will be 

described later. 

0451. The following explanation will be additionally 
provided for this operation. 

0452. The document file being downloaded is called 
portable document 63. Since an access to the portable 
document 63 is required to be controlled, the portable 
document 63 to be downloaded by the operation SdOpe read 
is protected (protected document file). 
0453 1-4 sciOpe Get Org) 
0454 For example, this is an operation to refer to (read 
out) an original file of the document 60 stored in the 
document management system 100. The operation SdO 
pe read conducts to download the document file without any 
protection and this operation SdOpe get org conducts to 
download the original document file without any protection. 
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0455 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, and show 
alarm can be indicated. Each of these requirements will be 

described later. 

0456) 1-5 sciOpe Revise 
0457 For example, this is an operation to request to 
revise the document 60 Stored in the document management 
system 100. This operation is used to open, edit, and revise 
the document 60 Stored in the document management Sys 
tem 100 by an editor or replace (resave) the document 60 
stored in the document management system 100. 

0458 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, versioning, 
and show alarm can be indicated. Each of these require 
ments will be described later. 

0459 1-6 sciOpe Delete 
0460 For example, this is an operation to request to 
delete the document 60 Stored in the document management 
system 100. The document 60 stored in the document 
management system 100 is deleted by this operation. 

0461 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, complete de 
letion, and show alarm can be indicated. Each of these 
requirements will be described later. 

0462) 1-7 pdOpe Read 

0463 This is an operation to request to refer to (open) the 
portable document 63. A file of the portable document 63 is 
open by this operation. 

0464 AS adaptable requirements, record audit data, 
explicit authorization, multi authentication, and show 
alarm can be indicated. Each of these requirements will be 

described later. 

0465) 1-8 pdOpe Print 
0466. This is an operation to request to print out the 
portable document 63. Contents in a file is printed out by this 
operation. 

0467 AS adaptable requirements, record audit data, 
explicit authorization, private access, record image data, 
embed trace info, show label, visible watermark, anti 
copy Watermark, trusted bg pattern, identifiable bg pat 

tern, and show alarm can be indicated. Each of these 
requirements will be described later. 

0468 1-9 pdOpe Send Fax 
0469. This is an operation to request to send the portable 
document by fax. The contents of the file are directly 
transmitted by fax by this operation. This operation corre 
sponds to a process for printing out by a printer object 
corresponding to the fax. 

0470 AS adaptable requirements, record audit data, 
explicit authorization, address restriction, private Send, 
record image data, show label, visible watermark, show 
alarm, and print alarmcan be indicated. Each of these 

requirements will be described later. 
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0471 (1-10 pp.Ope Copy 
0472. This is an operation to request to copy the paper 
document 60. The document 60 being papers is copied by 
this operation. 

0473 AS adaptable requirements, record audit data, 
explicit authorization, show label, show operator, owner 
only, record image data, Show alarm, and print alarmcan 

be indicated. Each of these requirements will be described 
later. 

0474 1-11 ppOpe Send Fax 
0475. This is an operation to request to transmit the paper 
document 62 by fax. The document 60 being papers is 
transmitted by fax by this operation. 

0476 AS adaptable requirements, record audit data, 
explicit authorization, address restriction, private Send, 
record image data, show label, visible watermark, show 
alarm, and print alarmcan be indicated. Each of these 

requirements will be described later. 

0477 1-12 pp.Ope Scan 
0478. This is an operation to request to scan the paper 
document 62. The document 60 being papers is read out by 
Scanner and digitalized to be a digital file by this operation. 

0479. AS adaptable requirements, record audit data, 
explicit authorization, record image data, digital Water 
mark be indicated. Each of these requirements will be 
described later. 

0480 2 Details of Requirement 
0481. In the following, each requirement is explained. A 

title of each Section shows an identification of the require 
ment. Each requirement is differently processed. A proceSS 
for the requirement is conducted by the application System 
400. 

0482 2-1 Record Audit Data 
0483 This requirement requires recording a log. For 
example, a log may be recorded for each page when the 
document 60 is copied by the digital copier 70. Alterna 
tively, a log is recorded for the document 60 being copied by 
grouping by each Security ID. 

0484. There is no supplement information necessary for 
this requirement. 

0485 There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 

0486 2-2 Explicit Authorization 
0487. This requirement requires allowing by a document 
management administrator. In a case in that this requirement 
is regulated in the policy, when it is not explicitly indicated 
to the Security Server 200 that an operation requiring this 
requirement is allowed, the operation is not allowed. When 
the security server 200 recognizes result that this require 
ment is regulated, by a determination obtained in the deci 
sion process, the security server 200 checks whether or not 
a permit is issued. When the permit is issued, requirements 
showing "allowed=true’ and excluding explicit authoriza 
tion are sent to the application system 400 as the determi 
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nation result by the decision process. When the permit is not 
issued, “allowed=false' as the determination result is Sent to 
the application system 400. 
0488 There is no supplement information necessary for 
this requirement. 
0489. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0490) 2-3 Encryption 
0491. This requirement requires encrypting a digital 
document. When this requirement is regulated by the policy, 
a server administrator is not wanted to read contents of the 
digital document. Accordingly, the application System 400 is 
required to encrypt the digital document So that even the 
Server administrator cannot read it. That is, it is required to 
Store a decryption key for decrypting this encryption So that 
the server administrator of the application system 400 can 
not use the decryption key. 
0492. There is no supplement information necessary for 
this requirement. 
0493 There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0494 2-4 Integrity Protection 
0495. This requirement requires securing integrity of the 
digital document (integrity of an original). When this 
requirement is regulated in the policy, the application System 
400 protects the original of the digital document from being 
tampered. The application system 400 may store the digital 
document to a document protection area by itself. Alterna 
tively, the application System 400 may request the Security 
server 200 to store the original to the document protection 
aca. 

0496 The security server 200 stores the original docu 
ment (file before converting into PDF) received from the 
application system 400 and a secured PDF file being con 
verted to the document protection area. An original docu 
ment ID of the original document Stored in the document 
protection area is recorded as application data of the docu 
ment profile management table 260. 
0497. In a case in that the document protection area is not 
setup in the security server 200, storing to the document 
protection area causes an error. The security server 200 
records a log having a higher Security level even if a Serious 
CO OCCU.S. 

0498. There is no supplement information necessary for 
this requirement. 
0499. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0500. In the requirement process, the application system 
400 requests Storing to the document protection area to the 
security server 200. The security server 200 stores to the 
document protection area when receiving the request. 

0501) 2-5 Multi Authentication 
0502. This requirement requires the multiple authentica 
tion for an access to the digital document. When this 
requirement is regulated in the policy, for example, the 
application system 400 is required to conduct the multiple 
authentication Such as a finger print recognition or an 
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iris-recognition in addition to a regular user authentication. 
The application system 400 can determine to use which 
authentication method. The access may not be allowed when 
a further authentication is conducted Successively after the 
regular user authentication and is failed. Alternatively, the 
further authentication may be conducted after being 
requested to the user 52 when this requirement is returned. 

0503) There is no supplement information necessary for 
this requirement. 

0504. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 

0505) 2-6 Versioning 
0506. This requirement requires conducting a version 
management of the digital document. 

0507. In a case in that this requirement is regulated in the 
policy, instead of Saving a revised digital document to the 
original, the application System 400 is required to conduct 
the version management. When the application system 400 
does not Support a function of the version management, the 
application system 400 must not revise the digital document 
Since the requirement is not Satisfied. 

0508 There is no supplement information necessary for 
this requirement. 

0509. There is no requirement that cannot be indicated 
simultaneously (conflicting requirement). 
0510) 2-7 Complete Deletion 
0511. This requirement requires conducting a perfect 
deletion of the digital document. In a case in that this 
requirement is regulated in the policy, the application System 
400 not only delete an entry of the digital document simply 
but also conduct a perfect deleting proceSS by writing 
random data on a disk area where the digital document was 
Stored. 

0512. There is no supplement information necessary for 
this requirement. 

0513. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 

0514) 2-8 Private Access 
0515. This requirement requires using the private print 
mode. In order for other perSons not to take printed paper 
sheets away, the printed paper sheets are output when the 
user 52 printing the digital document is confirmed by using 
an operation panel of a printer. In a case in that this 
requirement is regulated in the policy, the application System 
400 is required to print out the digital document by using the 
private print mode. If the print does not Support the private 
print mode, the application system 400 does not allow for 
the user 52 to print out the digital document. However, if the 
print does not Support the private print mode but an envi 
ronment of the printer has less possibility in that other 
perSons take the printed paper sheets away, the user 52 
probably wants to print out the digital document at the 
printer. In this case, show alarm is indicated as the alterna 
tive requirement of this requirement private access in the 
policy, So that an alarm is displayed and the user 52 is 
allowed to print out the digital document. 
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0516. There is no supplement information necessary for 
this requirement. 
0517. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0518 (2-9 Record Image Data 
0519) This requirement requires recording an image log. 
Aprint image and a copy image themselves are recorded and 
maintained. In a case in that this requirement is regulated in 
the policy, the application System 400 indicates an image 
data record to a printer adapter of a printer to print out the 
digital document with a print instruction. When this require 
ment is regulated as the requirement of a copy, an image 
copying an original paper document is Stored in a hard disk 
(document box) in the digital copier 70. 
0520. There is no supplement information necessary for 
this requirement. 
0521. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0522 2-10 Embed Trace Info 
0523 This requirement requires embedding trace infor 
mation to print out the digital document. When the digital 
document is printed out, identification information identi 
fying the digital document is embedded to a paper sheet and 
the printed paper sheet is output. AS the trace information, a 
two dimensional barcode is used. 

0524. In a case in that this requirement is regulated in the 
policy, in the decision process, the Security Server 200 sends 
this requirement embed trace info and also the Supplement 
information showing to dynamically generate the trace 
information. That is, the security server 200 sends the 
Supplement information (Supplement) indicating dynamic i 
mage. When the security server 200 recognizes that the 
policy regulates the Supplement information (Supplement) of 
dynamic image, the Security server 200 obtains an embed 
ding image from the document profile management table 
260, and sends the requirement embed trace info and also 
the embedding image as the Supplement information 
(Supplement) as a returned value of the decision process of 
the security server 200 (refer to a section of the Supplement 
information dynamic image). The application System 400 
embeds the embedding image received from the Security 
server 200 to the paper sheet to be printed. 
0525) There is no supplement information necessary for 
this requirement. 
0526. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0527. In the requirement process, the security server 200 
obtains the embedding image from the document profile 
management table 260, and the application system 400 
actually embeds the embedding image while printing. 

0528 (2-11 Show Label 
0529. This requirement requires printing a label such as 
"Secret” as a Stamp. In a case in that this requirement is 
regulated in the policy, the security server 200 sends a 
bitmap data of a label Stamp as the Supplement information 
(Supplement) with this requirement show label by a 
returned value of the decision process. Information showing 
that which stamp is printed for what kind of the document 
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60 is set to the security server 200 beforehand. In the policy, 
information concerning an ID of the label Stamp and a 
location to Stamp a label is regulated. A bitmap file corre 
sponding to the ID is stored in a local hard disk of the 
security server 200. The security server 200 read out the 
bitmap file and sends the Supplement information (Supple 
ment) shown by a byte array to an upper layer. 
0530 If the bitmap file corresponding to the ID of the 
label stamp regulated in the policy, only the ID of the label 
Stamp is included in the Supplement information (Supple 
ment), and the requirement is sent without the bitmap data 
(refer to a section of Static image). 
0531. A stamp image is not assumed to dynamically 
generate. The security server 200 sends the requirement and 
the Supplement information (Supplement) themselves to the 
application system 400. The application system 400 over 
layS and print out the received Stamp image. 
0532. There is no supplement information necessary for 
this requirement. 

0533. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0534. In the requirement process, the security server 200 
provides the Stamp image, and the application System 400 
(digital copier 70) stamps the label Stamp to the paper sheets. 
0535 2-12 Visible Watermark 
0536 This requirement requires printing the visible 
watermark letter on a background of a paper sheet. In a case 
in that this requirement is regulated in the policy, the 
security server 200 sends a character string format for 
printing as a watermark as the Supplement information 
(Supplement) with this requirement visible watermark by a 
returned value of the decision process. AS the Supplement 
information (Supplement) of this requirement, information 
showing that what kind of the document 60 requires which 
character string format in the policy. The security server 200 
Sends this requirement and the Supplement information 
(supplement) themselves to the application system 400. The 
application System 400 generates a watermark character 
String in accordance with the character String format 
received from the security server 200 (refer to a section of 
String format). 
0537) There is no supplement information necessary for 
this requirement. 

0538. As the requirement that cannot be indicated simul 
taneously (conflicting requirement), there are anti copy 
watermark, trusted bg pattern, and identifiable bg pat 

tern. 

0539. In the requirement process, the security server 200 
provides the character String format and the application 
system 400 (digital copier 70) prints out the character string 
to the paper sheet. 
0540 2-13 Anti Copy Watermark 
0541. This requirement requires printing an embossed 
watermark letter. The embossed watermark letter is 
embossed when a paper sheet having this embossed water 
mark letter is copied. In a case in that this requirement is 
regulated in the policy, the security server 200 sends a 
character String format for printing a watermark as the 
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Supplement information (Supplement) with this requirement 
anti copy watermark by a returned value of the decision 
process. Information showing that what kind of the docu 
ment 60 requires which character String format is regulated 
as the Supplement information (Supplement) of this require 
ment in the policy. The security server 200 sends the 
requirement and the Supplement information themselves to 
the application system 400. The application system 400 
generates and print out a watermark letter in accordance 
with the character String format received form the Security 
server 200 (refer to a section of the supplement information 
String format). 
0542. As the Supplement information necessary for this 
requirement, there is String format.color. 
0543. As the requirement that cannot be indicated simul 
taneously (conflicting requirement), there are visible water 
mark, trusted bg pattern, identifiable bg pattern. 
0544. In the requirement process, the security server 200 
provides a character String format, and the application 
System 400 prints a character String on a paper sheet. 
0545 2-14 Trusted bg. Pattern 
0546. This requirement requires printing a background 
pattern for a tamper-detection. 

0547 (2-15 Identifiable bg. Pattern 
0548. In a case in that this requirement is regulated in the 
policy, the security server 200 sent information showing that 
this requirement identifiable bg. pattern and the Supplement 
information is required to dynamically generate, as a 
returned value in the decision process. When the Security 
Server 200 recognizes that a dynamic image generation 
(Supplement information dynamic image) is indicated, the 
security server 200 obtains an identification pattern from the 
document profile management 260, Sends this requirement 
identifiable bg. pattern and the Supplement information by 
the returned value of the decision process (refer to a section 
of Supplement information dynamic image). 
0549. The application system 400 prints the identification 
pattern received from the security server 200 on the back 
ground of the paper sheet to be printed out. 
0550 AS the necessary Supplement information, there is 
dynamic image. 
0551 AS the requirement that cannot be indicated simul 
taneously (conflicting requirement), there are visible water 
mark, anti copy Watermark, trusted bg pattern. 
0552. In the requirement process, the security server 200 
obtains the identification pattern from the document profile 
management table 260, and the application system 400 
actually prints the identification pattern on the background 
of the paper sheet. 
0553 2-16 Show Alarm 
0554. This requirement requires displaying an alarm. An 
alarm Such as "Give attention to handle top Secret' is 
displayed to warn the user 52. This requirement aims to 
display the alarm at a display or an operation panel. Another 
requirement print alarm is used when the alarm is required 
to print to a paper sheet. Information showing that what kind 
of the document 60 is required to display which character 
String is regulated as the Supplement information (Supple 
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ment) of the requirement in the policy. The Security Server 
200 sends the requirement and the supplement information 
themselves to the application 400. The application system 
400 generates and displays the character String in accor 
dance with the character String format received from the 
security server 200. 
0555 As the necessary supplement information, there is 
String format. 
0556. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0557. In the requirement process, the security server 200 
provides the character String format to display, and the 
application system 400 display the alarm in the character 
String format. 

0558 (2-17 Print Alarm 
0559) This requirement requires printing an alarm. An 
alarm such as “RRR Internal Use Only” is printed to warn 
the user 52. This requirement aims to print the alarm on a 
paper sheet. Another requirement show alarm is used to 
display the alarm at a display or an operation panel. 

0560 Information showing that which character string is 
printed for what kind of the document 60 is regulated as the 
Supplement information of this requirement in the policy. 
The security server 200 provides a character string format to 
display the alarm, and the application System 400 displayS 
the alarm. The Security server 200 sends this requirement 
and the Supplement information (Supplement) themselves to 
the application system 400. The application system 300 
generates and prints the character String in accordance with 
the character String format received from the Security Server 
200. 

0561. As the necessary supplement information, there is 
String format and String position. There is no requirement 
that cannot be indicated simultaneously (conflicting require 
ment). 
0562. In the requirement process, the security server 200 
provides the character String format to print, and the appli 
cation system 400 prints the alarm in the character string 
format. 

0563) (2-18 Private Send 
0564) This requirement requires using the confidential 
transmission mode. The confidential transmission mode is 
used So that other perSons cannot take a paper sheet trans 
mitted by fax away. A fax transmission process is not 
conducted for a fax which does not Support the confidential 
transmission mode. 

0565. If the fax does not support the confidential trans 
mission mode but an environment of the fax has leSS 
possibility in that other perSons take the faxed paper sheets 
away, the user 52 probably wants to fax. In this case, 
show alarm is indicated as the alternative requirement of 
this requirement private receive in the policy, so that an 
alarm is displayed and the user 52 is allowed to fax. 
0566. There is no supplement information necessary for 
this requirement. 

0567 There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
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0568 (2-19 Address Restriction 
0569. This requirement requires controlling a destination 
to fax. 

0570) 
0571. This requirement requires printing a user name 
printing. In a case in that this requirement is regulated in the 
policy, the Security Server 200 sends a character String 
format to print with this requirement show operator by a 
returned value of the decision process. Information showing 
that which character string is printed for what kind of the 
document 60 is regulated as the Supplement information 
(Supplement) of the requirement in the policy. 

2-20 Show Operator 

0572 The security server 200 sends the requirement and 
the Supplement information (Supplement) themselves. The 
application System 400 generates the character String in 
accordance with the character String format received from 
the security server 200 and prints the character string on a 
printed paper sheet. 
0573. As the necessary Supplement information, there is 
String format. 
0574. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0575. In the requirement process, the security server 200 
provides the character String format to print that is regulated 
in the policy, and the application system 400 prints the 
character String in accordance with the character String 
format when the document 60 is printed. 
0576) 2-21)wner Only 
0577. This requirement requires only for the user 52 
printing the document 60 to copy. In a case in that this 
requirement is regulated in the policy, the Security Server 
200 sends the requirement owner only by a returned value 
of the decision process. When the security server 200 
recognizes this requirement, the Security Server 200 obtains 
the user ID of the user printing a copied document from the 
document profile management table 260, and compares a 
user attempting to copy and a user who printed the document 
60. When both the users are the same person, the security 
server 200 sends a result of the decision process expect for 
this requirement owner only. when both the users are not the 
same person, the security server 200 sends the result of the 
decision proceSS showing “allowed=false'. 
0578. There is no necessary supplement information. 
0579. There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). 
0580. In the requirement process, the security server 200 
sends “not allowed ' when the both users are not the same 
perSon. 

0581) 2–22 Unreadable Mask) 
0582 This requirement requires masking not to read the 
document 60. When the document 60 is copied, in order to 
warn the user 52 that the document 60 is not allowed to copy, 
this requirement masks the document 60 by printing the 
entire of the document 60 in gray so that the document 60 
cannot be read. 

0583. There is no necessary supplement information. 
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0584) There is no requirement that cannot be indicated 
Simultaneously (conflicting requirement). Even if the con 
flicting requirement Such as show label is indicated, this 
requirement ends up being meaningless. 

0585 2-23 Digital Watermark 
0586. This requirement requires embedding a digital 
watermark in image data. In a case in that this requirement 
is regulated in the policy, the Security Server 200 sends a 
character String format to embed as the digital watermark 
with this requirement digital watermark by a returned value 
of the decision process. Information showing that which 
character String format is used for what kind of the document 
60 is regulated as the Supplement information of this 
requirement in the policy. The security server 200 sends the 
Supplement information (Supplement) itself to the applica 
tion system 400. The application system 400 generates an 
embedding character String in accordance with the character 
string format received from the security server 200 and 
embeds as the digital watermark to the image data of the 
document 60 (refer to a sections of the Supplement infor 
mation String format and watermark type). 
0587. As the necessary supplement information, there are 
String format and watermark type. 
0588. As the requirement that cannot be indicated simul 
taneously (conflicting requirement), there are anti copy 
Watermark, trusted bg pattern, and identifiable bg pat 

tern. 

0589. In the requirement process, the security server 200 
provides the character String format, and the application 
system 400 embeds the digital watermark in accordance 
with the character String format received from the Security 
Server 200. 

0590 3 Details of Supplement Information 
0591. The requirement may require the Supplement infor 
mation. A method for indicating the Supplement information 
is defined as follows. A title of each Section shows an 
identification of the Supplement information. 
0592) 3-1 Static Image 
0593. This supplement information is used to indicate 
fixed image data. AS the fixed image data, for example, there 
is a Stamp image to use for the requirement of the label 
display (show label). Since the fixed image data are not 
stored in the policy file 240, an identification label identi 
fying a fixed image data file is indicated in the policy file 
240. At the beginning of the identification label, “ref” is 
provided to indicate the identification label. 

0594) A supplement information format is ref: file id 
0595 For example, the Supplement information is indi 
cated in the policy file as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 
<dshow label.</Ids 
<Supplement> 

<Idestatic image</Ide 
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-continued 

<Data-ref:STAMP IMAGE O1</Datas 
</Supplement> 

0596) In a case in that this supplement information is 
indicated in the policy file 240 as described above, when the 
a policy decision result is returned in an decision process 
method of the security server 200, the policy decision result 
is returned as follows: 

DecisionInfo.requirements x-requirement = "show label’; 
DecisionInfo..requirements x supplementsyname = 
"static image'; 
DecisionInfo..requirements x supplementsylvalue = "z'; 
DecisionInfo..requirements x-dataz = image data (binary) 
corresponding to STAMP IMAGE 01: 
where x, y, and Z are numbers. 

0597 As described above, when “ref” is indicated as the 
supplement information, the security server 200 reads out a 
file corresponding to the identification label and conducts an 
including proceSS for including the file as binary data as the 
Supplement information. 
0598. 3-2 Dynamic Image 
0599. This supplement information is used to indicate 
dynamic image data. AS the dynamic image data, for 
example, there are a barcode image used for the requirement 
of the tracing information embedding (“embed trace info'') 
and an identification pattern image used for the requirement 
of the identification pattern (“identifiable bg. pattern’). 
0600 Since these image data are dynamically generate by 
the document 60, a description for the image data cannot be 
included in the policy file 240. The policy file 240 indicates 
a type of information dynamically generated as the Supple 
ment information (for example, type of information Such as 
the document ID and the user ID). 
0601. A format of this supplement information is dyn: 
info type). Only a section ID “SecId” can be indicated in 
info type. 
0602 For example, this supplement information is indi 
cated in the policy file 240 as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 
<Id-embed trace info</Ide 
<Supplement> 

<Id-dynamic image</Idd 
<Data>dyn:SecIdz/Data> 

</Supplement> 

0603. In a case in that this supplement information is 
indicated in the policy file 240 as described above, when the 
policy decision result is returned in the decision proceSS 
method of the security server 200, the security server 200 do 
not conduct any process but the policy decision result is 
returned as follows: 
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DecisionInfo.requirements x-requirement : 
“embed trace info: 
DecisionInfo.requirements x supplementsyname 
"dynamic image'; 
DecisionInfo.requirements x supplementsylvalue : 
“dyn:SecId”: 

where X and y are numbers. 

0604. Then, the security server 200 receiving decision 
result information dynamically generates necessary image 
data, and sends the following as a result of the decision 
proceSS. 

DecisionInfo.requirements x-requirement : 
“embed trace info: 
DecisionInfo.requirements x supplementsyname : 
"dynamic image: 
DecisionInfo.requirements x supplementsylvalue = "z': 
DecisionInfo.requirements x-dataz = image data dynamically 

generated (binary) -4); 
where x, y, and Z are numbers. 

0605) 3-3 Image Position 
0606. This supplement information issued to indicate an 
embedding location of an image. In a case of embedding 
partially, instead of embedding the image to the entire of a 
page, this Supplement information is indicated by an embed 
ding requirement (Such as "show label'). In a case of 
embedding the entire of the page (embedding a tile), a 
different requirement (“identifiable bg. pattern” or the like) 
is used. 

0607. The embedding location is indicated by the iden 
tification label in the policy file 240. 
0608 A format of this supplement information is posi 
tion id. position id Selectively indicates one of five loca 
tion: upper right, lower right, upper left, lower left, and 
Center. 

0609 For example, the embedding location is indicated 
in the policy file 240 as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 
<Idshow label.</Ids 
<Supplement> 

<Id-image position</Ide 
<Data>upper right</Data> 

</Supplement> 

0610 The security server 200 sets the supplement infor 
mation in the decision result information to Send back to a 
request originator. 

0611 3-4 String Format 
0612. This supplement information is used to indicate a 
character String format. The character String format is indi 
cated for the requirement Such as the watermark (“Visible 
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watermark'). A format of this Supplement information is 
“format String”. The character String format is indicated in 
the policy file 240 as follows: format string indicates a 
combination of the followings and any character String. 

0613) “%da” IP address (decimal notation such as 
133.139.208.69 or a like) 

0614 “%ha” IP address (hexadecimal notation such 
as BEAC143F or a like) 

0615 “%8u” user name (account name), possible to 
indicate digits by a number (not necessary to indi 
cate) 

0616) “%d1” date (YYMMDD) 

0617) “%d2" date and tine (YYMMDD HH:mm) 

0618) “%d3” date and time (YYMMDD HH:mm:ss) 

0619) “%id” document ID 

0620) “%lv” sensitivity level ID 

0621 “%ica” document category ID 

0622 For example, the Supplement information is indi 
cated in the policy file 240 as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 

<divisible watermark</Ids 
<Supplement> 

<Idestring format</Ide 
<Data%8u%d2 DO NOT COPY&/Data 

</Supplement> 

0623 The security server 200 sets this supplement infor 
mation to the decision result information to Send back to a 
request originator. The requirement may have a limitation of 
a maximum character number (for example, 32 characters 
for the requirement visible watermark). Characters over the 
maximum character number are not used. 

0624) 3-5 String Position 

0625. This supplement information is used to indicate an 
embedding location of a character String. This Supplement 
information is used for the embedding requirement embed 
ding partially ("print alarm' or a like) but not embedding 
the character String on a background. In a case of embedding 
the character String on the background, a different require 
ment (“visible watermark” or a like). The embedding loca 
tion is indicated by the identification label in the policy file 
240. 

0626. A format of this supplement information is posi 
tion id position id is selectively set from Six positions; 
upper right, lower right, upper left, lower left, upper 
center, lower center, and upper lower center. 
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0627. For example, this supplement information is indi 
cated in the policy file 240 as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 

<Ideprint alarm</Ide 
<Supplement> 

<Idestring position</Ide 
<Data>upper lower center</Data> 

</Supplement> 

0628. The security server 200 sets this supplement infor 
mation in the decision result information to Send back to a 
request originator. 

0629) 3-6 Color 

0630. This supplement information is used to indicate a 
color. This Supplement information is indicated for the 
requirement of a copy Suppression pattern ("anti copy wa 
termark”). 
06.31 This supplement information is indicated in the 
policy file 240 as follows; 

0632 A format of the Supplement information is col 
or id). color id indicates either one of cyan and magenta. 
0633 For example, the Supplement information is indi 
cated in the policy file 240 as follows: 

<Ace> 
<Operation> 

<Idepd print</Ide 
<Requirement> 

<Id-anti copy watermark-/Ide 
<Supplement> 

<Idcolor &/Ids 
<Data>cyan.</Data> 

</Supplement> 

0634. The security server 200 sets this supplement infor 
mation to the decision result information to Send back to a 
request originator. 

0635 3-7 Watermark Type 
0636. This supplement information is used to indicate a 
watermark type. This Supplement information is indicated 
by the requirement of a digital watermark (“digital water 
mark'). 
0637. This supplement information is indicated in the 
policy file 240 as follows: 

0638 A format of this supplement information is water 
mak type id. watermak type id indicates traceability, 
integrity, and Steganography. traceability indicates the digi 
tal watermark for a tracing purpose, integrity indicates the 
digital watermark for a tamper-detection purpose, and Ste 
ganography indicates the digital watermark for an informa 
tion transmission purpose. 
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0639 For example, this supplement information is indi 
cated in the policy file 240 as follows: 

<Dsp.Ace> 
<DspOperation> 

<Idapp scan-/Ide 
<DspRequirement> 

<Idedigital watermark-/Ide 
<DspSupplement> 

<Idestring format</Ide 
<Data%u%d&/Data 

</DspSupplement> 
<DspSupplement> 

<Idewatermark type</Ide 
<Data>traceability.</Data> 

</DspSupplement> 

0640 The security server 200 sets this supplement infor 
mation to the decision result information to Send back to a 
request originator. 

0641 AS described above, according to the present 
invention, it is possible for the security server 200 to abstract 
information provided from the application system 400 in 
order to correspond to the organizational Security policy. 
That is, it is possible to convert information, which provided 
from the application system 400 and has a lower abstraction, 
into different information having a higher abstraction degree 
that the information received from the application system 
400 in order to correspond to the security policy having a 
higher abstraction degree. Accordingly, it is possible to 
Secure the Security of both digital document and paper 
document in accordance with the organizational Security 
policy. 

0642. The document management system 100 and the 
document viewer 53 conduct the access control for the 
digital document Such as the Server document 61 and the 
portable document 63, and the Security process for Securing 
the portable document 63 is conducted in accordance with 
the policy when the portable document 63 is printed from the 
document viewer 53. Therefore, the user 52 printing the 
portable document 63 is required to properly handle the 
paper document 62 to which the portable document 63 is 
printed, in accordance with the policy. 

0.643. In addition, when the paper document 62 to which 
the portable document 63 is printed is copied by the digital 
copier 70, the copying proceSS can be controlled in accor 
dance with the policy. 

0644. Therefore, in a general office, it is possible to 
Sufficiently maintain the Security of the paper document 62 
and the digital document Such as the Server document 61 and 
the portable document 63. 

0.645. The present invention is not limited to the specifi 
cally disclosed embodiments, and variations and modifica 
tions may be made without departing from the Scope of the 
present invention. 

0646 The present application is based on the Japanese 
Priority Applications No. 2003-178033 filed on Jun. 23, 
2003, No. 2003-315921 filed on Sep. 8, 2003, and No. 
2002-315996 filed on Sep. 8, 2003, the entire contents of 
which are hereby incorporated by reference. 
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What is claimed is: 
1. An access control decision System comprising, 
an abstraction converting part converting first information 

indicated by an access decision request into Second 
information being abstract higher than the first infor 
mation when the access decision request for requesting 
an access control decision for Subject information to be 
accessed is received; 

an acceSS control decision part determining the acceSS 
control for the Subject information by referring a Secu 
rity policy being abstractly regulated based on the 
Second information; and 

a decision result Sending part Sending a decision result 
showing the access control for the Subject information 
by Said access control decision part, to a request 
originator that Sent the access decision request. 

2. The access control decision System as claimed in claim 
1, wherein Said abstraction converting part includes a map 
ping part mapping into the Second information based on the 
first information by referring to a management table man 
aging by corresponding the first information to the Second 
information, the first information and Second information 
having different abstraction degree each other. 

3. The access control decision System as claimed in claim 
1, wherein Said abstraction converting part includes: 

a first mapping part mapping based on the first informa 
tion to the Second information by referring to a first 
management table managing by corresponding the first 
information to the Second information, the first infor 
mation and Second information having different 
abstraction degrees each other, and 

a Second mapping part mapping based on the first infor 
mation to third information by referring to a Second 
management table managing by corresponding the first 
information to the second information by the third 
information different from the first information and the 
Second information having different abstraction 
degrees each other, and 

wherein Said access decision determining part determines 
the access control for the Subject information by refer 
ring to the Security policy based on either one of the 
Second information and the third information. 

4. The access control decision System as claimed in claim 
1, wherein Said abstraction converting part including a 
mapping part obtaining intermediate information by refer 
ring to a first management table managing by corresponding 
the first information to the intermediate information having 
an attribute different from the first information, based on the 
first information, and mapping based on the intermediate 
information to the Second information by referring to a 
Second management table managing by corresponding the 
intermediate information and the first information to the 
Second information having an abstract different from the 
intermediate information and the first information. 

5. The access control decision System as claimed in claim 
1, wherein Said first information is user identification infor 
mation identifying a user who accesses the Subject informa 
tion, and the Second information is information showing a 
security level of the user. 

6. The acceSS control decision System as claimed in claim 
1, wherein the first information is user identification infor 
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mation identifying a user who accesses the Subject informa 
tion, and the Second information is information showing 
whether or not the user is a related person to the Subject 
information. 

7. The access control decision System as claimed in claim 
1, wherein the first information is information showing a 
location where an access is conducted to the Subject infor 
mation, and the Second information is information showing 
whether or not the location is inside a predetermined Zone. 

8. The access control decision System as claimed in claim 
1, wherein the first information is image data generated by 
Scanning a paper document having the Subject information, 
and the Second information is information showing a Secu 
rity attribute of the Subject information based on the image 
data. 

9. The access control decision System as claimed in claim 
1, wherein: 

Said access control decision part determines the access 
control having an requirement to allow an access to the 
Subject information, based on the Security policy; and 

Said decision result Sending part Sends the decision result 
additionally including information showing the 
requirement to the request originator. 

10. The access control decision System as claimed in 
claim 9, wherein Said access control decision part includes 
Supplement information that is indicated when the require 
ment is processed, to the requirement to allow the access to 
the Subject information in accordance with the Security 
policy. 

11. The acceSS control decision System as claimed in 
claim 9, wherein Said access control decision part includes 
an alternative requirement for a case in that the requirement 
cannot be processed, to the requirement to allow the access 
to the Subject information. 

12. The access control decision System as claimed in 
claim 1, wherein the Security policy is capable of being 
externally Set. 

13. An access control decision method, comprising the 
Steps of 

Storing a Security policy being abstractly regulated and 
capable of being externally Set in a storage area; 

receiving an acceSS decision request requesting an access 
control decision for Subject information to be accessed; 

converting a first information indicated by the access 
decision request into a Second information having an 
abstraction degree higher than the first information; 

determining an acceSS control for the Subject information 
by referring to the Security policy Stored in the Storage 
area; and 

Sending a decision result showing the access control for 
the Subject information to a request originator who sent 
the access decision request. 

14. A program product for causing a computer to deter 
mine an access control, Said program product comprising the 
codes for: 

Storing a Security policy being abstractly regulated and 
capable of being externally Set in a storage area; 

receiving an acceSS decision request requesting an access 
control decision for Subject information to be accessed; 
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converting a first information indicated by the acceSS 
decision request into a Second information having an 
abstraction degree higher than the first information; 

determining an acceSS control for the Subject information 
by referring to the Security policy Stored in the Storage 
area; and 

Sending a decision result showing the access control for 
the Subject information to a request originator who sent 
the access decision request. 

15. A computer-readable recording medium recorded with 
a program for causing a computer to determine an acceSS 
control, Said program comprising the codes for: 

Storing a Security policy being abstractly regulated and 
capable of being externally Set in a storage area; 

receiving an acceSS decision request requesting an access 
control decision for Subject information to be accessed; 

converting a first information indicated by the acceSS 
decision request into a Second information having an 
abstraction degree higher than the first information; 

determining an acceSS control for the Subject information 
by referring to the Security policy Stored in the Storage 
area; and 

Sending a decision result showing the access control for 
the Subject information to a request originator who sent 
the access decision request. 

16. An acceSS control enforcing System, comprising an 
access control enforcing part enforcing an access control for 
Subject information based on acceSS control information 
indicating a control concerning an access to the Subject 
information in accordance with a Security policy, 

wherein Said access control enforcing part further 
includes a requirement capability determining part 
determining whether or not a requirement to execute 
the access can be executed, the requirement indicated 
by the access control information, and 

wherein the access control is enforced for the Subject 
information based on a determination result by the 
requirement capability determining part So as to Satisfy 
the requirement. 

17. The acceSS control enforcing System as claimed in 
claim 16, wherein Said access control enforcing part further 
includes an access prohibiting part prohibiting the access to 
the subject information when the decision result by the 
requirement capability determining part shows that the 
access cannot be executed So as to Satisfy the requirement. 

18. The acceSS control enforcing System as claimed in 
claim 17, wherein Said access control enforcing part 
enforces an alternative requirement indicated in the acceSS 
control information when the determination result by the 
requirement capability determining part shows that the 
access cannot be executed So as to Satisfy the requirement. 

19. The acceSS control enforcing System as claimed in 
claim 18, wherein Said access control enforcing part further 
includes an alternative requirement capability determining 
part determining the alternative requirement indicated in the 
access control information can be executed when the deci 
Sion result by Said requirement capability determining part 
shows that the acceSS cannot be executed So as to Satisfy the 
requirement. 
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20. The acceSS control enforcing System as claimed in 
claim 18, wherein Said acceSS control enforcing part 
enforces the acceSS control to the Subject information So as 
to Satisfy the requirement by using Supplement information 
indicated in the acceSS control information when the deci 
Sion result by Said requirement capability determining part 
shows that the acceSS can be executed So as to Satisfy the 
requirement. 

21. The acceSS control enforcing System as claimed in 
claim 16, wherein at least one of a log record, an encryption 
and Store, a protection of integrity of an original, a Strict user 
authentication, a version management, a perfect deletion, 
and an alarm display is executable as the requirement. 

22. The acceSS control enforcing System as claimed in 
claim 16, wherein at least one of a log record, a label print, 
an operator print, an image log record, an alarm display, an 
alarm print, a destination restriction, a confidential trans 
mission, a watermark print, and a digital watermark is 
executable as the requirement. 

23. The acceSS control enforcing System as claimed in 
claim 16, wherein a log record, a strict user authentication, 
an alarm display, a private print, an image log record, an 
identification information print, a label print, a watermark 
print, a copy Suppression pattern print, an identification 
background pattern, and an alarm print is executable as the 
requirement. 

24. The acceSS control enforcing System as claimed in 
claim 16, further comprising: 

an access decision requesting part requesting an access 
control decision to an acceSS control decision System 
determining the acceSS control in accordance with the 
Security policy being abstractly regulated in response to 
an access request to the Subject information; and 

an acceSS control receiving part receiving access control 
information Sent from the acceSS control decision Sys 
tem corresponding to the access control decision 
requests, 

wherein Said acceSS control enforcing part enforces the 
acceSS control to the Subject information based on the 
acceSS control information received by Said access 
control receiving part. 

25. An access control enforcing method, comprising the 
Steps of 

determining that a requirement indicated in access control 
information, the requirement to execute an access, 
when the access control is enforced to the Subject 
information based on the acceSS control information 
indicating a control concerning the access to the Subject 
information in accordance to a Security policy; and 

enforcing the acceSS control to the Subject information So 
as to Satisfy the requirement based on a determination 
result. 

26. A Security policy, comprising a rule description show 
ing a rule regulating whether or not an operation is allowed 
based on a first Security attribute of Subject information 
directed to the operation and a Second Security attribute of a 
user requesting the operation for the Subject information, 
wherein the rule description regulates to allow the operation 
when a requirement is Satisfied. 

27. The security policy as claimed in claim 26, wherein 
Said rule description regulates Supplement information to be 
used when the requirement is executed. 
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28. The security policy as claimed in claim 26, wherein 
the rule description regulates the Supplement information 
being dynamically generated. 

29. The security policy as claimed in claim 26, wherein 
the Supplement information is a character String or image 
data based on the rule being dynamically generated. 

30. The security policy as claimed in claim 26, wherein 
Said rule description regulates based on a user category 
shown by the second security attribute of the user whether 
or not the operation is allowed, 

wherein information showing whether or not the user is a 
related perSon is indicated in Said user category based 
on a management table being different from the rule 
description and showing a user being the related person 
to the Subject information. 

31. The security policy as claimed in claim 26, wherein 
Said rule description regulates based on an acceSS allowed 
Zone indicated by the Second Security attribute of the user 
whether or not the operation is allowed, wherein information 
showing whether or not the user is a related perSon is 
indicated in Said access allowed Zone based on a manage 
ment table being different from the rule description and 
showing a user being the related person to the Subject 
information. 

32. The Security policy as claimed in claim 26, wherein 
Said rule description regulates whether or not the operation 
is allowed when the first security attribute of the subject 
information is unknown. 

33. The Security policy as claimed in claim 26, wherein 
Said rule description regulates an alternative requirement 
when the requirement is not Satisfied. 

34. The security policy as claimed in claim 26, wherein 
Said rule description regulates an acceSS control rule for each 
first security attribute of the subject information. 

35. The security policy as claimed in claim 34, wherein 
Said rule description regulates an access control list for each 
Second Security attribute of the user in the acceSS control 
rule. 

36. The security policy as claimed in claim 35, wherein 
Said rule description regulates in the acceSS control list 
whether or not each of a plurality of different image forming 
processes as the operation is allowed. 

37. The security policy as claimed in claim 36, wherein 
Said rule description regulates a plurality of requirements for 
each operation. 

38. The security policy as claimed in claim 37, wherein 
Said rule description regulates a plurality of the Supplement 
information for each requirement. 

39. The security policy as claimed in claim 37, wherein 
Said rule description regulates a plurality of the alternative 
requirements for each requirement. 

40. The security policy as claimed in claim 37, wherein 
Said rule description regulates to allow or not operations to 
refer to a Server document, refer to a property of the Server 
document, obtain an original of the Server document, revise 
the Server document, and delete the Server document, opera 
tions to refer to a portable document, print out the portable 
document, transmit the portable document by fax, and 
operations to copy a paper document, transmit the paper 
document by fax and Scan the paper document. 

41. The security policy as claimed in claim 37, wherein 
Said rule description regulates at least one of a log record, an 
encryption, a tamper-detection, a Version management, a 
perfect deletion, a private print, an image log record, an 
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identification information embedding, a label print, a water 
mark, a copy Suppression pattern, an identification back 
ground patter, an alarm display, an alarm print, a confidential 
print, and an operator print. 

42. A computer-readable recording medium recorded with 
a Security policy, Said Security policy comprising a rule 
description showing a rule regulating whether or not an 
operation is allowed based on a first Security attribute of 
Subject information directed to the operation and a Second 
Security attribute of a user requesting the operation for the 
Subject information, wherein the rule description regulates 
to allow the operation when a requirement is Satisfied. 

43. A Security control System, comprising: 

showing a rule regulating whether or not an operation is 
allowed, based on a first Security attribute of Subject 
information directed to the operation and a Second 
Security attribute of a user requesting the operation for 
the Subject information; and 

controlling the operation for the Subject information in 
accordance with a Security policy regulating that the 
operation is allowed when a requirement is Satisfied. 

44. A Security policy regulating method, comprising a rule 
description showing a rule regulating whether or not an 
operation is allowed based on a first Security attribute of 
Subject information directed to the operation and a Second 
Security attribute of a user requesting the operation for the 
Subject information, wherein the rule description regulates 
to allow the operation when a requirement is Satisfied. 

45. A Security policy, comprising a rule description being 
managed by a System and showing a rule regulating a 
requirement required to Satisfy to allow an operation, Said 
operation incapable of being controlled to allow or prohibit 
with respect to a Subject information when the Subject 
information is output outside the System by allowing the 
operation to the Subject information, wherein Said rule 
description regulates that the operation is allowed when the 
requirement is Satisfied, Said requirement capable of repeat 
edly conducting the control with respect to the Subject 
information being output outside the System. 

46. A computer-readable recording medium recorded with 
a Security policy, Said Security policy comprising a rule 
description being managed by a System and showing a rule 
regulating a requirement required to Satisfy to allow an 
operation, Said operation incapable of being controlled to 
allow or prohibit with respect to a subject information when 
the Subject information is output outside the System by 
allowing the operation to the Subject information, wherein 
Said rule description regulates that the operation is allowed 
when the requirement is Satisfied, Said requirement capable 
of repeatedly conducting the control with respect to the 
Subject information being output outside the System. 

47. A System for controlling an operation, comprising: 

managing Subject information directed to the operation; 
and 

a rule description being managed by a System and show 
ing a rule regulating a requirement required to Satisfy to 
allow an operation, Said operation incapable of being 
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controlled to allow or prohibit with respect to a subject requirement capable of repeatedly conducting the con 
information when the Subject information is output trol with respect to the Subject information being output 
outside the System by allowing the operation to the Outside the System. 
Subject information, 

wherein Said rule description regulates that the operation 
is allowed when the requirement is Satisfied, Said k . . . . 


