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One feature pertains to methods for generating cryptographic values associated with substitution boxes
(S-box). The methods includes first obtaining an input value and a first value. One method includes
generating an S-box output value by performing an exclusive OR (XOR) operation on the input value and
the first value to generate an intermediate value, and performing a bitwise rotation on the intermediate value
by a number of bits equal to the Hamming Weight of the intermediate value. In one aspect, the output of
this bitwise rotation is further XOR-ed with a second value. Another method includes generating the S-box

output value by performing a bitwise rotation on the input value by a number of bits equal to the Hamming
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Weight of the input value to generate an intermediate value, and performing an XOR operation on the

intermediate value and the first value.
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(3]
Ope feature pertains to methods for generating cryptographic

values associated with substitution boxes (S-box). The methods includes
first obtaining an input value and a first value. One method includes
"(z:"g‘enerating an S-box output value by performing an exclusive OR (XOR)
operation on the input value and the first value to generate an intermediate
value, and performing a bitwise rotation on the intermediate value by a
number of bits equal to the Hamming Weight of the intermediate value. In
one aspect, the output of this bitwise rotatioh is further XOR-ed with a
second value. Another method includes generating the S-box output value
by performing a bitwise rotation on the input value by a number of bits
equal to the Hamming Weight of the input value to generate an
intermediate value, and performing an XOR operation on the intermediate

value and the first value.
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