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POWER LINE LOCAL NETWORK
Field

The present invention relates generally to powerline
communications networks and, more particularly, to a Very Local

Area Network (VLAN) and a method of operation thereof.

Background

Ad-hoc powerline networking has been addressed by a number of
prior solutions including PowerLine Modem USB plug-and-play, IP
ARP/RARP protocols, BOOTP and IP DHCP. A particular disadvantage
of the IP-based solutions is the complexity in configuring IP
subnets and managing the hop-count for broadcast/multicasts.
PowerLine Modem has the disadvantage in that proximity is governed
by cable routing and not easily isolated to a collection of
devices, for example in one room or an area, as opposed to devices
in the same office or home.

At present when é powerline modém is used, the signal is
propagated on the powerlines until a transformer is reached. This
typically means that the signal is propagated throughout the
household and potentially into neighboring apartments/offices,
thus not providing a particularly secure communications network.
Finally, the USB plug-and-play has similar features but devices
connected to the USB system either require additicnal power cables

or are limited in power consumption.
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Summary-

A Very Local Area Network (VLAN) comprises a power strip
device having an electrical connector for connection to an AC
power supply line and one or more surge protectors and line
filters. Multiple electrical power outlet sockets receive plugs
from electrical appliances. A communications pathway
interconnects the multiple electrical power outlet sockets to
enable communication between appliances connected to the sockets.
Electronics configure appliances as they are connected to the
sockets to enable them to communicate over the communications

pathway.

Brief Description of the Drawings

Fig. 1 is a schematic diagram showing a Very Local Area
Network (VLAN) that uses power line communications in accordance

with the an embodiment of the invention.

Detailed Description of Exemplary Embodiment

In Fig. 1 of the drawings, reference numeral 100 generally
designates a Very Local Area Network (VLAN) in accordance with an
embodiment of the invention. The VLAN 100 includes a power strip
device 102 that interconnects a number of appliances 104, 106, 108
in a short range environment, such as in a room in an office or a
home. Appliances can include computers, printers, home
entertainment systems, etc. The VLAN 100 uses powerline
networking technology, in particular using a powerline modem

concept (described below), to provide secure communications among
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the apptiances-ro4,” 186"ahd 708 or as many as possible that can be
connected to the power strip device 102.

The VLAN 100 is electrically isolated from powerline networked
devices that are external to the VLAN 100 by the power strip
device 102. The power strip device 102 also provides a bridge to
other LANS such as 110 and 112 or, alternatively, to powerline
networked devices. The power strip device 102 also, optionally,
includes a memory 130 and offers additional functions limited only
by the implementation details of the particular architecture.

The power strip device 102 has multiple AC outlets 114, 116,
118 and provides a hub for the AC-powered appliances 104, 106,
108. Each appliance 104, 106 and 108 has an AC cordset‘120, 122
and 124, respectively, via which the appliance 104, 106, 108 is
plugged into its associated AC outlet 114,116, 118 of the power
strip device 102. Thus, each of the appliances 104, 106, 108 is
plugged into the shared power strip device 102, discovers other
appliances connected to the power strip device 102 and passes data
back and forth via the AC cordsets 120, 122, 124. The power strip
device 102 is connected to the mains of, for example, a house or
office through power cord 126.

Thus, all power and data transmission requirements of the
devices 104, 106 and 108 are carried out through the power strip
device 102. In order to transmit data back and forth, a power-
line modem concept is implemented which generally uses Frequency-
Shift Keying (FSK) with the device 102 employing an FSK modulator

and an FSK demodulator. Inside the FSK modulator, data is
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transtrormed anbo.ewe Irequengies, one for a "zero" and another for

a "one" derived generally from a crystal oscillator.

A feature of this VLAN architecture is that while surge
protectors and line filters common in conventional power strip
devices are problematical for systems requiring a wider area
coverage, an advantage is achieved here whereby a high degree of
isolation between multiple VLANs on the same set of building
circuits is allowed. Furthermore susceptibility to external
powerline networks and other AC mains-borne interference is
reduced. Thus the VLAN 100 provides short range communications
among a number of appliances with a sufficiently high degree of
data transmission rates. Although the power strip device 102 in a
default mode offers a high degree of isolation between the VLAN
100 and other powerline networked devices or LANs such as 110 and
112, the power strip device 102 can be contreclled when it is
necessary to communicate with the external devices or LANs 110 and
112.

A particular advantage of the VLAN architecture 100 is that,
when a new appliance 128 is connected to the power strip device
102, the new appliance 128 is able to be alerted by the power
strip device 102 to the default network configuration and/or
policies of neighboring appliances 104, 106 or 108. Previously
when a new appliance was brought into an environment such as a
user’ s home or office, a significant amount of time was spent
configuring the appliance for the specific network, security
domain, proxy services, access rights and policies of the network

of other devices in the home or office.
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introduction of new appliances into a home gateway by plugging the
appliance into the home gateway’ s shared outlet being the power
strip device 102. Thus, a home-networking hub can have a power
plug or use the power strip device 102 such that, when a new
appliance is plugged in, the home-networking hub or power strip
device 102 can inform the appliance on the networking parameters
such as subnet mask, logging address, support service information
and default address.

In the process of transferring or configuring new appliances,
the power strip device 102 can be used as a boot strapping
mechanism to transfer configuration information about the other
networks in the home, seéurity settings, credentials in a secure
manner to two or more appliances that are connected to the power
strip 102. The power strip device 102 sends a configuration
signal to attached appliances that reply with their configuration
information, where that appliance is confiqured. The power strip
device 102 multicasts this information to the other appliances
and, optionally, stores the configuration information in a data
storage for replay or retrieval at a later time.

For example, configuration information can be transferred to a
replacement appliance, s;ch as a replacement printer.

Furthermore, the present embodiment provides a mechanism to
determine whether a appliance that has been configured is no
longer reachable and allows the power strip device 102 to respond

on behalf of the unreachable appliance. This is provided by a

suitable protocol.
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Thier VEAR' afchiteétiiz® =100 is designed around an existing
protocol such as HomePlug 1.0. This offers a standards-based
starting point with access to commodity hardware and software as
well as allowing communications with third party devices.

However, very high bandwidths not anticipated by the HomePlug
standard may be possible for an isolated system interconnected by
short power cords.

It is possible that PowerHub hardware standards and
communications protocols could incorporate a hierarchy of levels
of capability incorporating existing standards such as HomePlug.
In order of increasing bandwidth and locality, these lévels might
include:

1. Standards-based powerline LAN: under specific conditions, the
power strip device 102 Qould allow controlled communications with
devices external to the VLAN 100 at speeds limited by the
protocol, for example up to 14 Mbps using up to 30 MHz carrier for
HomePlug 1.0.

2. PowerHub VLAN: uses commodity detachable cordsets with all
cords plugged into a single PowerHub isolated power strip. This
environment offers the potential for higher data rates, lower
costs and greater robustness. Peak bandwidth improvement over the
standards-based powerline LAN may be limited by cordset radiation.
3. Extended PowerHub VLAN: cordsets and power strip device 102
are designed to operate together (controlled conductor spacing,
additional shielding, etc.) to increase peak data rate while
maintaining backward-compatibility with conventional power outlets

and cordsets when so required.
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4. U1t Yma e “PowerHub ~VIAW a new cordset designed with embedded
dedicated data lines, that is copper or fiber, would allow very
high data transfer rates. It could perhaps utilise existing non-
powerline VLAN standards to communicate on the isolated data
lines. Though attaining the highest data rates would require an
“Ultimate PowerHub”, the cordset should allow backward
compatibility with older equipment or even function as a
conventional dumb power cord when necessary.

Country-specific regulatory issues may hinder the development
of the VLAN 100 and, in particular, the power strip device 102.
For example in order to develop the “Ultimate PowerHub VLAN” it
may be difficult to obtain approval to add copper data conductors
or pins to an AC cordset without greatly increasing the cost and
complexity. As an alternative, glass or even plastic optical
fiber can be placed within the cordset. On the appliance end of
the cord there is provision to install an inexpensive, high-
quality optical interface, such as that shown at 132 in Fig. 1.

At the plug end however this is more constrained although the
fiber tip of the optical interface 134 could be placed either in
the middle of one of the power plug pins, for example in the
centre of the ground pin, or in a new dedicated location.

By guaranteeing only two such plug interfaces per link, high
data rates may still be possible even though the couplings may
individually have relatively poor optical performance. Given the
short cord length, it may be possible to mold a plastic fiber with

its interface optics as a single piece at a very reasonable cost.
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Partitutar adirantages of the VLAN 100 include a reduction in

the number of wires for devices that require both power and data
communication, such as finishing devices, scanners and collators.
The VLAN 100 also allows an easy and secure introducﬁion of
devices to a home gateway by plugging into the home gateway's
shared outlet. Further, the VLAN 100 provides a relatively easy
mechanism to control exposure of appliances, that is if they are
not on the same power strip device 102 then those appliances are
not accessible. Finally, the VLAN 100 controls and manages the
exposure of powerline modem networked devices by confining the
transmission of signals to the particular VLAN 100.

Although the present invention has been described in
accordance with the embodiments shown, one of ordinary skill in
the art will readily recognize that there could be variations to
the embodiments and those variations would be within the spirit
and scope of the present invention. Accordingly, many
modifications may be made by one of ordinary skill in the art

without departing from the spirit and scope of the appended

claims.
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CLAIMS 3
1. A Very Local Area Network (VLAN) (100) comprising a power

strip device (1025 having:

an electrical connector for connection to an AC power supply
line;

one or more surge protectors and line filters;

multiple electrical power outlet sockets (114, 116, 118) to
receive plugs from electrical appliances (104, 106, 108);

a communications pathway interconnecting the multiple
eléctrical power outlet sockets to enable communication between
appliances (104, 106, 108) connected to the sockets (114, 116,
118); and

electronics to configure appliances (104, 106, 108) as the
appliances (104, 106, 108) are connected to the sockets (114, 116,
118) to enable the appliances (104, 106, 108) to communicate over

the communications pathway.

2. A network as claimed in claim 1 comprising two or more power
strip devices (102), wherein the electronics in the power strip
devices (102) also configures an appliance as the appliance is
connected to the socket of one power strip device to enable the
appliance to communicate over the AC power supply line with an

appliance connected to another power strip device.

3. A network as claimed in claim 2 wherein the electronics of

the power strip device (102) enables transfer of configuration
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inforindbibr” Er¥n.Idte” appil'ddiét connected to a power socket to

another.

4. A network as claimed in claim 3 wherein the power strip
device (102) has a memory (130) for storing the configuration
information for subsequent retrieval and transmission to another

appliance.

5. A network as claimed in claim 1 wherein the power strip
device (102) further comprises an optical interface (134) for

communication with appliances (104, 106, 108) connected to the

sockets (114, 116, 118).

6. A method of bperating a Very Local Area Network (VLAN) (100)
comprising a power strip device (102) having an electrical
connector for connectién to an AC power supply line, one or more
surge protectors and line filters, multiple electrical power
outlet sockets (114, 116, 118) to receive plugs from electrical
appliances (104, 106, 108), and a communications pathway

interconnecting the multiple electrical power outlet sockets (114,

116, 118);
the method comprising:

configuring appliances (104, 106, 108) as they are plugged in
to the electrical outlet sockets (114, 116, 118); and

enabling communication between configured appliances (104,

106, 108) over the communications pathway.
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7. e hethbd ld& claimdd % b claim 6, wherein there are two or

more power strip devices (102), the method further comprising:
enabling communication between an appliance connected to one
of the two or more power strip devices (102) and another appliance

connected to another of the two or more power strip devices (102).

8. A method as claimed in claim 7 further comprising:
transferring configuration information from an appliance

connected to a power socket to another appliance.

9. A method as claimed in claim 8 further comprising:
sending a configuration signal to an appliance connected to a

power socket and receiving back configuration information.

10. A method as claimed in claim 9 further comprising:

storing the configuration information for subsequent

retrieval and transmission to another appliance.



PCT/US2005/035494

WO 2006/039657

vel

443

oLt

gzl

suiepy
0} UoioaULOY)



INTERNATIONAL SEARCH REPORT Inter el application No

PC., vuo2005/035494

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

e

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched othertgan minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data, PAJ

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

‘0083!

page 8, line 22 - line 23

A WO 02/05451 A (INARI, INC)
17 January 2002 (2002-01-17)

X US 2004/024913 Al (IKEDA HIROSHI ET AL) 1-10
5 February 2004 (2004-02-05)
paragraphs ‘0048! - ‘0054!,

‘0075! -

1-10

D Further documents are listed in the continuation of Box C.

E See patent family annex.

* Special categories of cited documents :

"A' document defining the general state of the art which is not
considered to be of particular relevance

*E* earlier document but published on or after the international
filing date

*L* document which may throw doubts on priority claim(s) or
which is cited 1o establish the publication date of another
citation or other special reason (as specified)

*O" document referring to an oral disclosure, use, exhibition or
other means

*P* document published prior to the international filing date but
laler than the priority dale claimed

'T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

*X' document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
merr:ts, such combination being obvious to a person skilled
inthe art.

*&" document member of the same patent family

Date of the actual completion of the international search

30 January 2006

Date of mailing of the intemational search report

07/02/2006

Name and maiiing address of the ISA/
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31~70) 340-3016

Authorized officer

De Iulis, M

Form PCT/ISA/210 (sacond sheet) (April 2005)




INTERNATIONAL SEARCH REPORT

Inter | application No
mation on patent famlly members PC) /'U32005/035494
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2004024913 Al 05-02-2004  NONE
WO 0205451 A 17-01-2002 AU 7589201 A 21-01-2002
EP 1310048 Al 14=85-2003 ..

:@5;2 e

Form PCT/ISA/210 (patent famnily annex) (April 2005)



	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

