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(57) Abstract: The present invention efficiently performs a data search using secure computation, and safely provides the
searched data. A searcher terminal (3) acquires condition data (S31). The searcher terminal (3) extracts a feature amount
from the condition data (S32). The searcher terminal (3) encrypts the feature amount of the condition data (S33). A secure
search device (1,) acquires a search result indicating encrypted text of target data corresponding to the feature amount
of target data similar to the feature amount of the condition data, while keeping the feature amount of the target data
and the feature amount of the condition data secret (S11). The secure search device (1,) transmits the search result to the
encryption device (2) and the searcher terminal (3)
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SECURE SEARCH METHOD, SYSTEM THEREOF, APPARATUS THEREOF,

ENCRYPTION APPARATUS, SEARCHER TERMINAL, AND PROGRAM

TECHNICAL FIELD
[0001]

The present invention relates to a secure
computation technology, and more particularly, to a
technology for searching data similar to search condition
data while keeping search target data secret.

BACKGROUND ART
[0002]

In recent years, surveillance cameras and Internet
of Things (IoT) technologies have become widespread, and a
large amount of private data such as surveillance camera
videos are accumulated. By applying an image search
technology, it is possible to extract image data similar to
image data input as a search condition from the accumulated
surveillance camera videos. Such a technology is expected
to be utilized in wvarious fields such as access and exit
management to and from facilities and information provision
to an investigative agency when an incident or an accident
occurs. However, the image data to be searched is the
record of personal life, and needs to be appropriately
managed so that leakage of private data does not occur.

[0003]

21246248 _1 (GHMatters) P122046.AU
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Assuming the usage as described above, it is natural
to apply a secure computation technology as a search
technology while securing confidentiality of data. Patent
Literature 1 discloses a technology in which features of a
visitor extracted from a surveillance camera video or the
like is kept secret by secret sharing or the like, and the

secrecy information is searched to verify a visitor.

PATENT LITERATURE

[0004]

Patent Literature 1: JP 2016-71639 A
[0004a]

It is to be understood that if any prior art
publication is referred to herein, such reference does not
constitute an admission that the publication forms a part
of the common general knowledge in the art, in Australia or

any other country.

SUMMARY OF THE INVENTION
[0005]

However, 1in case a secure computation technology is
applied, it takes enormous computation cost to directly
input image data and perform search by secure computation,
which is not realistic. In addition, the conventional

technology disclosed in Patent Literature 1 only outputs a

21246248 _1 (GHMatters) P122046.AU
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collation result, and cannot safely provide original image
data to a user.
[0006]

In view of the above technical problems, it would be
desirable to efficiently perform data search by secure

computation and to safely provide retrieved data.

[0007]

A secure search method according to an aspect of the
present invention is a secure search method performed by a
secure search system including at least one secure search
apparatus, an encryption apparatus, and a searcher
terminal, the secure search method including: encrypting
target features extracted by converting target data that is
a search target by a target feature encryption unit of the
encryption apparatus; encrypting the target data by a
target data encryption unit of the encryption apparatus;
encrypting a condition feature extracted by converting
condition data that is a search condition, by a condition
feature encryption unit of the searcher terminal; acquiring
a search result indicating a ciphertext of target data
corresponding to a target feature having a close Euclidean
distance to the condition feature while keeping the target
features and the condition feature secret using ciphertexts

of the target features and a ciphertext of the condition

21246248 _1 (GHMatters) P122046.AU
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feature, by a feature search unit of a secure search
apparatus; and decrypting the ciphertext of the target data
indicated by a search result to acquire original target
data by an encrypted data decryption unit of the searcher
terminal, wherein the target data is image data, acoustic
data or text data, and the target feature is image feature,
acoustic feature or word embedding vector.

[0007a]

A secure search system according to an aspect of the
present invention comprises at least one secure search
apparatus, an encryption apparatus, and a searcher
terminal, the encryption apparatus including: a target
feature encryption unit that encrypts target features
extracted by converting target data that is a search
target, and a target data encryption unit that encrypts the
target data, the searcher terminal including: a condition
feature encryption unit that encrypts a condition feature
extracted by converting condition data that is a search
condition, and an encrypted data decryption unit that
decrypts a ciphertext of the target data indicated by a
search result to acquire original target data, the secure
search apparatus including: a feature search unit that
acquires a search result indicating the ciphertext of the
target data corresponding to the target feature having a

close Euclidean distance to the condition feature while
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keeping the target features and the condition feature
secret using ciphertexts of the target features and a
ciphertext of the condition feature, wherein the target
data is image data, acoustic data or text data, and the
target feature is image feature, acoustic feature or word
embedding vector.

[0007Db]

A secure search apparatus according to an aspect of
the present invention receives a request from a searcher
terminal and performs a search for target data held in a
storage, the searcher terminal encrypting a condition
feature extracted by converting condition data that is a
search condition, the secure search apparatus comprising:
an encrypted feature storage that stores encrypted target
features extracted by converting the target data by an
encryption apparatus; a feature search unit that obtains a
search result of searching for the target feature having a
close Euclidean distance to the condition feature while
keeping the target features and the condition feature
secret using the ciphertexts of the target features and the
condition feature; and a transmission unit that transmits
the search result to the searcher terminal and the
encryption apparatus, wherein the target data is image
data, acoustic data or text data, and the target feature 1is

image feature, acoustic feature or word embedding vector.
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[0007c]

An encryption apparatus according to an aspect of
the present invention provides encrypted data to a secure
search apparatus and a storage, the encryption apparatus
comprising: a target feature encryption unit that encrypts
target features extracted by converting the target data and
stores them in the secure search apparatus; a target data
encryption unit that encrypts the target data and stores
them in the storage; and a decryption key transmission
unit, wherein, a searcher terminal encrypts a condition
feature extracted by converting condition data that is a
search condition, the encryption apparatus obtains a result
(a search result) of searching for the target feature
having a close Euclidean distance to the condition feature
while keeping the target features and the condition feature
secret using the ciphertexts of the target features and the
condition feature from the secure search apparatus, the
decryption key transmitting unit transmits a key for
decrypting the ciphertext of the target data corresponding
to the search result to the searcher terminal, and the
target data is image data, acoustic data or text data, and
the target feature is image feature, acoustic feature or
word embedding vector.

[0007d]

A searcher terminal according to an aspect of the

21246248 _1 (GHMatters) P122046.AU
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present invention requests a search for target data held in
a storage to a secure search apparatus that retains target
features extracted by converting the target data, the
searcher terminal comprises: a condition feature encryption
unit that encrypts condition feature extracted by
converting the condition data; an encrypted data
acquisition unit; and an encrypted data decryption unit,
wherein the target data and the target features are
encrypted by an encryption apparatus, the searcher terminal
acquires a search result of searching for the target
feature having a close Euclidean distance to the condition
feature while keeping the target features and the condition
feature secret using the ciphertexts of the target features
and the condition feature from the secure search apparatus,
the encrypted data acquisition unit acguires a ciphertext
of the target data corresponding to the search result from
the storage, the encrypted data decryption unit acguires a
key to decrypt the ciphertext of the target data
corresponding to the search result from the encryption
apparatus, and the target data is image data, acoustic data
or text data, and the target feature is image feature,
acoustic feature or word embedding vector.
[0007e]

In the claims which follow and in the preceding

description of the invention, except where the context
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requires otherwise due to express language or necessary
implication, the word “comprise” or variations such as
“comprises” or “comprising” is used in an inclusive sense,
i.e. to specify the presence of the stated features but not
to preclude the presence or addition of further features in

various embodiments of the invention.

EFFECTS OF THE INVENTION
[0008]

According to preferred embodiments of the present
invention, it is possible to efficiently perform data
search by secure computation and to safely provide

retrieved data.

BRIEF DESCRIPTION OF THE DRAWINGS
[0009]

Fig. 1 is a diagram illustrating a functional
configuration of a secure search system.

Fig. 2 is a diagram illustrating a functional
configuration of a secure search apparatus.

Fig. 3 is a diagram illustrating a functional
configuration of an encryption apparatus.

Fig. 4 is a diagram illustrating a functional
configuration of a searcher terminal.

Fig. 5 is a diagram illustrating a processing

21246248 _1 (GHMatters) P122046.AU
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procedure of a secure search method (data registration).
Fig. 6 is a diagram illustrating a processing
procedure of a secure search method (data search).
Fig. 7 is a diagram illustrating a functional

configuration of a computer.

DETAILED DESCRIPTION OF THE EMBODIMENTS
[0010]

The present invention applies a secure computation
technology to implement a secure search system for
sensitive data. In order to efficiently perform search
even when secure computation of a large computation cost is
used, a feature is extracted from original data in advance
outside of the search system (for example, when the
original data as the search target is the surveillance
camera video, at the surveillance camera itself or at an
intermediate server installed between the surveillance
camera and the search system), and the feature and the
original data are encrypted and registered in the search
system. The search system performs data search by secure
computation using only ciphertext (s) of the feature. Based
on the result of the data search, the search system
provides search result(s) indicating the ciphertext of the
original data separately stored to a searcher who has

performed the search. The searcher decrypts the ciphertext
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of the original data obtained as the search result to
obtain the original data.
[0011]

Hereinafter, an embodiment of the present invention
will be described in detail. In the drawings, constituents
having the same functions are denoted by the same reference
numerals, and redundant description will be omitted.

[0012]
[Embodiment ]

An embodiment of the present invention is secure
search system and method for searching, from the stored
search target data, the data similar to data input as a
search condition by secure computation keeping each data
secret. In the present embodiment, such a usage is assumed
as image data included in surveillance camera videos
captured by a surveillance camera is a search target, image
data in which a specific person appears is a search
condition, and, from the stored search target image data,
image data in which a person appearing in the image data of
the search condition is included is output as a search
result. However, the data to be searched in the present
invention is not limited to image data. Any type of data
can be a search target as long as it is data from which
certain feature can be extracted, such as voice data and
text data for example.

10
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[0013]

As illustrated in Fig. 1, a secure search system 100
of the embodiment includes N (2 1) secure search
apparatuses 1li,..., 1ln, an encryption apparatus 2, a
searcher terminal 3, and a storage 4. A plurality of
encryption apparatuses 2 and a plurality of searcher
terminals 3 may be included. To the encryption apparatus
2, C (2 1) surveillance cameras 5i,..., 5c are connected by
a wired or wireless interface. When a plurality of
encryption apparatuses 2 are included, the number C of
surveillance cameras 5. (¢ € = 1,..., C) connected to each
encryption apparatus 2 may be different from each other.
The storage 4 can be omitted by implementing its function
in any one of the secure search apparatuses 1i,..., lx.
[0014]

Each of the secure search apparatuses 1li,..., 1ly, the
encryption apparatus 2, the searcher terminal 3, and the
storage 4 is connected to a communication network 9. The
communication network 9 is a circuit-switching or packet-
switching communication network configured such that the
connected apparatuses can communicate each other, and for
example, the Internet, a local area network (LAN), a wide
area network (WAN), or the like can be used.

[0015]

In case there are a plurality of secure search

11
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apparatuses 1, (n € {1,..., N}) (that is, when N 2 2,), the
secure search apparatus 1, performs a search in cooperation
with another secure search apparatus 1.+ (n'€ {1,..., N}
and n # n') using a secure computation method based on
secret sharing such as Shamir's Secret Sharing or
replicated secret sharing. In case there is one secure
search apparatus 1, (that is, when N = 1), the secure
search apparatus 1, performs a search using a secure
computation method based on encryption such as homomorphic
encryption.

[0016]

For example, as illustrated in Fig. 2, the secure
search apparatus 1, (n = 1,..., N) includes an encrypted
feature storage 10, a feature search unit 11, and a search
result transmission unit 12. For example, as illustrated
in Fig. 3, the encryption apparatus 2 includes a decryption
key storage 20, a target data acquisition unit 21, a target
feature extraction unit 22, a target feature encryption
unit 23, a target data encryption unit 24, and a decryption
key transmission unit 25. For example, as illustrated in
Fig. 4, the searcher terminal 3 includes a condition data
input unit 31, a condition feature extraction unit 32, a
condition feature encryption unit 33, an encrypted data
acquisition unit 34, and an encrypted data decryption unit

35.

12
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[0017]

The secure search apparatuses 1i,..., 1y, the
encryption apparatus 2, the searcher terminal 3, and the
storage 4 included in the secure search system 100 perform
the processing of each step illustrated in Figs. 5 and 6 in
cooperation with each other, thereby implementing the
secure search method of the embodiment. The secure search
method of the embodiment includes two stages, data
registration processing where search target data is
registered in the secure search system 100, and data search
processing where a data similar to the search condition
data is searched from search target data by secure
computation. Fig. 5 is a flowchart illustrating a
procedure of data registration processing, and Fig. 6 is a
flowchart illustrating a procedure of data search
processing.

[0018]

Each apparatus or terminal included in the secure
search system 100 is a special apparatus configured such
that a special program is read by a known or dedicated
computer including, for example, a central processing unit
(CPU), a main storage (random access memory (RAM)), and the
like. For example, each apparatus or terminal executes
each processing under a control of the central processing
unit. The data which is input to each apparatus or

13
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terminal or the data obtained by each processing is stored
in, for example, the main storage. The data stored in the
main storage is read to the central processing unit, and is
used for another processing as necessary. At least some of
processing units of each apparatus or terminal may be
configured by hardware such as an integrated circuit. Each
storage included in each apparatus or terminal may include,
for example, a main storage such as a random access memory
(RAM), an auxiliary storage including a hard disk, an
optical disc, or a semiconductor memory element such as a
flash memory, or middleware such as a relational database
or a key value store.

[0019]

The secure search apparatus 1, and the encryption
apparatus 2 are, to be specific, information processing
devices having a data communication function such as a
tower type or rack mount type server computer. The
searcher terminal 3 is, to be specific, an information
processing apparatus having a data communication function
such as a desktop or laptop personal computer, or a mobile
terminal such as a smartphone or a tablet. The storage 4
is, to be specific, an information processing apparatus
having a data communication function and a data storage
function such as a tower type or rack mount type server

computer to which a mass storage is connected or a network

14
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connected storage incorporating a mass storage.
[0020]

The surveillance camera 5: is, for example, an
imaging apparatus including a video camera that captures a
moving image of a person or an object as a subject. There
are no limitations on functions that the surveillance
camera 5¢ should have, such as available resolutions, a
recording medium for a video, with or without a microphone,
and digital recording or analog recording. In general, any
imaging apparatus can be used as long as the imaging
apparatus can capture a moving image.

[0021]

A processing procedure at the time of data
registration in the secure search method performed by the
secure search system 100 according to the embodiment will
be described with reference to Fig. 5.

[0022]

In step S21, the target data acquisition unit 21 of
the encryption apparatus 2 acquires data to be searched
(hereinafter, referred to as "target data"). The target
data 1is, for example, image data included in the
surveillance camera video captured by the surveillance
camera 5.. At this time, information such as a capturing
place and a capturing date and time may be tagged to the
target data. The target data acguisition unit 21 outputs

15
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the acquired target data to the target feature extraction
unit 22 and the target data encryption unit 24.
[0023]

In step S22, the target feature extraction unit 22
of the encryption apparatus 2 receives the target data from
the target data acquisition unit 21 and extracts a feature
(hereinafter, referred to as "target feature") from the
target data. The target feature extraction unit 22 outputs
the extracted target feature to the target feature
encryption unit 23.

[0024]

The method of extracting the feature can be
arbitrarily determined according to the type of the target
data. For example, in case such a use scene is assumed as
the target data is image data included in a video in which
an unspecified number of people are captured, and a face of
a specific person is searched for from the target data, the
feature may be extracted in the following two steps.

First, regions to be searched (for example, the faces of
humans) are extracted from image data captured by the
surveillance camera 5. (step 1l). For the region
extraction, for example, a general method such as principal
component analysis may be used (see Reference Document 1).
Next, the extracted face image data are converted into

features (step 2). In the feature conversion of the face

16
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image data, for example, the pixel value of each pixel of
the image may be adopted as it is as the feature, or the
change of each pixel may be adopted as the feature using a
general edge extraction method (see Reference Document 2).
[0025]

[Reference Document 1] Mante Opel, "Facial recognition
using principal component analysis", [online], [retrieved
on March 9, 2020], Internet <URL:
https://giita.com/manteocpel/items/703e9946e1903c6e2aal3>
[Reference Document 2] SUNSHINE, "Feature" of "image
recognition" (2): Summarized are What is "edge detection"?
What kind of mechanism? What is a "spatial filter"? How
is it used?", [online], [retrieved on March 9, 2020],
Internet <URL: https://it-mint.com/2018/11/05/feature—
value—-in—-image-recognition—-whats—edge-detection—-and-
spatial-filter-1839.html>

[0026]

In case the target data is voice data, a known
acoustic feature may be extracted. 1In case the target data
is text data, a feature such as a known word embedding
vector may be extracted.

[0027]

In step S23-1, the target feature encryption unit 23

of the encryption apparatus 2 receives the target feature

from the target feature extraction unit 22 and encrypts the

17

21246248 _1 (GHMatters) P122046.AU



17 Oct 2024

2021436355

target feature. The target feature encryption unit 23
encrypts the target feature using any encryption method or
secret sharing method capable of secure computation.
Specifically, examples of the encryption method capable of
secure computation include homomorphic encryption, and
examples of the secret sharing method capable of secure
computation include Shamir's Secret Sharing and replicated
secret sharing. The generated ciphertext is one ciphertext
in the case of the encryption method, and are split values
consisting of a plurality of shares in the case of the
secret sharing method. The target feature encryption unit
23 transmits the ciphertext of the target feature to each
secure search apparatus 1l,. Here, “transmitting the
ciphertext to each secure search apparatus 1,” means
transmitting one ciphertext to one secure search apparatus
11 if the ciphertext is in an encryption method, and
distributing the split values so that each of the plurality
of secure search apparatuses 1li,..., 1lx holds one share
without overlapping if the ciphertext is in a secret
sharing method. The same applies to the following
description.
[0028]

In step S23-2, each secure search apparatus 1,
receives the ciphertext of the target feature from the

encryption apparatus 2 and stores the ciphertext of the

18
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target feature in the encrypted feature storage 10.
[0029]

In step S24-1, the target data encryption unit 24 of
the encryption apparatus 2 receives the target data from
the target data acguisition unit 21 and encrypts the target
data. The encryption method used by the target data
encryption unit 24 is an encryption method different from
the encryption method used by the target feature encryption
unit 23, and is an encryption method in which original data
cannot be obtained unless a valid decryption key is used.
Such an encryption method may be common key encryption or
public key encryption. The target data encryption unit 24
associlates information indicating the ciphertext of the
target data with information indicating a decryption key
necessary for decrypting the ciphertext of the target data,
and stores the information in the decryption key storage
20. The information indicating the decryption key may be
the decryption key itself or may be information that can
identify the decryption key exchanged in advance between
the encryption apparatus 2 and the searcher terminal 3 by a
secure method. The target data encryption unit 24
transmits the ciphertext of the target data to the storage
4,

[0030]

In step S24-2, the storage 4 receives the ciphertext
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of the target data from the encryption apparatus 2 and
stores the ciphertext of the target data.
[0031]

A processing procedure at the time of data search in
the secure search method performed by the secure search
system 100 according to the embodiment will be described
with reference to Fig. 6.

[0032]

In step S31, the condition data input unit 31 of the
searcher terminal 3 acquires data (hereinafter, referred to
as "condition data") as a search condition input to the
searcher terminal 3 by the searcher using the searcher
terminal 3. The condition data is, for example, image data
in which a face of a person to be searched is captured.

The condition data input unit 31 outputs the acquired
condition data to the condition feature extraction unit 32.
[0033]

In step S32, the condition feature extraction unit
32 of the searcher terminal 3 receives condition data from
the condition data input unit 31 and extracts a feature
(hereinafter, referred to as a "condition feature") from
the condition data. The feature extracted by the condition
feature extraction unit 32 is similar to the feature
extracted by the target feature extraction unit 22 of the
encryption apparatus 2. The condition feature extraction

20

21246248 _1 (GHMatters) P122046.AU



17 Oct 2024

2021436355

unit 32 outputs the extracted condition feature to the
condition feature encryption unit 33.
[0034]

In step S33, the condition feature encryption unit
33 of the searcher terminal 3 receives the condition
feature from the condition feature extraction unit 32 and
encrypts the condition feature. The encryption method used
by the condition feature encryption unit 33 is similar to
the encryption method used by the target feature encryption
unit 23 of the encryption apparatus 2. The condition
feature encryption unit 33 transmits the ciphertext of the
condition feature to each secure search apparatus 1l,.
[0035]

In step S11, the feature search unit 11 of each
secure search apparatus 1, receives the ciphertext of the
condition feature from the searcher terminal 3, and
searches for the target feature similar to the condition
feature by secure computation using the ciphertext of the
target feature stored in the encrypted feature storage 10
and the ciphertext of the condition feature received from
the searcher terminal 3. That is, the ciphertext of the
target feature similar to the condition feature 1is
extracted while keeping the target feature and the
condition feature secret. The feature search unit 11

outputs information (hereinafter, referred to as a "search
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result") indicating the ciphertext of the target data
corresponding to the extracted ciphertext of the target
feature to the search result transmission unit 12.
[0036]

The feature search by the secure computation can be
performed by calculating Euclidean distances between the
condition data and all the target data and comparing the
calculation result with a predetermined threshold using
secure computation. The Euclidean distance is calculated
as follows. It is assumed that the data to be searched
(target data) and the search data (condition data) are
image data of n x m pixels. When the pixel values of the
search data (feature) are x = [xij] and the pixel values of
the searech data are ¥y = [yig] (A = 1, seup M, J = L, vy
n), the Euclidean distance D is expressed by the following
formula (see Reference Document 3).

[0037]

[Math. 1]

m

D= ZZ":(XU — ¥i5)

i=1j=1

[0038]
[Reference Document 3] Kohei Inoue, Kiichi Urahama,
"Filtering Method for Image Retrieval Based on Lower Bound

of Euclidean Distance", Journal of The Institute of Image
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Information and Television Engineers, Vol. 59, No. 11, pp.
1701-1704, 2005
[0039]

The secure computation of the Euclidean distance D
can be easily achieved by utilizing secure computation
having the additive homomorphism.

[0040]

A search result can be generated by calculating the
Euclidean distance D for all target data and comparing the
calculation result with a predetermined threshold. For
example, target data whose Euclidean distance D are equal
to or less than a predetermined threshold, or a
predetermined number of pieces of target data from the head
when the Euclidean distance D is sorted in ascending order
may be output as the search result. For the sort
computation on the secure computation, for example, the
method described in Reference Document 4 can be used.
[0041]
[Reference Document 4] Dai Ikarashi, Koki Hamada, Ryo
Kikuchi, Koji Chida, "A Design and an Implementation of
Super—-High-Speed Multi-Party Sorting: The Day When Multi-
Party Computation Reaches Scripting Languages", Computer
Security Symposium (CSS), 2017
[0042]

In step S12-1, the search result transmission unit
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12 of each secure search apparatus 1, receives the search
result from the feature search unit 11 and transmits the
search result to the searcher terminal 3. In addition, the
search result transmission unit 12 transmits the search
result and information indicating the searcher terminal 3
to the encryption apparatus 2.

[0043]

In step S12-2, the searcher terminal 3 receives the
search result from each secure search apparatus 1, and
obtains information indicating the ciphertext of the target
data from the search result. 1In case the feature search
unit 11 performs a search by a secure computation method
based on secret sharing, information indicating the
ciphertext of the target data may be obtained by restoring
the share of the search result received from each secure
search apparatus 1ln. In case the feature search unit 11
performs a search by a secure computation method based on
encryption, information indicating the ciphertext of the
target data may be obtained by decrypting the search result
received from the secure search apparatus 1l: according to a
predetermined decryption method. The searcher terminal 3
inputs obtained information indicating the ciphertext of
the target data to the encrypted data acguisition unit 34.
[0044]

In step S12-3, the encryption apparatus 2 receives
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the search result and the information indicating the
searcher terminal 3 from each secure search apparatus 1lg,
and obtains information indicating the ciphertext of the
target data from the search result, similarly to the
searcher terminal 3. The encryption apparatus 2 inputs
obtained information indicating the ciphertext of the
target data and information indicating the searcher
terminal 3 to the decryption key transmission unit 25.
[0045]

In step S34, the encrypted data acquisition unit 34
of the searcher terminal 3 acquires the ciphertext of the
target data indicated by the input information from the
storage 4. The encrypted data acquisition unit 34 outputs
the acgquired ciphertext of the target data to the encrypted
data decryption unit 35.

[0046]

In step S25-1, the decryption key transmission unit
25 of the encryption apparatus 2 acquires, from the
decryption key storage 20, information indicating a
decryption key for decrypting the ciphertext of the target
data indicated by the input information. The decryption
key transmission unit 25 transmits acquired information
indicating the decryption key to the searcher terminal 3.
[0047]

In step S25-2, the searcher terminal 3 receives
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information indicating a decryption key from the encryption
apparatus 2 and acquires the decryption key. The searcher
terminal 3 inputs the acquired decryption key to the
encrypted data decryption unit 35.

[0048]

In step S35, the encrypted data decryption unit 35
of the searcher terminal 3 receives the ciphertext of the
target data from the encrypted data acquisition unit 34,
and decrypts the ciphertext of the target data using the
input decryption key. The encrypted data decryption unit
35 outputs the original target data obtained by decryption.
In case the target data acquisition unit 21 has tagged
information such as a capturing place and a capturing date
and time to the target data, such information may be added
to the output target data.

[0049]

With the above configuration, the secure search
apparatuses 1li,..., and ly search the target data using
only the feature, so that the computation cost of the data
search by the secure computation can be reduced. In
addition, the searcher terminal 3 can acquire, as the
search result, original data itself that is similar to the
search condition data among the pieces of target data.
Here, since the original data is encrypted by an encryption
method that cannot be decrypted without a decryption key,
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information regarding the original data is not leaked to
the secure search apparatuses 1li,..., 1lx. Therefore, the
original data can be safely provided to the searcher
terminal as the search result.

[0050]

[Modification]

In the secure search system of the embodiment, the
encryption apparatus 2 extracts a feature from each of
image data captured by the plurality of surveillance
cameras 5i1,..., 5c, encrypts the feature and the original
image data, and stores the encrypted feature and the
original image data so as to be usable from the secure
computation apparatuses 1li,..., ly. However, the
encryption apparatus 2 can be omitted by implementing the
feature extraction and encryption functions in the
surveillance cameras 51, ..., 5¢c themselves. In this case,
the surveillance cameras 51, ..., 5c¢c include the decryption
key storage 20, the target feature extraction unit 22, the
target feature encryption unit 23, the target data
encryption unit 24, and the decryption key transmission
unit 25 included in the encryption apparatus 2 of the
embodiment. That is, in the secure search system of the
modification, each of the surveillance cameras 5i, ..., 5c¢
is configured to correspond to the encryption apparatus 2.

[0051]
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While the embodiment of the present invention has
been described above, a specific configuration is not
limited to the embodiment, and it goes without saying that
an appropriate design change or the like not departing from
the gist of the present invention is included in the
present invention. The various processes described in the
embodiments may be executed not only in chronological order
according to the described order, but also in parallel or
individually according to the processing capability of an
apparatus that executes the processes or as needed.

[0052]
[Program and Recording Medium]

In case various types of processing functions in
each apparatus described in the embodiment are implemented
by a computer, processing content of the functions of each
apparatus is described by a program. By causing a memory
1020 of a computer illustrated in Fig. 7 to read this
program and causing a calculation unit 1010, an input unit
1030, an output unit 1040, and the like to execute the
program, various kinds of processing functions in each of
the foregoing devices are implemented on the computer.
[0053]

The program describing the processing content may be
recorded on a computer-readable recording medium. The

computer—-readable recording medium is, for example, a non-—

28

21246248 _1 (GHMatters) P122046.AU



17 Oct 2024

2021436355

transitory recording medium, and is a magnetic recording
apparatus, an optical disc, or the like.
[0054]

Distribution of the program is performed by, for
example, selling, transferring, or renting a portable
recording medium such as a DVD or a CD-ROM on which the
program is recorded. Further, a configuration in which the
program is stored in a storage in a server computer and the
program is distributed by transferring the program from the
server computer to other computers via a network may also
be employed.

[0055]

For example, the computer that executes such a
program first temporarily stores the program recorded in a
portable recording medium or the program transferred from
the server computer in an auxiliary storage 1050 that is a
non-transitory storage device of the computer. 1In
addition, when executing processing, the computer reads the
program stored in the auxiliary storage 1050 that is a non-
transitory storage device of the computer, into the memory
1020 that is a temporary storage device, and executes
processing according to the read program. Further, as
another embodiment of the program, a computer may directly
read the program from a portable recording medium and

execute processing according to the program, and a computer
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may sequentially execute processing according to the
received program each time the program is transferred from
a server computer to the computer. Further, the above-
described processing may be executed by a so-called
application service provider (ASP) type service that
implements a processing function only by an execution
instruction and result acquisition without transferring the
program from the server computer to the computer. The
program according to the present embodiment includes
information used for a process by an electronic computer
and equivalent to the program (data or the like that is not
a direct command to the computer but has a property that
defines a process of the computer).

[0056]

Although the various apparatuses described in the
embodiment are configured by executing a predetermined
program on a computer in the description above, at least
part of the processing content may be implemented by

hardware.
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CLAIMS
[Claim 1]

A secure search method performed by a secure search
system including at least one secure search apparatus, an
encryption apparatus, and a searcher terminal, the secure
search method comprising:

encrypting target features extracted by converting
target data that is a search target, by a target feature
encryption unit of the encryption apparatus;

encrypting the target data by a target data
encryption unit of the encryption apparatus;

encrypting a condition feature extracted by
converting condition data that is a search condition, by a
condition feature encryption unit of the searcher terminal;

acquiring a search result indicating a ciphertext of
the target data corresponding to the target feature having
a close Euclidean distance to the condition feature while
keeping the target features and the condition feature
secret using ciphertexts of the target features and a
ciphertext of the condition feature, by a feature search
unit of the secure search apparatus; and

decrypting the ciphertext of the target data
indicated by the search result to acquire original target
data by an encrypted data decryption unit of the searcher
terminal,
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wherein the target data is image data, acoustic data
or text data, and the target feature is image feature,
acoustic feature or word embedding vector.

[Claim 2]

The secure search method according to claim 1,

wherein the ciphertext of the target feature and the
ciphertext of the condition feature are encrypted by a
first encryption method capable of secure computation,

the ciphertext of the target data is encrypted by a
second encryption method that is different from the first
encryption method and requires a decryption key for
decryption,

a decryption key transmission unit of the encryption
apparatus transmits information indicating the decryption
key for decrypting the ciphertext of the target data
indicated by the search result to the searcher terminal,
and

the encrypted data decryption unit decrypts the
ciphertext of the target data indicated by the search
result using the decryption key.

[Claim 3]

The secure search method according to claim 1,

wherein the target data is image data included in a
video captured by a surveillance camera, and

the condition data is image data in which a face of
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a specific person is captured.
[Claim 4]

A secure search system comprising at least one
secure search apparatus, an encryption apparatus, and a
searcher terminal,

the encryption apparatus including:

a target feature encryption unit that
encrypts target features extracted by converting
target data that is a search target, and

a target data encryption unit that encrypts
the target data,
the searcher terminal including:

a condition feature encryption unit that
encrypts a condition feature extracted by converting
condition data that is a search condition, and

an encrypted data decryption unit that
decrypts a ciphertext of the target data indicated
by a search result to acquire original target data,
the secure search apparatus including:

a feature search unit that acquires a search
result indicating the ciphertext of the target data
corresponding to the target feature having a close
Euclidean distance to the condition feature while
keeping the target features and the condition

feature secret using ciphertexts of the target
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features and a ciphertext of the condition feature,

wherein the target data is image data, acoustic data
or text data, and the target feature is image feature,
acoustic feature or word embedding vector.

[Claim 5]

A secure search apparatus that receives a request
from a searcher terminal and performs a search for target
data held in a storage,

the searcher terminal encrypting a condition feature
extracted by converting condition data that 1s a search
condition, the secure search apparatus comprising:

an encrypted feature storage that stores
encrypted target features extracted by converting the
target data by an encryption apparatus;

a feature search unit that obtains a search

result of searching for the target feature having a

close Euclidean distance to the condition feature

while keeping the target features and the condition
feature secret using the ciphertexts of the target
features and the condition feature; and

a transmission unit that transmits the search
result to the searcher terminal and the encryption
apparatus,

wherein the target data is image data,
acoustic data or text data, and the target feature
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is image feature, acoustic feature or word embedding

vector.
[Claim 6]

An encryption apparatus that provides encrypted data
to a secure search apparatus and a storage, the encryption
apparatus comprising:

a target feature encryption unit that encrypts
target features extracted by converting the target data and
stores them in the secure search apparatus;

a target data encryption unit that encrypts the
target data and stores them in the storage; and

a decryption key transmission unit,

wherein, a searcher terminal encrypts a condition
feature extracted by converting condition data that is a
search condition,

the encryption apparatus obtains a result (a
search result) of searching for the target feature having a
close Euclidean distance to the condition feature while
keeping the target features and the condition feature
secret using the ciphertexts of the target features and the
condition feature from the secure search apparatus,

the decryption key transmitting unit
transmits a key for decrypting the ciphertext of the target
data corresponding to the search result to the searcher

terminal, and
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the target data is image data, acoustic data
or text data, and the target feature is image feature,
acoustic feature or word embedding vector.
[Claim 7]

A searcher terminal that requests a search for
target data held in a storage to a secure search apparatus
that retains target features extracted by converting the
target data, the searcher terminal comprises:

a condition feature encryption unit that encrypts
condition feature extracted by converting the condition
data;

an encrypted data acquisition unit; and

an encrypted data decryption unit,

wherein the target data and the target features are
encrypted by an encryption apparatus,

the searcher terminal acquires a search result of
searching for the target feature having a close Euclidean
distance to the condition feature while keeping the target
features and the condition feature secret using the
ciphertexts of the target features and the condition
feature from the secure search apparatus,

the encrypted data acquisition unit acguires a
ciphertext of the target data corresponding to the search
result from the storage,

the encrypted data decryption unit acquires a key to
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decrypt the ciphertext of the target data corresponding to
the search result from the encryption apparatus, and

the target data is image data, acoustic data or text
data, and the target feature is image feature, acoustic
feature or word embedding vector.
[Claim 8]

A program for causing a computer to execute each
step of the secure search method according to any one of

claims 1 to 3.
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