US 20120237024A1

a9 United States

a2y Patent Application Publication (o) Pub. No.: US 2012/0237024 Al

Liu et al. 43) Pub. Date: Sep. 20, 2012
(54) SECURITY SYSTEM USING PHYSICAL KEY (52) US.Cl oo 380/44;380/277
FOR CRYPTOGRAPHIC PROCESSES
(76) Inventors: Wei-Ti Liu, Saratoga, CA (US);
Adam Chen, Cupertino, CA (US); 7 ABSTRACT
Kevin Wayne Do, Sunnyvale, CA One embodiment of the invention is based on the recognition
(US); Reid Augustin, Menlo Park, that by keeping the encryption key (DEK) in a key device, and
CA (US) using the key device to perform all encryption and decryption,
where the DEK is not supplied to the computing system, the
(21)  Appl. No.: 13/051,829 above noted security problems can be overcome. The
. encrypted information is stored in the computing system and
(22) Filed: Mar. 18, 2011 not in the key device. However, without the key device, it is
A . . not possible to access the encrypted information stored in the
Publication Classification computing system. Thus, the function of the key device is
(51) Int.CL similar to that of a physical key used in daily life for unlocking
HO4L 9/18 (2006.01) adoor or drawer, except that the user gains access to protected
HO4L 9/00 (2006.01) information instead of access to a building, drawer or car.

118
f'

103
132 r

<:> Cipher & Key
Manager

Random
Number
Generator

120
(

<::> <:> Cipher Engine

Host Interface

1

122
s

Key Storage

Key 0

Key 1

108
Key 2 s

L
L]
L]

&

KeyN |




US 2012/0237024 Al

Sep. 20,2012 Sheet 1 of 13

Patent Application Publication

b oI

Ndo

wmk‘u&@

w.m:‘J

goBLI8IU| sng

(‘01@ ‘810d 10d '9sN)

weiboliyd
JaindwoD

||

suibuz A V A M
{alemiuiid) A N uopdAsouz — | dsn
Aowapy NTTT OV —
zzi— ozL~ \_ozt

LIBISAS
Bunessdo

mtk

Jajonuon




Patent Application Publication  Sep. 20, 2012 Sheet 2 of 13 US 2012/0237024 A1

lf‘ r f

m Cipher & Key | ﬁﬁﬁgg:
Manager Generator

A

~120

!

c:> @ Cipher Engine

&
Host Interface ff-?-?

Key Storage
Key 0
Key 1
¥ s 108
Key 2

&
™ &
(]

Kor T -

T

FIG. 2

1652

Installer  { Application
[

Windows Pipes
h r 154
Service User Mode

Driver-specified IOCTL Commands

[ T T T pe—

USE Device Hardware

FIG. 3




Patent Application Publication

installer

Collect Device and
Disk instaliation
FParameters from User

Sep. 20,2012 Sheet 3 of 13

Hardware

US 2012/0237024 Al

k202
204

Set

Disik

, Yes
Encryption

Set Disk
Encryption Key

Key
?

\-208

File-based- Create

drive

base-drive

File- -

?

No

s
i

y

Done

VRN I Sp—————_——— G S it Bl B B e e

FIG. 4

installer Application Sends SetDEK
Command to Service

¥

\210

\222

Service Passes the Command to the Driver

¥

Driver Sends Command 1o Key Device

¥

Key Device Hardware Calculates
and Stores the DEK

Generating the DEK

FIG.




Patent Application Publication  Sep. 20, 2012 Sheet 4 of 13 US 2012/0237024 A1

| |
Installer Sends Create | I
Disk Image File | i
Command to Setvice ; ;
232/ ! !
! 234 i
; L |
| Service Creates the |
E Disk Image File :
i i
i |
238 N i [
| i
installer Bends Disk Aftach | 1
Command to Service i |
{ |
i I
‘ 238 !
| i // |
% Service Passes Disk :
¢ | Attach Comenand to Driver | |
i !
! 1
| |
i i | ‘fzé-a
IE ; Driver Creates a
| | File-base-drive
1 | which is Visible to
| i the Operating
242‘\ | i System
Instalier Sends Disk } :
Initialize Command = T T
to Service ! i
i i
! |
H |
i f244 E
], Service Initializes and ;
{ | Formats the File-based-drive | i
] ' 1
Installer | Service I Driver
1 |

Creating the Encrypted Drive

FIG. 6



Patent Application Publication  Sep. 20, 2012 Sheet 5 of 13 US 2012/0237024 A1

252
N

Qperating System Submits
Write Request to Driver

254
s

Driver Sends Unencrypted
Write Data to Key Device

256
r

Device
Encrypts Data

' [/258
Device Returmns
Encrypted Data

to Driver
~260
|
Driver Writes Encrypted
Data to Disk Image File
¥
Done

User / Operating System Driver Hardware

J R —. p————— g B L Rl i

FiG. 7



Patent Application Publication  Sep. 20, 2012 Sheet 6 of 13 US 2012/0237024 A1

262 -

\
Operating System Submits
Read Request to Driver

264

Driver Reads File Offset
of Image File

| Corresponding to LBA of

the File-hased-drive

26
(’6

Driver Sends
Encrypted File Data to
CipherGuard Device

68
f-2

Device
Decrypts Data

rZ?G

Device Returns
Decrypted Data

to Driver
FZ 72
Driver Returns Decrypted
Data to Operating System
9
Done
User / Operating System Driver Hardware

J R I epp———— LR PP PR e B R LRl e

FIG. 8



Patent Application Publication  Sep. 20, 2012 Sheet 7 of 13 US 2012/0237024 A1

FIG. 9 (3

The Key Device
is Plugged In

F ('304
The OS Starts the
Driver (USB
Enumeration)

' f306

Driver Tells the Service
that a Key Device Has
been Plugged in

r370

{/'308

Driver Carries the
w Service Request to

i

f

i

|

I

I

;

i

1

I

i

I

{

i

}

1

i

i

i

|

I

Service Asks E
!
the Hardware 1
i
i
|
|
|
|
!
|
|
]
|
}
|
|
|
|
l
|
|
|
f
i
|
i
i

Hardware for
identifier

314 | 312
The Key Device
Returns the
Identifier

Driver Carries the
Hardware Response f=
to the Service

The Service Searches
the PC for File Based
Drives with that
ldentifier

A FS‘FB

The Service Tells the
Driver aboui the
Matching Drives

r 320

The Driver Tells the
w] OS that USB Drives
have been Inserted

Service Driver Hardware



US 2012/0237024 Al

01 "9id

Sep. 20,2012 Sheet 8 of 13

Patent Application Publication

——— =
T QOO RO OT ¥ A

SUBLINDOY G
sauey [ ]

(1) aBei0)s ajgeAOWSY HIIM §81IA8(J » $80B|d JuBday [ ]
xoqdoig | |

SPECIUMO(] @
dopsad [
sojuord L

(Z) seALQ NSI( PieH »

"

99 66 J0 991 g9 G6'C
m i
{'W) aAug prengiaydin @

@ [0 =« 4  « weboidesbueyoiojesuun  sonadodugsds  sapedod  feigony « oz1ebio

ol mndwog yosees | | 45 |+ 4 Jondwo) ¢ s T@ @

[ x [o] =]




US 2012/0237024 Al

Sep. 20,2012 Sheet 9 of 13

Patent Application Publication

i Oid

L

{

LT GORTI0 | OGO ¥

L) oBRI0IS B|GBAOWIAY LM $801A8( »

go 01 Jo 88l

e

(1) S8AU( M1 PleH »

Y

W

L] o&
SIUBINGO(] A]

seleqr [ ]

$a0B|d JU80aY ||
xoqdosg [
speojumoq if ]
dopise(t [
sojuored XL

@& [0 4

£

AP Homjau dep

wesboid & afueyo 1o jeisun  sotdadoid weisAg a a2uebio =

of leindwon youess

¢ Jandwo] « 5 b@ @

| x o] —]|




Patent Application Publication  Sep. 20, 2012 Sheet 10 of 13

US 2012/0237024 Al

r O

Open
Print
Edit

Convert to Adobe PDF
Combine supported files in Acrobat...

L

Secure Delete

) () 1) i [©]

Open with

Share with
Norton internet Security

Add to archive...
Add to "HuckleBerry Finn.rar’
Compress and email...

Compress to "HuckieBerry Finn.rar” and emai

Restore previous versions

Send to

Cut
Copy

Create shoricut
Delete

Rename

Properties

d

Huckleberry
Finn.ixt

FIG. 12



US 2012/0237024 Al

Sep. 20,2012 Sheet 11 of 13

Patent Application Publication

€L 94

[pousn e e———

B18Y STOHOUS B7BSI) S ((0)s0 %
asay Adon
alay 2n0W 8N08S Gy (1) 8bBI0)S BIQBACIISY UM SBOIAS(] » dnoifawoy o
= 89 66'¢ 0TI HD G6'E
[ ] @ sospin X
{:1A) 8Al plenalaydi) SOOI =
ANV S8ALIG MsiQ pieH » - SN mfmu

U UUTSRT T RO #

~ ug prenopydiy &

saradold welsAg saedoid  Aejdoiny A azuebi0

@ = - & « wetboid e sbueyd Jo |RISUIf

_Q Jandwon wolesg _ PR _ N

4 Jandwon ¢ = r@ @;

[ x [2] =]




Patent Application Publication  Sep. 20, 2012 Sheet 12 of 13 US 2012/0237024 A1

’ CipherGuard Runtime Password

Please enter your password:

G@*@Wﬁ%&ll

[ ok '} | Cancel |

FIG. 14

CipherGuard Installer I x i

Duplicate CipherGuard

@ |Duplicate Existing CipherGuard]
Use your exlsting recovery passphrase fo create a duplicate.

(O install New CipherGuard

Use a new recovery passphrase to inftislize this CipherGuard. A new
CipherGuard will NOT be able to access the CipherGuard drive currently installed
on this computer.




Patent Application Publication  Sep. 20, 2012 Sheet 13 of 13

Slave 1D
{Public}

AES
Encryption

Private Master DEK | :
(Stored in Master Key) ===

Privat sa e DEK
‘ F iGn 16 (Stgt\';?dein SE;ve Key)

DEK
(Plaintext, Temporarily
in the Key Device)

120

AES

Password Encryption

E ted DEK
F iG. ?7 (Storgggipxey Device)

Encrypted DEK
{Stored in Key Device)

AES

Password Decryption

DK
FiG. 18 (Plaintext, Temporarily

in the Key Device)

US 2012/0237024 Al



US 2012/0237024 Al

SECURITY SYSTEM USING PHYSICAL KEY
FOR CRYPTOGRAPHIC PROCESSES

BACKGROUND OF THE INVENTION

[0001] Encryption is the process of transforming informa-
tion (referred to as plaintext) using an algorithm (called
cipher) to make it unreadable to anyone except those possess-
ing special knowledge, usually referred to as a data encryp-
tion key (DEK).

[0002] Encryption has long been associated with comput-
ers. Indeed, many early advances in computer technology
were driven by war time efforts to encrypt and decrypt infor-
mation. The guiding principle behind modern encryption is
that the encryption method (algorithm) may be public knowl-
edge. What makes the encryption secure is the existence of a
key that is known only to the entities who encrypt or who are
allowed to decrypt the encrypted information. The key must
be guarded and held secret in order to protect the encrypted
information—if an attacker learns the key, he can decrypt the
information. For example, AES 128 encryption requires a
digital key 128 bits long, and AES256 requires a key of 256
bits. If the key is known for a particular block of encrypted
information, then the data can be decrypted.

[0003] Modern computer systems use a variety of encryp-
tion methods to secure the information stored on them,
including methods that derive a key from a password supplied
by the user. These methods all have a significant drawback:
the program that is performing the encryption and decryption
operate inside the computer environment. This means that the
encryption logic, along with the encryption keys, are all
stored in the computer RAM. Any method that can read that
RAM can copy the encryption key, allowing an attacker to
decrypt the protected information.

[0004] Under current common operating systems, access to
read the key from the RAM might require “root” or “admin-
istrator” privileges. Such privileges may or may not require a
password, which may or may not be the same password
required to create the key. Thus, the security of the encrypted
information is jeopardized unless all parts of the overall sys-
tem security are tightly maintained.

[0005] Even worse, the key exists in RAM even after the
computer’s power is turned off. The RAM data decays slowly
(over seconds or minutes) which allows an attacker an easy
way to get a copy of the key: he simply powers off the
computer, and then quickly boots his own program (from a
USB key or a CDROM, for example) which scans and makes
a copy of the memory as it was before the power-down. Once
he has this copy (which takes only a few seconds), the attacker
can analyze the entire RAM image at his leisure looking for
potential keys. This is known as a “cold boot™ attack.

[0006] Another possible attack is known as a “key logger”.
Malicious software might be installed (e.g. from a virus) on a
computer system to record all keystrokes entered on the key-
board. Passwords entered to unlock an encryption scheme are
recorded along with everything else the user types. The
logged key-strokes are subsequently sent to the attacker who
then has the necessary password to bypass the security.
[0007] A low-tech version of a key-logger attack is some-
one looking over the shoulder of the user as he types his
password. A slightly higher tech version involves using a
video camera, possibly with mirrors for a bit of obfuscation,
to record the typist’s every move. It is also possible to analyze
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the low-level electronic noise that most keyboards and com-
puters emit to learn what keys are being typed.

Encrypted External Drives

[0008] Encrypted external drives like USB flash keys do not
store their encryption keys on the computer. All crypto-
graphic functions are performed by the external device.
Because of this, encrypted external drives offer more security
than software encryption.

[0009] For an example of such approach, see US 2006/
0242151 and US 2006/0239449.

[0010] Unfortunately, the user loses their data should the
drive be lost or broken. Backups of the data are usually stored
in the clear. Furthermore, after moving a private file to the
encrypted drive, traces of the unencrypted file still remain on
the originating computer.

[0011] Since data is stored on the external drive, space is
limited by what the drive can hold. Upgrades are an additional
cost. Encrypted drives usually employ password protection.
Passwords are vulnerable to key-loggers, spy-ware, trojans,
and hackers. A password may be compromised without the
user’s knowledge.

Key Stored on USB Devices

[0012] USB key devices have been proposed. These
devices do not perform the encryption in the USB key.
Instead, a factory-programmed DEK or user supplied DEK is
stored on the USB key. This DEK is given to software when
the key is plugged in. Software uses the DEK to perform the
encryption and decryption. For an example of such approach,
see US 2004/0250087A1.

[0013] Since the DEK is located in the computer during
decryption, it is still vulnerable to attacks that compromise
the computer system.

SUMMARY

[0014] The need for data protection is not limited to per-
sonal computers, but applies to many other computing sys-
tems such as cellular phones, iPads, game controllers, digital
picture frames, personal digital assistants and other portable
intelligent devices with data stored therein. As described
herein below, computing systems include all such devices.
[0015] One embodiment of the invention is based on the
recognition that by keeping the encryption key (DEK) in akey
device, and using the key device to perform all encryption and
decryption, where the DEK is not supplied to the computing
system, the above noted security problems can be overcome.
The encrypted information is stored in the computing system
and not in the key device. However, without the key device, it
is not possible to access the encrypted information stored in
the computing system.

[0016] Thus, the function of the key device is similar to that
of a physical key used in daily life for unlocking a door or
drawer, except that the user gains access to protected infor-
mation instead of access to a building, drawer or car.

[0017] One embodiment of the invention is directed to a
device for cryptographic process, such as a key device. The
device comprises a cipher engine that encrypts or decrypts
data from a host computing system, a storage for storing
cipher keys (DEK) used in encryption and/or decryption of
the data from the host, and a controller that manages interac-
tions of the cipher engine and the storage with the host. The
device does not store therein the data that is encrypted or
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decrypted by the cipher engine, but sends the encrypted or
decrypted data to the host computing system.

[0018] Software is installed in computer systems to work
with the key device described above, to send data to the key
device for encryption or decryption, so that the encrypted or
decrypted data from the key device may be stored in computer
systems. Such computing systems do not perform the encryp-
tion and/or decryption of the data which is performed exclu-
sively by the key device. In this manner, the above described
problems such as “cold boot™ attack or key logger can be
avoided. To store the encrypted data, a file is created in a
memory of the computer system, as described below.

[0019] Thus, an embodiment of another aspect of the inven-
tion is directed to a host computing system having a memory
and an operating system. The computing system executes a
computer program to create in the system a file that behaves
like a disk drive to the operating system of the system for
storing encrypted information sent to it by akey device that is
connected to the system and that performs cryptographic
processes, and to translate accesses to this file by the system
into commands, wherein when a command to read or write is
issued by the computing system to the file, the computer
program when executed by the computing system will cause
a cipher engine in the key device to perform encryption and/or
decryption of data from such file and/or to be stored into such
file.

[0020] It is preferable to supply the user with both the key
device and the computer program described above, so that the
user can load the computer program into a computing system,
and so that the above described cryptographic processes can
be carried out for information protection. Thus, another
embodiment of the invention is directed to supplying both the
key device and the computer program described above. Inone
implementation of this embodiment, the computer program is
supplied on a computer readable medium, such as a magnetic
disk, magnetic tape, optical disk, flash memory or other types
of non-volatile memory. In another implementation of this
embodiment, the computer program may be downloaded
from the world wide web through the internet, such as by
using a link to a website where the link and instructions for the
download are supplied on a storage medium such as an
instruction manual or one of the above referenced computer
readable media.

[0021] Yet another embodiment of the invention is directed
to a computer readable medium storing a computer program
for use in a computing system having a memory and an
operating system, wherein when the computer program is
executed by the computing system, a file that behaves like a
disk drive to the operating system of the system is created in
the memory of the system for storing encrypted information
sent to it by a key device that is connected to the system and
that performs cryptographic processes, and wherein accesses
to this file by the system are translated into commands, so that
when a command to read or write is issued by the system to
the file, the computer program when executed by the system
will cause a cipher engine in the key device to perform
encryption and/or decryption of data from such file and/or to
be stored into such file.

[0022] All patents, patent applications, articles, books,
specifications, standards, other publications, documents and
things referenced herein are hereby incorporated herein by
this reference in their entirety for all purposes. To the extent of
any inconsistency or conflict in the definition or use of a term
between any of the incorporated publications, documents or
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things and the text of the present document, the definition or
use of the term in the present document shall prevail.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] FIG. 1is a block diagram of a computing system, a
storage medium storing a computer program and a key device
to illustrate an embodiment of the invention.

[0024] FIG. 2 is a block diagram of the key device of FIG.
1

[0025] FIG. 3 is a flow diagram illustrating the software
components of the computer program of FIG. 1 in commu-
nication with the key device of FIG. 1.

[0026] FIG. 4 is a flow chart illustrating an operation of the
computing system executing the computer program of FIG. 1
in connection with the key device of FIG. 1 to create a disk
encryption key (DEK) in the key device and a file-based-drive
in the computing system.

[0027] FIG. 5is a flow chart illustrating an operation of the
computing system executing the computer program of FIG. 1
to create a DEK.

[0028] FIG. 6 is a flow chart illustrating an operation of the
computing system executing the computer program of FIG. 1
to create a file based-drive in the computing system for stor-
ing encrypted information.

[0029] FIGS. 7 and 8 are flow charts illustrating write and
read operations of the computing system executing the com-
puter program of FIG. 1.

[0030] FIG.9 is a flow chart illustrating how the computing
system recognizes a key device and allows the key device to
operate when connected to the computing system without
having to re-boot the computing system.

[0031] FIGS. 10 and 11 are computer screen shots illustrat-
ing the effects when the key device is connected with and
disconnected from the computing system.

[0032] FIGS. 12 and 13 are computer screen shots illustrat-
ing the secure move, delete and copy features.

[0033] FIG. 14 is a computer screen shot illustrating pass-
word entry.
[0034] FIG. 15 is a computer screen shot illustrating the

process for creating a new key device and a duplicate key
device.

[0035] FIG. 16 is a schematic view illustrating the creation
of slave key devices from a master key.

[0036] FIGS. 17 and 18 are schematic views illustrating the
encryption and decryption of DEK using a password.

[0037] Identical components in this application are labeled
by the same numerals.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

[0038] FIG. 1 is a block diagram of a computing system
100, a storage medium 102 storing a computer program and a
key device 104 to illustrate an embodiment of the invention.
Computing system 100 includes a memory 112, a controller
114 such as a processor and operating system 116. The com-
puter program in medium 102 is supplied to computing sys-
tem 100, which creates a file for storing encrypted data from
key device 104. From the point of view of the operating
system 116, this file is a drive. For this reason, this file is also
referred to as a file-based drive herein. When this file is shown
on a graphical display, such as a computer screen, it appears
as a logical drive. When data is stored in this file, the data is
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said to be stored in a partition of computing system 100. Thus,
the term file, file-based drive and partition are used inter-
changeably herein.

[0039] After the computer program in medium 102 is
downloaded to computing system 100, it is executed by con-
troller 114 to perform the functions of the system 100 in the
manner described below. The computing system creates the
file-based drive for storing encrypted data from the key device
104. The computing system 100 may then send data to the key
device for encryption. After the data has been encrypted by
the key device, the key device does not store the encrypted
data in itself, but sends it back to the computing system 100,
which then stores it in the file-based drive that has been
created. To decrypt the encrypted data in the file-based drive,
the computing system 100 sends such data to the key device
104. After the encrypted data has been decrypted by the key
device, the key device sends it back to the computing system
100. Preferably the key device 104 has a USB interface 118
(FIG. 2) that connects to system 100 through connector 120.
Interfaces other than USB may also be used, such as RFID,
Smart Card, PCle, and other interfaces.

[0040] Key device 104 also includes an encryption or
cipher engine 120, a memory 122 and controller 124 which
preferably is a central processoring unit (CPU). When unen-
crypted data is sent by system 100 to device 104, the engine
120 encrypts the data using a key (DEK) stored in memory
122 under the control of CPU 124, and the encrypted data is
returned to system 100, again under the control of CPU 124.
Similarly, for decrypting encrypted data which is sent to
device 104 by system 100, engine 120 decrypts the data using
akey (DEK) stored in memory 122 under the control of CPU
124, and the decrypted data is returned to system 100, under
the control of CPU 124.

[0041] Ways other than a storage medium 102 storing a
computer program may be used for loading the computer
program for creating the file-based drive, such as where the
computer program is downloaded from a website using a link,
where the link and instructions for the download are supplied
on a storage medium such as an instruction manual or a
computer readable media. The instructions for the download
may also be supplied through the website.

[0042] FIG. 2 is a block diagram of the key device 104 of
FIG. 1. Key device 104 includes a host USB interface 118
connected to a host computing system 100. Data and infor-
mation related to keys is relayed through interface 118
between the system 100 on one hand and engine 120 and
cipher and key manager 132 on the other. The cipher and key
manager 132 may be one of the processes or applications
carried out by the CPU (in the hardware) 124 of FIG. 1.

[0043] FIG. 3 is a flow diagram illustrating the software
components of the computer program in medium 102 of FIG.
1 in communication with the key device of FIG. 1. The com-
puter program includes an installer 152, a service 154 and a
driver 156 for interacting with the key device 104. The
installer 152 initializes the key device 104 and creates a file in
the directory of the computing system. Service 154 makes
this file look and act like a disk drive to the operating system
116. Driver 156 intercepts all accesses to and from the key
device 104 and translates them to commands for the key
device 104, instructing it to encrypt or decrypt the data. The
integration of these three parts creates a seamless experience
for the user. The user accesses the encrypted partition/drive
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(which is justa file). These accesses are intercepted by service
154 and driver 156 and sent to the key device 104 for encryp-
tion or decryption.

[0044] In addition, the computer program in medium 102
includes a shell extension for the secure move, secure cut and
paste, and secure delete functions described below. A pass-
word application in the program described below asks the
user for his or her password (if enabled) whenever the key
device 104 is plugged in to system 100. Manager application
(running on host computer) 132 (FIG. 2) is used to manage
the size and number of encrypted partitions, password modi-
fication, and device duplication.

[0045] FIG. 4 is a flow chart illustrating an operation of the
computing system executing the computer program of FIGS.
1 and 3 in connection with the key device of FIG. 1 to create
a disk encryption key (DEK) in the key device and a file-
based-drive in the computing system. In block 202, installer
152 asks for and collects, from the user of system 100, device
and disk installation parameters such as options regarding the
DEK (e.g. whether a key recovery phrase will be used,
options regarding duplicate and master keys, non-recovery
keys, passwords for key generation and so on), and the file-
based-drive (e.g. size of partition). The user is then queried as
to whether a DEK is to be created (diamond 204). If the
answer is yes, then the installer sends command to device 104
to generate a DEK (block 206). The process of file creation
will be described below. After the file or file-based-drive is
created, the installer is so notified by device 104. The user is
then queried as to whether a file-based-drive in the computing
system is to be created (diamond 208). If the answer is yes,
then the installer 152, a service 154 and a driver 156 will
cooperate with device 104 to create a file or file-based-drive
visible or recognizable by the operating system 116 as
described below (block 210). The key device 104 and system
100 are then ready to perform data protection through cryp-
tographic processes.

[0046] FIG. 5 is a flow chart illustrating an operation of the
computing system executing the computer program of FIG. 1
to create a DEK. After the user indicates that a DEK is to be
created from diamond 204, the installer sends a DEK com-
mand to the service (block 222) which passes it to the driver
(block 224). The driver passes the set DEK command to the
device (block 226). The device 104 creates the DEK under the
control of manager 132 in CPU 124 (block 228). The DEK is
stored in the device 104 and remains in device 104 and not
sent to the system 100 to perform cryptographic processes.
[0047] FIG. 6 is a flow chart illustrating an operation of the
computing system 100 executing the computer program in
medium 102 of FIG. 1 to create a file based-drive in the
computing system for storing encrypted information. After
the user indicates that a file-based-drive in the computing
system is to be created from diamond 208, the installer sends
a Create Disk Image File Command to the service (block
232). The service creates a disk image blank file (block 234)
with a file identifier from the device 104, noting the file name
and directory pathway. The service notifies the installer after
the file has been created, and the installer then sends a Disk
Attach Command to service 154 (block 236). Service 154
passes this command to driver 156 (block 238), which creates
from the disk image blank file a file-based drive (block 240),
so that to the operating system, this file appears to be a logical
drive, where logical block addresses (“LLBA”) in the file sys-
tem of the operating system 116 are mapped on a one-to-one
basis to offsets in this file-based drive, or file, which has the
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file name and pathway in the operating system directory. The
operating system is now able to access the file so created. The
installer then sends Disk Initialize Command to the service
(block 242), which initializes and formats the file-based
drive, or file (block 244). This file-based drive, or file, is the
partition for storing encrypted data.

[0048] FIGS. 7 and 8 are flow charts illustrating write and
read operations of the computing system executing the com-
puter program of FIG. 1. As shown in FIG. 7, to encrypt data,
the operating system submits data to be encrypted and a write
command for writing the encrypted data to certain LBA to the
driver 156 (block 252), which locates the file-based drive
using the file name and pathway in the operating system
directory, ascertains the offset of file-based file corresponding
to the LBA of the write command, and sends the command
and data to the key device 104 (block 254). Device 104
encrypts the data from the computing system 100 under the
control of manager 132 in CPU 124 (block 256) and returns
the encrypted data to driver 156 (block 258). Manager 132
selects a key from memory 122, causes the selected key to be
sent from the memory to engine 120, which performs the
encryption of the data from the operating system using the
selected key. The driver then writes the encrypted data to the
file-based-drive it located at the offset address corresponding
to the LBA of the write command (block 260).

[0049] For decrypting encrypted data, as shown in FIG. 8,
the operating system submits a read command for reading
data from certain .BA to the driver 156 (block 262), which
ascertains the offset of the file-based file corresponding to the
LBA ofthe read command, and sends the command to the key
device 104 along with the encrypted data located at the offset
address corresponding to the LBA of the read command
(blocks 264, 266). Device 104 decrypts the data from the
computing system 100 using a key in memory 122 selected by
manager 132 (block 268) and returns (block 270) the
decrypted data to the driver which in turn returns it to the
operating system (block 272).

[0050] The computer program in medium 102 in FIG. 1
also enables the controller or CPU 124 of the key device to
manage interactions of the cipher engine 120 and the storage
122 with the host the computing system 100 as soon as the
device is connected to system 100 without the system 100
having to re-boot. This is illustrated in the flow chart FIG. 9.

[0051] When the key device is plugged in (block 302), the
operating system 116 starts the driver 156 (USB enumera-
tion) (block 304). The driver tells the service that a key device
has been plugged in (block 306). The service queries the
device 104 for identifier (block 308). This request is trans-
mitted by the driver to the device 104 (block 310). The iden-
tifier is returned by the device 104 (block 312), which iden-
tifier is carried or transmitted by the driver to the service
(314). The service searches the memory 112 in the system 100
for a file-based-drive with such identifier (block 318). When
the identifier matches one in memory 112, the service informs
the driver and the driver in turn informs the operating system
116 that a USB drive has been plugged or inserted to the
system 100 (block 320), even though the device 104 is not a
USB mass storage device. The operating system 116 will then
automatically read from the device 104 and display the drive
on a display or any other kind of graphic user interface for
interaction with users. This allows the user to use the key
device for cryptographic processes without having to re-boot
system 100 as soon as device 104 is connected to system 100.
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[0052] When device 104 is disconnected from system 100,
this is detected by driver 156, which informs the operating
system 116, which will then remove the drive from the dis-
play or any other kind of graphic user interface. These fea-
tures are illustrated in FIGS. 10 and 11, which are computer
screen shots. As shown in FIG. 10, the display screen of
system 100 displays a drive “CipherGuard Drive” when
device 104 is connected to system 100. But once device 104
is disconnected from system 100, this drive disappears, as
illustrated in FIG. 11. Once the device 104 is disconnected
from system 100, the data in the file-based drive in system 100
is no longer accessible to users, since system 100 does not
have access to the DEK.

[0053] The computer program in medium 102 includes a
shell extension for the secure move, secure cut and paste, and
secure delete functions described below. Secure move, paste,
and delete is a shell extension to Windows. They can be
invoked only when the key device 104 is connected to the
system 100.

[0054] When the user selects one of these options (Secure
move, paste, and delete), system 100 will complete the
requested transfer (move or paste), and then the program in
medium 102 as executed by controller 114 will cause the
operating system 116 to automatically overwrite the original
file with garbage data. After this is done, the program in
medium 102 as executed by controller 114 will request the
operating system 116 to delete the data that is in the original
file in a manner that the deleted data does not end up in the
Recycle Bin.

[0055] The feature above is illustrated in FIGS. 12 and 13,
which are computer screen shots. As shown in FIG. 12, once
the device 104 is connected to system 100, in addition to the
various options for manipulating data oftered by system 100,
an additional option “secure delete” is offered to the user. If
this option is selected, then the program in medium 102 as
executed by controller 114 will request the operating system
116 to delete the data by overwriting it with garbage data, so
that there will not be any trace of the original data in system
100 at all, whether in the recycle bin or otherwise. FIG. 13
illustrates the option of “secure move” by which the user may
securely move data from an unsecured partition or file into the
file-based-drive “CipherGuard Drive.” Once this is done, the
original file or data in the unsecured partition or file will be
automatically overwritten with garbage data, leaving no trace
of'it.

DEK Generation

[0056] A DEK is first generated and stored in memory 122
of'device 104 in plaintext form. The DEK is stored in a secure
partition in device 104, such as memory 122, and not supplied
to any entity outside of device 104. The DEK may be stored in
Flash memory in a standard way. A skilled attacker can
retrieve the saved DEK, but he would not really need to as he
already has the key. To protect the DEK in case an attacker
obtains possession of the device, passwords may be used to
encrypt the DEK as described below, so that confidential and
protected data retrieval is not possible without the password.
In case the user loses the device 104, then the encrypted data
stored in the file-based-drive in system 100 cannot be
decrypted and accessed. To enable the user to recover the
DEK, in one embodiment, a seed such as a seed value is
provided by the user for generating the DEK. This seed value
may then be used by the user to regenerate the same DEK
value later on. In one implementation of this embodiment, the
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seed value may be a recovery phrase comprising a string of
characters and numbers. The DEK may be generated from
this phrase by a known encryption algorithm stored in
memory 122 and sent to engine 120 for generating the DEK,
so that the same DEK may be generated in the future using the
same recovery phrase and the same encryption algorithm. As
long as the user still knows or has access to the recovery
phrase, the DEK can be regenerated and used to recover the
encrypted data.

[0057] Therecovery phrase may also be used for generating
duplicate key devices. This feature is illustrated in FIG. 15,
which is a computer screen shot. System 100 queries the user
as to whether a duplicate key device or a new key device is
desired. If the user selects to make a duplicate key device, the
user will be asked to input the recovery phrase to create a
duplicate key device. The recovery phrase is passed from
system 100 to a new key device of the type shown in FIG. 2 to
generate the same DEK as the original key device and stored
in the new key device, so that the new key device becomes a
duplicate key device to the original key device.

[0058] Where the user desires to make a new key device
using a DEK that is different from other key devices, the user
is asked to input a new passphrase to generate the DEK.
[0059] When the user prefers to generate a DEK stored in
the key device that cannot be recovered when the device is
lost, this indication is collected by the installer 152 in block
202, and passed to device 104. Manager 132 in controller or
CPU 124 then causes the random number generator 103 in
FIG. 2 to generate a random number. The manager 132 then
sends this number to engine 120 for generating a DEK which
is then stored in memory 122.

Master and Slave Keys

[0060] The master key has a secret DEK. This is stored in
the master key’s hardware in device 104. Each slave key
device has a slave ID. This slave ID is public, and is actually
part of the filename used for the filed-based-drive. The slave
DEK (kept in the slave key device’s hardware), is generated
by engine 120 under the control of manager 132 in CPU 124,
by encrypting the public slave ID with the secret master DEK
as illustrated in FIG. 16. Thus, the master key can be used to
generate the DEKs of all of the slave key devices, using the
secret DEK stored in the master key’s hardware. For the
master key to recreate the slave DEK, it only needs the slave
1D (which is public). Once the Master key has the slave DEK,
it can duplicate a slave key or read data protected by the slave
key. Having the slave ID by itself is no good without the
master DEK.

Password Protection

[0061] Intheabove data protection scheme, no password is
used at all. For some users accustomed to the use of pass-
words, system 100 and device 104 may be configured to allow
the use of passwords for encrypting the DEK. This is illus-
trated in FIG. 14, which is a computer screen shot. As shown
in FIG. 14, the user is asked by system 100 to input a pass-
word, which is then used by system 100 and device 104 for
encrypting the DEK.

[0062] Normally, the DEK is stored in the key device 104 in
plaintext. Where it is desirable to encrypt the DEK, the DEK
generated is only temporarily stored in memory 122 of device
104 in plaintext form. When password protection is enabled,
an encrypted version of the DEK using the password is stored
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in the key device 104 instead. This means that the DEK is
protected even if an attacker gets hold of the key device. The
encryption and decryption of the DEK is illustrated in the
schematic diagrams of FIGS. 15 and 16.

[0063] As shown in FIG. 15, the password is used in the
engine 120 of FIGS. 2 and 15 to encrypt a plaintext DEK
stored in memory 122 in device 104, to produce an encrypted
DEK which is also stored in memory 122 of device 104,
overwriting the plaintext DEK. Thus, the system 100 passes
the password inputted by the user to device 104 through
interface 118 and to manager 132. Manager (inside the device
104) 132 fetches the plaintext DEK stored in memory 122,
and sends both the plaintext DEK and password to engine
120, which performs AES encryption of the DEK using the
password under the control of manager 132. The encrypted
DEK is then stored in memory, overwriting the plaintext DEK
122.

[0064] When it is desirable to access the DEK value for
cryptographic processes, the user will need to again input the
correct password to system 100. System 100 passes the pass-
word inputted by the user to device 104 through interface 118
and to manager 132. Manager 132 fetches the encrypted DEK
stored in memory 122, and sends both the encrypted DEK and
password to engine 120, which performs AES decryption of
the DEK using the password under the control of manager
132 to obtain the plaintext DEK, as illustrated in FIG. 16. The
plaintext DEK is then temporarily used in cryptographic pro-
cesses, after which the plaintext DEK is discarded and not
stored.

[0065] The embodiments of this invention secure the pri-
vate data on a computer with a physical key. When the key is
inserted in a computer, an encrypted partition appears that the
user can access like any other drive. Accesses to this partition
are automatically encrypted and decrypted in the background
by the key itself The encrypted partition can be used to store
applications as well as data. Without the key, the encrypted
partition remains in the computer, but does not appear to the
user.

[0066] Like a physical key, the embodiments of this inven-
tion do not require passwords (though they can also be used).
Like a physical key, duplicate and master override keys can be
created. Like a physical key, the lock mechanism can be
changed if the key is lost.

[0067] The invention prevents these types of attack (and
others) by sequestering not only the encryption key, but also
the logic that uses the key (the encryption and decryption
logic) in a separate, secure hardware module (the ‘Device’).
Access is controlled by the Device to prevent attackers from
learning the secret key.

[0068] Storing encrypted data on the computer’s hard drive
has the following advantages:

[0069] 1. The protected data is recoverable should the user
lose or break the key device.

[0070] 2. The amount of encrypted storage space is only
limited by the space on the user’s computer. Encrypted par-
titions can be expanded or added at any time without addi-
tional expense.

[0071] 3. Backups are encrypted.

[0072] Having an external device perform the crypto-
graphic functions has the following advantages:

[0073] 1. The encryption key is hidden from the computer
itself. This protects it from hackers, key-loggers, spyware,
malware, and other attacks on the computer.
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[0074] 2. The external device acts like a key. It can be
inserted or removed at anytime. There is no password or
fingerprint logon required. When removed, the encrypted
partition just disappears from the computer. This allows other
people to use the computer without being able to read the

encrypted data.

[0075] Not relying on passwords has the following advan-
tages:

[0076] 1. The user doesn’t have to remember another pass-

word. There is nothing to write down or forget.

[0077] 2. As aphysical device, the user knows if it is lost.
With passwords, the user’s private data may have already
been compromised without his knowledge.

[0078] 3. As physical devices, the embodiments of this
invention are not vulnerable to key-loggers, hackers, etc.

[0079] 4. Users are familiar with the key and lock usage
model
[0080] Theembodiments ofthis inventionalso combine the

following features:

[0081] 1. Optional password protection for users not com-
fortable with the device-only us-age model

[0082] 2. Secure Move, Secure Cut and Paste, and Secure
Delete to remove traces the unencrypted file from the com-
puter.

[0083] 3. Secure disposal—once the recovery pass-phrase
is changed in the key device, the encrypted data is no longer
accessible. This is a 30 second process.

[0084] 4. Theembodiments of this invention can change the
encryption used to protect data. This is similar to changing the
locks when a physical key is lost.

[0085] 5. The embodiments of this invention allow for easy
duplication of keys. This is for lost mitigation as well as
allowing members of the same team access the same
encrypted files.

[0086] 6. The embodiments of this invention allow for the
creation of a master key. Users can have their own keys access
their own data. Their manager can have a master key that
over-rides the encryption on the individual keys.

[0087] 7. The embodiments of this invention can monitor
for periods of inactivity. If it encounters a pre-defined inac-
tivity interval, it can request the user for a password.

[0088] 8. The embodiments of this invention can be used to
encrypt individual files and folders. This is useful for sharing
files over email with someone holding a duplicate key or for
individual file back ups.

[0089] 9. The installation takes less than a minute. Many
encryption tools take hours to install.

[0090] While the invention has been described above by
reference to various embodiments, it will be understood that
changes and modifications may be made without departing
from the scope of the invention, which is to be defined only by
the appended claims and their equivalents.

What is claimed is:

1. A device for cryptographic process comprising:

a cipher engine that encrypts or decrypts data from a host;

a storage for storing cipher keys used in encryption and/or
decryption of the data from the host, wherein said device
does not store the data that is encrypted or decrypted by
the cipher engine; and

a controller that manages interactions of the cipher engine
and the storage with the host.

2. The device of claim 1, wherein said controller uses a seed

designated by the host for generating a cipher key
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3. The device of claim 1, further comprising a random
number generator, wherein said controller causes the engine
to generate a cipher key using a number generated by said
random number generator.

4. The device of claim 1, wherein said controller causes the
engine to generate a slave cipher key using a public slave
identifier and a hidden master cipherkey stored in the storage.

5. The device of claim 1, wherein said controller controls
the encryption and decryption of the data from the host by
said cipher engine, wherein said controller does not store the
data that is encrypted or decrypted by the cipher engine.

6. The device of claim 1, said host having an operating
system, said device further comprising a storage medium
storing a computer program for creating in the host a file in the
host that behaves like a disk drive to the operating system of
the host, and for translating accesses to this file by the host
into commands, wherein the cipher engine performs encryp-
tion and/or decryption of data to/from such file and/or to be
stored into such file in response to the commands.

7. The device of claim 1, said host having an operating
system, said device further comprising a storage medium
storing information useful to a user for obtaining and using a
computer program for creating in the host a file that behaves
like a disk drive to the operating system of the host, and for
translating accesses to this file by the host into commands,
wherein the cipher engine performs encryption and/or
decryption of data from such file and/or to be stored into such
file in response to the commands.

8. The device of claim 1, wherein said controller controls
data access with a password by using the password to encrypt
and/or decrypt a cipher key in the storage, and sends the
decrypted cipher key to the cipher engine for encrypting
and/or decrypting data from the host.

9. The device of claim 1, wherein said controller manages
interactions of the cipher engine and the storage with the host
as soon as the device is connected to the host without the host
having to re-boot.

10. The device of claim 9, wherein said device complies
with the USB protocol.

11. A host computing system having a memory and an
operating system, said computing system running a computer
program to create in the system a file that behaves like a disk
drive to the operating system of the system for storing
encrypted information sent to it by a key device that is con-
nected to the system and that performs cryptographic pro-
cesses, and to translate accesses to this file by the system into
commands, wherein when a command to read or write is
issued by the system to the file, the computer program when
executed by the system will cause a cipher engine in the key
device to perform encryption and/or decryption of data from
such file and/or to be stored into such file.

12. The computing system of claim 11, wherein the file is
accessible by a user only when the key device is connected to
the system.

13. The computing system of claim 11, further comprising
a display, wherein the file is visible on a display of the system
only when the key device is connected to the system.

14. The computing system of claim 11, said wherein the
computer program when executed by the system causes traces
of data in the memory that are obsolete as a result of data
deletion or data relocation in the memory to be overwritten
after such deletion and/or relocation.

15. The computing system of claim 11, wherein the com-
puter program when executed by the system creates a file
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name and path way in a directory in the system accessible by
the operating system of the system, and a driver in the system
that accesses data in the file using said file name and path way.

16. The computing system of claim 11, wherein the com-
puter program includes a driver that translates a logical block
address from the operating system into a file offset in the file
for accessing data in the file.

17. The computing system of claim 11, wherein the com-
puter program includes a driver that transmits to the key
device commands that control encrypt and decrypt processes
in the key device.

18. A method for cryptographic process comprising:

supplying a key device including a cipher engine that

encrypts or decrypts data from a host; and

a storage for storing cipher keys used in encryption and/or

decryption of the data from the host, wherein said device
does not store the data that is encrypted or decrypted by
the cipher engine; and

supplying a storage medium storing a computer program

for creating in the host a file that behaves like a disk drive
to an operating system of the host, and for translating
accesses to this file by the host into commands, wherein
the cipher engine performs encryption and/or decryption
of data from such file and/or to be stored into such file in
response to the commands.

19. A method for cryptographic process comprising:

supplying a key device including a cipher engine that

encrypts or decrypts data from a host; and

a storage for storing cipher keys used in encryption and/or

decryption of the data from the host, wherein said device
does not store the data that is encrypted or decrypted by
the cipher engine; and

supplying information for obtaining a computer program

for creating in the host a file that behaves like a disk drive
to an operating system of the host, and for translating
accesses to this file by the host into commands, wherein
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the cipher engine performs encryption and/or decryption
of data from such file and/or to be stored into such file in
response to the commands.

20. A computer readable storage medium storing a com-
puter program for use in a computing system having a
memory and an operating system, wherein when the com-
puter program is executed by the computing system, a file that
behaves like a disk drive to the operating system ofthe system
is created in the memory of the system for storing encrypted
information sent to it by a key device that is connected to the
system and that performs cryptographic processes, and
accesses to this file by the system are translated into com-
mands, wherein when a command to read or write is issued by
the system to the file, the computer program when executed
by the system will cause a cipher engine in the key device to
perform encryption and/or decryption of data from such file
and/or to be stored into such file.

21. The storage medium of claim 20, wherein the file is
accessible by a user only when the key device is connected to
the system.

22. The storage medium of claim 20, wherein the computer
program when executed by the system causes traces of data in
the memory that are obsolete as a result of data deletion or
data relocation in the memory to be overwritten after such
deletion and/or relocation.

23. The storage medium of claim 20, wherein the computer
program when executed by the system creates a file name and
path way in a directory in the system accessible by the oper-
ating system of the system, and a driver in the system that
accesses data in the file using said file name and path way.

24. The storage medium of claim 20, wherein the computer
program includes a driver that translates a logical block
address from the operating system of the host into a file offset
in the file for accessing data in the file.

25. The storage medium of claim 20, wherein the computer
program includes a driver that issues commands that control
encrypt and decrypt processes in the key device.
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