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A method includes assessing a trustworthiness level of a user 
computer by communication between the user computer and 
a first server. A record indicating the trustworthiness level is 
sent from the first server to the user computer, for storage by 
the user computer. A request is sent from the user computer to 
a second server, different from the first server, for a service to 
be provided to the user computer by the second server. The 
record is provided from the user computer to the second 
server by communicating between the user computer and the 
second server. At the second server, the trustworthiness level 
is extracted from the record, and the requested service is 
conditionally allowed to be provided to the user computer 
depending on the extracted trustworthiness level. 
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STATELESSATTESTATION SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application is a Continuation of, and claims the benefit 
of priority of U.S. patent application Ser. No. 12/348,357, 
filed Jan.5, 2009 and entitled: “Stateless Attestation System.” 
now U.S. Pat. No. 8,474,037, which in turn claims the benefit 
ofpriority of U.S. Provisional Patent Application 61/019,360, 
filed Jan. 7, 2008, both of which are incorporated herein by 
reference. 

FIELD OF THE INVENTION 

The present invention relates generally to computer net 
works, and particularly to methods and systems for secure 
communication over data communication networks. 

BACKGROUND OF THE INVENTION 

Various applications allow users to interact with a com 
puter system of an organization over the Internet or other 
public network. Such applications are often referred to as 
extranet applications. For example, extranet applications 
enable users to carry out financial transactions with organi 
Zations such as banks or insurance companies and make pur 
chases using electronic commerce (e-commerce) web-sites. 
Employees can access organization data remotely over the 
Internet, and physicians can access medical records main 
tained by health institution database systems. 

Communication security is often a prime consideration in 
the design and deployment of extranet applications, espe 
cially since extranet communication traffic traverses a public 
network and since user computers are often not under the 
control of the organization. Several methods and systems for 
increasing the security of extranet communication are known 
in the art. In particular, some security methods and systems 
attempt to Verify the integrity of the operating environment of 
a server or user computer, i.e., Verify that the operating envi 
ronment has not been corrupted or tampered with. For 
example, U.S. Patent Application Publication 2005/0221766, 
whose disclosure is incorporated herein by reference, 
describes a method and apparatus for performing dynamic 
attestation for a communication system. Several methods for 
measuring and reporting the integrity of a system, Such as a 
wireless device, are described. 

U.S. Patent Application Publication 2005/0132031, whose 
disclosure is incorporated herein by reference, describes a 
system and method for providing attestation and/or integrity 
of a server execution environment. One or more parts of the 
server environment are selected for measurement. The 
selected parts are measured, and the measurements result in a 
unique fingerprint for each selected part. The unique finger 
prints are aggregated by an aggregation function to create an 
aggregated value, which is determinative of running pro 
grams in the server environment. A measurement parameter 
may include the unique fingerprints, the aggregated value or 
a base system value and may be sent over a network interface 
to indicate the server environment status or state. 

SUMMARY OF THE INVENTION 

An embodiment of the present invention provides a 
method, including: 

assessing a trustworthiness level of a user computer by 
communication between the user computer and a first server; 
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2 
sending a record from the first server to the user computer, 

for storage by the user computer, indicating the trustworthi 
ness level; 

sending a request from the user computer to a second 
server, different from the first server, for a service to be 
provided to the user computer by the second server; 

providing the record from the user computer to the second 
server by communicating between the user computer and the 
second server, and 

at the second server, extracting the trustworthiness level 
from the record, and conditionally allowing the requested 
service to be provided to the user computer depending on the 
extracted trustworthiness level. 

In some embodiments, the user computer runs a first oper 
ating environment for performing general-purpose opera 
tions, and a second operating environment that is configured 
expressly for interacting with the second server and is isolated 
from the first operating environment, and assessing the trust 
worthiness level of the user computer includes assessing the 
trustworthiness level of the second operating environment. 

In a disclosed embodiment, assessing the trustworthiness 
level includes obtaining from the user computer information 
regarding a configuration of the user computer, and comput 
ing the trustworthiness level based on the obtained informa 
tion. In an embodiment, obtaining the information includes 
obtaining a secure signature of at least part of an operating 
system of the user computer, and computing the trustworthi 
ness level includes comparing the obtained signature to a list 
of legitimate signatures. 

In another embodiment, sending the record includes sign 
ing the record with a secure signature by the first server. 
Additionally or alternatively, sending the record includes 
encrypting the record by the first server. Further additionally 
or alternatively, sending the record includes including in the 
record at least one parameter selected from a group of param 
eters consisting of a time stamp indicating a time at which the 
trustworthiness was assessed, a unique identifier of the user 
computer provided to the first server upon initial interaction 
with the user computer, a Platform Configuration Register 
(PCR) obtained from a Trusted Platform Module (TPM) in 
the user computer, an indication of a network location of the 
user computer, an identity of a user of the user computer, and 
an identifier of a trusted site with which the user computer 
communicates. 

In an embodiment, assessing the trustworthiness includes 
obtaining from the user computer a value of a secure counter 
that is incremented in accordance with predefined logic dur 
ing each interaction of the user computer with the first server, 
and sending the recordincludes storing the value of the secure 
counter in the record. 

In some embodiments, the first server includes multiple 
first servers, and assessing the trustworthiness includes 
obtaining from the user computer a value of a secure counter 
that is incremented in accordance with predefined logic dur 
ing each interaction of the user computer with the first servers, 
and detecting, based on the value of the secure counter, that a 
previous interaction of the user computer with one of the first 
servers was terminated abnormally. Detecting that the previ 
ous interaction was terminated abnormally may include Veri 
fying whether the value of the secure counter is an integer 
multiple of a predefined number. In an embodiment, obtain 
ing the value includes obtaining from the user computer a first 
value of the secure counter that is stored in the record, and a 
second value indicating a current value of the secure counter, 
and detecting that the previous interaction was terminated 
abnormally includes comparing the first value to the second 
value. In some embodiments, the method includes, respon 
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sively to allowing the requested service, communicating 
between the user computer and the second server So as to 
provide the service. 

There is additionally provided, in accordance with an 
embodiment of the present invention, a computer system, 
including: 

one or more first servers, which are configured to assess 
respective trustworthiness levels of user computers, and to 
forward records indicating the assessed trustworthiness levels 
to the user computers; and 

a second server, separate from the first servers, which is 
configured to obtain the records from the user computers 
along with requests from the user computers for a service to 
be provided by the second server, to extract the trustworthi 
ness levels from the records, and to conditionally provide the 
service to the user computers depending on the extracted 
trustworthiness levels. 

The present invention will be more fully understood from 
the following detailed description of the embodiments 
thereof, taken together with the drawings in which: 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram that schematically illustrates a 
system for Stateless attestation of user computers, in accor 
dance with an embodiment of the present invention; 

FIG. 2 is a flow chart that schematically illustrates a 
method for stateless attestation of a user computer, in accor 
dance with an embodiment of the present invention; and 

FIG. 3 is a flow chart that schematically illustrates a 
method for securing a stateless attestation process, in accor 
dance with an embodiment of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

Overview 

In a typical extranet application, multiple user computers 
interact with a data center over a network. In many Such 
applications, it is important for the data center to verify that 
the user computers are trustworthy, i.e., not corrupted by 
viruses, impersonation attacks or other security threats. 
Embodiments of the present invention that are described 
hereinbelow provide improved methods and systems for veri 
fying the trustworthiness of user computers. The methods and 
systems described herein are stateless and fully distributed, 
meaning that no central entity is used for storing or otherwise 
processing trustworthiness-related information. 

In some embodiments, the trustworthiness of the user com 
puters is assessed by one or more attestation servers, which 
conduct various kinds of tests on the user computers. When a 
certain attestation server has assessed the trustworthiness 
level of a given user computer, the attestation server produces 
a record indicating the trustworthiness level. The server for 
wards the record to the user computer, and the user computer 
stores the record locally in memory. When the user computer 
contacts the data center in order to request a certain service, 
the computer provides the locally-stored record to the data 
center. The data center extracts the trustworthiness level from 
the record provided by the user computer, and decides 
whether to allow or deny the service request based on the 
extracted trustworthiness level. 

Since each user computer stores the record of its trustwor 
thiness level locally, there is no need to store such information 
in any sort of central database or other centralized storage or 
processing entity. All of the information that is needed for the 
data center to Verify the trustworthiness of a given user com 
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4 
puter is stored locally in that computer, and is provided to the 
data center on demand. As such, the attestation methods and 
systems described herein are stateless and distributed, and are 
therefore particularly suitable for large data centers that serve 
large numbers of user computers. 

Moreover, the attestation processes described herein may 
be provided by multiple attestation servers. The use of mul 
tiple attestation servers further enhances the scalability of the 
attestation process, and provides a high degree of resilience to 
failures and malicious attacks on the attestation servers. 
When multiple attestation servers are deployed in such a 

stateless, distributed manner, the lack of centralized coordi 
nation among the attestation servers and/or a shared database 
may cause the attestation process to be sensitive to circum 
vention attempts. For example, a certain user computer may 
attempt to circumvent the attestation process by initiating the 
process with one attestation server, studying its behavior, 
disconnecting from this server and continuing the process 
with another attestation server. Methods for detecting and 
preventing Such attempts are described herein. 

System Description 

FIG. 1 is a block diagram that schematically illustrates a 
system 20 for stateless attestation of user computers, in accor 
dance with an embodiment of the present invention. In system 
20, a user computer 24 interacts with a server, Such as a data 
center 28. Data center 28 may comprise, for example, an 
e-commerce web-site, a computer system of a financial insti 
tution or other organization, a database server and/or any 
other Suitable computing platform that interacts with users or 
clients. The data center may provide various services to user 
computer 24, depending on the specific data center applica 
tion. Data center 28 may comprise one or more computing 
platforms. Data center users may comprise, for example, 
customers, Suppliers, employees or partners of the organiza 
tion. 

User computer 24 may comprise a personal computer, a 
mobile computing/communication device or any other Suit 
able user terminal. In the context of the present patent appli 
cation and in the claims, the term “user computer is used 
broadly and refers to any type of computing platform that is 
capable of communicating over a network. Although FIG. 1 
shows only a single user computer for the sake of clarity, a 
typical system comprises multiple users connected to the data 
center at any given time. As will be explained below, the 
methods described herein provide a high level of scalability 
and are particularly suitable for large scale systems, although 
they can be used with computer systems of any size. 

User computer 24 and data center 28 communicate over a 
communication network 32. Network 32 may comprise a 
Wide Area Network (WAN), such as the Internet, a Metro 
politan Area Network (MAN), a Local Area Network (LAN), 
a wired or wireless data network, or any other suitable net 
work or combination of network types. Typically, at least part 
of network 32 is public. 

In many data center applications, it is important for data 
center 28 to verify that any user computer 24 with which it 
interacts is trustworthy. For example, it is important to verify 
that the user computer is not infected by a virus, an imper 
Sonation attack or other security risk. For this purpose, system 
20 comprises one or more attestation servers 36. A given 
attestation server 36 communicates with user computer 24 
and verifies its trustworthiness. Each attestation server 36 
comprises a network interface 72 for communicating with 
user computers 24 over network 32, and a processor 76 that 
carries out the attestation functions described herein. 
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Typically, the attestation server conducts various kinds of 
tests on the user computer, and computes an attestation result 
(e.g., a trustworthiness level or trust rank). The attestation 
server sends the attestation result to the user computer, which 
stores it locally. The attestation result stored in the user com 
puter may be signed and/or encrypted in order to ensure its 
authenticity. When the user computer Subsequently interacts 
with data center 28 in order to request a certain service, the 
data centeruses the locally-stored attestation result in order to 
verify that the user computer is trustworthy. The data center 
may allow or deny service to the user computer based on this 
Verification, as well as take additional measures if the user 
computer is regarded as non-trustworthy. 

Since each user computer stores its respective attestation 
results locally, there is no need to store such information in 
any sort of central database or other centralized storage or 
processing entity. All of the information that is needed by the 
data center in order to verify the trustworthiness of a given 
user computer is stored locally in that computer, and can be 
provided to the data center on demand. This sort of attestation 
process is stateless and distributed, and is therefore highly 
efficient in large scale computer systems that serve large 
numbers of user computers. 

In the context of the attestation and authentication pro 
cesses described herein, the data center can be viewed as 
partitioned into two separate entities. In the example of FIG. 
1, data center 28 comprises a server, Such as a web portal 64. 
which provides data center services to user computers 24. The 
data center further comprises a validator 68, which verifies 
the trustworthiness of the user computers using the attestation 
results stored locally in these computers. The web portal and 
the validator connect to network 32 via a network interface 
70. The web portal and validator may run on a single com 
puting platform or on different platforms. 

In some embodiments, system 20 comprises multiple attes 
tation servers 36, each of which is capable of verifying the 
trustworthiness of user computers 24. The attestation servers 
may be collocated or distributed geographically, as desired. 
Employing a large number of attestation servers provide a 
high degree of scalability, as well as resilience to failures and 
malicious attacks (e.g. Distributed Denial of Service (DDoS) 
attacks) on the attestation servers. 

User computer 24 comprises hardware 40, typically com 
prising one or more Central Processing Unit (CPU) devices, 
memory devices and any other Suitable components or Sub 
systems normally found in computing platforms. In particu 
lar, hardware 40 comprises a memory 48 for storing the 
attestation results of the user computer, as computed and 
provided by attestation server 36. 

In some embodiments, user computer 24 comprises a 
Trusted Platform Module (TPM)44. The TPM typically com 
prises a hardware device that is capable of generating 
machine-specific cryptographic keys or other secure informa 
tion for authenticating the computer in which it is installed. 
TPMs are specified, for example, by the Trusted Computing 
GroupTM (TCG) in TCG TPM Specification Version 1.3, 
Revision 103, Jul. 9, 2007, which is incorporated herein by 
reference. The role of TPM 44 in the stateless attestation 
process is described further below. 

In some embodiments (although not necessarily), com 
puter 24 runs two operating environments in parallel. In these 
embodiments, a General-Purpose Operating Environment 
(GPOE) 56 runs the different applications of the computer, 
other than the extranet application (i.e., the application that 
interacts with data center 28). A Trusted Operating Environ 
ment (TOE) 60 is configured expressly for communicating 
with the data center. GPOE56 and TOE 60 are decoupled, or 
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6 
isolated, from one another. In other words, the behavior, 
configuration and performance of one operating environment 
have little or no effect on the behavior, configuration and 
performance of the other. 

In some embodiments, user computer 24 comprises a vir 
tualization layer 52, which allocates hardware resources and 
other resources of computer 24 to the GPOE and TOE. Any 
Suitable virtualization means, which may be implemented in 
hardware and/or Software, can be used for this purpose. In 
some embodiments, the GPOE and TOE run on separate 
“virtual CPUs managed by the virtualization layer. 

In some embodiments, the tests conducted by the attesta 
tion servers attempt to detect situations in which the TOE has 
been corrupted or modified. Since the exclusive task of the 
TOE is communicating with the data center, and since it 
typically has a fixed configuration, reliable detection of 
deviations from normal behavior, configuration and/or per 
formance is feasible. Further aspects of operating security 
measures using a GPOE and a TOE are addressed in PCT 
International Publication WO 2008/018055, entitled “Extra 
net Security,” whose disclosure is incorporated herein by 
reference. In some embodiments, the attestation tests also 
examine other elements of the user computer, Such as various 
elements of the POE, the virtualization layer, the computers 
Basic Input-Output System (BIOS) and/or bootloader, or any 
other suitable element. 

In some embodiments, the configuration of the TOE may 
not be entirely fixed, and the TOE may perform certain minor 
tasks other than communication with the data center. Thus, 
the terms “fixed configuration' and “configured expressly for 
interacting with the data center” are meant to describe a 
situation in which the effect of any additional tasks carried out 
by the TOE is sufficiently minor, such that the TOE configu 
ration is sufficiently fixed to allow reliable detection of 
anomalous behavior or performance. 

Typically, the CPU or CPUs in user computer 24, web 
portal 64 and validator 68 in data center 28, and/or processors 
76 of attestation servers 36, comprise general-purpose pro 
cessors, which is programmed in Software to carry out the 
functions described herein. The software may be downloaded 
to the processors in electronic form, over a network, for 
example, or it may, alternatively or additionally, be provided 
and/or stored on tangible media, such as magnetic, optical, or 
electronic memory. 

Attestation Method Description 

FIG. 2 is a flow chart that schematically illustrates a 
method for stateless attestation of a user computer, in accor 
dance with an embodiment of the present invention. The 
method begins with a given attestation server 36 performing 
attestation tests on a given user computer 24, at a testing step 
80. The attestation server may conduct any suitable test for 
assessing the trustworthiness of the user computer or parts 
thereof (e.g., the trustworthiness of the TOE, if one is used). 
For example, the attestation server may request the user com 
puter to provide information related to specific elements of 
the computer, e.g., information related to the configuration of 
the user computer. Typically, the attestation server requests 
information that has been generated by TPM 44 of the user 
computer. 

For example, in some embodiments the TPM generates a 
secure signature of the BIOS of the user computer. The attes 
tation server may request the user computer to provide its 
BIOS signature, and compare it to a list of known and legiti 
mate BIOS signatures. If the BIOS signature provided by the 
user computer matches one of the legitimate signatures in the 
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list, the attestation server may regard this match as a positive 
indication as to the trustworthiness of the user computer. 
Alternatively, the attestation server may run any other Suit 
able test. 
The attestation server may conduct attestation tests on user 

computers at any appropriate time, e.g., at periodic time inter 
vals or in response to any Suitable event occurring in the user 
computer. In some embodiments, the attestation server may 
produce interim results during the test procedure, and final 
results when the test procedure is completed. Both interim 
and final results are regarded herein as attestation results. 

In some embodiments, the attestation server computes a 
trust rank of the user computer, at a rank computation step 84. 
The trust rank, which is viewed as an example of an attesta 
tion result, comprises a numerical value that quantifies the 
level of trust attributed by the attestation server to the user 
computer. The trust rank may be binary (i.e., a trustworthy/ 
non-trustworthy indication) or it may have multiple values. 
The attestation server forwards the attestation results (e.g., 

the trust rank) to the user computer, at a result forwarding step 
88. The user computer stores an attestation record comprising 
the attestation results locally in memory 48, at a local storage 
step 92. Typically, the attestation server employs various 
measures to prevent the attestation record stored in the user 
computer from being forged. 

In Some embodiments, each attestation server has a unique 
security certificate, which is signed by a common Certifica 
tion Authority (CA). Such a CA is often referred to as an 
attestation CA. The attestation server may sign the attestation 
record with this unique certificate, or with any other suitable 
secure signature. Additionally or alternatively, the attestation 
server may encrypt the attestation record with a unique 
encryption key. 

In some embodiments, the TPM in the user computer com 
prises a monotonic counter, which is incremented at the 
beginning and end of each attestation session with an attes 
tation server. In an embodiment, the attestation server adds 
the current value of this counter to the attestation record. The 
counter value indicates whether the user computer has com 
pleted its attestation process properly, or whether the attesta 
tion process was terminated abnormally. An example of a 
protection process that is based on this mechanism is 
described in FIG. 3 below. 

In another embodiment, the attestation server may add to 
the attestation record a time stamp, indicating the time at 
which the attestation results were calculated. Additionally or 
alternatively, the attestation server may receive from the user 
computer a unique identifier of the computer at the beginning 
of the attestation test procedure. The attestation server may 
add this unique identifier to the attestation record. 

In some embodiments, the attestation server may add to the 
attestation record one or more Platform Configuration Reg 
isters (PCRs) that are provided by the user computer's TPM, 
So as to attest the configuration of the computer. In an embodi 
ment, the attestation server may add to the attestation record 
an Internet Protocol (IP) address and/or any other information 
indicative of the location from which the user computer con 
nects to network32. Other information that may be added to 
the attestation record may comprise, for example, informa 
tion related to the identity of the end user of the user computer, 
or information regarding the trusted site to which the user or 
user computer wishes to connect. Further additionally or 
alternatively, the attestation server may include in the attes 
tation record any other Suitable information that assists in 
attesting the trustworthiness of the user computer. As noted 
above, the attestation record may pertain to interim or to final 
attestation results. 
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8 
At some point in time, the user computer may initiate 

contact with data center 28 in order to request a certain service 
from web portal 64, at a service requesting step 96. In order to 
enable the data center to verify the trustworthiness of the user 
computer, the user computer provides its latest attestation 
record to validator 68 of the data center, at a record forward 
ing step 100. The data center validator processes the attesta 
tion results and decides whether to regard the user computer 
as trustworthy or not, at a trust decision step 104. If the 
validator concludes, based on the attestation results, that the 
user computer is trustworthy, it allows the web portal to 
provide the requested service to the user computer. Other 
wise, the request is denied. If allowed, the web portal com 
municates with the user computer so as to provide the 
requested service. 
The user computer may share the attestation record with 

the data center validator in various ways. For example, in 
Some embodiments the user computer communicates with the 
data center by establishing a Secure Socket Layer (SSL) 
connection. In these embodiments, the user computer com 
municates with an SSL gateway (not shown in the figures) in 
the data center. The user computer may deliver the attestation 
record using a Hyper-Text Transfer Protocol (HTTP) cookie, 
in which case the web portal or the SSL gateway process the 
cookie and extract the attestation results. 

Alternatively, the user computer may set a separate com 
munication connection with validator 68 for transferring the 
attestation record. In these configurations, the validator com 
municates with the web portal or SSL gateway, so as to notify 
them whether or not to allow the requested service. The user 
computer and the validator may communicate using proto 
cols such as SSL. 

Protecting the Attestation Process against 
Circumvention 

FIG. 3 is a flow chart that schematically illustrates a 
method for securing a stateless attestation process, in accor 
dance with an embodiment of the present invention. When 
system 20 comprises multiple attestation servers 36, a certain 
user computer (e.g., a compromised user computer) may 
attempt to circumvent the attestation process by initiating the 
process with one attestation server, studying its behavior, 
disconnecting from this server and continuing the process 
with another attestation server. Distributed, stateless systems 
Such as system 20 may be particularly sensitive to Such 
attacks, because of the lack of a centralized entity that coor 
dinates the different attestation servers. The method of FIG.3 
uses the secure monotonic counter of the TPM, described 
above, in order to detect and prevent such attempts. Note that 
the methods and systems described herein do not use any sort 
of communication among the attestation servers. 
The method of FIG.3 assumes that the monotonic counter 

in the TPM is incremented once when an attestation session 
begins, and incremented again when the session terminates 
properly. Assuming that the initial value of the counteris 1 (or 
any other odd value), the counter will have an odd value 
before and after each attestation session, and an even value 
during the session. 
The method begins with the user computer initiating an 

attestation session with a certain attestation server. When 
initiating the session, the user computer provides the attesta 
tion server with its latest attestation record, which comprises 
a value of its TPM monotonic counter, at a first counter 
reporting step 110. The attestation record provided at step 110 
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is typically signed, and its counter value indicates the counter 
value from the previous attestation session conducted by this 
user computer. 

The user computer also provides the attestation server with 
the current value of the TPM counter, at a second counter 
reporting step 114. The counter value provided at step 114 is 
typically signed with a private key generated by the TPM, so 
as to ensure its trustworthiness. 
The attestation server verifies that the two separately-pro 

vided counter values match, and that this value is odd, at a 
counter verification step 118. If the two counter values do not 
match, or if they match but the matching value is even, as 
checked at a decision step 122, the attestation concludes that 
the user computer has aborted its previous attestation session 
(e.g., with another attestation server) abnormally. In Such a 
case, the attestation server declares the user computer Suspi 
cious and takes appropriate measures, at a suspicious termi 
nation step 126. Typically, the attestation server assigns this 
user computer a lower trust rank. 

(In some embodiments, a single event in which the counter 
values do not match (i.e., a single event in which an attestation 
session was terminated abnormally) does not necessarily 
declare the user computer as non-trustworthy. In some cases, 
an attestation session may terminate abnormally because of 
reasons that are unrelated to the trustworthiness of the user 
computer, such as power failures or temporary network out 
ages. These events are typically rare. Therefore, in some 
embodiments, the attestation records stored in a given user 
computer keep track of multiple previous attestation sessions 
conducted by the user computer. In these embodiments, the 
attestation servers may consider these multiple attestation 
records in assessing the trustworthiness of the user computer. 
For example, a user computer that has abnormally aborted an 
exceedingly high number of attestation sessions can be 
regarded as non-trustworthy. On the other hand, a user com 
puter having only a single abnormally-aborted session in its 
recent history may still be trusted.) 

Otherwise, i.e., if the two values match and the matching 
value is odd, the attestation server requests the user computer 
to increment its TPM counter value and to submit its new 
value, at an incrementing step 130. At this point the counter 
value is even, indicating that the attestation session is in 
progress. The user computer and the attestation server con 
tinue the attestation process, as described above, at an attes 
tation step 134. When the session is completed, the attestation 
server requests the user computer to increment its TPM 
counter value again, causing the counter value to be odd. 

In some embodiments, the method of FIG.3 may be carried 
out without testing of odd/even value of the TPM counter. In 
these embodiments, the attestation server checks only if the 
two counter values provided at steps 110 and 114 match. 

The use of odd and even values of the monotonic counter is 
an example implementation, which is shown purely for the 
sake of conceptual clarity. In alternative embodiments, the 
monotonic counter can be incremented at any suitable stage 
of the attestation session, in accordance with any suitable 
predefined logic. For example, the counter can be incre 
mented N times during a given attestation session, Such that a 
counter value that is not an integer multiple of N can be 
indicative of an attestation session that was aborted abnor 
mally, or otherwise of a session that was not terminated prop 
erly. Typically but not necessarily, N may be defined as a 
prime number. Further alternatively, a given attestation server 
can use the value of the monotonic counter in any other 
Suitable way to detect that a previous attestation process was 
aborted abnormally. 
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It will be appreciated that the embodiments described 

above are cited by way of example, and that the present 
invention is not limited to what has been particularly shown 
and described hereinabove. Rather, the scope of the present 
invention includes both combinations and Sub-combinations 
of the various features described hereinabove, as well as 
variations and modifications thereof which would occur to 
persons skilled in the art upon reading the foregoing descrip 
tion and which are not disclosed in the prior art. 

The invention claimed is: 
1. A method comprising: 
requesting from a user computer access to a service of a 

first server over a network via a first operating environ 
ment; 

receiving an attestation request from the first server, via the 
first operating environment, in response to requesting 
access to the service; 

sending from the user computer a value of a secure counter, 
which is incremented during each interaction of the user 
computer with the first server, to an attestation server to 
cause the attestation server to verify trustworthiness of 
the user computer based on the secure counter value; and 

sending a locally-stored attestation record from the user 
computer to the first server via a second operating envi 
ronment in response to the attestation request and in 
response to the attestation server verifying trustworthi 
ness of the user computer, wherein the second operating 
environment is isolated from the first operating environ 
ment, and wherein the attestation record is stored locally 
in a secure storage device accessible via the second 
operating environment; and 

receiving access to the service in response to the first server 
verifying the attestation record received from the user 
computer. 

2. The method of claim 1, wherein sending the locally 
stored attestation record further comprises: 

obtaining the record from a trusted platform module 
(TPM) of the user computer. 

3. The method of claim 1, further comprising: the user 
computer sending configuration information of the user com 
puter to the attestation server to cause the attestation server to 
verify trustworthiness of the user computer based on the 
configuration information. 

4. The method of claim 3, further comprising: 
the user computer sending a secure signature to the attes 

tation server to cause the attestation server to verify 
trustworthiness of the user computer based on the secure 
signature. 

5. The method of claim 1, further comprising: 
the user computer executing the first operating environ 

ment for performing general purpose operations and the 
second operating environment configured exclusively 
for providing a secure communication session, wherein 
operations performed in the first operating environment 
do not affect operation of the second operating environ 
ment. 

6. An article of manufacture comprising a non-transitory 
computer readable storage medium that stores instructions, 
which when executed cause a computing device to perform 
operations including: 

requesting from a user computer access to a service of a 
first server over a network via a first operating environ 
ment; 

receiving an attestation request from the first server, via the 
first operating environment, in response to requesting 
access to the service; 
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sending from the user computer a value of a secure counter, 
which is incremented during each interaction of the user 
computer with the first server, to an attestation server to 
cause the attestation server to verify trustworthiness of 
the user computer based on the secure counter value; and 

sending a locally-stored attestation record from the user 
computer to the first server via a second operating envi 
ronment in response to the attestation request and in 
response to an attestation server verifying trustworthi 
ness of the user computer, wherein the second operating 
environment is isolated from the first operating environ 
ment, and wherein the attestation record is stored locally 
in a secure storage device accessible via the second 
operating environment; and 

receiving access to the service in response to the first server 
verifying the attestation record received from the user 
computer. 

7. The article of manufacturer of claim 6, wherein the 
instructions for sending the locally-stored attestation record 
further comprise instructions for obtaining the record from a 
trusted platform module (TPM) of the user computer. 

8. The article of manufacture of claim 6, further comprising 
instructions for the user computer sending configuration 
information of the user computer to the attestation server to 
cause the attestation server to verify trustworthiness of the 
user computer based on the configuration information. 

9. The article of manufacture of claim8, further comprising 
instructions for the user computer sending a secure signature 
to the attestation server to cause the attestation server to verify 
trustworthiness of the user computer based on the secure 
signature. 

10. The article of manufacture of claim 7, further compris 
ing instructions for 

the user computer executing the first operating environ 
ment for performing general purpose operations and the 
second operating environment configured exclusively 
for providing a secure communication session, wherein 
operations performed in the first operating environment 
do not affect operation of the second operating environ 
ment. 

11. A computer system comprising: 
a secure storage device to storean attestation record locally 

at the computer system, the attestation record received 
from an attestation server; and 

a network interface device to communicate from the com 
puter system over a network to the attestation server and 
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a first server separate from the attestation server, the 
computer system configured to, via the network inter 
face device, 
request from a user computer access to a service of a first 

server over a network via a first operating environ 
ment: 

receive an attestation request from the first server, via the 
first operating environment, in response to requesting 
access to the service; 

send a value of a secure counter from the user computer 
configured to receive the attestation record via the 
network interface device, which is incremented dur 
ing each interaction of the user computer with the first 
server, to the attestation server, wherein the attestation 
server is to ver?y trustworthiness of the computer 
based on the secure counter value; and 

send a locally-stored attestation record from the user 
computer to the first server via a second operating 
environment in response to the attestation request and 
is received via the network interface device in 
response to the attestation server Verifying trustwor 
thiness of the user computer, wherein the second oper 
ating environment is isolated from the first operating 
environment locally stored attestation record is pre 
viously received from an attestation server separate 
from the first server, and wherein the attestation 
record is stored locally in a secure storage device 
accessible via the second operating environment; and 

receive access to the service in response to the first server 
verifying the attestation record received from the user 
computer. 

12. The computer system of claim 11, wherein the com 
puter system is further configured to obtain the record from a 
trusted platform module (TPM) of the user computer to send 
via the network interface device. 

13. The computer system of claim 11, further comprising 
the user computer configured to receive the attestation record 
via the network interface device in response to sending con 
figuration information to the attestation server, wherein the 
attestation server is to verify trustworthiness of the user com 
puter based on the configuration information. 

14. The computer system of claim 13, further comprising 
the user computer configured to receive the attestation record 
via the network interface device in response to sending a 
secure signature to the attestation server, wherein the attesta 
tion server is to verify trustworthiness of the user computer 
based on the secure signature. 
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