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on the device. In some embodiments, the mobile device auto 
matically selects applications to share or keep private based 
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ANALYZINGAPPLICATIONS FOR 
DIFFERENT ACCESS MODES 

CLAIM OF BENEFIT TO PRIORAPPLICATION 

0001. This application claims the benefit of U.S. Provi 
sional Application 61/800.917, entitled “Mobile Computing 
Device with Multiple Access Modes', filed Mar. 15, 2013. 
U.S. Provisional Application 6 1/800,917 is incorporated 
herein by reference. 

BACKGROUND 

0002. In recent years, mobile devices (e.g., smartphones, 
tablet computers) have become very popular. One reason for 
their popularity is that they can be used nearly anywhere to 
perform a variety of different tasks. For instance, many of 
these mobile devices allow their users to exchange emails, 
make telephone calls, purchase items online, take photos, 
share comments and photos through different Social network 
platforms, etc. These mobile devices are also very easy to 
share. In fact, many people share their devices with family or 
friends to make phone calls, to share games or applications, 
etc. 

0003. While such mobile devices have proved to be very 
useful, they often store private data (e.g., contacts, emails, 
private photos), or provide easy access to other sources (e.g., 
a social network website, an online bank) that store private 
data. This presents a problem when a first person wants to 
share a game or application on his device with a second 
person, but does not wish the second person to have access to 
his private data. This is especially problematic because the 
first person cannot always monitor the second person's use of 
his device, or even if he can, finds it awkward to do so. 
0004. The need to keep private data on a mobile device 
confidential is not the only motivation that prevents users 
from sharing their mobile devices with others. Many other 
reasons exist that make such sharing difficult. For instance, 
kids often wish to play with the mobile devices of their 
parents. However, while using their parents devices, kids 
may inadvertently delete data (e.g., delete photos, emails, 
etc.) or initiate/send communications (e.g., initiate calls, send 
e-mails, etc.). 
0005. In addition to the need to control another's access to 
one's mobile device, one often needs to quickly access certain 
functionalities of one's device. In devices with touch screen 
controls. Such access is often delayed because of controls that 
are placed on the devices to prevent inadvertent operation of 
the devices. For example, many devices place lock screen 
controls (including passcode and/or gesture controls) that are 
needed to gain access to all or most of the applications of the 
device. Such controls slow down the user's access. Also, in 
Some cases the user has difficulty performing the operations 
necessitated by these controls. For instance, a user may have 
such difficulty when the user is busy performing other tasks 
(e.g., when the user is jogging, biking, etc.). 

BRIEF SUMMARY 

0006. Some embodiments of the invention provide a 
mobile device with multiple access modes. The device in 
Some embodiments has at least two access modes, a primary 
access mode and a secondary access mode, that provide dif 
ferent restrictions for accessing the applications and/or data 
that are stored on the device. In some embodiments, the 
primary access mode of the device provides unfettered access 
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to all of the device's applications and/or data that are available 
to a user, while its secondary access mode provides access to 
a limited set of applications and/or data that are stored on the 
device. In other words, when the device is operated in its 
secondary access mode, the user has access to a Subset of 
applications and/or data but cannot access applications and/or 
data that are restricted during the secondary access mode. 
0007. In some embodiments, three or more applications 
can be accessed in the secondary access mode of the device. 
The number of applications accessible in the secondary 
access mode (1) is pre-defined and static in Some embodi 
ments, (2) is pre-defined but user-customizable in other 
embodiments, and (3) is purely user-specified in still other 
embodiments. In addition to restricting access to certain 
applications in the secondary access mode, the device also 
restricts access to data stored by Such restricted applications 
to applications (including the operating system of the device 
in Some embodiments) that are not restricted in the secondary 
access mode. 

0008. In some embodiments, the secondary access mode 
is always enabled, while in other embodiments it is a mode 
that can be enabled or disabled by a user of the primary access 
mode. There exist many reasons for enabling the secondary 
access mode. One reason is to allow the device's user to share 
his device with another, without letting the other person 
access the user's private data or access services of the device 
that the user does not wish to share with that person. Another 
reason is to allow the device's user to share the device with 
children while restricting the children’s access to certain 
applications or data (e.g., photos, documents, emails, etc.) on 
the device. Still another reason is to allow the device's user to 
gain quick access to certain applications on the device with 
out providing the input necessary to gain access to the 
device's primary access mode. Often such input slows access 
to the device because it requires a precise operation (e.g., 
requires input of a precise passcode or gesture) that might not 
be easy to perform in all circumstances. 
0009. Different embodiments provide different mecha 
nisms for a user to enable secondary access mode, and/or to 
specify applications and/or data that are available during the 
secondary access mode. In some embodiments, the device's 
operating system provides a plurality of settings that can be 
toggled ON or OFF for enabling the secondary access mode 
and the applications available in this mode. Such settings are 
modeled as ON/OFF affordances (e.g., switches) in some 
embodiments, while they are modeled differently in other 
embodiments. The device's operating system in these or other 
embodiments provides controls for enabling in the secondary 
access mode groups of applications (e.g., game applications, 
communication applications, Social media applications, etc.). 
The device's operating system in these or other embodiments 
further provides controls for enabling access to different 
pieces of content data (e.g., to different pictures, contacts, 
etc.) during the secondary access mode. 
0010. Different embodiments provide different mecha 
nisms for directing the device to operate in the secondary 
access mode instead of the primary access mode. For 
instance, in some embodiments, the device is a touch-screen 
device that requires the user to perform a first touch gesture on 
a first page (e.g., a lock-screen page) of the device to gain 
access to the device's primary access mode or to a second 
page on which the user performs another operation (e.g., 
enters a passcode or performs another touch gesture) to gain 
access to the primary access mode. In some of these embodi 
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ments, the device provides a second touch gesture that can be 
performed on the first page or on the second page to cause the 
device to operate in the secondary access mode. 
0011. In addition, the device in some embodiments has 
fingerprint recognition technology that allows the user of the 
device to gain access to the primary access mode through 
fingerprint recognition. In some of these embodiments, the 
device initiates operation in its secondary access mode when 
a user attempts to access the device through fingerprint rec 
ognition but the fingerprint recognition fails. Alternatively or 
conjunctively, the device of some embodiments allows mul 
tiple fingerprints to be recorded for one user or multiple users, 
and allows one or more fingerprints to be recorded for initi 
ating the primary access mode operation of the device while 
allowing one or more fingerprints to be recorded for initiating 
the secondary access mode operation of the device. In these 
embodiments, fingerprint recognition may launch the device 
in either the primary access mode or secondary access mode 
for different users. Some embodiments provide still other 
mechanisms for launching the device in the secondary access 
mode. Examples of these other mechanisms include Voice 
commands, motion-based inputs, multi-tap inputs (e.g., mul 
tiple taps on a soft or physical button of the device), etc. 
0012. Different embodiments use different mechanisms to 
indicate that the device is operating in its secondary access 
mode. For instance, when operating in its secondary access 
mode, the device in some embodiments displays only the 
icons of the applications that are available in this mode. In 
some of these embodiments, the device removes the icons of 
the applications that are not available in the secondary mode, 
and re-arranges the available icons on the displayed pages to 
remove any positions that are empty because of removed 
icons. The device in Some of these embodiments displays a 
dock that contains icons for a few applications. The device of 
Some embodiments only displays the dock in the primary 
access mode. In the secondary mode, the device in these 
embodiments removes the dock and places, inline with other 
icons on a page, any dock icon of any application that is 
available in the secondary access mode. In some of these 
embodiments, the device reserves the first few icon slots on 
the first page of the secondary access mode for the available 
application icons that are removed from the dock. 
0013 Instead of removing the icons of the applications 
that are not available in the secondary access mode, the device 
of Some embodiments provides a deprecated (e.g., grayed 
out, reduced in size, etc.) display of the icons of the unavail 
able applications and makes these icons non-selectable items 
in its user interface. In the embodiments that restrict display 
or access to data in the secondary access mode, the device 
uses similar techniques that either do not display the unavail 
able data or display this data in a deprecated, unselectable 
form. 

0014) To provide additional indication that the device is 
operating in the secondary access mode, Some embodiments 
change the background image used for the pages displayed 
during the secondary access page or provide textual indica 
tion on these pages regarding the operation of the device in the 
secondary access mode. For instance, in some embodiments, 
the device uses a default background image during the sec 
ondary mode that is different from the background image(s) 
used during the primary mode. Instead of using a default 
background image during the secondary access mode, the 
device of some embodiments might use in this mode a slightly 
or highly blurred and tinted version of the background image 
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used in the primary access mode. Any background image 
used in the secondary mode might contain text or watermark 
text such as, secondary access mode, quick-access mode, 
shared mode, guest mode, or similar such words, to provide 
further textual indication of the secondary access operation of 
the device. 
0015 The preceding Summary is intended to serve as a 
brief introduction to some embodiments as described herein. 
It is not meant to be an introduction or overview of all subject 
matter disclosed in this document. The Detailed Description 
that follows and the Drawings that are referred to in the 
Detailed Description will further describe the embodiments 
described in the Summary as well as other embodiments. 
Accordingly, to understandall the embodiments described by 
this document, a full review of the Summary, Detailed 
Description and the Drawings is needed. Moreover, the 
claimed subject matters are not to be limited by the illustrative 
details in the Summary, Detailed Description and the Draw 
ings, but rather are to be defined by the appended claims, 
because the claimed subject matters can be embodied in other 
specific forms without departing from the spirit of the subject 
matterS. 

BRIEF DESCRIPTION OF THE FIGURES 

0016. The novel features of the invention are set forth in 
the appended claims. However, for purposes of explanation, 
several embodiments of the invention are set forth in the 
following figures. 
(0017 FIG. 1 illustrates an example of a mobile device with 
primary and secondary access modes. 
0018 FIG. 2 illustrates one manner of enabling the sec 
ondary access mode and applications that are accessible in 
this mode. 
0019 FIG. 3 provides one approach for exiting the sec 
ondary access mode of the device. 
0020 FIG. 4 presents a state diagram that illustrates the 
interactions between several processes of the device of some 
embodiments that enable the secondary access mode, cus 
tomize it to the desires of a particular user, and perform 
operations during this mode. 
0021 FIG. 5 illustrates an example of a touch gesture on a 
lock-screen page of a mobile device to unlock the device in a 
secondary access mode. 
0022 FIG. 6 illustrates an example of a touch gesture on a 
lock-screen page of a mobile device to unlock the device in a 
secondary access mode. 
0023 FIG. 7 provides an illustrative example of placing a 
mobile device in a secondary access mode through a pass 
code. 
0024 FIG. 8 provides an illustrative example of placing a 
mobile device in a secondary access mode through a pass 
code. 
0025 FIG. 9 illustrates an example of unlocking the 
mobile device using a secondary access mode lock page. 
0026 FIG. 10 illustrates gaining access to the primary 
access mode of a mobile device through fingerprint recogni 
tion. 
0027 FIG. 11 illustrates two example operations that a 
mobile device performs when a user unsuccessfully attempts 
to access the device through fingerprint recognition. 
0028 FIG. 12 illustrates an example of gaining access to 
the primary access mode of a mobile device through finger 
print recognition when the device is on the lock screen. 
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0029 FIG. 13 illustrates two example operations that a 
mobile device performs when a user unsuccessfully attempts 
to access the device through fingerprint recognition. 
0030 FIG. 14 illustrates an example of gaining access to a 
mobile device through fingerprint recognition technology. 
0031 FIG. 15 illustrates an example of gaining access to a 
mobile device through fingerprint recognition technology. 
0032 FIG. 16 provides examples of multiple different 
users attempting to gain access to the device in the secondary 
access mode. 
0033 FIG. 17 illustrates initiating fingerprint recognition 
by placing a finger over a fingerprint sensor. 
0034 FIG. 18 illustrates additional examples of accessing 
a device using fingerprint recognition technology. 
0035 FIG. 19 illustrates four different sets of operations 
that can be performed to gain access to a mobile device in 
either a primary access mode or a secondary access mode. 
0036 FIG.20 illustrates an example of unlocking a mobile 
device to the primary access mode by drawing a first pattern. 
0037 FIG.21 illustrates an example of unlocking a mobile 
device to the secondary access mode by drawing a second 
different pattern. 
0038 FIG. 22 provides an illustrative example of gaining 
access to a secondary access mode of a mobile device through 
a touch-based gesture. 
0039 FIG. 23 provides an illustrative example of gaining 
access to a secondary access mode of a mobile device through 
a particular motion. 
0040 FIG. 24 provides an illustrative example of gaining 
access to a secondary access mode of a mobile device through 
Voice recognition. 
004.1 FIG. 25 illustrates different examples of the home 
screen page of a mobile device in a primary and secondary 
access mode. 

0042 FIG. 26 illustrates different examples of changing 
the appearance of icons or hiding them in the secondary 
access mode of a mobile device. 

0043 FIG. 27 illustrates an example of arranging icons 
when entering the secondary access mode of a mobile device. 
0044 FIG. 28 illustrates an example of how folders with 
one or more icons in the primary access mode carry over to the 
secondary access mode. 
0045 FIG. 29 conceptually illustrates a process that some 
embodiments perform to change a mobile device's appear 
ance and make its applications inaccessible. 
0046 FIG. 30 provides an illustrative example of restrict 
ing access to private data in the secondary access mode that is 
accessible in the primary access mode of a mobile device. 
0047 FIG.31 provides an illustrative example of restrict 
ing access to private data in the secondary access mode that is 
accessible in the primary access mode of a mobile device. 
0048 FIG.32 provides an example of restricting access to 
private data in the secondary access mode of a mobile device. 
0049 FIG. 33 illustrates an example of disabling a con 

tacts service when a corresponding contacts application is 
disabled in the secondary access mode. 
0050 FIG. 34 illustrates an example of the contacts ser 
vice that has been disabled in the secondary access mode with 
the contacts applications. 
0051 FIG. 35 conceptually illustrates a software architec 
ture of a data access framework of some embodiments. 
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0.052 FIG. 36 conceptually illustrates an example of dif 
ferent appearances of notification messages provided in dif 
ferent access modes according to some embodiments of the 
invention. 
0053 FIG. 37 conceptually illustrates another example of 
different appearances of notification messages provided in 
different access modes according to some embodiments of 
the invention. 
0054 FIG.38 conceptually illustrates a software architec 
ture of a shared mode user interface (UI) manager of some 
embodiments. 
0055 FIG. 39 illustrates an example of applications set to 
be read-only in the secondary access mode. 
0056 FIG. 40 illustrates an example of applications set to 
be read-only in the secondary access mode. 
0057 FIG. 41 provides an illustrative example of user 
authentication in order for the application to be loaded and 
opened with the data associated with the right account data. 
0.058 FIG. 42 illustrates an example of a user disabling a 
setting in the primary access mode to restrict user access in 
the secondary access mode. 
0059 FIG. 43 illustrates one manner of enabling the sec 
ondary access mode and applications that are accessible in 
this mode. 
0060 FIG. 44 illustrates an example of specifying appli 
cations that are available during the secondary access mode. 
0061 FIG. 45 provides an illustrative example of enabling 
in the secondary access mode several applications at once 
based on their classifications. 

0062 FIG. 46 illustrates an example of a slider affordance 
that is associated with different application ratings to uni 
formly adjust the access mode settings for multiple different 
applications. 
0063 FIG. 47 provides another example of using applica 
tion metadata to uniformly adjust the access mode settings for 
groups of different applications. 
0064 FIG. 48 provides an illustrative example of provid 
ing a slideraffordance to adjust access mode settings based on 
different groups of people. 
0065 FIG. 49 provides an illustrative example of several 
affordances that allow the user to granularly set access level 
for different applications based on multiple different factors. 
0.066 FIG. 50 provides an illustrative example of making 
application accessible in secondary access mode on a mobile 
device. 

0067 FIG. 51 illustrates a process that some embodiments 
employ to make one or more applications accessible in the 
secondary access mode. 
0068 FIG. 52 provides an illustrative example of sharing 
multiple different applications. 
0069 FIG. 53 conceptually illustrates a process that some 
embodiments use to display the list, receive selection of appli 
cations to share from the list, and place the mobile device in 
secondary access mode after receiving the selection. 
0070 FIG. 54 provides an illustrative example of selecting 
multiple different applications to share in a secondary access 
mode. 
0071 FIG.55 conceptually illustrates a process that some 
embodiments employ to display affordances, receive selec 
tion of different applications using the affordances, and place 
a device in secondary access mode after receiving the selec 
tion. 
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0072 FIG. 56 provides an illustrative example of a share 
folder, which includes applications that are accessible in the 
secondary access mode. 
0073 FIG. 57 conceptually illustrates an example of per 
forming authentication on a mobile device to gain access to 
the secondary access mode. 
0074 FIG.58 conceptually illustrates an example of shar 
ing different applications based on different parameter set 
tings of a parameter according to some embodiments of the 
invention. 
0075 FIG. 59 conceptually illustrates an application dis 
tribution system of some embodiments. 
0076 FIG. 60 conceptually illustrates a software architec 
ture of a multiple-access mode application of Some embodi 
mentS. 
0077 FIG. 61 conceptually illustrates conceptually illus 

trates a process of Some embodiments for processing appli 
cations for a shared mode. 
0078 FIG. 62 conceptually illustrates a software architec 
ture of an application ranking module of some embodiments. 
007.9 FIG. 63 conceptually illustrates a process of some 
embodiments for ranking an application based on heuristics. 
0080 FIG. 64 conceptually illustrates a software architec 
ture of an application distribution server of some embodi 
mentS. 

0081 FIG. 65 conceptually illustrates a process of some 
embodiments for processing applications and application 
metadata. 
0082 FIG. 66 provides an illustrative example of using 
application metadata to uniformly adjust the access mode 
settings for groups of different applications. 
0083 FIG. 67 is an example of an architecture of a mobile 
computing device. 
0084 FIG. 68 conceptually illustrates another example of 
an electronic system with which some embodiments of the 
invention are implemented. 

DETAILED DESCRIPTION 

0085. In the following detailed description of the inven 
tion, numerous details, examples, and embodiments of the 
invention are set forth and described. However, it will be clear 
and apparent to one skilled in the art that the invention is not 
limited to the embodiments set forth and that the invention 
may be practiced without Some of the specific details and 
examples discussed. 
I0086. Some embodiments of the invention provide a 
mobile device with multiple access modes. The device in 
Some embodiments has at least two access modes, a primary 
access mode and a secondary access mode, that provide dif 
ferent restrictions for accessing the applications and/or data 
stored on the device. In some embodiments, the primary 
access mode of the device provides unfettered access to all of 
the device's data and/or applications that are available to a 
user, while its secondary access mode provides access to a 
limited set of applications and/or data. In other words, when 
the device is operated in its secondary access mode, the user 
has access to a Subset of applications and/or data but cannot 
access data and/or applications that are restricted during the 
secondary access mode. In addition to restricting access to 
certain applications in the secondary access mode, the device 
also restricts access to data stored by Such restricted applica 
tions to applications (including the operating system of the 
device in some embodiments) that are not restricted in the 
secondary access mode. 
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I0087 FIG. 1 illustrates an example of a device 100 with 
primary and secondary access modes. This example is illus 
trated in terms of four stages 105-120 of operation of the 
device 100. In this example, as well as many other examples 
below, the device is a smartphone. However, one of ordinary 
skill in the art will realize that the discussion in this example 
as well as other examples discussed hereinafter is equally 
applicable to other kinds of mobile devices (e.g., a tablet, 
laptop, etc.) or any other electronic devices. 
I0088 As illustrated in these stages, the device 100 has a 
touch-sensitive screen 125 and two physical affordances (i.e., 
the buttons 130 and 135). The touch-sensitive screen 125 
displays (1) one or more pages on which application icons can 
be arranged, and (2) overlaying some or all of these pages, a 
dock 150 on which the icons of several key applications (e.g., 
phone, e-mail, browser and music applications) can be 
arranged. Through this screen 125, a user can touch-select an 
application icon to open or Switch to a previously opened 
application, or can make other gestures to navigate between 
the pages of the device. The screen also presents the output 
display generated by an open application. The screen can be 
turned ON or OFF through the toggling of the physical button 
130. In some embodiments, the screen can also be turned ON 
by pressing the physical button 135. This button 135 also 
allows the user to navigate between displays (e.g., between 
pages and/or applications) presented on the screen when the 
screen is turned ON, and to perform other functions (e.g., 
open up a voice command interface for directing the device to 
perform certain operations). 
I0089. The first stage 105 presents the device 100 while it is 
operating in its primary access mode. In this mode, the user 
has access to all applications that execute on the device and 
that are available to a user of the device. The first stage 105 
illustrates twelve available applications, eight of which are 
arranged in-line on a page displayed on the screen 125, and 
four of which are positioned in the dock 150. This stage also 
illustrates a user's finger engaging the ON/OFF button 130. 
0090 This engagement turns off the screen, as illustrated 
in the second stage 110. This stage also illustrates the user 
pressing the button 135, which turns on the screen 125, as 
illustrated by the third stage 115. The third stage illustrates a 
lock-screen page 165 of the device 100. This page provides a 
limited set of information and offers a limited set of function 
alities of the device. Specifically, it illustrates the time and 
date, and the remaining charge on the device's battery. This 
page also presents three affordances (e.g., UI controls) for 
directing the device to perform three actions. The first affor 
dance is shown as an unlock slider 170 for unlocking the 
device to gain access to the primary mode of the device. This 
unlock slider is part of the device's lock-screen protections 
that are meant to prevent its touch screen from inadvertently 
being activated. This slider works with the ON/OFF screen 
controls enabled by the buttons 130 and 135 and the limits on 
available lock-screen functionalities to establish the lock 
screen protections of the device. 
0091. The second affordance is shown as camera unlock 
icon 145 that can be swiped with a touch-screen gesture to 
launch a camera application of the device. The third affor 
dance is shown as secondary access mode control 140that can 
be swiped with a touch-screen gesture to direct the device to 
operate in the secondary access mode. The third stage 115 
illustrates Such a gesture. 
0092. The fourth stage 120 illustrates the device after it has 
been launched in its secondary access mode as a result of the 
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Swiping gesture of the third stage. Specifically, this stage 
illustrates that when operating in its secondary access mode, 
the device 100 displays only the icons of the applications that 
are available in this mode and removes the icons of the appli 
cations that are not available in the secondary mode. The 
device re-arranges the available icons on the displayed pages 
to remove any positions that are empty because of removed 
icons. The device also removes the dock 150 and places on the 
displayed page the icon of any available application that was 
previously positioned in the dock. In some of these embodi 
ments, the device reserves the first few icons slots on the first 
page of the secondary access mode for the available-applica 
tion icons that are removed from the dock. 

0093. Accordingly, in the example illustrated in FIG. 1, 
the icons of the applications eleven and twelve that were 
shown in the dock 150 in the first stage 105 are moved to the 
first and second icon locations of the first page of the second 
ary access mode illustrated in the fourth stage 120. These two 
icons are followed by icons of the third, sixth, and eight 
applications, while the icons of the fourth, fifth, and seventh 
applications have been removed from the page, as these appli 
cations are not available in the secondary access mode. The 
icons for the eleventh, twelfth, third, sixth, and eight applica 
tions are placed in a contiguous icon arrangement that 
replaces icons of available applications for icons of unavail 
able applications while moving the icons of the available 
applications that were previously in the dock to the first few 
positions. 
0094) To provide additional indication that the device is 
operating in the secondary access mode, the device 100 
changes the background image used for the pages displayed 
during the secondary access page and provides textual indi 
cation on these pages regarding the operation of the device in 
the secondary access mode. Specifically, in this example, the 
background image 160 of the secondary mode (illustrated in 
the fourth stage 120) is shown as a grey image, while the 
background image 155 of the primary mode (illustrated in the 
first stage 105) is shown as a white image to illustrate the use 
of different page background images to indicate different 
modes of operation. Also, in this example, the text "Second 
ary Access Mode” appears in place of the dock in the fourth 
stage 120 in order to provide additional textual indication of 
the device's operational mode. 
0095 While FIG. 1 illustrates one manner of providing an 
indication of the operational mode of the device, other 
embodiments use other manners to provide this indication. 
For instance, instead of using default background image dur 
ing the secondary access mode, the device of Some embodi 
ments might use in this mode a slightly/highly blurred and/or 
tinted version of the background image used in the primary 
access mode. Also, in place of the textual indication in the 
location left empty by the removal of the dock, some embodi 
ments might not provide any textual indication or might pro 
vide a different textual indication, e.g., may provide text that 
appears as a watermark across the background image, or 
provide different text, quick-access mode, shared mode, 
guest mode, kids mode, etc. Instead of removing the icons of 
the applications that are not available in the secondary access 
mode, the device of Some embodiments also provides a dep 
recated (e.g., grayed out, reduced in size, etc.) display of the 
icons of the unavailable applications and makes these icons 
non-selectable items in its user interface. Several such alter 
native approaches to providing indication of the secondary 
access mode operation will be further described below. 
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0096. Also, while FIG. 1 illustrates one manner for direct 
ing the device to operate in the secondary access mode, other 
embodiments use other manners to direct the device to oper 
ate in the secondary access mode. For instance, in some 
embodiments, the device requires the user to perform a first 
touch gesture on a first lock-screen page to gain access to a 
second page on which the user can entera passcode or gesture 
to gain access to the primary access mode, or performs 
another touch gesture to gain access to the secondary access 
mode. In addition, the device in some embodiments has fin 
gerprint recognition technology that allows the user of the 
device to gain access to the primary access mode through 
fingerprint recognition. In some of these embodiments, the 
device initiates operation in its secondary access mode when 
a user attempts to access the device through fingerprint rec 
ognition but the fingerprint recognition fails. Alternatively or 
conjunctively, the device of some embodiments allows mul 
tiple fingerprints to be recorded for one user or multiple users, 
and allows one or more fingerprints to be recorded for initi 
ating the primary access mode operation of the device while 
allowing one or more fingerprints to be recorded for initiating 
the secondary access mode operation of the device. In these 
embodiments, fingerprint recognition may launch the device 
in either the primary access mode or secondary access mode 
for different users. Some embodiments provide still other 
mechanisms for launching the device in the secondary access 
mode. Examples of these other mechanisms include Voice 
commands, motion-based inputs, multi-tap inputs (e.g., mul 
tiple taps on a Soft or physical button of the device), etc. 
Several Such alternative approaches to initiating the second 
ary access mode operation will be further described below. 
0097. The secondary access mode illustrated in FIG. 1 has 
several benefits. One benefit is that it allows the device's user 
to share his device with another, without letting the other 
person access the user's private data or access services of the 
device that the user does not wish to share with that person. 
Another benefit is to allow the device's user to share the 
device with children while restricting the children’s access to 
certain applications or data (e.g., photos, documents, emails, 
etc.) on the device. Still another benefit is to allow the 
device's user to gain quick access to certain applications on 
the device without providing the input necessary to gain 
access to the device's primary access mode. Often such input 
slows access to the device because it requires a precise opera 
tion (e.g., requires input of a precise passcode or gesture) that 
might not be easy to perform in all circumstances. For 
example, a user may wish to quickly open a notepad applica 
tion with a grocery list when grocery shopping or open a map 
application when traveling without the hassle of entering the 
owner's passcode. The secondary access mode operation of 
the device facilitates Such quick access of the device. 
0098. In some embodiments, three or more applications 
can be accessed in the secondary access mode of the device. 
The number of applications accessible in the secondary 
access mode (1) is pre-defined and static in Some embodi 
ments, (2) is pre-defined but user-customizable in other 
embodiments, and (3) is purely user-specified in still other 
embodiments. 

0099. In some embodiments, the secondary access mode 
is always enabled, while in other embodiments it is a mode 
that can be enabled or disabled by a user of the primary access 
mode. Different embodiments provide different mechanisms 
for a user to enable secondary access mode, and/or to specify 
applications and/or data that are available during the second 
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ary access mode. FIG. 2 illustrates one manner of enabling the 
secondary access mode and applications that are accessible in 
this mode. This figure illustrates the performance of these 
tasks in terms of six operational stages 245-270 of the mobile 
device 100 that was described above by reference to FIG. 1. 
0100. The first stage 205 illustrates the device 100 operat 
ing in its primary access mode and displaying a page that 
contains eight application icons and an overlaid dock 150 
with four application icons. This stage also shows the user's 
touch selection of an icon 250 to launch the settings menu of 
the device's operating system. 
0101 The second stage 210 illustrates an example settings 
menu 252 of the device 100. The settings menu 252 includes 
several different affordances (e.g., menu items). For example, 
the menu 252 includes a first affordance 254 (e.g., a control) 
for turning on or off airplane mode, a second affordance 256 
(e.g., a wireless network selectable item) for navigating to a 
Sub-menu for setting wireless network connection (e.g., Wi 
Fi network connection), a third affordance 258 (e.g., a noti 
fication selectable item) for navigating to a Sub-menu for 
specifying various notification policies, and a fourth affor 
dance 260 (e.g., a privacy selectable item) for navigating to a 
Sub-menu for specifying various privacy policies. The second 
stage 210 shows the user's touch selection of the fourth affor 
dance 260 to navigate to the privacy Sub-menu. 
0102 The third stage 215 shows that this selection causes 
the device to display the privacy sub-menu, which in this 
example includes various affordances (e.g., controls) related 
to the secondary access mode. One of these affordances is 
represented as an ON/OFF switch 264 that can turn the sec 
ondary access mode feature on or off. When the device tran 
sitions to the third stage 215 from the second stage 210, the 
switch 264 is off. While this switch is off, the device cannot be 
operated in the secondary access mode. When this switch is 
turned on, the secondary access mode feature is available. A 
user, however, still has to direct the device to operate in the 
secondary access mode, e.g., by performing the sequence of 
operations illustrated in FIG. 1. 
0103) In some embodiments, the default position of this 
switch 264 is off because the user has to affirmatively enable 
the secondary access mode feature, while in other embodi 
ments the default position of this switch is on. Near this 
Switch, the privacy menu in some embodiments includes text 
that describes that the user can choose below different appli 
cations that are accessible in the secondary access mode. 
Alternatively, the description may indicate that the user can 
choose different applications that are inaccessible in the guest 
mode. In some embodiments, this text is only presented when 
the user turns the Switch 264 on in order to turn on the 
secondary access mode feature. 
0104. In addition to the switch 264, the third stage illus 

trates a list of applications that can be enabled/disabled for the 
secondary access mode and an enabling Switch for enabling 
each listed application to operate in the secondary access 
mode. In some embodiments, a user can scroll the privacy 
menu up and down to see all the applications that are in this 
list. In some embodiments, applications that are enabled in 
this list for inclusion in the secondary access mode form a 
whitelist of applications that can be accessed during this 
mode, while the applications that are disabled in this list form 
a blacklist of applications that cannot be accessed during this 
mode and cannot have their data accessible to any applica 
tions on the whitelist. 
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0105. In the example illustrated in FIG. 2, the enabling 
affordances (e.g., Switches) are not selectable in the third 
stage because the switch 264 is turned off and the secondary 
access mode feature has not been enabled. In other embodi 
ments, these affordances might not even be displayed when 
the switch 264 is turned off. In still other embodiments, these 
affordances are displayed and are selectable even when the 
switch 264 is turned off. 

0106 The third stage 215 shows the user turning on the 
secondary access mode feature. In this example, the turning 
on of the secondary access mode feature makes the enabling 
affordances (e.g., Switches) for the applications selectable. 
The fourth and fifth stages 220 and 225 then illustrate the user 
toggling off the Switch 266 for a first application and toggling 
on the switch 268 for a third application. The sixth stage 230 
then shows the resulting list of applications that are enabled 
and disabled for the secondary access mode. In this example, 
the sixth stage shows the first and second applications as 
being disabled (i.e., restricted) from the secondary access 
mode, while the third and fourth applications are enabled for 
this mode. 

0107 While the example illustrated in FIG. 2 is described 
with a particular set of details, one of ordinary skill in the art 
will realize that other embodiments provide other mecha 
nisms or affordances for turning on the secondary access 
mode feature and/or for including applications in this mode. 
For instance, in the example above, switches are the affor 
dances for turning on the secondary access mode feature and 
for including applications in this mode. Other embodiment, 
however, use other touch-screen affordances (i.e., controls) 
for Some or all of these operations (e.g., utilize buttons, 
checkboxes, etc.), or use other controls altogether (i.e., voice 
controls, etc.) for some or all of these operations. Yet other 
embodiments provide controls for enabling in the secondary 
access mode groups of applications (e.g., game applications, 
communication applications, Social media applications, etc.). 
The device's operating system in these or other embodiments 
further provides controls for enabling access to different 
pieces of content data (e.g., to different pictures, contacts, 
etc.) during the secondary access mode. 
0108. In addition to these manual controls for a user, some 
embodiments employ heuristics to intelligently determine 
whether each application that is installed on the computing 
device should be accessible in the secondary access mode or 
should be kept private. This may entail identifying rating 
information and/or identifying the description of the content 
associated with the application. In conjunction with the auto 
matic determination, the device of some embodiments allows 
a user to define a whitelist that contains a list of applications 
that are accessible in the secondary access mode. Several Such 
alternative embodiments are further described below. 

0109 Different embodiments provide different mecha 
nisms for exiting the secondary access mode of the device. 
FIG. 3 illustrates one approach for exiting the secondary 
access mode of the device. In this approach, the user can exit 
the secondary access mode by turning off the screen and then 
providing the user's passcode the next time the user accesses 
the device. This figure illustrates this approach interms offive 
stages of operation 305,310,315,320, and 325 of the device 
100 of FIG. 1. The first stage 305 corresponds to the above 
described fourth stage 120 of FIG.1. In the first stage 305, the 
device operates in its secondary access mode, as indicated by 
the textual indication of “Secondary Access Mode” in place 
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of the dock 150. The first stage 305 also shows the user 
pressing the ON/OFF button 130 to turn off the screen. 
0110. The second stage 310 illustrates the device after its 
screen has been turned off. It also shows the user pressing the 
home button 135 to turn the screen back on. The third stage 
315 shows that in response to the pressing of the button 135, 
the device turns on its screen and presents its lock-screen 
display, which is similar to the lock-screen display described 
above by reference to the third stage 115 of FIG.1. The third 
stage also shows the user sliding the slider 170 to unlock the 
device. 

0111. The fourth stage 320 then shows the passcode screen 
330 is presented to the user upon the sliding of the slider 
affordance 170 towards unlock position. In some embodi 
ments, the user has to provide this passcode in order to direct 
the device to launch its operation in its primary access mode. 
This stage also shows the user entering his passcode, which 
launches the operation of the device in its primary access 
mode, as illustrated by the fifth stage 325. As shown in the 
fifth stage 325, the primary access mode has the dock 150 and 
the icons arranged as in the first stage 105 of FIG. 1. 
0112 One of ordinary skill in the art will realize that 
instead of employing this passcode, other embodiments allow 
the user to unlock the device with other custom touch or 
gesture operations. Instead of defining the screen unlock and 
passcode operations as two separate operations that are per 
formed through two separate Screens, other embodiments 
combine the unlock and primary-access entry operations into 
one operation that is performed in one screen. For instance, 
the unlock operation can be a touch gesture operation that 
follows a particular pattern on the touch code screen, and this 
operation allows the user to gain access to the primary access 
mode. 

0113 FIG. 4 presents a state diagram 400 that illustrates 
the interactions between several processes of the device 100 
of some embodiments that enable the secondary access mode, 
customize it to the desires of a particular user, and perform 
operations during this mode. This figure shows five states that 
collectively perform these operations. Each of the states rep 
resents a set of one or more processes for performing a Subset 
of the operations. 
0114. The five states are a screen off state 405, a screen on 
state 415, a primary access mode (PAM) state 425, a second 
ary access mode (SAM) state 410, and a SAM configuration 
state 420. The screen off state 405 represents the set of pro 
cesses running on the device while the screen of the device is 
OFF. These processes in some embodiments include pro 
cesses for (1) handling input while the device is in its lower 
powered mode (e.g., a sleep mode associated with the Screen 
off state), (2) handling notifications from other applications 
running on the device, and (3) handling real-time communi 
cations through the device while the screen is locked. 
0115. In some embodiments, the device transitions from 
the screen off state 405 to the screen on state 415 when the 
user engages either of the buttons 130 and 135 of FIG.1, when 
the device receives a communication (e.g., a call), or when the 
device provides a notification (e.g., of a meeting, or a received 
communication, Such as an e-mail, text message, etc.). The 
screen offstate 405 represents the set of processes running on 
the device while the screen of the device is ON but the screen 
is locked and requires a passcode or gesture to unlock. These 
processes in Some embodiments include a Subset of the pro 
cesses running during the screen OFF state. 
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0116. From the screen ON state 415 the process transitions 
back to the screen OFF state 405(1) when the user engages 
one of or either of the buttons 130 and 135, or (2) after a period 
in which the screen has been ON without any user input. From 
the screen ON state 415, the process also transitions to the 
PAM state 425 when the device receives input from a user to 
gain access to the primary access mode. In some embodi 
ments, this input is a combination of the sliding operation 
followed by the passcode operation illustrated in stages 315 
and 320 of FIG. 3. In other embodiments, this input is just a 
touch gesture operation (e.g., a simple Swipe, a combination 
of Swipes, or a touch contact that follows a particular pattern, 
etc.) that unlocks the device's PAM operation. In some 
embodiments, the passcode or touch gesture operation are 
operations only known to the primary user of the device or a 
few users in addition to the primary user who have been 
approved (e.g., by the primary user) to have access to the 
primary mode of the device. 
0117. It should be noted that in some embodiments, the 
device might or might not have enabled a lock-screen protec 
tion that requires a passcode or pass gesture operation. In 
these embodiments, the device transitions to the PAM state 
425 directly from the screen OFF state 405 when the user 
engages either of the buttons 130 and 135, when the device 
receives a communication (e.g., a call), and/or when the 
device provides a notification (e.g., of a meeting, or a received 
communication, such as an e-mail, text message, etc.). How 
ever, this transition is not illustrated in FIG. 4 as it is as 
relevant to the secondary access mode configuration or opera 
tion of the device in some embodiments, because in these 
embodiments the secondary access mode is only enabled 
when the device has some mechanism (e.g., passcode or pass 
gesture) to ensure that it is locked when it is not in use. 
0118. The PAM state 425 represents all the processes that 
the unlocked device performs when it is not in the secondary 
access mode and it is not configuring the secondary access 
mode. Accordingly, all PAM operations that do not turn off 
the screen and do not configure the SAM settings keep the 
device in the primary access state 425. When the screen turns 
off through an affirmative action of the user or through the 
expiration of a timer that measures the device's period of 
inactivity, the device transitions from state 425 to the screen 
OFF State 405. 

0119. On the other hand, when the device receives input to 
review or adjust its SAM settings while it is operating in the 
PAM state 425, the device transitions to SAM configuration 
state 420. This input can be in the form of selections illus 
trated in the stages 205 and 210 of FIG. 2, or it can be through 
other input received through touch, Voice, etc. input interface, 
as further described below. The SAM configuration state 420 
in some embodiments is part of the PAM operation of the 
device. However, in FIG. 4, it is shown separate from the 
PAM state 425 to highlight the specific SAM configuration 
state of the primary access mode. 
0.120. Once the device is in the SAM configuration state 
420, the user can review and adjust SAM configuration val 
ues. In some embodiments, the device remains in this state 
after each adjustment to these values. The device leaves this 
state and returns to the PAM state 425 when it receives input 
(e.g., touch input, Voice input, etc.) indicating that the review 
and/or configuration of the SAM state has been completed. 
Alternatively, the device returns to the screen off state 405 
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when the screen turns off through an affirmative action of the 
user or through the expiration of a timer that measures the 
device's period of inactivity. 
0121. As mentioned above, the device can transition to the 
screen OFF state 405 and the primary access mode state 425 
from the screen ON state 415. From this state 415, the device 
can also transition to the secondary access mode state 410 
when it receives input to gain access to the secondary access 
mode. As mentioned above by reference to FIG. 1, the tran 
sition to the secondary access mode can be facilitated by an 
affordance on the same ON screen that displays the affor 
dance or one of the affordances for gaining access to the 
primary access mode of the device. 
0122. Once in the SAM state 410, the device remains in 
this state for all operations performed in this state by the user, 
except for the screen OFF operation. When the user turns off 
the screen, or after the expiration of a timer that measures the 
period of inactivity during the secondary access mode, the 
device returns to the Screen OFF state 405. 
0123. One of ordinary skill in the art will realize that the 
state diagram 400 simplifies the operation of the device for 
purposes of the highlighting the SAM configuration and 
operation of the device. Other states of the device are not 
shown in this diagram. For instance, this diagram does not 
show the OFF state of the device that can be directed in any 
one offive states illustrated in FIG. 4 through user input (e.g., 
touch input, key input, voice input, etc.). From the OFF state 
405, the device transitions to the screen ON state 415 in some 
embodiments, when it is turned on. One of ordinary skill in 
the art will also realize that the device in other embodiments 
has different states or different state transitions as it operates 
differently. 
0.124. As mentioned above, different embodiments pro 
vide different mechanisms for directing the device to operate 
in the secondary access mode instead of the primary access 
mode. For instance, in some embodiments, the device is a 
touch-screen device that requires the user to perform a first 
touch gesture on a first page (e.g., a lock-screen page) of the 
device to gain access to the device's primary access mode or 
to a second page (e.g., a passcode page) on which the user 
performs another operation (e.g., enters a passcode or per 
forms another touch gesture) to gain access to the primary 
access mode. In some of these embodiments, the device pro 
vides a second touch gesture that can be performed on the first 
page or on the second page to cause the device to operate in 
the secondary access mode. Several examples of these differ 
ent mechanisms will now be described by reference to FIGS. 
5-24. 

0.125 FIG. 5 illustrates an example of a touch gesture that 
can be performed on a lock-screen page 530 to unlock a 
mobile device 500 and place it in the secondary access mode 
525. Two operational stages 505 and 510 of the mobile device 
500 are shown in this figure. The lock screen page 530 is the 
same as the one described above by reference to FIG. 1. 
Specifically, this page presents three affordances (e.g., user 
interface controls) for directing the device to perform three 
actions. The first affordance is shown as an unlock slider 515 
for unlocking the device to gain access to the primary access 
mode of the device. The second affordance is shown as a 
camera unlock icon 520 that can be swiped with a touch 
gesture to launch a camera application of the device. The third 
affordance is presented as a secondary access mode control 
535 that can be swiped with a touch-screen gesture to direct 
the device to operate in the secondary access mode. 
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I0126. In the first stage 505, the user performs a touch 
gesture to unlock the device to the secondary access mode. 
Specifically, the user places the user's finger on the slider 
affordance 535 for entering the secondary access mode, and 
swipes or slides the user's finger vertically on the device's 
touch-sensitive screen 540. The touch gesture in turn causes 
the lock screen page 530 to slide up with the affordance 535. 
I0127. As the lock screen page 530 slides up, a preview of 
the secondary access mode interface is shown. Specifically, as 
the lock screen slides up, the secondary access mode interface 
starts to become visible along the bottom of the displays 
touch-sensitive screen, and continues to be more and more 
visible until it is fully visible when the sliding operation ends. 
One primary reason for receiving Such a touch gesture (e.g., 
swipe gesture) on the lock screen page 530 is that it is more 
difficult to replicate than a tap gesture. That is, the touch 
gesture prevents the device from unlocking to the secondary 
access mode when the touch-sensitive screen has been inad 
vertently tapped. One of ordinary skill in the art would realize 
that the gesture shown in stage 505 is just one example gesture 
and different touch gestures can be performed to gain access 
to the device in the secondary access mode. 
I0128. The second stage 510 illustrates the device 500 after 
it has been launched in its secondary access mode 525 as a 
result of the touch gesture of the first stage 505. Specifically, 
this stage illustrates that when operating in its secondary 
access mode, the device 500 of some embodiments displays 
only the icons of the applications that are available in this 
mode and removes the icons of the applications that are not 
available in the secondary access mode. As mentioned above, 
the device of some embodiments re-arranges the available 
icons on the displayed pages to remove any positions that are 
empty because of removed icons. The device may also 
remove the dock and place on the displayed page the icon of 
any available application that was previously positioned in 
the dock. 
I0129 FIG. 6 illustrates another example of using the lock 
screen page 530 to gain access to the device in the secondary 
access mode. Two operational stages 605 and 610 of the 
mobile device 500 are shown in this figure. Different from the 
previous example, the lock screen page 530 includes a slider 
affordance 615 for unlocking the device to gain access to the 
secondary access mode. This is in addition to the slider affor 
dance 515 for unlocking the device to the primary access 
mode. 

0.130. In the first stage 605, the device is displaying the 
lock screen page 530 on its touch-sensitive screen 540. To 
place the device in the secondary access mode, the user 
selects the slider affordance 615 and performs a touch-based 
gesture on the slider affordance 615 (e.g., by tapping and 
holding a slider handle with the user's finger and dragging the 
finger across the screen such that the handle is moved along a 
slider bar from one end to the other end). As illustrated in the 
second stage 610, the input of the touch-based gesture causes 
the device 500 to be unlocked to the secondary access mode 
525. 

0131. In the previous two examples, the user gains quick 
access to a mobile device throughan affordance on a first page 
(e.g., a lock-screen page) of the device. The user does not 
have to entera touch code (e.g., a passcode, a pattern code) to 
unlock the device. That is, the quick access mode of some 
embodiments allows the user to bypass security (e.g., user 
authentication or touch code entry). Instead, the user can 
simply select an affordance to unlock the device and use the 
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device as it operates in the secondary access mode (e.g., with 
a limited number of applications). 
0132 Alternatively, or conjunctively with the first page 
access, the mobile device of some embodiments allows the 
user gain access to the device in the secondary access mode 
using a second page. In some embodiments, the second page 
is a passcode page that allows the user to enter a passcode or 
perform another touch gesture to gain access to the device in 
the secondary access mode. Several examples of second page 
access will now be described by reference to FIGS. 7 and 8. 
0.133 FIG. 7 provides an illustrative example of placing 
the mobile device 500 in the secondary access mode through 
a passcode. Three operational stages 705-715 of the device 
are shown in this figure. In this example, the device is asso 
ciated with multiple passcodes: one for gaining access to the 
device in the primary access mode and another for gaining 
access to the device in the secondary access mode. In some 
embodiments, the device provides a passcode menu to set 
these passcodes. The passcode menu of Some embodiments 
allows the user to set the secondary access passcode only 
when the primary access passcode has been set and the pass 
code feature has been turned on. 

0134) The first stage 705 of FIG.7 presents the device 500 
while the lock screen page 530 is being displayed on the 
device's display screen 540. In the first stage, the user per 
forms a touch gesture on the slider affordance 515 that is 
shown on the lock-screen page to navigate to the passcode 
page 720. The gesture input causes the device to display the 
passcode page 720, as illustrated in the second stage 710. 
0135 The second stage 710 illustrates the passcode page 
720 of the device 500. The passcode page is labeled with a 
heading that instructs the user to enter a passcode. The page 
includes a code panel 730 for inputting passcode. The page 
also shows different fields 725 that are populated with each 
input. These fields provide a visual indication of the number 
of entry that the device has received but do not reveal the 
codes (i.e., the passcode values). For example, each field is 
populated when the device receives one key input through the 
code panel 730. In the second stage 710, the user inputs the 
passcode using the panel. As shown in the third stage 715, the 
input of the correct passcode (i.e., the secondary access mode 
passcode) results in the device being unlocked to the second 
ary access mode 525. 
0.136 FIG. 8 illustrates another example of placing the 
mobile device in the secondary access mode using the pass 
code page. Specifically, this figure illustrates in three opera 
tional stages 805-815 how the devices user can interact with 
an affordance on the passcode page to gain access to the 
device in the secondary access mode. 
0.137 The first stage 805 illustrates the device displaying 

its lock screen page. Here, the user performs a touch gesture 
on the slider affordance 515 that is shown on the lock-screen 
page to navigate to the passcode page 830. The gesture input 
causes the device to display the passcode page, as illustrated 
in the second stage 810. The passcode page 830 includes an 
affordance 820 to gain access to the device in the secondary 
access mode. In this example, the affordance is shown as a 
selectable item (e.g., a button). 
0.138. The second stage 810 also illustrates the selection of 
the affordance 820. As a result of the selection, the device 500 
is unlocked, in the third stage 815, to the secondary access 
mode. Similar to previous examples, the device's screen dis 
plays only the icons of the applications that are available in 
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this secondary mode and removes the icons of the applica 
tions that are not available in the secondary mode. 
0.139. In some embodiments, the device provides a sec 
ondary access mode lock screen. This lock screen is only 
shown after the device has been placed in the secondary 
access mode and then locked. This screen is particularly 
useful because it forces the user to passcode out of the sec 
ondary access mode session. It also prevents access to the 
device in the primary access mode in cases where the device 
is associated with a passcode grace period. For example, a 
device can be associated with a grace period (e.g., 1 minute, 
30 minutes, 1 hour, etc.) in which the passcode is not required. 
When that device has been unlocked to a secondary access 
mode session and then locked, and the grace period has not 
passed since the last time the device was unlocked to the 
primary access mode, any person can access the device in the 
primary and the secondary access mode. Accordingly, this 
secondary lock screen forces a person to input a passcode in 
order to access the device in the primary access mode. 
0140 FIG. 9 illustrates an example of unlocking the 
mobile device using a secondary access mode lock page 530. 
This example is illustrated in terms of eight stages 905-940 of 
operations of the device 500. The first stage 905 illustrates a 
primary access mode lock-screen page 530 of the device 500. 
The page includes an affordance 945 (e.g., a secondary access 
mode control) to unlock the device to the secondary access 
mode and a slider affordance 950 (e.g., a unlock slider) to 
show a passcode page. 
0141. In the first stage 905, the user selects the affordance 
945 to unlock the device and place it in the secondary access 
mode. The second stage illustrates the device operating in the 
secondary access mode. Here, the user selects the affordance 
955 (e.g., the power button) to lock the device. The third stage 
915 illustrates the device after it has been locked. The selec 
tion of the affordance 955 causes the device's screen to be 
turned off, as illustrated in the third stage. This stage also 
illustrates the user pressing the home button 960, which turns 
the device's screen back on, as illustrated by the fourth stage 
92O. 

0142. The fourth stage 920 illustrates a secondary access 
mode lock-screen page 530 of the device 500. This lock 
screen is similar to the one shown in the first stage 905. 
However, the affordances (e.g., the secondary access mode 
control and the unlockslider) are now inverted or switched in 
the secondary access mode. That is, the slider affordance is 
now used to unlock the device to the secondary access mode 
and the affordance 965 (the primary access mode control) is 
used to show the passcode page to gain access back to the 
primary mode. 
0143. In addition to the affordances that are switched, the 
secondary access mode lock screen page provides a visual 
indication that the lock screen is for the secondary access 
mode. In this example, the visual indication is a secondary 
access mode label970. However, the device of some embodi 
ment might provide one or more other visual indications. In 
the fourth stage, the user also slides the slider affordance 950 
to turn the device on in the secondary access mode. 
0144. The fifth stage 925 shows the device operating in the 
secondary access mode. It also shows that the user is pressing 
the affordance 955 to turn the screen back off. In the sixth 
stage 930, the user again pushes the home button to gain 
access to the lock screen of the device. However, this time, in 
the seventh stage 935 the user tries to gain access to the 
primary access mode by touch selecting the affordance 965 
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instead of the slider. The eighth stage 940 illustrates the result 
of the selection and sliding up of the affordance 965. As 
illustrated in this stage, the passcode screen 975 is displayed 
on the device's screen for the user to enter the primary access 
passcode and gain access to primary access mode. 
0145. In the example described above, the secondary 
access mode lock screenforces a person to input a passcode in 
order to gain access to the device in the primary access mode. 
Therefore, the device is secure regardless of the passcode 
grace period. Instead of the secondary mode lock screen, the 
device of some embodiments automatically resets the grace 
period when the device is unlocked to the secondary access 
mode or locked from the secondary access mode. Similar to 
the secondary access mode lock screen, this forces a person 
attempting to access the device in the primary access mode to 
Supply a passcode. In some embodiments, the device of some 
embodiments provides an affordance to exit the secondary 
access mode. For example, the home screen page may include 
a selectable item that when selected causes the device to exit 
the secondary access mode. 
0146 In several of the examples described above, the 
mobile device is unlocked to the secondary access mode 
through an affordance on a first page (e.g., the lock screen 
page) or a second page (e.g., the passcode page) of the device. 
In some embodiments, the device has fingerprint recognition 
technology that allows its user to gain access to the primary 
access mode through fingerprint recognition. In some of these 
embodiments, the device initiates operation in its secondary 
access mode when a user attempts to access the device 
through fingerprint recognition but the fingerprint recogni 
tion fails. 
0147 Alternatively or conjunctively, the device of some 
embodiments allows multiple fingerprints to be recorded for 
one user or multiple users, and allows one or more finger 
prints to be recorded for initiating the primary access mode 
operation of the device while allowing one or more finger 
prints to be recorded for initiating the secondary access mode 
operation of the device. In these embodiments, fingerprint 
recognition may launch the device in either the primary 
access mode or secondary access mode for different users. 
Several examples of accessing the device in the primary or 
secondary access mode through fingerprint recognition will 
now be described by reference to FIGS. 10-18. In these 
examples, the fingerprint sensor or scanner is provided as part 
of a physical button 1020. However, the sensor may be pro 
vided as a part of a different component or its one separate 
component. 
0148 FIG. 10 provides an illustrative example of gaining 
access to the primary access mode of the device 500 through 
fingerprint recognition. In this example, to gain access to the 
device in the primary access mode, the user's fingerprint has 
been previously recorded (e.g., with a sensor on the button 
1020). Also, in this example, the user first switches the 
devices from displaying the lock screen page 515 to the 
passcode page 720. When the lock screen page is shown on 
the screen, the user then places the user's finger on the physi 
cal button to have it scanned. 

0149 Three operational stages 1005-1015 of the mobile 
device are shown in FIG. 10. The first stage 1005 illustrates 
the device displaying its lock screen page. Here, the user 
performs a touch gesture on the slider affordance 515 that is 
shown on the lock-screen page to navigate to the passcode 
page 720. The gesture input causes the device to display the 
passcode page 720, as illustrated in the second stage 1010. 
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0150. The second stage 1010 illustrates the user placing 
the user's finger on the button 1020. This causes the sensor on 
the button to capture a pattern of the fingerprint of that finger. 
The captured pattern is then compared with a previously 
stored pattern to determine if the two patterns match. Differ 
ent embodiments use different matching methods. For 
instance, the input fingerprint pattern may be compared with 
the stored fingerprint pattern to identify a same or similar 
characteristic. Examples of Such characteristics include the 
arch, whorl, or loop of the fingerprints. 
0151. The third stage 1015 illustrates the device after 
authenticating the user through fingerprint recognition. Spe 
cifically, the matching of the fingerprint patterns has allowed 
the user to gain access to the device 500 in the primary access 
mode. As mentioned above, in some embodiments, the pri 
mary access mode of the device provides unfettered access to 
all of the device's applications and/or data that are available to 
the user. 
0152 FIG. 11 illustrates two example operations that the 
device performs when a user attempts to access the device 
through fingerprint recognition but the fingerprint recogni 
tion fails. Specifically, this figure shows unlocking the device 
to the secondary access mode when the fingerprint recogni 
tion fails. This figure also shows an alternative scenario, 
where the device does not unlock to the secondary access 
mode when the fingerprint recognition fails but denies access 
to the user. 
0153. Three operational stages 1105-1115 of the mobile 
device are shown in this figure. In the first stage 1105, the 
mobile device displays the lock screen page 530 on its touch 
screen display. To display the passcode page 720, the user 
selects the slider 515 and performs a touch-based gesture on 
the slider affordance 515 (e.g., by dragging the slider handle 
with the user's finger at least partially across to the end of the 
slider bar). The second stage 1110 illustrates the user placing 
the user's finger on the button 1020. Different from the pre 
vious figure, the fingerprint of this finger has not been previ 
ously recorded with the device 500. 
0154) The third stage 1115 illustrates that the device of 
Some embodiments allows the user to gain access in the 
secondary access mode when the fingerprint recognition fails. 
In the alternate stage 1120, the device of some embodiments 
denies access to the user. Here, the stages 1105-1115 illus 
trate that the device does not update its display in response to 
user placing the finger on the button 1020. The same passcode 
page 720 is shown on the touch-screen display. In some 
embodiments, the input of an incorrect fingerprint pattern 
may cause the device to show a previous page (e.g., the lock 
screen) or cause it to show a visual or textual indication that 
the fingerprint could not be recognized. In some embodi 
ments, the device provides a menu option to specify whether 
an input of an incorrect fingerprint pattern results in it being 
unlocked to secondary access mode or remaining locked. 
0.155. In the previous two examples, the fingerprint recog 
nition operation is performed after navigating from the first 
page (e.g., the lock screen page) to the second page (e.g., the 
passcode page). In some embodiments, the device's operat 
ing system allows a user to access the device on the first page 
without having to navigate to the second page. FIGS. 12 and 
13 provide illustrative examples of the fingerprint recognition 
operations that are performed at the lock screen page. Spe 
cifically, FIG. 12 illustrates an example of gaining access to 
the primary access mode of the device 500 through fingerprint 
recognition when the device's touch screen display shows the 
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lock screen. This is followed by FIG. 13, which illustrates two 
alternate operations that the device perform when a user 
attempts to access the device through fingerprint recognition 
but the fingerprint recognition fails. 
0156 Three operational stages 1205-1215 of the mobile 
device are shown in FIG. 12. The first stage 1205 illustrates 
the device displaying its lock screen page. The user then 
performs a combination of gestures to unlock the device to the 
primary access mode. Specifically, the user places the user's 
finger on the button 1020. In the second stage 1210, while 
holding the button 1020 with one finger, the user selects the 
slider affordance 515 with another finger and performs a 
touch-based gesture (e.g., by dragging the slider handle with 
the user's finger at least partially across to the end of the slider 
bar). The combination of the two gestures causes the button's 
sensor to capture a fingerprint pattern of that finger. The 
captured pattern is then compared with one or more previ 
ously stored fingerprint patterns to determine if the patterns 
match. 
(O157. The third stage 1215 illustrates the device after 
authenticating the user thorough fingerprint recognition. Spe 
cifically, the fingerprint recognition has launched the device 
500 in the primary access mode because the captured finger 
print pattern matched a previously stored fingerprint pattern. 
0158 FIG. 13 illustrates two example operations that the 
mobile device 240 performs when a user attempts to access 
the device through fingerprint recognition but the fingerprint 
recognition fails. Specifically, this figure shows unlocking the 
device to the secondary access mode when the fingerprint 
recognition fails. This figure also shows an alternative sce 
nario, where the device does not unlock to the secondary 
access mode when the fingerprint recognition fails but denies 
access to the user altogether. Three operational stages 1305 
1315 of the mobile device are shown in this figure. 
0159. In the first stage 1305, the user places the user's 
finger on the button 1020. The fingerprint of this finger has not 
been previously recorded with the device 500. The user then 
performs a combination of gestures to gain access to device. 
As shown in the second stage 1310, the user performs a 
touch-based gesture while holding the button 1020 with the 
user's finger. This is the same combination gesture that has 
been described above by reference to stage 1210 of FIG. 12. 
(0160. The third stage 1315 illustrates that the device of 
Some embodiments allows the user to gain access in the 
secondary access mode when the fingerprint recognition fails. 
In the alternate stage 1320, the device of some embodiments 
denies access to the user. Here, the stages 1305-1315 illus 
trate that the device does not update its display in response to 
user placing the finger on the button 1020. The same passcode 
page 720 is shown on the touch-screen display. In some 
embodiments, the input of an incorrect fingerprint pattern 
may cause the device to show a previous page (e.g., the lock 
screen) or cause it to show a visual or textual indication that 
the fingerprint could not be recognized. 
0161 The two previous examples illustrated bypassing 
the passcode page through fingerprint recognition and gain 
ing access to the device in either the primary or secondary 
access mode. The examples also illustrated a combination 
gesture to gain access to the device. Specifically, these 
examples show selecting the physical button 1020 with one 
finger and performing a touch gesture on the slideraffordance 
515 with another finger to unlock the device. 
0162 FIGS. 14 and 15 illustrate additional examples of 
gaining access to a device 1400 through fingerprint recogni 
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tion technology. However, in these examples the user simply 
selects a physical button to initiate the fingerprint recognition 
operation. In other words, the user does not have to input a 
combination of gestures to direct the device's operating sys 
tem to unlock the device. These examples also show a device 
1400 that has a different form factor than the ones shown in 
the previous examples. Specifically, instead of a Smartphone, 
the device is a tablet-computing device. 
0163. Different from the previous examples, multiple fin 
gerprints have been recorded and stored for one particular 
user. That is, in this example, at least one fingerprint has been 
recorded to gain access to the device in the primary access 
mode and at least one other fingerprint has been recorded to 
gain access to the device in the secondary access mode. Two 
operational stages 1405 and 1410 of the device 1400 are 
shown in FIG. 14. 
0164. The first stage 1405 illustrates the device displaying 

its lock screen page. To initiate the fingerprint recognition, the 
user places the user's finger on the devices button 1420. The 
placement of the finger causes the device to scan that finger 
for a fingerprint pattern. The Scanned pattern is then com 
pared with one or more stored fingerprint patterns. If the 
fingerprint recognition passes, the device's operating system 
allows the user to gain access to the device. 
0.165. The second stage 1410 illustrates the device after it 
has passed the fingerprint recognition test. Since the finger 
print pattern matched a stored pattern, and the stored pattern 
was to authorize the user to the primary access mode, the 
second stage 1410 shows that device has been unlocked to the 
primary access mode. 
0166 FIG. 15 illustrates the same user using a different 
finger to gain access to the device in the secondary access 
mode. In the first stage 1505, the user places the user's finger 
on the button 1420. This finger is different from the one 
shown in the previous example. Also, the fingerprint for the 
finger has been previously recorded as one that should allow 
the user to unlock the device to the secondary access mode. In 
other words, the fingerprint pattern of that finger is associated 
with authorization to access the device in the secondary 
access mode. 

(0167. The second stage 1510 illustrates the device after it 
has passed the fingerprint recognition test. Since the finger 
print pattern matched a stored pattern, and that stored pattern 
was to authorize the user to the secondary access mode, the 
second stage 1510 shows that device has been unlocked to the 
secondary access mode. 
0.168. In the examples described above, one user (1) gains 
access to the mobile device in the primary mode through one 
finger and (2) gains access to the mobile device in the sec 
ondary mode through another finger. The device of some 
embodiments allows multiple fingerprints to be recorded for 
multiple users. In some Such embodiments, fingerprint rec 
ognition may launch the device in either the primary access 
mode or secondary access mode. If a user is granted access to 
the secondary mode, the device may launch a mode that is 
specific for that user. This means that different users can have 
their own personal secondary access modes. For example, a 
first user may have access to one set of applications, while a 
second different user may have access to another set of appli 
cations. In addition, the first guest user might have different 
data access privileges (e.g., write access, read access, etc.) 
than the second guest user. 
(0169 FIG. 16 illustrates several examples of different 
users accessing the device through fingerprint recognition. 
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Specifically, this figure illustrates four different users (i.e., 
users 1-4) trying to access the secondary mode. The finger 
print of user 1 has been previously recorded with the device as 
one that should be allowed access to the device in the primary 
access mode. The fingerprint of user 2 has been previously 
recorded with the device as one that should be allowed access 
to the device in the user 2's secondary access mode. The 
fingerprint of user 3 has been previously recorded with the 
device as one that should be allowed access to the device in 
the user3s secondary access mode. The fingerprint of user 4 
has not been previously recorded with the device as one that 
should be allowed access to the device in any mode. 
0170 The stage 1605 illustrates user 1 attempting to 
access the device through the user's fingerprint. The finger 
print of user 1 has been previously recorded with the device as 
one that should be allowed access to the device in the primary 
access mode. Accordingly, in the stage 1610, the device is 
unlocked to the primary access mode. 
0171 The stage 1615 illustrates user 2 attempting to 
access the device 1400. The fingerprint of user 2 has been 
previously recorded with the device as one that should be 
allowed access to the device in the user 2's secondary access 
mode. Accordingly, in the stage 1620, the device 1400 
unlocks to user 2's personal secondary access mode. As it is 
illustrated in this stage, the applications that are accessible to 
user 2 are less than the applications that are accessible to user 
1 in the primary access mode. 
0172. The stage 1625 illustrates user 3 attempting to 
access the device 1400. The fingerprint of user 3 has been 
previously recorded with the device as one that should be 
allowed access to the device in the user3s secondary access 
mode. Accordingly, in the stage 1630, the device 1400 
unlocks to user 3's personal secondary access mode. As it is 
illustrated in this stage, the applications that are accessible to 
user3 are even less than the applications that are accessible to 
user 2 even though both of these users have access to second 
ary access mode. In some embodiments, the device provides 
menu options to specify which applications are available to 
different users. For example, with Such menu options, the 
owner of the device can specify different applications for 
different users or groups of users (e.g., friends, family, chil 
dren, etc.). 
0173 The stage 1635 illustrates user 4 attempting to 
access the device 1400. The fingerprint of user 4 has not been 
previously recorded with the device. Accordingly, in the stage 
1640, the selection of the affordance (e.g., the button) causes 
the device to display the passcode page 1650. In some 
embodiments, when the fingerprint recognition fails, the 
device unlocks to a default secondary access mode account 
instead of a personal secondary account Such as the ones 
illustrated in stages 1630 and 1620. 
0.174 FIG. 17 illustrates additional examples of accessing 
a device using fingerprint recognition technology. This figure 
shows four different sets of operations that are performed on 
the device to gain access to the device in either the primary 
access mode or the secondary access mode. Each set of opera 
tions shows a particular user holding the user's finger down 
on a button without pressing it to initiate the fingerprint rec 
ognition operation. The user then presses the button to gain 
access to the device in either the primary or secondary access 
mode. 
(0175. The first set of operations 1705-1715 illustrates user 
1 attempting to access the device 500 in the primary access 
mode. The fingerprint of user 1 has been previously recorded 
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with the device as one that should be allowed access to the 
device in the primary access mode. As shown in stage 1705, 
the user holds down the user's finger over the button. This 
causes the device to initiate the fingerprint recognition opera 
tion. For example, the user's finger may be scanned when the 
device detects the user's finger over the scanner. The stage 
1710 illustrates the user pressing the button to open the 
device. The stage 1715 illustrates the device unlocking to the 
primary access mode. This stage 1715 also illustrates the 
device playing a sound to indicate that the fingerprint recog 
nition has passed. In conjunction with the Sound or instead of 
it, the device of some embodiments provides a different indi 
cation (e.g., the device might vibrate if the feature has been 
turned on). 
(0176) The second set of operations 1720-1730 is similar to 
the first set of operations. However, the sound is played prior 
to the user pressing the button. Therefore, in this set of opera 
tions the fingerprint recognition occurs immediately after the 
user holds down the finger over the button at stage 1720. If the 
fingerprint recognition has passed, the device then plays a 
sound. This is shown in the stage 1725. In stage 1725, the user 
then presses the button to unlock the device to the primary 
access mode. The primary access mode is shown in stage 
1730. 

(0177. The third set of operations 1735-1745 illustrates 
user 2 is attempting to access the device 500 in the secondary 
access mode. This set of operations is identical to the first set 
1705-1715 in that the sound is played after the user presses 
the home button. The fourth set of operations 1750-1760 
illustrates that user2 is attempting to access the device 500 in 
the secondary access mode. This set of operations is identical 
to the second set 1720-1730 in that the sound is played prior 
to the user pressing the home button. 
0.178 FIG. 18 illustrates additional examples of accessing 
a device using fingerprint recognition technology. The first set 
of operations 1805-1815 illustrates user 1 attempting to 
access the device 500 in the primary access mode. The fin 
gerprint of user 1 has been previously recorded with the 
device as one that should be allowed access to the device in 
the primary access mode. As shown in stage 1805, the user 
holds down the user's finger over the home button without 
pressing it to initiate the fingerprint recognition. Here, the 
fingerprint recognition occurs immediately after the user 
holds down the finger over the button at stage 1805. If the 
fingerprint recognition has passed, the device then plays a 
sound. This is shown in the stage 1810. In stage 1810, the user 
then uses the slider affordance to unlock the device to the 
primary access mode (shown in stage 1815). The second set 
of operations 1820-1830 is similar to the first set of opera 
tions; however, User 2 in the second set accesses the device in 
the secondary access mode. In the example described above, 
the device's user is granted access to the primary or secondary 
access mode using fingerprint recognition. One of ordinary 
skill in the art would understand that the fingerprint is just one 
biometric pattern and that other patterns (e.g., palm print, 
hand geometry, face) or human characteristics (iris, Sound of 
the Voice) can be used to authenticate a person and authorize 
the person to access the device in one of several different 
access modes. 
0179 Various different examples of entering a primary 
access mode or a secondary access mode have been described 
above by reference to FIGS.5-18. One of ordinary skill in the 
art would realize that the various embodiments shown in 
these figures and described herein are not necessarily mutu 
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ally exclusive combinations of features and can be combined 
in different ways. For example, the secondary access pass 
code feature of FIG. 7 can be combined with any one or more 
of the fingerprint recognition features of FIGS. 10-18. As 
another example, FIG. 19 illustrates a different combination. 
In particular, this figure shows four different sets of opera 
tions 1905-1920 that are performed on the device to gain 
access to the device in either the primary access mode or the 
secondary access mode. 
0180. The first set of operations 1905 illustrates an 
example of a touch gesture that can be performed on the lock 
screen page 530 to unlock the mobile device 500 and place it 
in the secondary access mode 525. This set of operations 1905 
is described above by reference to FIG. 5. 
0181. The second set of operations 1910 illustrates an 
example of inputting a passcode through the passcode page 
720 to gain full access to the device in the primary access 
mode. Specifically, the figure illustrates Switching to the pass 
code page 720 using the slider affordance 515 on the lock 
screen page 530. The user then uses the passcode page 720 to 
input a passcode. Lastly, the device is unlocked to the primary 
access mode upon receiving the correct passcode through the 
passcode page. 
0182. The third and fourth sets of operations 1915 and 
1920 illustrate that fingerprint recognition features can be 
combined with any other operations for accessing the device. 
Here, the examples are similar to the ones describe above by 
reference to FIGS. 14 and 15. Specifically, theses sets of 
operations show that one user can gain access to the device in 
the primary mode using one finger and gain access to the 
device in the secondary access mode using a different finger. 
0183 In several examples that are described above, the 
device of Some embodiments displays a passcode page to 
grant access to the device. In addition, depending on the 
passcode input, the device is directed to operate in either the 
primary or the secondary access mode. Instead of the pass 
code input, the mobile device of some embodiments allows a 
user to access the device through a different touch code. Such 
as a pattern code. FIGS. 20 and 21 illustrate unlocking a 
mobile device 2000 to different modes by drawing different 
patterns. 
0184 FIG. 20 provides an illustrative example of unlock 
ing a mobile device to a primary access mode 2025 based on 
input of a pattern. In this example, the device is associated 
with a pattern to unlock it to the primary access mode. The 
first stage 2005 illustrates a touch code panel 2020 of the 
device. The touch code panel 2020 includes several affor 
dances (e.g., selectable items) to draw different patterns. The 
affordances are arranged in different rows (e.g., in a 3x3 grid). 
The user can drag the user's finger over different affordances 
to input a pattern by drawing connections between the affor 
dances. If the input pattern matches a previously stored pat 
tern, then the device is unlocked (e.g., to the primary access 
mode). 
0185. In the second stage 2010, the user drags the user's 
finger over several of the affordances to input a pattern. The 
input pattern matches a previously stored pattern that grants 
access to the device in the primary access mode. As such, in 
the third stage 2015, the device is shown as being unlocked to 
the primary access mode 2025. In this mode, the user has 
access to all applications that execute on the device and that 
are available to a user of the device. The example of the third 
stage 2015 illustrates seven applications (i.e., App 1-7) that 
are arranged in-line on the device's screen. 
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0186 FIG. 21 provides an illustrative example of unlock 
ing a mobile device to a secondary access mode 2120 based 
on input of a different pattern. In this example, the device is 
associated with a second different pattern to unlock it to the 
secondary access mode 2120. Similar to the previous 
example, the first stage 2105 illustrates the touch code panel 
2020 of the device. In the second stage 2110, the user drags 
the user's finger over several of the affordances to input a 
pattern. The input pattern matches a previously stored pattern 
that grants access to the device in the secondary access mode. 
As such, in the third stage 2115, the device is shown as being 
unlocked to the secondary access mode 2120. In this mode, 
the user has access to a limited number of applications that 
execute on the device. The example of the third stage 2115 
illustrates that four of the seven applications are accessible in 
this secondary access mode. More specifically, only applica 
tions App 1, App 3, App 5, and App 7 are available in this 
secondary access mode 2120. 
0187. Some embodiments provide still other mechanisms 
for launching the device in the secondary access mode. 
Examples of these other mechanisms include motion-based 
inputs, multi-tap inputs (e.g., multiple taps on a soft or physi 
cal affordance of the device), voice commands, etc. Several of 
these mechanisms do not require the user to navigate to a 
particular page (e.g., the lock Screen page, the passcode 
page). Instead, the user can input a command on any page to 
direct the device to operate in one mode or another. For 
example, when the device has already been unlocked to the 
primary access mode, the user can input a gesture or a com 
mand to quickly Switch the device from operating in the 
primary access mode to the secondary access mode. These 
embodiments can be used alone, in combination with one 
another, or with any one or more of the other techniques 
described above by reference to FIGS. 5-18. 
0188 FIG. 22 provides an illustrative example of gaining 
access to secondary access mode through a touch-based ges 
ture. Three operational stages 2205-2215 of the mobile 
device 500 are illustrated in this figure. The first stage 2205 
presents the device 500 while it is operating in the primary 
access mode. The second stage 2210 illustrates the selection 
of an affordance 1020 (e.g., a physical button). Specifically, 
the user taps the affordance multiple times (e.g., three times) 
to direct the device to operate in the secondary access mode. 
The third stage 2215 illustrates that the selection of the affor 
dance has resulted in the device Switching from operating in 
the primary access mode to operating in the secondary access 
mode 525. 
0189 In the previous example, the user taps on the affor 
dance 1020 (e.g., the physical button) multiple times to direct 
the device to Switch to the secondary access mode. The sec 
ondary access mode, however, may be activated differently in 
Some embodiments. For example, the secondary access mode 
may be activated through a selection (e.g., a single tap, a 
double tap) of a touch screen affordance (e.g., a soft share 
button, or an icon on the screen). In some embodiments, the 
device allows the user to activate the secondary access mode 
through a press pattern. An example of Such a press pattern 
includes a short press of the affordance 1020 followed by a 
long press of that same affordance. The device of Some Such 
embodiments includes a menu option to record one or more 
press patterns. The recorded patterns can then be used direct 
the device to operate in the secondary access mode. 
0.190 FIG. 23 provides an illustrative example of directing 
the device to operate in the secondary access mode through a 
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motion gesture. In this example, instead of selecting an affor 
dance (e.g., a button in the previous example) multiple times 
(e.g., three times), the user rotates the device to place the 
mobile device in the secondary access mode. Specifically, this 
figure illustrates in four operational stages 2305-2320 how 
the mobile device 500 can be rotated to switch the device from 
operating in the primary access mode to operating in the 
secondary access mode. 
(0191). The first stage 2305 illustrates the mobile device500 
opening in the primary access mode. The second and third 
stages (2310 and 2315) illustrate the selection and rotation of 
the mobile device 500. In the second stage 2310, the user 
grabs or holds the device with the users hand to rotate it in a 
particular direction. As shown in the third stage 2315, the 
device is then rotated to place it in the secondary access mode. 
Specifically, the device is rotated in a clockwise direction 
several times (e.g., two or three times). However, the device 
may be rotated in any direction (e.g., counterclockwise direc 
tion) for any number of times (e.g., one, two, three) to place it 
in the secondary access mode. The fourth stage 2320 illus 
trates the mobile device 500 after it has transitioned to the 
secondary access mode. 
0.192 In the example described above, the user rotates the 
mobile device 500 to place it in the secondary access mode. 
The rotate motion gesture is just one of many different motion 
gestures that can be used to activate or deactivate the second 
ary access mode. Examples of other motion gestures include 
placing the mobile device 500 face down; shaking, tilting, or 
flipping the device; or any other motion gestures that can be 
detected through one or more motion detecting components 
of the mobile device, such as a gyroscope oran accelerometer. 
0193 FIG.24 provides an illustrative example of directing 
the mobile device 500 to operate in the secondary access 
mode through Voice recognition. In this example, the user 
speaks a command into a microphone of the mobile device, 
which causes a voice recognition program or framework to 
recognize the command. The Voice recognition program then 
interfaces with the device's other operating system modules 
(e.g., access modules) to place the device in either the primary 
or secondary access mode. 
0194 Two operational stages 2405 and 2410 of the mobile 
device are shown in FIG. 24. The user in the first stage 2405 
selects the affordance 1020 (e.g., the button). In this example, 
the user holds the affordance with the user's finger for a short 
period of time (e.g., a pre-defined time period). As shown, the 
gesture causes a prompt 2415 to be displayed on the device's 
screen. In this example, the prompt indicates to the user that 
it is waiting for the user's voice command. In some embodi 
ments, the program plays a Sound (e.g., speaks to the user) 
indicating that the program has been activated and that it is 
awaiting input of a Voice command. 
0.195 As shown in the first stage 2405, the user inputs a 
voice command through the microphone of the mobile device 
to gain access to the device in the secondary access mode. In 
this example, the Voice command is shown as being 'second 
ary access mode'. However, the Voice command may be any 
word or combination of words capable of being recognized by 
the Voice recognition program. The second stage 2410 illus 
trates that the input of the Voice command has caused the 
device to operate in the secondary access mode (e.g., 
unlocked and placed in the secondary access mode). 
0196. Having described many different examples of enter 
ing the secondary access mode, several examples of the 
device indications during the secondary mode will now be 
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described below by reference to FIGS. 25-29. As mentioned 
above, the mobile device of some embodiments provides one 
or more visual indications that it is operating in the secondary 
access mode rather than the primary access mode. To provide 
Such indications, the device in some embodiments changes 
the background image that is used for the pages displayed 
during the secondary access mode or provides textual indica 
tion on these pages regarding the operation of the device in the 
secondary access mode. When operating in its secondary 
access mode, the device of some embodiments displays only 
the icons of the applications that are available in this mode. 
Instead of removing the icons of the applications that are not 
available in the secondary access mode, the device of some 
embodiments provides a deprecated (e.g., grayed out, 
reduced in size, etc.) display of the icons of the unavailable 
applications and makes these icons non-selectable items in its 
user interface. 
0.197 FIG. 25 illustrates example visual indications that 
the device can show to indicate that it is operating in the 
secondary access mode. This figure illustrates various differ 
ent ways to present pages in the secondary access mode so 
that they appear different from the pages in the primary access 
mode. One primary reason for providing one or more of these 
visual indications is that it allows the device's user to identify 
whether the device is operating in the primary access mode or 
the secondary access mode. That is, without any visual indi 
cations, the user can potentially have no idea whether the 
device is operating in the primary access mode or the second 
ary access mode. 
(0198 As shown in FIG.25, the page 2500 (hereinafter the 
home screen page) represents the device operating in the 
primary access mode. In this mode, the home screen page is 
shown with a user-specified background image 2550 (e.g., 
wallpaper). This figure also illustrates different example 
home screen pages when the device is operating in the sec 
ondary access mode. Specifically, the home screen page 2510 
illustrates that the device of some embodiments uses a default 
background image during the secondary mode that is differ 
ent from the background image(s) used during the primary 
mode. Examples of such a default background image include 
a generic wallpaper and an out of box wallpaper. 
(0199. As shown by the home screen page 2515, the device 
of Some embodiments might use in the secondary mode a 
slightly or highly blurred or tinted version of the background 
image used in the primary access mode. To display Such 
background image, the device may perform one or more 
different filtering operations on the current background 
image. 
0200. In some embodiments, any background image used 
in the secondary mode might contain text or watermark text 
Such as 'secondary access mode.” “quick-access mode.” 
“shared mode.” “guest mode.” or similar such words, to pro 
vide further textual indication of the secondary access mode 
of the device. In the example of FIG. 25, the background 
image of the home screen page 2520 contains a watermark, 
which states that the device is operating in the shared mode. 
The example of the home screen page 2520 shows that the 
label can also be rotated about an axis. The home screen page 
2525 shows that the dock 2555 has been removed and a label 
has been placed at or near the previous position of the dock. 
The home screen page 2530 shows a similar label on the 
Status bar 2560. 

0201 As mentioned above, when operating in the second 
ary access mode, the device of some embodiments displays 
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only the icons of the applications that are available in this 
mode. Instead of removing the icons of the applications that 
are not available in the secondary access mode, the device of 
Some embodiments provides a deprecated (e.g., grayed out, 
reduced in size, etc.) display of the icons of the unavailable 
applications and makes these icons non-selectable items in its 
user interface. 
0202 FIG. 26 illustrates different examples of changing 
the appearance of icons or hiding them in the secondary 
access mode. As shown, the home screen page 2600 repre 
sents the device operating in the primary access mode. This 
figure also illustrates different example home screen pages 
when the device is operating in the secondary access mode. 
Specifically, the home screen page 2605 illustrates that the 
device of some embodiments greys out icons (e.g., make them 
semi-transparent) of applications that are restricted in the 
secondary access mode. Alternatively or conjunctively with 
greying out icons, the home screen page 2610 illustrates that 
the size of the icons may be altered (e.g., reduced or 
enlarged). In this example, the icons are reduced in size Such 
that they appear as if they are in a plane with a different depth 
as compared to the icons of the applications that are acces 
sible in the secondary access mode. 
0203 The home screen pages 2615 and 2620 illustrate 
examples of hiding icons of applications that are not acces 
sible in the secondary access mode. One reason for hiding the 
icons over changing the icon's appearance is that the device 
looks less broken. That is, with icons that are functionless and 
appear different from other icons, the user of the device may 
believe that the device is malfunctioning. Another advantage 
of hiding the icons is that some users do not want anyone to 
know what applications that they have installed on their 
devices. 
0204 Referring to FIG. 26, as shown by the home screen 
page 2615, the device of some embodiments retains the dock 
2625 in the secondary access mode. The home screen page 
2615 also illustrates that the icons are aligned (e.g., center 
aligned) on the dock. As shown by home screen page 2620 the 
device of some embodiments removes the dock and places 
any remaining icons inline with other icons on the page. In 
some of these embodiments, the device reserves the first few 
icons slots on the first page of the secondary mode for the 
available-application icons that are removed from the dock. 
0205. In addition to removing icons, the mobile device of 
Some embodiments rearranges icons. That is, the mobile 
device re-arranges the available icons on the displayed pages 
to remove any positions that are empty because of the 
removed icons. When there are folders with multiple icons in 
the primary access view, the device of Some embodiments 
may move folder's icons that are accessible in the secondary 
access mode to a displayed page. In some embodiments, an 
icon will only be moved from the folder to the displayed page 
when that icon is the only one left in that folder. For example, 
if two icons are left in a folder as a result of entering the 
secondary access mode, that folder will remain in the second 
ary access mode with those two icons. 
0206 FIG. 27 illustrates an example of arranging icons 
when entering the secondary access mode. Two operational 
stages 2705-2710 of the mobile device 500 are shown in this 
figure. Specifically, the stage 2705 shows the device in the 
primary access mode, and the stage 2710 shows the device in 
the secondary access mode. 
0207. The first stage 2705 presents the device 500 while it 

is operating in its primary access mode. In this mode, the user 
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has access to all applications that execute on the device and 
that are available to a user of the device. The first stage 2705 
illustrates thirty available applications, twenty-six of which 
are arranged in-line across multiple pages, and four of which 
are positioned in the dock 2725. Here, the page 2715A is the 
first page that is visible on the device' touch-sensitive screen, 
while the page 2715B represents the second page that is not 
currently displayed on the screen. In some embodiments, the 
user can place the user's finger on the touch-sensitive Screen 
and perform a gesture (e.g., a Swipe gesture) to Switch 
between pages (e.g., Switch to next or previous pages, 
depending on the direction of the Swipe gesture). 
0208 Along with different icons, the first stage 2705 illus 
trates that the home screen pages include multiple different 
folders. Specifically, the two pages include five different fold 
ers with varying numbers of icons in them. The first folder, in 
the first page, includes three icons, the second folder, in the 
first page, includes two icons, the thirdfolder, in the first page, 
includes one icon, the fourth folder, in the second page, 
includes two icons, and the fifth folder, in the second page, 
includes four icons. The user can select any one of these 
folders to view its content and make selections of the different 
icons. The user can also add one or more icons to a folder by 
selecting an icon and dragging it into that folder. 
(0209. The second stage 2710 illustrates the device after it 
has been launched in the secondary access mode. Specifi 
cally, this stage illustrates that when operating in the second 
ary access mode, the device 500 displays only the icons of the 
applications that are accessible in the secondary access mode 
and removes the icons of the applications that are not avail 
able in the secondary access mode. The device has also 
removed the dock 2725 and placed on the displayed page, the 
icons of any available applications that were previously posi 
tioned in the dock (i.e., App 1). 
0210. Accordingly, in the second stage 2710 of the 
example illustrated in FIG. 27, the thirty icons of different 
applications that are available in the primary access mode 
have been reduced to twelve icons. The device has also 
removed any folder that contains only one icon and placed 
that icon on the displayed page. For example, Folder 3 that 
contained only the icon of the seventeenth application is not 
shown in the secondary access mode. Instead, the icon of the 
seventeenth application is now on the displayed homepage in 
the secondary access mode. 
0211. The second stage 2710 also illustrates that the 
device does not have an associated second page in the sec 
ondary access mode. This is because the remaining icons and 
folders can fit in the available slots on the first page and the 
icons have been compacted to that first page. Specifically, the 
icons have been compacted following their natural order, with 
any remaining icons from the dock taking the first few posi 
tions on the first row of the first page. Accordingly, the one 
remaining icon from the dock is the first icon on the first page. 
0212 FIG. 28 illustrates another example of arranging 
icons when entering the secondary access mode. Specifically, 
this figure illustrates how folders with at least one item (e.g., 
application icon) carry over to the secondary access mode. 
Two operational stages 2805 and 2810 of the mobile device 
500 are in this figure. The first stage 2805 is identical to the 
first stage 2705 of the previous figure. In particular, the page 
2715A includes a folder 2815 with one application icon 2820. 
The icon 2820 represents an application that is accessible in 
the secondary access mode of the mobile device. 
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0213. The second stage 2810 illustrates the device 500 
operating in the secondary access mode. This stage is similar 
to the second stage 2710 of the previous figure. However, the 
folder 2815 is carried over to the secondary access mode from 
the primary access mode. This is because the folder has at 
least one item in it (i.e., application icon 2820) that is still 
accessible in the secondary access mode. If a folder does not 
contain any items in the secondary access mode (e.g., its 
items are not accessible in the secondary access mode), that 
folder is not carried over from the primary access mode to the 
secondary access mode. 
0214. In the examples described above, the icons have 
been compacted following their ordering in the primary 
access mode with any remaining icons from the dock taking 
the first few positions on the first row of the first page. In some 
embodiments, the ordering of different item (e.g., the icons, 
folder) is not carried over from the primary access mode to the 
secondary access mode. For example, during a secondary 
access mode session, the icons of different applications can 
be rearranged. However, when the primary access mode ses 
sion is started, the arrangement of icons and/or folders will 
remain the same as the previous primary access session. 
0215 Having described examples device indications dur 
ing the secondary access mode, an example process will now 
be described. FIG. 29 conceptually illustrates a process 2900 
that Some embodiments perform to change the device's 
appearance and make applications inaccessible. In some 
embodiments, the process 2900 is performed by a set of 
access modules associated with the device's operating system 
when it is instructed to place the device in the secondary 
access mode. 
0216. As shown in FIG. 29, the process 2900 begins by 
determining (at 2905) whether the device should generate a 
secondary access interface. Many examples of placing a 
device in the secondary access mode have been described 
above. For instance, the secondary access mode can be acti 
vated through a touch gesture on an affordance on a particular 
page (e.g., the lock Screen page, the passcode page) of the 
device, through a motion gesture (e.g., rotating the device), 
through a voice command, etc. If the process 2900 determines 
that the secondary access mode interface should be generated, 
the process proceeds to 2910, which is described below. Oth 
erwise, the process 2900 displays (at 2940) the primary 
access mode interface. 

0217. The process 2900 makes (at 2910) the private appli 
cations inaccessible. This may entail making icons of private 
applications functionless and changing the icons' appear 
ances or hiding them. By making icons of applications func 
tionless, the process makes the icons of the private applica 
tions incapable of launching their associated applications 
upon selection. For example, the touch input selection of an 
icon of a private application is ignored when the device is 
operating in the secondary access mode. In some embodi 
ments, the process 2900 simply hides those icons, thereby 
making them inaccessible to the end-user. In changing the 
appearance of the icons, the process may visually distinguish 
the icons of the private applications from the other icons of 
other applications that are available in the secondary access 
mode. As mentioned above, the process may grey out the 
icons (e.g., change the opacity of the icons) and/or change 
their size (e.g., make them appear Smaller, larger, or in a 
different depth plane). 
0218. At 2915, the process 2900 moves any remaining 
application icons from a dock (e.g., taskbar) to a row on a 
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page (e.g., the home screen page). In some embodiments, the 
remaining icons of the dock are placed on the first row of the 
first page. However, in other embodiments, they can be placed 
elsewhere such as at the end of the first page, at the end of the 
last page if there are more than one page, etc. The process 
2900 then removes (at 2920) the dock. 
0219. As shown, the process 2900 rearranges (at 2925) the 
remaining available icons on one or more pages. The process 
may rearrange the available icons on the displayed pages to 
remove any positions that are empty because of removed 
icons. Examples of rearranging icons are described in detail 
above by reference to FIG. 27. The process 2900 then gener 
ates a display of a secondary access mode label. This label 
provides a visual indication to the user that the mobile device 
is operating in the secondary access mode. As mentioned 
above, the label may be placed in a number of different places, 
including the status bar, watermarked on the background, at 
the place where the dock used to be, etc. 
0220. At 2935, the process 2900 modifies the background 
image that is used for the pages displayed during the second 
ary access mode. For instance, the process 2900 might set the 
background image to a default image (e.g., out of box wall 
paper, generic wallpaper). Instead of using a default back 
ground image during the secondary access mode, the process 
of some embodiments might use in this mode a slightly/ 
highly blurred and/or tinted version of the background image 
used in the primary access mode. Alternatively or conjunc 
tively with the background image, the process 2900 might 
select a particular color for the background in the secondary 
access mode, or specify a pattern based on a selected back 
ground image. The selected background image can also be 
scaled to fit a portion of one page, all of one page, etc. 
0221) Some embodiments perform variations of the pro 
cess 2900. The specific operations of the processes 2900 may 
not be performed in the exact same order shown and 
described. The specific operations may not be performed in 
one continuous series of operations, and different specific 
operations may be performed in different embodiments. For 
example, if the process 2900 does not hide icons, then there 
may be no reason to arrange icons. Furthermore, the process 
2900 could be implemented using several sub-processes, or 
as part of a larger macro process. 
0222. Having described several example device appear 
ances during the secondary access mode, several example 
device behaviors will now be described below by reference to 
FIGS. 30-42. In some embodiments, the secondary access 
mode specifies different restrictions for accessing the appli 
cations of the devices, services (e.g., operating system ser 
vices), and/or data stored on the device. For instance, during 
the secondary access mode, the device might (1) not allow the 
user to access data that is normally available in the primary 
access mode, (2) allow the user access the data but prevent 
that user from modifying the data, and/or (3) allow the user 
access a filtered or condensed version of the data. 
0223 FIGS. 30 and 31 provide an illustrative example of 
restricting access to private data in the secondary access 
mode. Specifically, FIG. 30 illustrates accessing user data 
associated with a web browser in the primary access mode, 
and FIG.31 illustrates that same user data being inaccessible 
in the secondary access mode. 
0224. Three operational stages 3005-3015 of the device 
500 in the primary access mode are shown in FIG. 30. The 
first stage 3005 shows several available applications, includ 
ing a web browser that is represented on the dock 3090 with 
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the icon 3080. To launch the web browser, the user performs 
a touch gesture (e.g., by tapping the user's finger) on the icon 
3080. The selection of the icon causes the web browser to be 
opened, as illustrated in the second stage 3010. 
0225. The second stage 3010 illustrates that the browser 
has been opened to the user homepage. This is a custom 
homepage set by the user. In this second stage 3010, the user 
selects an affordance 3070 (e.g., a bookmark button) to direct 
the web browser to show any saved bookmarks. As shown in 
the third stage 3015, the selection results in the display of the 
bookmarks page 3060. The bookmarks page lists different 
bookmarks. In this example, the bookmarks include a couple 
of user specified bookmarks 3040 and 3045 and a couple of 
other default bookmarks 3050 and 3055. The default book 
marks are those that are not set by the end-user but are preset 
by the developer. 
0226. As shown in the third stage 3015, the bookmarks 
page 3060 also includes an affordance 3090 (e.g., the history 
tab). The user can select this affordance to show a history page 
that contains a list of webpages the user has visited recently 
and other associated data (e.g., page title and time of visit). 
The associated data may be recorded webpages for a specified 
period of time. 
0227 FIG.31 illustrates three similar stages of the mobile 
device as the previous figure. However, in stages 3105-3115, 
the device is operating in the secondary access mode. The first 
stage 3105 shows several available applications. The icons of 
applications that are not accessible in the secondary access 
mode have been made functionless. In addition, those same 
icons have been made to appear different from the icons of 
applications that are accessible in the secondary access mode. 
As shown by the icon 3080, the web browser is one of the 
accessible applications. To launch the web browser, the user 
performs a touch gesture (e.g., by tapping the user's fingeron) 
the icon 3080. 
0228. As shown in the second stage 3110, the selection of 
the icon causes the web browser to be opened. Different from 
the second stage 3010 of FIG. 30, the second stage 3110 here 
illustrates that the web browser has been opened to a default 
homepage. In some embodiments, the web browser presents 
the same homepage as the one selected for the primary access 
mode or presents a blank webpage. Alternatively, the default 
homepage may be any webpage that has been previously set 
(e.g., by the end-user for the secondary access mode or by the 
developer). 
0229. In this second stage 3110, the user selects the affor 
dance 3070 (e.g., a bookmark button) to direct the web 
browser to show the saved bookmarks. As shown in the third 
stage 3115, the selection results in the display of the saved 
bookmarks. The third stage 3115 also illustrates that the user 
bookmarks are kept private in the secondary access mode. 
Specifically, the user bookmarks 3040 and 3045 that are 
shown in the third stage 3015 of the previous figure are not 
shown in this third stage 3115. The default bookmarks are still 
shown in the third stage 3115. However, the web browser may 
not be associated with any default bookmarks, in some 
embodiments. In the secondary access mode, the history page 
(not shown) that contains a list of recently visited webpages 
may appear blank. In other words, similar to the bookmarks, 
the history data may be kept private in the secondary access 
mode. 
0230. In the example described above, the user data that is 
normally available in the primary access mode is not available 
in the secondary access mode. To facilitate such private data 
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restrictions, the application of Some embodiments is associ 
ated with multiple data stores for different users or different 
modes. For example, the user may be associated with one or 
more folders or directories that store user files for the primary 
access mode. In some embodiments, the data that is available 
in the secondary access mode is persistent across different 
secondary access mode sessions. For example, if the user 
saves a bookmark in one secondary access mode session, then 
that same bookmark may be shown in another Subsequent 
secondary access mode session. 
0231. In the example of FIG.30, the affordance 3090 (the 
history tab) to show the history page is not shown. This allows 
the history to be completely hidden in the secondary access 
mode. Otherwise, one guest could see a previous guests 
browsing history. Alternatively, the data that is available in the 
secondary access mode may not persist across different ses 
sions but may be cached and cleared with each session. 
0232 FIG. 32 provides another example of restricting 
access to private data in the secondary access mode. Specifi 
cally, this figure illustrates in four operational stages 3205 
3220 how user data associated with a map application is kept 
private when the mobile operates in the secondary access 
mode. The first stage 3205 illustrates a mobile device oper 
ating in the secondary access mode. In this example, the 
device 500 displays only the icons of the applications that are 
available in this mode and removes the icons of the applica 
tions that are not available in the secondary mode. As shown 
by the icon 3230, the map application is one of the accessible 
applications. To launch the map application, the user per 
forms a touch gesture (e.g., by tapping the user's finger) on 
the icon 3230. 
0233. The second stage 3210 illustrates that the map appli 
cation has opened a map 3240. The map application includes 
a search bar 3245 with an affordance 3250 (e.g., a bookmark 
button). The affordance can be selected to display any saved 
bookmarks. Here, the user selects this affordance. The selec 
tion results in the map application presenting the bookmarks 
page 3255, as illustrated in the third stage 3215. As book 
marks data is kept private in the secondary access mode, the 
bookmarks page 3255 does not list any bookmarks that have 
been saved in the primary mode. 
0234 Along the bottom of the bookmarks page is a bar 
3260 with affordances 3265 and 3270 (e.g., a Bookmarks tab 
and a Recents tab) to Switch between displaying bookmarks 
and recent searches (e.g., locations, places). In the third stage 
3215, the user selects the affordance 3270 to direct the appli 
cation to show the Recents page. The fourth stage 3220 illus 
trates that the selection results in the display of the Recents 
page 3280. As history data is kept private in the secondary 
access mode, the Recents page 3280 does not list any recent 
searches performed in the primary access mode. 
0235. In several of the previous examples, when the device 

is operating in the secondary access mode, the user cannot 
access data that would normally be accessible in the primary 
access mode. In addition to securing data, or instead of it, the 
secondary access mode of some embodiments places restric 
tions on one or more services (e.g., operating system ser 
vices). In some embodiments, the device restricts access to a 
particular service when a corresponding application is set as 
being private in the secondary access mode. That is, when 
there is a one-to-one mapping between an application and a 
service, and that application is set to be private in the second 
ary access mode, the device of some embodiments sets that 
service to be disabled in the secondary access mode as well. 
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For example, if a photo application is set to be disabled in the 
secondary access mode, all other applications that have 
access to the photos in the primary access mode will be denied 
access to those photos in the secondary access mode. Other 
examples of Such mappings include a contacts application to 
a contacts service, a calendar application to a calendar Ser 
vice, a reminders application to a reminders service, etc. In 
Some embodiments, when an application that has access to a 
service is running in memory and a secondary access mode 
session has been started, the device force quit the application 
and restarts it so that it does not have access to that service. 
0236 FIG. 33 illustrates an example of disabling a con 

tacts service when a corresponding contacts application is 
disabled in the secondary access mode. Specifically, this fig 
ure illustrates in three operational stages 3305-3315 how a 
phone application is denied access to the contacts services as 
a result of the contacts application being treated as a private 
application in the secondary access mode. 
0237. The first stage 3305 illustrates the device operating 
in the secondary access mode. In this secondary access mode, 
the email application and the contacts application are inac 
cessible. Specifically, the icons 3320 and 3325 of the contacts 
application and the email application have been made func 
tionless, and those same icons have been made to appear 
different from the icons of applications that are accessible in 
the secondary access mode. As shown by the icon 3330, the 
phone application remains accessible in the secondary access 
mode. In the first stage 3305, the user performs a touch 
gesture (e.g., by tapping the user's finger) on the icon 3330. 
0238. As illustrated in the second stage 3310, the selection 
of the icon 3330 in the previous stage causes the phone 
application to be opened. Here, the keypad page is shown on 
the display screen of the device. The keypad page 3335 is 
overlaid by a bottom bar 3340 that includes several affor 
dances to Switch between different pages (e.g., favorites, 
recent, contact, keypad, Voicemail). To display the contacts 
page, the user selects the affordance 3345 (the contacts tab). 
0239. The third stage 3315 illustrates the device showing 
the contacts page 3350 of the phone application on its display 
screen. Specifically, it illustrates that the contacts page does 
not include any contacts. This is because the contacts appli 
cation has been previously disabled for the secondary access 
mode. Accordingly, the phone application cannot access the 
contact service through which it receives contact data (e.g., 
the list of contacts). In some embodiments, the services may 
still be available but may return a null set (e.g., a list with no 
contacts). In the example described above, an empty contacts 
page is shown when the user selects the affordance 3345 (e.g., 
the contacts tab). In some embodiments, instead of showing 
an empty contacts page, the selection of the affordance 3345 
causes a message to be displayed. The message may indicate 
that the user does not have access to contacts in the secondary 
access mode. In this manner, the device does not appear 
broken, or the phone application does not appear as if it 
cannot access the contacts data. 
0240 FIG. 34 illustrates another example of the contacts 
service that has been disabled in the secondary access mode 
along with the contacts applications. However, in this 
example, the application is not a first-party application but a 
third-party application that uses the contacts service. Three 
operational stages 3405-3415 of the mobile device are shown 
in this figure. 
0241 The first stage 3405 illustrates the device operating 
in the secondary access mode. Similar to the previous 
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example, the email application and the contacts application 
are inaccessible. As shown by the icon 3420, the social net 
work application remains accessible in the secondary access 
mode. In the first stage 3405, the user performs a touch 
gesture (e.g., by tapping the user's finger) on the icon 3420. 
0242. As illustrated in the second stage 3410, the selection 
of the icon 3420 results in the social network application 
being opened. The application has been opened to its menu. 
The menu includes an affordance 3425 that can be selected to 
find people that are in the user's contact directory. In particu 
lar, this feature accesses the contacts service to retrieve the 
contacts associated with the user and determines whether 
those contacts have been registered with the social network. 
The application then displays a page that includes a list of all 
the people in the contacts directory that have been registered 
with the social network. 

0243 In the second stage 3410, the user selects the affor 
dance 3425. The selection causes a pop-up window 3430 to be 
displayed, as illustrated in the third stage 3415. The pop-up 
window includes a message that indicates that the contacts 
services have been disabled. In this example, the third stage 
3415 shows that the window also includes an affordance to 
exit the secondary access mode and an affordance to close the 
window and return to the page. 
0244. In several of the example described above, when 
operating in the secondary access mode, the device of some 
embodiments restricts access to data and/or services associ 
ated with different applications. FIG. 35 conceptually illus 
trates a software architecture of a data access framework3500 
of some embodiments. In some embodiments, the data access 
framework 3500 is a service for controlling access to data by 
applications operating on a mobile device with multiple 
access modes. Different embodiments of the data access 
framework 3500 are implemented differently. For instance, in 
some embodiments, the data access framework 3500 is 
implemented as a stand-alone service. The data access frame 
work3500 of some embodiments is a service that is integrated 
into another application while the data access framework 
3500 of other embodiments might be implemented as a ser 
Vice within an operating system (e.g., iOSR), provided by 
Apple Inc.). 
0245. Furthermore, in some embodiments, the data access 
framework 3500 is provided as part of a server-based solu 
tion. In some Such embodiments, the data access framework 
3500 is provided via a thin client. That is, the data access 
framework 3500 runs on a server while a user interacts with 
the data access framework 3500 via a separate machine 
remote from the server. In other such embodiments, the data 
access framework 3500 is provided as a thick client. That is, 
the data access framework 3500 is distributed from the server 
to the client machine and runs on the client machine. 

0246. As shown, the data access framework 3500 includes 
an application identifier 3505, a data access manager 3510. 
and a data class identifier 3515. The data access framework 
3500 also includes data class access list storage 3525 and 
application data storage 3530. In some embodiments, the data 
class access list storage 3525 stores different data class access 
lists for different access modes (e.g., a primary access mode, 
a secondary access mode, etc.) of the mobile device. Each 
data access list specifies different data classes that are acces 
sible by different applications for the corresponding access 
mode. Different embodiments specify data classes any num 
ber of different ways. For instance, some embodiments 
specify data classes based on applications (e.g., an address 
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book data class, a photo data class, a calendar data class, etc.), 
based on types of data for a particular application (e.g., a 
bookmark data class for a web browsing application, a phone 
number data class for an address book application, a search 
history data class (e.g., recent searches) for a web browsing or 
mapping application, etc.), and/or based on any other type of 
criteria for defining data classes, etc. 
0247. In some embodiments, some applications operable 
on the mobile device are each associated with a correspond 
ing service. For instance, a contacts application is associated 
with an address book service, a calendar application is asso 
ciated with a calendar event service, a photo application is 
associated with a media asset service, etc. In some embodi 
ments, when one such application is kept private for a sec 
ondary access mode of the mobile device, the mobile device 
also prevents any application from accessing the service asso 
ciated with the application by ensuring that the data class 
access list for the secondary access mode does not contain any 
entries or records that specify data classes associated with the 
application or the service associated with the application. For 
instance, when a contacts application is kept private for the 
secondary access mode, the mobile device prevents any appli 
cation from accessing the address book service associated 
with the contacts application by ensuring that the data class 
access list for the secondary access mode does not contain any 
entries or records that specify an address book data class. 
0248. The application data storage 3530 stores the data of 
different applications that are operable on the mobile device. 
In some embodiments, the storages 3525 and 3530 are imple 
mented in one physical storage while, in other embodiments, 
the storages 3525 and 3530 are implemented on separate 
physical storages. Still, in Some embodiments, some or all of 
the storages 3525 and 3530 are implemented across several 
physical storages. 
0249. The data access manager 3510 is responsible for 
controlling access to the application data stored in Storage 
3530 by Applications 1-N. In some embodiments, the data 
access manager 3510 receives requests (e.g., via application 
programming interface (API) calls) from any one of the 
Applications 1-N for access to application data in storage 
3530. When the data access manager 3510 receives such a 
request, the data access manager 3510 utilizes the application 
identifier 3505 and data class identifier 3515 to identify (1) 
the requesting application and (2) the data class of the 
requested data. The data access manager 3510 then accesses 
the storage 3525 to retrieve the data class access list that 
corresponds to the access mode in which the mobile device is 
operating. 
0250 Based on the data class access list, the identified 
application, and the identified data class, the data access 
manager 3510 determines whether to allow the requesting 
application access to the requested data. As described above, 
each data access list specifies different data classes that are 
accessible by different applications for a corresponding 
access mode. As such, the data class manager 3510 identifies 
any entries and/or records in the data class access list that 
specify the identified application. If an entry exists that speci 
fies the identified data class of the requested data, the data 
access manager 3510 retrieves the data and returns the data to 
the requesting application. Otherwise, the data access man 
ager 3510 returns an empty or null data to the requesting 
application. In some embodiments, the data access manager 
has full access permissions (e.g., create, read, write, and 
delete permissions) to the data access lists stored in the Stor 
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age 3525 only when the mobile device is operating in the 
primary access mode. When the mobile device is operating in 
a non-primary access mode (e.g., a secondary access mode), 
the data access manager 3510 has only read access to the data 
access lists stored in the storage 3525. That is, while in the 
non-primary access mode, the data access manager 3510 is 
prevented from creating, modifying, and/or deleting data 
access lists stored in the storage 3525. 
(0251. The application identifier 3505 handles the identifi 
cation of an application (e.g., application 1, application 2, 
application3, application N, etc.) making a request for access 
to application data. In some embodiments, the application 
identifier 3505 receives such a request from the data access 
manager 3510 (which the data access manager 3510 received 
from one of the applications 1-N). When the application 
identifier 3505 receives the request, the application identifier 
3505 determines the application making the request and 
returns this information to the data access manager 3510. In 
some embodiments, the application identifier 3505 deter 
mines the identity of the requesting application based on 
information (e.g., metadata) sent along with the request that 
uniquely identifies the application. 
0252. The data class identifier 3515 identifies the data 
class of data that is requested for access. In some embodi 
ments, the data class identifier 3515 receives a request for data 
from the data access manager 3510 (which the data access 
manager 3510 received from one of the applications 1-N). 
When the data class identifier 3515 receives the request, the 
data class identifier 3515 determines the data class of the 
requested data and returns this information to the data access 
manager 3510. The data class identifier 3515 of some 
embodiments determines the data class of the requested data 
based on information (e.g., metadata) sent along with the 
request that specifies the data class of the requested data. 
0253) While many of the features in this example have 
been described as being performed by one module (e.g., the 
data access manager 3510), one of ordinary skill in the art 
would recognize that the functions might be split up into 
multiple modules. Similarly, the functions described as being 
performed by multiple different modules in this example 
might be performed by a single module in Some embodiments 
(e.g., the application identifier 3505 might be part of the data 
access manager 3510). 
0254. When operating in the secondary access mode, the 
mobile device of some embodiments allows a user to access 
filtered versions of data associated with applications operable 
on the mobile device. For instance, in some embodiments, a 
notification feature of the mobile device provides a summary 
of alerts (also referred to as notification messages) from dif 
ferent application operating on the mobile device. A user of 
the mobile device may designate the applications of which 
alerts are displayed in the notification feature and the manner 
in which the alerts appear in the notification feature, in some 
embodiments. While the mobile device is operating in the 
secondary access mode, the mobile device presents a modi 
fied version of alerts in order to prevent sensitive and/or 
private information from being displayed to users of the 
mobile device. 
0255 FIG. 36 conceptually illustrates an example of dif 
ferent appearances of notification messages provided in dif 
ferent access modes according to some embodiments of the 
invention. Specifically, FIG. 36 illustrates a lock-screen page 
3615 of the mobile device 100 at two stages 3605 and 3610 
that show different appearances of notification messages for 
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different access modes. In some embodiments, the lock 
screen page 3615 is presented when the mobile device 100 is 
in a locked state. The mobile device 100 continues to receive 
and display notification messages in the lock-screen page 
3615 until the mobile device 100 is unlocked, at which point 
the notification messages in the lock-screen page 3615 are 
cleared. 
0256 The first stage 3605 illustrates the lock-screen page 
3615 of the mobile device 100 that is presented while the 
mobile device 100 is in a primary access mode. As shown, the 
lock-screen page 3615 presents several notification mes 
sages. In particular, the lock-screen page 3615 shows a noti 
fication message indicating a missed phone call was received 
from Mary Jones at telephone number (123) 456-7890, a 
notification message indicating a text message was received 
from John Jones and a portion of the content of the text 
message, and a notification message indicating an email was 
received from Jim Jones and a portion of the content of the 
email. 

0257 The second stage 3610 illustrates the lock-screen 
page 3615 of the mobile device 100 that is presented while the 
mobile device 100 is in a secondary access mode. At the 
second stage 3610, the lock-screen page 3615 presents a 
condensed version of the notification messages illustrated in 
the first stage 3605 in order to suppress sensitive and/or 
private information in the notification messages. As shown in 
the second stage 3610, the lock-screen page 3615 shows a 
Summary of a total number of current notification messages, 
a notification message indicating a missed phone call was 
received, a notification message indicating a text message 
was received, and a notification message indicating an email 
was received. 
0258 FIG. 37 conceptually illustrates another example of 
different appearances of notification messages provided in 
different access modes according to some embodiments of 
the invention. In particular, FIG. 37 illustrates a notification 
page 3715 of the mobile device 100 at two stages 3705 and 
3710 that show different appearances of notification mes 
sages for different access modes. In some embodiments, the 
notification page 3715 is presented when the mobile device 
100 receives a defined gesture (e.g., a Swipe in a downwards 
direction) at a defined location (e.g., at or near the center of 
the top portion) of the display screen of the mobile device 
100. The mobile device 100 continues to display each of the 
notification messages in the notification page 3715 (when the 
notification page 3715 is invoked) until a user manually clears 
the notification message, opens the application associated 
with the notification message, and/or a defined amount of 
time has passed since the notification message was received. 
0259. The first stage 3705 illustrates the notification page 
3715 of the mobile device 100 that is presented while the 
mobile device 100 is in a primary access mode. As shown, the 
notification page 3715 presents several notification messages. 
In particular, the notification page 3715 shows a notification 
message indicating a missed phone call was received from 
Mary Jones at telephone number (123) 456-7890, a notifica 
tion message indicating a text message was received from 
John Jones and a portion of the content of the text message, 
and a notification message indicating an email was received 
from Jim and a portion of the content of the email. 
0260 The second stage 3710 illustrates the notification 
page 3715 of the mobile device 100 that is presented while the 
mobile device 100 is in a secondary access mode. At the 
second stage 3710, the notification page 3715 presents a 
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modified version of the notification messages illustrated in 
the first stage 3705 in order to suppress sensitive and/or 
private information in the notification messages. As illus 
trated in the second stage 3710, the notification page 3715 
shows a Summary of a total number of notification messages, 
a notification message indicating a missed phone call was 
received, a notification message indicating a text message 
was received, and a notification message indicating an email 
was received. 
0261 FIG.38 conceptually illustrates a software architec 
ture of a shared mode user interface (UI) manager 3800 of 
Some embodiments. In some embodiments, the shared mode 
UI manager 3800 of some embodiments runs on a mobile 
device that is operable in multiple access modes, including 
the secondary access mode described in this application. Spe 
cifically, the shared mode UI manager 3800 manages the 
arrangements and layouts of the UIs for different access 
modes. 
0262 The shared mode UI manager 3800 of different 
embodiments is implemented differently. For instance, in 
some embodiments, the shared mode UI manager 3800 is 
implemented as a stand-alone application. The shared mode 
UI manager 3800 of some embodiments is integrated into 
another application while the shared mode UI manager 3800 
of other embodiments might be implemented within an oper 
ating system (e.g., iOSR), provided by Apple Inc.). 
0263. In some embodiments, the shared mode UI manager 
3800 is provided as part of a server-based solution. In some 
such embodiments, the shared mode UI manager 3800 is 
provided via a thin client. That is, the shared mode UI man 
ager 3800 runs on a server while a user interacts with the 
shared mode UI manager 3800 via a separate machine remote 
from the server. In other such embodiments, the shared mode 
UI manager 3800 is provided as a thick client. That is, the 
shared mode UI manager 3800 is distributed from the server 
to the client machine and runs on the client machine. 
0264. As shown in FIG. 38, the shared mode UI manager 
3800 includes a user interface (UI) module 3805, an access 
mode manager 3810, a notification manager 3815, a primary 
mode layout generator 3820, and a secondary mode layout 
generator 3825. The shared mode UI manager 3800 also 
includes layout data storage 3830 and notification data stor 
age 3835. 
0265. The layout data storage 3830 stores information 
(rules, templates, etc.) defining different layouts for different 
access modes, background images for different access 
modes, icons to display in different access modes, different 
appearances of icons for different access modes, etc. The 
notification data storage 3835 stores notification messages for 
display in a notification feature of the mobile device. In some 
embodiments, the storages 3830 and 3835 are implemented in 
one physical storage while, in other embodiments, the Stor 
ages 3830 and 3835 are implemented on separate physical 
storages. Still, in some embodiments, some or all of the 
storages 3830 and 3835 are implemented across several 
physical storages. 
0266 The UI module 3805 manages the display of the UI 
and outputs this display information to the display Screen of 
the mobile device. In some embodiments, the UI module 
3805 receives (1) layout information (e.g., the arrangement of 
icons, the appearance of the icons, the appearance of a back 
ground, etc.) from the access mode manager 3810 for the 
home screen page(s) and for various tasks (e.g., video con 
ferencing, making and receiving telephone calls, etc.) per 
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formed on the mobile device, (2) notification information 
(e.g., notification messages to display, the content of the 
notification messages, the appearance of the notification mes 
sages, etc.) from the notification manager 3815 for display in 
a notification feature of the mobile device, etc., in order to 
display the UI. 
0267. The access mode manager 3810 manages the differ 
ent layouts to display based on the access mode in which the 
mobile device is operating. For instance, when the mobile 
device is operating in a primary access mode, the access mode 
manager 3810 directs the primary mode layout generator 
3820 to generate a layout and then provides the layout to the 
UI module 3805 for display on the display screen of the 
mobile device. When the mobile device is operating in a 
secondary access mode (or other non-primary access modes), 
the access mode manager 3810 directs the secondary mode 
layout generator 3825 to generate a layout and then passes the 
layout to the UI module 3805 for display on the display screen 
of the mobile device. 

0268. The notification manager 3815 is responsible for 
managing notification messages for display in a notification 
feature of the mobile device. In some embodiments, the noti 
fication manager 3815 interfaces with the access mode man 
ager 3810 to receive information from the access mode man 
ager 3810 that indicates the access mode in which the mobile 
device is operating. The notification manager 3815 provides 
the UI module 3805 different formats of the notification mes 
sages based on the access mode in which the mobile device is 
operating. For instance, in some embodiments, the notifica 
tion manager 3815 formats the notification messages accord 
ing to the manner specified by the user of the mobile device 
when the mobile device is operating in the primary access 
mode and provides the notifications to the UI module 3805 for 
display in the notification feature. 
0269. When the mobile device is operating in the second 
ary access mode (or other non-primary access modes), the 
notification manager 3815 formats the notification messages 
according to a defined shared mode format (irrespective of the 
manner specified by the user of the mobile device). For 
instance, in some embodiments, the notification manager 
3815 removes information of the content (e.g., the content of 
emails, text messages, social media messages, etc.) to which 
the notification messages relate and includes only informa 
tion about the applications with which the notification mes 
sages are associated and the number of notification messages 
associated with each of the applications. In other words, the 
notification manager 3815 in Some Such embodiments gen 
erates a filtered version of the notification messages with 
sensitive and/or private information redacted so that Such 
information is not presented to users when the mobile device 
is operating in the secondary access mode. Examples of Such 
filtered notification messages are above by reference to FIGS. 
36 and 37. In some embodiments, when the mobile device is 
operating in the secondary access mode (or other non-pri 
mary access modes), the notification manager 3815 Sup 
presses the display of the notification messages in the notifi 
cation feature by sending the UI module 3805 an empty or 
null set of data and/or information indicating that notification 
messages are being Suppressed. 
0270. The primary mode layout generator 3820 of some 
embodiments generates layouts for the primary access mode 
of the mobile device. In some embodiments, the primary 
mode layout generator 3820 accesses the layout data storage 
3830 for information and data to specify the arrangement of 
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icons, the appearance of the icons, the background image, etc. 
for the primary access mode layout. 
0271 In some embodiments, the secondary mode layout 
generator 3825 generates layouts for the secondary access 
mode (or other non-primary access modes) of the mobile 
device. The secondary mode layout generator 3825 of some 
embodiments accesses the layout data storage 3830 for infor 
mation and data to specify the icons in the layout, the arrange 
ment of icons, the appearance of the icons, the background 
image, visual/textual indications that the mobile device is in 
the secondary access mode, etc. for the secondary access 
mode layout. 
0272. The secondary mode layout generator 3825 of some 
embodiments generates layouts for various tasks performed 
on the mobile device. For the layout of some tasks, the sec 
ondary mode layout generator 3825 filters information that 
would otherwise be displayed in the primary access mode. 
For instance, when the secondary mode layout generator 
3825 generates layouts for receiving a telephone or video 
conference call while the mobile device is in the secondary 
access mode, the secondary mode layout generator 3825 Sup 
presses the telephone number and/or contact information 
(e.g., name of contact, location of contact, etc.) of the party 
from which the mobile device is receiving the call. 
0273 While many of the features in this example have 
been described as being performed by one module (e.g., the 
notification manager 3815), one of ordinary skill in the art 
would recognize that the functions might be split up into 
multiple modules. Similarly, the functions described as being 
performed by multiple different modules in this example 
might be performed by a single module in Some embodiments 
(e.g., the primary mode layout generator 3820 might be part 
of the secondary mode layout generator 3825). 
0274. In several of the examples described above, the 
mobile device performs a filtering operation to present data in 
the secondary access mode. In some embodiments, the 
mobile device allows a user to access data associated with an 
application but does not allow the user to modify that data. For 
example, when transitioning to the secondary access mode, 
the device of some embodiments changes the attribute of the 
data to be read-only data. This read-only data cannot be 
deleted or modified during the secondary access mode ses 
sion. Several examples of such read-only data will now be 
described by reference to FIGS. 39 and 40. 
(0275 FIG. 39 illustrates an example of how some embodi 
ments set images to be read-only during the secondary access 
mode. Three operational stages 3905-3915 of a mobile device 
500 are shown in this figure. The first stage 3905 illustrates 
the device operating in the secondary access mode. As shown 
by the icon 3920, the photos application remains accessible in 
the secondary access mode. In the first stage 3905, the user 
performs a touch gesture (e.g., by tapping the user's finger) on 
the icon 3920. 

0276. As illustrated in the second stage 3910, the selection 
of the icon 3920 results in the photos application being 
opened. Specifically, the application has been opened to an 
album page 3925. The album page displays thumbnail repre 
sentation of stored images. Unlike the bookmarks and history 
data of certain applications, the images are accessible in the 
secondary access mode. Here, the thumbnail images are 
arranged in a grid-like format. For example, the page 3925 
shows four thumbnail images on the first grid row and three 
addition thumbnail images on the second grid row. The user 
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can select any one of these thumbnail representations to show 
a higher resolution version of that stored image. 
0277. In the second stage 3910, the user performs a touch 
gesture (e.g., by tapping the user's finger) on the thumbnail 
image 3930. As shown in the third stage 3915, the gesture 
causes the photo application to present a higher resolution 
version of that image on the page 3935. The page 3935 is 
overlaid by a bar 3940 that includes several affordances, 
including an affordance 3945 to delete the image 3955. 
(0278. In the third stage 3915, the user selects the affor 
dance 3945 (e.g., the delete button) to delete the image 3955. 
However, the selection does not result in the image being 
deleted. This is because the image has been specified to be 
read-only in the secondary access mode. In the example of 
FIG. 39, the affordance (e.g., the delete button) has been 
grayed out to indicate that the delete operation cannot be 
performed on the image. Similarly, an affordance 3950 (e.g., 
the edit button) has also been grayed out to provide a visual 
indication that the image cannot be edited or modified during 
the secondary access mode session. 
0279 FIG. 40 illustrates another example of how some 
embodiments set other types of data to be read-only during 
the secondary access mode. Specifically, this figure illustrates 
in three operational stages 4005-4015 how data associated 
with a music application is specified to be read-only data. The 
first stage 4005 illustrates the device operating in the second 
ary access mode. As shown by the icon 4020, the music 
application remains accessible in the secondary access mode. 
In the first stage 4005, the user performs a touch gesture (e.g., 
by tapping the user's finger) on the icon 4020. 
0280. As illustrated in the second stage 4010, the selection 
of the icon 4020 results in the music application being 
opened. Specifically, the application has been opened to a 
playlist menu page 4025. The menu page displays a list of 
different playlists. The user can select any one of the playlists 
to show a listing of audio tracks or audio files associated with 
the selected playlist. 
0281. In the second stage 4010, the user selects the playlist 
4030 from the playlist menu 4025. As shown in the third stage 
4015, the selection of the playlist causes the music applica 
tion to navigate to a playlist page 4035. This page lists the 
different audio tracks associated with the playlist. Any one of 
the tracks can be selected to play the associated audio file. 
When playback ends for that file, the music player may play 
Some other audio tracks, such as the next audio track. 
0282. As shown, the page 4035 is overlaid by a bar 4040 
that includes several affordances, including an affordance 
4055 to edit the playlist (e.g., change the order of the tracks), 
an affordance 4045 to clear the playlist, and an affordance 
4050 to delete the playlist. In the third stage 4015, the user 
selects the affordance 4045 to clear the playlist. However, the 
selection does not result in the playlist being cleared. This is 
because the playlist data has been specified to be read-only 
during the secondary access mode session. In the example of 
FIG. 40, the affordance 4045 has been grayed out to indicate 
that the clear operation cannot be performed on the playlist. 
Similarly, the other two affordances 4050 and 4055 (e.g., 
delete button, edit button) on the bar 4040 have been grayed 
out to provide a visual indication that the playlist cannot be 
edited or deleted during the secondary access mode session. 
0283. In some embodiments, the device prevents modifi 
cation to other data associated with an application. For 
example, the music application may keep track of a play count 
for each audio track during the primary access code session. 
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The play count is incremented each time that track reaches its 
end in playback. The primary access user can also use the play 
count to devise a listening strategy, such as creating a favor 
ites playlist based on the number of play counts. During the 
secondary access mode session, the device of some embodi 
ments prevents updates to the play count. In other words, if a 
track is played in full, the play count of that track will remain 
the same and will not affect the listening strategy of the 
primary access mode's user. As another example, a video 
application may keep track of the position of the playback for 
a video during a primary access mode session. In some 
embodiments, similar to the play count data, the position data 
cannot be updated during the secondary access mode session. 
0284. In several of the examples described above, the 
device of some embodiments denies access or allows read 
only access to data associated with an application. The device 
of some embodiments requires the user to Supply password 
for an application (e.g., an email application) in order to have 
that application open to the right data file (the right e-mail 
account). This feature in some embodiments can be used in 
conjunction with or in place of the secondary access mode 
feature. 

0285 FIG. 41 provides an illustrative example of an appli 
cation that requires a user to input account information (e.g., 
user authentication data) in order to have that application 
open to the right account data. Four operational stages 4105 
4120 of the mobile device 500 are shown in this figure. In this 
example, the application is an email application. However, 
the application can be any application that can be associated 
with different accounts. 

(0286. The first stage 4105 illustrates the device 500 oper 
ating in the primary access mode. The user selects the email 
application icon 4145. As shown in the second stage 4110, the 
selection results in the email application displaying a pop-up 
window. The pop-up window 4125 displays different email 
accounts. Here, the user selects an account 4130 from the 
pop-up window. 
(0287. The third stage 4115 shows that the selection of the 
account results in the display of a password window 4140. 
This window includes a field 4135 to input a password for the 
chosen account. The selection also results in the display of a 
keyboard (e.g., the virtual keyboard). As shown, the user uses 
the keyboard to input the account password. The fourth stage 
4120 illustrates the email application interface after inputting 
the correct account password. Specifically, this stage illus 
trates that the email application has been loaded and opened 
to the chosen email account. 

0288. During a secondary access mode session, the device 
of some embodiments prevents the user from modifying one 
or more of its settings. In other words, during a secondary 
access mode session, the settings menu will not be accessible 
or the settings menu will contain a limited number of modi 
fiable settings. This allows the owner of the device to control 
one or more device services that are available in the secondary 
access mode. For example, the owner can specify a particular 
setting in the primary access mode. Thereafter, when the 
device is directed to operate in the secondary access mode, the 
setting carries over from the primary access mode to the 
secondary access mode. This feature is particularly useful for 
parents that let their children borrow their devices as it pre 
vents the children from accessing particular devices Ser 
vices, such as internet service, phone service, etc. FIG. 42 
illustrates an example of a user specifying a setting in the 
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primary access mode that carries over to the secondary access 
mode. Eight stages 4205-4240 of the mobile device are shown 
in this figure. 
0289. The first stage 4205 illustrates the device 500 oper 
ating in the primary access mode. The user selects the settings 
icon 4245 to open the settings menu. The second stage 4210 
illustrates an example settings menu 4250 of the device 500. 
The settings menu 4250 includes several different menu 
items, including an affordance 4255 (e.g., a Switch) to turn on 
or off airplane mode. The airplane mode can be turned on or 
off to suspend or activate some or all of the device's signal 
transmission capabilities. Turning the airplane mode on, for 
instance, causes the device incapable of placing and receiving 
phone calls, exchanging text messages, browsing the Internet, 
etc. 

0290 The second stage 4210 illustrates that the airplane is 
on its default settings, which is off. At this position, the 
device's transmission capability is not disabled. To turn on 
the airplane mode, the user selects the affordance 4255 (e.g., 
the Switch) to set it on position, as illustrated in the third stage 
4215. This in turn causes the airplane mode to be activated. As 
shown in the third stage 4215, the device also displays a visual 
indication that the airplane mode has been activated. Specifi 
cally, an icon (e.g., an airplane icon) 4260 is now shown on 
the status bar 4265 of the device. 
0291. The fourth stage 4220 illustrates that the device 500 

is back in a standby mode and the device's screen is off. The 
mobile device of some embodiments transitions to standby 
mode when a user pushes physical button 4282. The fourth 
stage 4220 also illustrates that the user is pressing the physical 
button 4270 to transition the device back to active mode and 
to turn the device's screen back on. 
0292. In the fifth stage 4225, the device's screen is turned 
back on and the lock-screen page 530 is displayed in response 
to the user pressing the home button 4270 in the previous 
stage. In this stage, the user performs a touch gesture to 
unlock the device to the secondary access mode. Specifically, 
the user places the user's finger on the affordance 4275 (e.g., 
a soft button) for entering the secondary access mode, and 
swipes or slides the user's finger vertically up on the device's 
touch-sensitive screen. The touch gesture in turn causes the 
lock screen page 530 to slide up with the affordance 4275. 
0293. The sixth stage 4230 illustrates the device operating 
in the secondary access mode. As shown, the settings menu is 
inaccessible in the secondary access mode therefore the icon 
of the settings menu is hidden from the user. Instead of remov 
ing the icon, the device of Some embodiments changes the 
appearance of this settings icon and makes it a non-selectable 
item in the secondary access mode. The sixth stage 4230 also 
illustrates that the user is selecting Game application by a tap 
gesture on the application icon 4280. 
0294. In the seventh stage 4235, in response to the user 
tapping on the application icon 4280, a game application 
screen 4285 is opened. The game application has different 
menu items one of which is being selected by the user through 
a tap gesture on the menu item 4290. Selecting this menu item 
will activate a multiplayer game, which requires access to the 
Internet services. 
0295 The eighth stage 4240 illustrate how the airplane 
mode setting has been carried over from the primary access 
mode to the secondary access mode and how it affects the 
services rendered by the device. In this stage, even though the 
user has selected multiplayer game, which requires access to 
the Internet, the selection does not result in gaining access to 
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the Internet. Instead, a message box 4295 pops up which 
indicates the airplane mode is turned on and that there is no 
connection to the Internet. 
0296. In the example described above, the airplane mode 
setting is carried over from the primary access mode to the 
secondary access mode. One of ordinary skill in the art would 
realize that this setting is an example setting and that other 
settings may be carried over from one mode to another mode. 
For example, the device's menu might include different 
options to turn on or off the Internet (e.g., Wi-Fi options, 3G 
or 4G wireless internet options). The settings menu might 
include an option to prevent other people from making and/or 
receiving phone calls with the device. In some embodiments, 
the menu includes settings that enable Internet access for all 
applications, a group of applications (e.g., educational appli 
cations, games), etc. Similar to the airplane mode setting, the 
device of Some embodiments carries these settings from the 
primary access mode to the secondary access mode. 
0297 Having described several example device behav 
iors, several different manners of specifying applications for 
the secondary access mode will now be described below by 
reference to FIGS. 43-65. Specifically, FIG. 43-57 illustrate 
tools that allow user to manually specify several applications 
for the secondary access mode. These figures are followed by 
FIGS. 58-65 that illustrate how some embodiments employ 
heuristics to intelligently determine whether each application 
that is installed on the computing device should be accessible 
in the secondary access mode or should be kept private. 
0298 As mentioned above, in some embodiments, a lim 
ited number of applications can be accessed in the secondary 
access mode of the device. The number of applications acces 
sible in the secondary access mode is (1) pre-defined and 
static in some embodiments, (2) pre-defined but user-cus 
tomizable in other embodiments, and (3) purely user-speci 
fied in still other embodiments. The secondary access mode is 
always enabled in some embodiments, while in other embodi 
ments it is a mode that can be enabled or disabled by a user of 
the primary access mode. Different embodiments provide 
different mechanisms for a user to enable secondary access 
mode, and/or to specify applications and/or data that are 
available during the secondary access mode. FIG. 43 illus 
trates one manner of enabling the secondary access mode and 
applications that are accessible in this mode. This example is 
similar to the example described above by reference to FIG.2. 
However, the example of the present figure shows a shared 
menu that can be used to define a whitelist of shared applica 
tions. In some embodiments, the device maintains an access 
list that lists different private applications. 
0299. The first stage 4305 illustrates the device 500 oper 
ating in its primary access mode and displaying a page that 
contains three application icons and an overlaid dock 4370 
with four application icons. This stage also shows the user's 
touch selection of an icon 4375 to launch the settings menu of 
the device's operating system. 
0300. The second stage 4310 illustrates an example set 
tings menu 4352 of the device 500. The settings menu 4352 
includes several different menu items. For example, the menu 
4352 includes a control 4354 for turning on or off airplane 
mode, a wireless network selectable item 4356 for navigating 
to a Sub-menu for setting a wireless network connection (e.g., 
Wi-Fi network connection), a notifications selectable item 
4358 for navigating to a Sub-menu for specifying various 
notification policies, and a share item 4360 for navigating to 
a Sub-menu for defining a whitelist of applications that are 
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accessible in the secondary access mode. The second stage 
4310 shows the users touch selection of the share option 
4360. 

0301 The third stage 4315 shows that this selection causes 
the device to display the secondary access Sub-menu 4362. 
which in this example includes various controls related to the 
secondary access mode. One of these controls is an ON/OFF 
switch 4364 that can turn the secondary access mode feature 
on or off. When the device transitions to the third stage 4315 
from the second stage 4310, the switch 4364 is off. While this 
switch is off, the device cannot be operated in the secondary 
access mode. When this Switch is turned on, the secondary 
access mode feature is available. A user, however, still has to 
direct the device to operate in the secondary access mode, 
e.g., by selecting an affordance on the lock screen or the 
passcode page. 
0302) The third stage 4315 shows the user turning on the 
secondary access mode feature. In this example, the turning 
on of the secondary access mode feature makes the enabling 
switches for the applications selectable. The fourth and fifth 
stages 4320 and 4325 then illustrate the user toggling on the 
switch 4366 for a game and toggling on the switch 4368 for a 
phone application. The sixth stage 4330 then shows the result 
ing list of applications that are enabled and disabled for the 
secondary access mode. In this example, the sixth stage 
shows the Social network and the email applications as being 
disabled (i.e., restricted) from the secondary access mode, 
while the game and the phone application are enabled for this 
mode. 

0303 FIG. 44 illustrates another example of specifying 
applications that are available during the secondary access 
mode. Specifically, this figure illustrates in five operational 
stages 4405-4425 how a device's user can choose different 
application from an edit menu that mirrors each home screen 
page of the device's operating system. This edit may be 
provided in conjunction with any of the other different inter 
faces described herein, or may be provided instead of those 
interfaces. 

0304) The first stage 4405 illustrates the device 500 oper 
ating in its primary access mode and displaying a page that 
contains three application icons and an overlaid dock 3090 
with four application icons. This stage also shows the user's 
touch selection of an icon 4450 to launch the settings menu of 
the device's operating system. 
0305 The second stage 4410 illustrates an example set 
tings menu 4452 of the device 500. The settings menu 4452 
includes several different menu items. In this example, the 
menu items include a configure privacy item 4425 for navi 
gating to a Sub-menu for specifying whether applications are 
accessible or not accessible in the secondary access mode. 
The second stage 4410 shows the user's touch selection of the 
privacy option 4425. 
0306 The third stage 4415 shows that this selection causes 
the device to display the edit mode sub-menu, which in this 
example mirrors the device's home screen page. Specifically, 
the edit mode Sub menu shows the home screen page with the 
different icons. The icons of the applications that are acces 
sible in the secondary access mode appear different from the 
icons of the applications that are not accessible in the second 
ary access mode. In the example of the third stage 4415, the 
edit mode shows that the Social network application, the 
phone application, the email application, and the game appli 
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cation are not accessible in the secondary access mode, while 
the web browser and the music application are accessible in 
that mode. 
(0307. The third and fourth stages 4415 and 4420 then 
illustrate the user selecting the icons 4440 and 4445 from the 
edit mode page to specify that the game and the phone appli 
cation are accessible in the secondary access mode. The fifth 
stage 4425 then shows the resulting applications that are 
enabled and disabled for the secondary access mode. In this 
example, the fifth stage shows the Social network and the 
email applications as being disabled (i.e., restricted) in the 
secondary access mode, while the game, phone, web, and 
music applications are enabled for this mode. To save the 
access mode setting, the user then selects the affordance 4455 
(e.g., the save button). 
0308. In some embodiments, the device's operating sys 
tem provides controls for enabling groups of applications 
(e.g., game applications, communication applications, Social 
media applications, etc.) in the secondary access mode. The 
device's operating system in these or other embodiments 
further provides controls for enabling access to different 
pieces of content data (e.g., to different pictures, contacts, 
etc.) during the secondary access mode. 
0309 FIG. 45 provides an illustrative example of enabling 
in the secondary access mode several applications at once 
based on their classification. In this example, the different 
types of applications have been previously categorized into 
different categories or genres. Two operational stages 4505 
and 4510 of the mobile device are shown in this figure. 
0310. The first stage 4505 shows the device displaying the 
secondary access sub-menu 4515, which is similar to the one 
described above by reference to FIG. 43. In this example, the 
Sub-menu includes several affordances (e.g., Switches). Each 
of these affordances can be selected to specify whether a 
group of applications, which are categorized under a same 
category, are accessible or not accessible in the secondary 
access mode. To simplify the discussion, only two affor 
dances for two different genres are shown in FIG. 45. Spe 
cifically, the menu includes a first affordance 4520 for speci 
fying whether games are accessible in the secondary access 
mode, and a second affordance 4525 for specifying whether 
photo and video applications are accessible in that same 
mode. 
0311. The first stage 4505 illustrates the user selecting the 
affordance 4520 to switch each game application from being 
inaccessible to being accessible in the secondary access 
mode. As shown in the second stage 4510, the selection of the 
affordance causes the affordances 4530 and 4535 associated 
with the game applications Game 1 and Game 2, to be set to 
the “On position. This provides a visual indication to the user 
that these game applications will now be accessible in the 
secondary access mode. 
0312 One of ordinary skill in the art would realize that the 
categories listed in FIG. 45 are just example categories and 
that different embodiments might provide different catego 
ries. Examples of Such categories include books, education, 
entertainment, finance, food & drink, games, health and fit 
ness, news, and music. In some embodiments, the share menu 
might provide affordances for different Sub-categories. Such 
as action games, role-playing games, sports games, etc. In 
addition, the share menu of some embodiments provides one 
affordance for multiple different categories. For example, the 
menu might include one affordance that encompasses both 
the music category and the entertainment category. 
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0313. In some embodiments, the categories are based on 
how the applications are categorized in a content distribution 
system (e.g., categorized for an online app store). For 
example, a developer of an application might Submit the 
application to the content distribution system and specify that 
the application belong in a particular category. The content 
distribution system may then associate the category to the 
application as application metadata. The content distribution 
system may also verify the categorization and re-categorize 
the application if the categorization is incorrect. In some 
embodiments, the device's operating system has access to 
this application metadata to make the application accessible 
or not accessible based on user input. 
0314. In addition to category metadata, or instead of it, the 
device's operating system of Some embodiments provides 
controls to uniformly select a group of applications based on 
different metadata. An example of Such metadata includes 
application rating, application content, etc. FIG. 46 provides 
an illustrative example of a slider affordance 4620 that is 
associated with different application ratings to uniformly 
adjust the access mode settings for multiple different appli 
cations. Three operational stages 4605-4615 of the mobile 
device of some embodiments are shown in this figure. In this 
example, each application is associated with a particular rat 
ing based on the application's content. In some embodiments, 
this particular rating determines the age group for which the 
application is appropriate. 
0315. The first stage 4605 shows the device displaying the 
secondary access sub-menu 4670, which is similar to the one 
described above by reference to FIG. 43. In this example, the 
sub-menu includes a slider affordance to set different appli 
cations accessible based on an age group. In this example, the 
slider affordance is shown with different age groups (e.g., 
children, teen, and adults). However, the affordance may be 
labeled differently (e.g., with numbers that identifies different 
ages). 
0316. In the first stage 4605, the slider affordance is set to 
children. Accordingly, the application that is associated with 
a 4+ age rating is set to be accessible in the secondary access 
mode. In the second stage 4610, the slider affordance is set to 
teen. This in turn causes the application and the game that are 
associated with the age 12+ rating to be set as being accessible 
in the secondary access mode. Lastly, in the third stage 4615. 
the slider affordance is set to adult, which in turn causes the 
application and the games that are associated with a 17-- 
rating to be set as being accessible in the secondary access 
mode. That is, in this stage 4615, all applications are set to be 
accessible in the secondary access mode. 
0317. The previous example illustrated using content rat 
ings to uniformly specify whether groups of different appli 
cations are accessible or not accessible in the secondary 
access mode. One of ordinary skill in the art will realized that 
the different age groups described in the above example are 
set forth as examples and the numbers for differentage groups 
can be set differently in different embodiments. 
0318 FIG. 47 provides yet another example of using 
application metadata to uniformly adjust the access mode 
settings for groups of different applications. This example is 
similar to the previous example. However, instead of the 
content rating, the menu includes a slider affordance that is 
associated with different content descriptions. 
0319. In the first stage 4705, the slider affordance is set to 
children. Accordingly, the application with the content 
description that is associated with no objectionable material 
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is set to be accessible in the secondary access mode. In the 
second stage 4710, the slider affordance is set to teen. This in 
turn causes the application associated with the cartoon vio 
lence description and the game associated with the strong 
language description to be set as being accessible in the 
secondary access mode. Lastly, in the third stage, the slider 
affordance is set to adult, which in turn causes the games that 
are associated with the descriptions realistic violence and 
drug use to be set as being accessible in the secondary access 
mode. 
0320 In the previous two examples, the different slider 
affordances are designed based on age (e.g., age group). For 
instance, each different position along the slider affordance 
represents a particular age group, Such as age 1 to 4, 13 to 18, 
etc. In some embodiments, the share menu provides an affor 
dance that can uniformly set access settings for different 
applications based on a different criterion. One example of 
Such a criterion is a relationship criterion or different groups 
of people. For example, a set of different applications may 
uniformly be set as being accessible if the person using the 
device in the secondary access mode is an acquaintance, a 
friend, or a family member. 
0321 FIG. 48 provides an illustrative example of provid 
ing an affordance that is associated with different groups of 
people. Three operational stages 4805-4815 of the mobile 
device are shown in this figure. In these examples, each appli 
cation may be associated with data (e.g., metadata) that indi 
cates whether the application should be accessible to one 
group of people or another. An example of such data includes 
data that identifies whether the application is associated with 
a password, whether the application accesses a particular 
device or operating system service (e.g., voice over IP ser 
vice), and/or whether the application uses encryption to store 
data. 

0322. In the first stage 4805, the slider affordance 4820 is 
set to acquaintance. Accordingly, the music application is set 
to be accessible in the secondary access mode. Here, the 
music application may be set to being accessible because it is 
an application that is least likely to be abused by an acquain 
tance. For example, if the phone application has been set to be 
accessible for an acquaintance, then the acquaintance might 
make different phone calls without the owner's permission. 
0323. In the second stage 4810, the slider affordance 4820 

is set to friends. This in turn causes the web browser and the 
phone application to become accessible in the secondary 
access mode. Finally, in the third stage 4815, the slider affor 
dance is set to family, which in turn causes the photo appli 
cation to be set as being accessible in the secondary access 
mode. 
0324. In several of the examples described above, a single 
affordance is used to set the access mode settings for different 
groups of applications. FIG. 49 provides an illustrative 
example of multiple affordances that can be used to granu 
larly set access level for different applications based on mul 
tiple different factors. Three operational stages 4905-4915 of 
the mobile device are shown in this figure. In this example, 
each application may be associated with one or more pieces of 
data (e.g., metadata) that corresponds to a setting of an affor 
dance (e.g., the slider affordance 4920 or 4925). 
0325 In the first stage 4905, the slider affordances 4920 
and 4925 are set as acquaintance and children, respectively. 
Accordingly, the game is the only application that is set to be 
accessible in the secondary access mode. In the second stage 
4910, the slider affordances 4920 and 4925 are set as friend 
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and children. However, the access settings of the different 
applications have not changed. This is because none of the 
other applications that are set as private is appropriate for 
children based on the data associated with those applications. 
Finally, in the third stage 4915, the slider affordances 4920 
and 4925 are set to friends and teen, which in turn causes the 
music application and the phone application to be accessible 
in the secondary access mode. 
0326 In some embodiments, the device allows a user to 
select one or more applications during a primary access mode 
session and then, based on the selection, immediately places 
the device in the secondary access mode. This feature is 
particularly useful because it allows the user to quickly select 
a few applications to share and immediately place the device 
in secondary access mode (e.g., without having to lock the 
device). Several such examples will now be described below 
by reference to FIGS. 50-55. 
0327. For some embodiments of the invention, FIG. 50 
provides an illustrative example of making an application 
accessible in a secondary access mode on a mobile device 
5000. Three operational stages 5070-5080 of the mobile 
device 5000 are illustrated in this figure. Specifically, the 
three stages show selecting an application and activating the 
secondary access mode in order to share only the selected 
application. Here, the mobile device 5000 is a smartphone. 
However, the mobile device can be any device (e.g., a tablet, 
a desktop computer, a laptop, a Smart television, a digital 
media receiver) capable of executing different applications. 
0328. As shown in FIG. 50, the mobile device 5000 is 
displaying a home screen 5007 of its operating system 
(“OS”). Two icons 5001 and 5002 are shown on the screen 
5007. These icons correspond to a game and a social network 
application, respectively. The screen 5007 is also displaying 
an overlaid dock 5008. Several other icons 5003-5006 are 
arranged along the dock. Specifically, the icons include (1) an 
icon 5003 for a phone application to make phone calls, (2) an 
icon 5004 for an email application to view and write emails, 
(3) an icon 5005 for a web browser to browse the Internet, and 
(4) an icon 5006 for a music player to play music. To simplify 
the description, only six icons 5001-5006 are shown in the 
figure. However, there may be many more representations of 
other programs (e.g., applications, folders, etc.) that execute 
on the mobile device 5000. 

0329. In addition to the icons, the mobile device 5000 
includes several other selectable items. Namely, it includes a 
home button 5009 and a power button5025. The home button 
5009 can be used for several different purposes. For instance, 
when an application is open, a single selection of the home 
button causes the OS's home screen (also referred to as a 
desktop in some devices) to be displayed. The home button 
5009 can also be used to quickly switch between different 
applications (e.g., through a double tap operation) and to open 
up a Voice recognizing personal assistant application (e.g., 
through a tap and hold operation). Different from the home 
button, the power button 5025 can be used to lock the device 
and/or place it in a standby mode. If the power button 5025 is 
pressed for a set period of time, a user interface item (e.g., a 
slider) for turning off the device 5000 is shown on the screen, 
in some embodiments. In the example of FIG.50, the home 
button 5009 and the power button 5025 are physical buttons. 
However, in some other embodiments, they are provided as 
selectable user-interface items or soft buttons. 

0330 Having described the elements of FIG. 50, the 
operations of making an application accessible in secondary 
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access mode will be described by reference to the three opera 
tional stages 5070-5080 that are shown in the figure. These 
operational stages 5070-5080 will be described in conjunc 
tion with FIG. 51, which conceptually illustrates a process 
5100 that some embodiments employ to make one or more 
applications accessible in the secondary access mode. In 
some embodiments, the process 5100 is performed by the 
privacy tools that are associated with the device's OS. 
0331. The process 5100 of FIG.51 begins when it receives 
(at 5105) a touch gesture to enter the secondary access mode. 
The process 5100 then receives (at 5110) a selection of one or 
more icons of applications to be available in secondary access 
mode. Referring back to the first stage 5070 of FIG.50, the 
mobile device 5000 is displaying the game icon 5001, the 
social network icon 5002, the phone icon 5003, the email icon 
5004, the web browser icon 5005, and the music player icon 
SOO6. 

0332 The device's user can select any one of these icons 
to launch its corresponding application. To make the game 
accessible in secondary access mode, the user places and 
holds the user's finger (e.g., left thumb) on the game icon 
5001. One of ordinary skill in the art would realize that the 
selection made with a particular finger (e.g., the left thumb, 
index finger, etc.) in this and other examples that are 
described above and below are just example selections and 
that the same selection can be made using any other fingers or 
Some other selection tools (e.g., Stylus, cursor controller, 
remote control). 
0333. The second stage 5075 illustrates completion of the 
touch gesture to enter the secondary access mode. In particu 
lar, the user taps, or taps and holds the home button 5009 with 
the user's right thumb while holding or maintaining selection 
of the icon 5001 with the left thumb. As illustrated in the third 
stage 5080, the touch gesture causes the device to immedi 
ately enter the secondary access mode. 
0334) The third stage 5080 illustrates the mobile device 
5000 after it has been placed into the secondary access mode. 
The user has let go of the game icon5001 and the home button 
5009. In the secondary access mode, only the game is exposed 
and every other application has been made inaccessible. Any 
user can open the game application by selecting the game icon 
5001 now in the secondary access mode. However, the 
remaining applications have been made private or inacces 
sible. For instance, a person can select the Social network icon 
5002 but its selection will not cause the social network appli 
cation to open. Similarly, the person cannot launch the web 
browser by selecting the web browser icon 5005 from the 
dock 5008. 
0335). Returning to FIG. 51, the process 5100 creates (at 
5115) a private list for unselected applications that need to be 
protected. This may entail identifying a list of applications 
that are installed on the mobile device 5000 and defining a 
redacted list that lists applications that should be protected. In 
Some embodiments, the private list is automatically defined 
based on one or more applications that the device's user 
selects when activating the secondary access mode. For 
instance, the user might identify several applications to share 
by selecting their representations (e.g., application icons). 
The process 5100 then defines a private list that includes a 
group of other applications (e.g., all other remaining applica 
tions that are accessible on the device). 
0336. In some embodiments, the private list is defined 
according to the user input. That is, the user of the device can 
choose (e.g., from a list of applications) which applications to 
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keep private. For example, the privacy tools of some embodi 
ments provide a privacy settings menu that lists different 
applications to manually choose any number of different 
applications to keep private. Examples of manually defining a 
private list using such a privacy settings menu was described 
above in details by reference to FIG. 2. Instead of or in 
conjunction with the user input, the private list may be a 
pre-defined list that includes several different applications 
that are likely to contain private information. As an example, 
the privacy tools of some embodiments may always retain an 
email application, the settings menu, or some other applica 
tion in that private list. 
0337. After creating the privatelist, the process 5100 hides 
or changes (at 5120) the appearance of icons of the applica 
tions in that private list. The process 5100 then ends. In the 
example illustrated in the third stage 5080 of FIG. 50, the 
icons 5002-5006 of the private applications are not hidden. 
Instead, the icons 5002-5006 are displayed differently from 
the icon 5001 of the shared game application. The icons 
5002-5006 are grayed out while the icon 5001 remains the 
same. The grayed out icons provide a visual indication to a 
person that the corresponding applications are inaccessible. 
0338. In the example described above, the user activates a 
secondary access mode through a touch gesture. The second 
ary access mode allows access to the shared game but pre 
vents access to several other applications. In some embodi 
ments, the privacy tools provide a list of applications based on 
a different touch gesture (e.g., double tapping on the select 
able item while holding the application icon). The user can 
then use the list of applications to choose one application or 
multiple different applications to share. In some embodi 
ments, the user can manually create a private list that lists 
different applications that should be protected, and then turn 
on the secondary access mode at any time to prevent access to 
the applications listed in that private list. 
0339. Also, in the example described above, the device on 
which the operating system executes has a touch screen 
through which a user can interact in order to make one or more 
applications accessible in secondary access mode. However, 
one of ordinary skill in the art will realize that cursor control 
lers or some other input mechanisms can be used to make 
these applications accessible in secondary access mode on 
devices (e.g., desktop computer, laptop) with cursors and 
cursor controllers or other input mechanisms (e.g., remote 
control, motion sensor). 
0340. As mentioned above, the privacy tools of some 
embodiments allow a user of a mobile device to select one or 
more applications and then place the device in a secondary 
access mode. Several more examples of sharing applications 
will now be described by reference to FIGS. 52-55. In par 
ticular, FIGS. 52 and 53 show examples of selecting one or 
more applications to share using a list of applications. FIGS. 
54 and 55 show examples of selecting applications to share 
using an affordance such as a selectable item that is displayed 
at least partially over each application representation. 
0341 FIG. 52 provides an illustrative example of sharing 
multiple different applications. Specifically, it illustrates in 
six operational stages 5270-5295 how a user can use the 
mobile device 5200 to display a list of applications and then 
choose one or more applications to share. In some embodi 
ments, the list of applications is shown when the user per 
forms a touch gesture, such as double tapping a selectable 
item (e.g., the home button 5009) while pressing any appli 
cation icon. In some embodiments, this feature of selecting 
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multiple different applications to be shared is provided in 
conjunction with the feature of selecting a single application 
to share that is described above by reference to FIG.50. In this 
manner, the device's user has the option of quickly selecting 
a single application to share or quickly selecting multiple 
different applications to share. 
(0342. The first stage 5270 illustrates the mobile device 
5000 displaying the device's home screen page 5207. The 
mobile device is the same as the one described above by 
reference to FIG. 50. The screen 5007 includes the Social 
network icon 5002 and game icon 5001. The screen is also 
overlaid by the dock 5008. Several other icons 5003-5006 are 
arranged along the dock. Specifically, the icons include the 
phone icon 5003, the email icon 5004, the web browser icon 
5005, and the music player icon 5006. 
0343 As shown in the first stage 5270, the device's user 
places and holds the user's finger (e.g., left thumb) on the 
social network icon 5002. The second stage 5275 illustrates 
selection of a selectable item to display the list of applica 
tions. In particular, the user double taps on the home button 
5009 with the user's right thumb while holding the icon 5002 
with the left thumb. 

(0344) The third stage 5280 illustrates the mobile device 
5000 after inputting the touch gesture. The touch gesture 
causes the device to display the list of applications 5255. 
Specifically, the selection of the icon 5002 and the home 
button 5009 causes the screen 5007 to slide up towards the top 
of the screen. A representation of the list of applications 5255 
then slides up into view along the bottom of the screen. In the 
example illustrated in FIG. 52, the list 5255 presents each 
application with its application name and icon. The different 
applications are also presented side-to-side. The user can 
perform a touch gesture (e.g., Swipe the user's finger across 
the bottom of the screen along the area showing the list 5255) 
to scroll through different applications. The user can also 
select one or more of applications to share by tapping the 
user's finger on the application icons. 
(0345. The third and fourth stages 5280 and 5285 illustrate 
selections of several applications from the list of applications 
5255. In the third stage 5280, the user taps the user's finger 
(e.g., right index finger) on the game icon 5240 to share the 
game application. To provide a visual indication of the selec 
tion, the game icon 5240 is highlighted in the list. As shown in 
the fourth stage 5285, the user then taps the same finger on the 
phone icon 5245 to share the phone application. This causes 
the phone icon 5245 to be highlighted in the list. At any time, 
the user can deselect the game or the phone applications by 
tapping the user's finger on the corresponding icon (5240 or 
5245). 
(0346. The fifth stage 5290 illustrates the mobile device 
5000 after the user has selected the applications that the user 
would like to share. The icons 5240 and 5245 of the Selected 
applications are highlighted in the list of applications 5255. 
To place the device in the secondary access mode, the user 
then taps the home button 5009 with the user's finger (e.g., 
right thumb). 
(0347 The sixth stage 5295 illustrates the mobile device 
5000 in the secondary access mode. Here, the game and the 
phone applications are accessible, while the Social network 
application, the email application, the web browser, and the 
music player are inaccessible. The OS provides a visual indi 
cation that the private applications are inaccessible by gray 
ing out the corresponding icons 5002, 5004,5005, and 5006. 
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Instead of changing the icons appearance, the privacy tools 
of Some embodiments hide these icons. 

0348. In the example described above, the list of applica 
tions 5255 is shown along the bottom of the device's screen. 
One of ordinary skill in the art would understand that this is 
just an example representation that can be presented in any 
number of different ways. For instance, the list can be shown 
anywhere on the screen or even in its own window. The list 
can also be presented with or without the application icons. 
The list may also include different affordances (e.g., user 
interface items such as check boxes, buttons, Switches) to 
select different applications. 
0349. In the example described above, the privacy tools 
provide a list of applications. The user then chooses several 
applications to share using that list. FIG. 53 conceptually 
illustrates a process 5300 that some embodiments use to 
display the list, receive selection of applications to share from 
the list, and place the mobile device in secondary access mode 
after receiving the selection. In some embodiments, the pro 
cess 5300 is performed by the privacy tools that are associated 
with the device's OS. The process5300 starts when it receives 
(at 5305) selection of an application. The process 5300 then 
receives (at 5310) selection of a selectable item to display the 
list of applications. In the example described above by refer 
ence to FIG. 52, the user first taps and holds any application 
icon. The user then taps the home button while holding the 
application icon. This causes the device's OS to generate a 
display of the list of applications. 
0350. As shown in FIG. 53, the process 5300 receives (at 
5315) selection of one or more applications from the list of 
applications. The process 5300 then places (at 5320) the 
mobile device in a secondary access mode. In this mode, the 
selected applications remain accessible while several other 
applications are made inaccessible (e.g., the remaining unse 
lected applications in that list of applications). In the example 
described above by reference to FIG.52, the secondary access 
mode is started immediately after closing the list of applica 
tions. 

0351. Some embodiments perform variations of the pro 
cess 5300. The specific operations of the process 5300 may 
not be performed in the exact order shown and described. The 
specific operations may not be performed in one continuous 
series of operations, and different specific operations may be 
performed in different embodiments. Furthermore, the pro 
cess 5300 could be implemented using several sub-processes, 
or as part of a larger macro process. 
0352 Also, in the example described above, the device on 
which the operating system executes has a touch screen 
through which a user can interact with to share one or more 
applications. However, one of ordinary skill in the art will 
realize that cursor controllers or some other input mecha 
nisms can be used share applications on devices (e.g., desktop 
computer, laptop) with cursors and cursor controllers or other 
input mechanisms (e.g., remote control, motion sensor). In 
other words, while the example of FIG. 52 shows touch input 
through a touch-sensitive screen, the same or similar sharing 
functionality can be extended beyond a mobile device with 
the touch-sensitive screen. For example, instead of receiving 
selection of an application icon, the process 5300 might sim 
ply receive selection (e.g., a cursor click) of an item (e.g., a 
share button) to display the list of applications. The user can 
then select applications from that list and close the list to 
activate the secondary access mode. 
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0353. In the previous example, the device's user selects 
multiple applications to share using a list of applications. The 
privacy tools of some embodiments provide affordances that 
can be used to choose one or more applications. FIG. 54 
provides an illustrative example of selecting multiple appli 
cations using Such affordances. In this example, the affor 
dances (e.g., context menu items) are shown through a touch 
gesture (e.g., when a device's user taps and holds any appli 
cation icon for a set period). Five operational stages 5470 
5490 of the mobile device 5000 are illustrated in this figure. 
The mobile device 5000 is the same as the one described 
above by reference to FIG.50. 
0354) The first stage 5470 illustrates the mobile device 
5000 displaying the home screen 5007. The screen 5007 
includes the social network icon 5002 and game icon 5001. 
The screen is also overlaid by the dock 5008. Several other 
icons 5003-5006 are arranged along the dock. Specifically, 
the icons include the phone icon 5003, the email icon 5004, 
the web browser icon 5005, and the music player icon 5006. 
0355. As illustrated in the first stage 5470, the user taps 
and holds the user's finger (e.g., left index finger) on the Social 
network icon 5002. The second stage 5475 shows the device 
5000 after the user has held the icon 5002 for a set period of 
time. The touch gesture causes one or more affordances (e.g., 
selectable items) to appear near or at least partially over each 
application icon. For instance, the game icon 5001 is dis 
played with a delete affordance 5435 (e.g., delete button) for 
deleting the game application and a share affordance 5430 
(e.g., share button) for sharing the game application. In the 
example of FIG. 54, the phone icon 5003, the email icon 
5004, the web browser icon 5005, and the music player icon 
5006 are each shown with only the share affordance 5430 and 
not the delete affordance 5435. This is because these appli 
cations are pre-installed applications that come with the 
device's OS. That is, they are not applications installed by an 
end-user of the mobile device. 

0356. The second and third stages 5475 and 5480 illustrate 
selections of several applications to share. In the second stage 
5475, the user taps the user's finger (e.g., right index finger) 
on the share affordance 5430 that is associated with game 
icon 5001. To provide a visual indication of the selection, the 
game icon 5001 is shown as being highlighted on the screen. 
As shown in the third stage 5480, the user then taps the same 
finger on the share affordance 5440 that is associated with 
phone icon 5003. This causes the phone icon 5003 to be 
highlighted. At any time, the user can deselect the game or the 
phone application by tapping the user's finger on the corre 
sponding share affordances 5430 once again. 
0357 The fourth stage 5485 illustrates the mobile device 
5000 after the user has selected the applications that the user 
would like to share. The icons 5001 and 5003 of the Selected 
applications are highlighted. To place the device in the sec 
ondary access mode, the user then taps the home button 5009 
with the user's finger (e.g., right thumb). 
0358. The fifth stage 5490 illustrates the mobile device 
5000 in the secondary access mode. Here, the game and the 
phone applications are accessible, while the Social network 
application, the email application, the web browser, and the 
music player are inaccessible. The OS provides a visual indi 
cation that the private applications are inaccessible by grey 
ing out the corresponding icons 5002, 5004,5005, and 5006. 
Instead of changing the icons' appearance, the privacy tools 
of some embodiments hide these icons. 
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0359. In the example described above, the affordances 
(e.g., context menu items) are shown when a device's user 
presses any application icon for a set period of time. One of 
ordinary skill in the art would realize that such selectable 
items might be shown using other gestures or other means. 
For example, a context menu item for an application may be 
displayed with a single selection (e.g., right cursor click in a 
cursor-based system) of the application's icon. The share 
affordance (e.g., share buttons) may be shown through a 
toolbar button, through a menu bar item, and/or through a 
shortcut key or hotkey. 
0360. In some embodiments, this method of selecting 
multiple different applications to share using different affor 
dances is provided in conjunction with the feature of selecting 
a single application to share that is describe above by refer 
ences to FIG. 50. That is, the privacy tools of some embodi 
ments combine these two features to provide the device's user 
with an option to quickly activate the secondary access mode 
by selecting one application or multiple different applica 
tions. In conjunction with the single application selection 
feature or instead of it, the privacy tools of some embodi 
ments provide different options for the user to choose mul 
tiple different applications. This provides the user with a 
choice in selecting multiple different applications. 
0361. The preceding example described how the privacy 
tools of some embodiments provide affordances that can be 
used to choose applications to share. FIG. 55 conceptually 
illustrates a process 5500 that some embodiments employ to 
display such affordances (e.g., context menu items), receive 
selection of different applications using the affordances, and 
place a device in secondary access mode after receiving the 
selection. In some embodiments, the process 5500 is per 
formed by the privacy tools that are associated with the 
device’s OS. 
0362. The process 5500 begins when it receives (at 5505) 
selection of a selectable item to display the share affordance. 
The process 5500 then displays (at 5510) the share affordance 
or share tool. In the example described above by reference to 
FIG. 54, the share affordance is a context menu item that is 
shown at least partially over each application icon. The con 
text menu item appears over each application icon when the 
user taps and holds any application icon for a set period of 
time. 

0363 As shown in FIG.55, the process 5500 receives (at 
5515) selection of one or more applications to share using the 
secondary access tool. The process 5500 then places (at 5520) 
the mobile device in the share mode. In this mode, the 
selected applications remain accessible while several other 
applications are made inaccessible (e.g., the remaining unse 
lected applications in that list of applications). In the example 
described above by reference to FIG. 54, the secondary access 
mode is started immediately after the device's user selects a 
selectable item (e.g., the home button). 
0364 Some embodiments perform variations of the pro 
cess 5500. The specific operations of the processes 5500 may 
not be performed in the exact order shown and described. The 
specific operations may not be performed in one continuous 
series of operations, and different specific operations may be 
performed in different embodiments. Furthermore, the pro 
cess 5500 could be implemented using several sub-processes, 
or as part of a larger macro process. 
0365. In the preceding examples and embodiments, vari 
ous methods that a user can select to make an application or a 
set of applications accessible in secondary access mode were 
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described. Alternatively, the privacy tools of some embodi 
ments make applications available only in secondary access 
mode by moving the application icons to a particular folder 
(e.g., “Shared folder) on the screen and only make those 
applications available via the particular folder. 
0366 FIG. 56 provides, in some embodiments, an illus 
trative example of making applications available in a second 
ary access mode of a mobile device by placing the applica 
tions icons in a particular folder (e.g., “Shared’ folder) while 
the device is in its primary access mode. Mobile device 5600 
in FIG.56 includes, in its home screen page, a Social Network 
application 5645, a Game application 5630, a Shared folder 
5640, and four other applications in the dock 5680. Shared 
folder 5640 includes game application icons 5620 and 5625. 
0367 Three operational stages 5605-5615 of the mobile 
device 5600 are illustrated in this figure. The first stage 5605 
presents the device 5600 while it is operating in its primary 
access mode. The first stage illustrates that a user has selected 
application icon 5630 and made it moveable. In order to make 
an application icon moveable in Some embodiments, a user 
places and holds the user's finger on the application icon for 
a set period of time. Here, in the first stage 5605, the user has 
placed and held the user's finger, in the home screen page, on 
the application icon 5630 for a set period of time. 
0368. The second stage 5610 illustrates that the applica 
tion icon 5630 has become moveable by indicating a delete 
sign on the top left corner of the icon. This second stage also 
illustrates that the user is dragging the application icon 5630 
into the Shared folder 5640 in order to make the application 
accessible in the device's secondary access mode. 
0369. The third stage 5615 shows the mobile device 5600 
operating in its secondary access mode. As shown in this 
stage, the selection and placement of the application icon 
5630 in the Shared folder 5640 has made this application 
along with the other two applications 5620 and 5625 acces 
sible in the device's secondary mode. 
0370. As described above, the mobile device of some 
embodiments allows a user of the mobile device to specify the 
applications that the user wants to share and the applications 
that the user wants to keep private when the mobile device is 
operating in a secondary access mode. Users often install 
many applications on a mobile device and, thus, the users are 
overwhelmed with iterating through each application and 
deciding whether to share or keep private the application for 
the secondary access mode. In some embodiments, the 
mobile device automatically determines the applications to 
share and the applications to keep private in the secondary 
access mode by analyzing the applications, information 
related to the applications, and/or a setting of a parameter 
specified by the user. 
0371. In some embodiments, the secondary access mode 

is only accessible after the main user (e.g., the owner of the 
device) has been authenticated. Thereafter, the secondary 
access mode can be accessed until the mode becomes inac 
cessible. The secondary access mode of some embodiments 
becomes inaccessible based on any one or more of the fol 
lowing: the device is explicitly turned off, the device is re 
authenticated, the device is locked, and the device is locked 
and a timeout has passed. 
0372 FIG. 57 conceptually illustrates an example of per 
forming authentication on a mobile device 5700 to gain 
access to the secondary access mode. Six operational stages 
5705-5730 of the mobile device5700 are shown in this figure. 
The first stage 5705 illustrates a user of the device inputting a 
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passcode to authenticate the user. Specially, the device 5700 
has been locked and is displaying a passcode page 5760. The 
user might have made a touch input on a lock screen page (not 
shown) to display this page 5760. To authenticate the user, the 
user has inputted a passcode with the passcode page 5760. 
0373 The second stage 5710 shows the device 5700 after 
the user has been authenticated. The device 5700 is displaying 
a home screen page on the devices touch screen display. The 
home page screen includes a number of icons to open differ 
ent applications. The home screen page also includes an icon 
5735 to open a settings menu. In the second stage 5710, the 
user performs a tap gesture with the user's finger on the touch 
screen display over the icon 5735. The tap gesture causes the 
settings menu to be opened, as illustrated in the third stage 
5715. 

0374. The third stage 5715 shows the device 5700 display 
ing a main page 5740 of the settings menu. The page 5740 
includes a number of affordances to navigate to different 
pages (e.g., Sub-menus). In the example of the third stage 
5715, the user selects a share tab5745 to navigate a page 5755 
with several share mode options. The fourth stage 5720 shows 
the page 5755 with the shared mode options. Particularly, the 
page 5755 includes an affordance 5750 to turn on the second 
ary access mode. The page 5755 also includes several affor 
dances to choose different applications to share when the 
secondary access mode has been turned on. 
0375. In the fourth stage 5720, the user turns on the shared 
mode by tapping or Swiping the user's finger on or across the 
device's touch screen display over the affordance 5750. As 
shown in the fifth stage 5725, the touch gesture causes the 
device 5700 to display the passcode page 5760. The user then 
inputs the passcode to authenticate the user and turn on the 
second access mode feature. The sixth stage 5730 illustrates 
the device after the user has inputted the correct passcode. 
Specifically, the affordance 5750 on the menu page 5755 
shows that the secondary access mode has been turned on. 
The user can now select one or more of the other affordances 
to choose different application to share in the secondary 
access mode. 

0376. In the example described above, the user is authen 
ticated using a passcode. The device of some embodiments 
authenticates the user through any one or more of the follow 
ing: username and password, a touch code, a pattern code, 
Voice recognition, and fingerprint recognition. Also, in the 
example described above, the authentication occurs both 
when the user unlocks the device and when the user turns on 
the secondary access mode feature. In some embodiments, 
the authentication only occurs once (e.g., when the device is 
unlocked or when the secondary access mode feature is 
turned). Thereafter, the device can be used to access shared 
mode until the device is explicitly turned off, the device is 
re-authenticated, the device is locked, and/or the device is 
locked and a timeout (e.g., a passcode timeout) has passed. 
0377 FIG.58 conceptually illustrates an example of shar 
ing different applications based on different parameter set 
tings of a parameter according to some embodiments of the 
invention. Specifically, the example shown in FIG.58 is illus 
trated in terms of three stages 5805-5815 of the operating of 
the device 100. 

0378. The first stage 5805 is similar to the first stage 
described above by reference to FIG. 48 except the first stage 
58.05 shows a slider affordance for controlling a parameter 
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that is used to determine the applications to share and the 
applications to keep private when the device 100 is operating 
in a secondary access mode. 
0379. As shown, the first stage 5805 illustrates an example 
of sharing a set of applications based on aparameter setting of 
parameter A. For this example, setting 1 is used as a default 
setting for parameterA. In some embodiments, the device 100 
analyzes the applications and the applications metadata 
based on the default setting of parameter A in order to deter 
mine (1) the applications to share and (2) the applications to 
keep private for a secondary access mode of the device 100. 
Different embodiments use any number of different tech 
niques to determine the applications to share and the appli 
cations to keep private for the secondary access mode of the 
device 100. For example, some embodiments employ a heu 
ristic analysis technique to determine the applications to 
share and the applications to keep private. An example of Such 
a technique will be described below by reference to FIGS. 62 
and 63. As shown in the first stage 5805, the device 100 has 
determined to keep the music application, the photos appli 
cation, and the phone application private and to share the web 
application when parameter A is set at setting 1. 
0380. The second stage 5810 illustrates an example of 
sharing a different set of applications based on a different 
parameter setting of parameter A. In this example, the user 
has selected and moved the slider affordance (e.g., by touch 
ing and dragging the slider affordance) in order to modify the 
setting for parameter A. As shown at this stage 5810, the user 
has adjusted the setting for parameter A from setting 1 to 
Setting 2. 
0381. When the device 100 receives the modification of 
the setting for parameter A, the device 100 analyzes the appli 
cations and the applications metadatabased on the setting of 
parameter Ain order to determine (1) the applications to share 
and (2) the applications to keep private for a secondary access 
mode of the device 100. In some embodiments, the same or 
similar techniques described above by reference to the first 
stage 5805 are used to make such a determination. As illus 
trated in the second stage 5810, the device 100 has determined 
to keep the music application and the phone application pri 
vate and to share the web application and the photos applica 
tion when parameter A is set at setting 2. 
(0382. The third stage 5815 shows another example of 
sharing a different set of applications based on a different 
parameter setting of parameter A. For this example, the user 
has selected and moved the slider affordance (e.g., by touch 
ing and dragging the slider affordance) in order to modify the 
setting for parameter A. As illustrated at the third stage 5815, 
the user has adjusted the setting for parameter A from setting 
2 to setting 3. 
0383. When the device 100 receives the modification of 
the setting for parameter A, the device 100 analyzes the appli 
cations and the applications metadatabased on the setting of 
parameter Ain order to determine (1) the applications to share 
and (2) the applications to keep private for a secondary access 
mode of the device 100. In some embodiments, the same or 
similar techniques described above by reference to the first 
stage 5805 are used to make such a determination. As shown 
in the third stage 5815, the device 100 has determined to keep 
the web application private and to share the music applica 
tion, the photos application, and the phone application when 
parameter A is set at setting 3. 
0384 FIG. 58 illustrates a device of some embodiments 
that provides an adjustable parameter and that determines 
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applications to share or keep private based on the setting of 
the parameter. However, in some embodiments, the device 
does not provide any adjustable parameters. The device of 
Some such embodiments provides a Switch for each applica 
tion that allows the user to select between sharing the appli 
cation and keeping the application private for a secondary 
access mode of the device. In some Such embodiments, the 
device automatically determines a default selection for each 
application (i.e., whether to share the application or keep the 
application private) using the heuristic analysis technique 
described below by reference to FIGS. 62 and 63. 
0385 FIG. 59 conceptually illustrates an application dis 
tribution system 5900 of some embodiments. In some 
embodiments, the application distribution system 5900 pro 
vides a mechanism for distributing applications to devices. As 
shown, the application distribution system 5900 includes an 
application distribution server 5905 and several client devices 
5915-5930. In this example, the client devices 5915-5930 
communicate with the application distribution server 5905 
through a network 5910. In some embodiments, the network 
5910 is a local area network (LAN), a wide area network 
(WAN), an Intranet, a network of networks (e.g., the Internet), 
or any other type of network. 
0386 The application distribution server 5905 is respon 
sible for distributing applications to the client devices 5915 
5930. The application distribution server 5905 of some 
embodiments is a component that is integrated with other 
servers that provide other functions and/or services. For 
instance, the application distribution server 5905 is inte 
grated, in some embodiments, with an online digital media 
store (e.g., iTunes(R provided by Apple Inc.). In some 
embodiments, the application distribution server 5905 is 
implemented on a single computing device while, in other 
embodiments, the application distribution server 5905 is 
implemented across multiple computing devices (e.g., sev 
eral servers). 
0387. In some embodiments, the application distribution 
server 5905 hosts applications that are installable on the client 
devices 5950-5930. In some embodiments, the applications 
that the application distribution server 5905 hosts include first 
party applications, second party applications, third party 
applications, etc. The application distribution server 5905 in 
some embodiments provides a service that allows users of the 
client devices 5915-5930 to browse, search and download 
applications hosted on the application distribution server 
5905. 

0388. In addition, FIG. 59 conceptually illustrates differ 
ent client devices 5915-5930 downloading different applica 
tions from the application distribution server 5905 through 
the network 5910. As shown, the client device 5915 is down 
loading Application G, client device 5920 is downloading 
Application R, client device 5925 is downloading Applica 
tion A, and client device 5930 is downloading Application D. 
Although FIG.59 shows the client devices 5915-5930 down 
loading the respective Applications A, D, G, and R, one of 
ordinary skill in the art will recognize that the client devices 
5915-5930 may download the respective applications at the 
same, overlapping, or different times. 
0389. While FIG. 59 shows mobile devices and tablet 
computing devices as client devices in an application distri 
bution system, one of ordinary skill in the art will realize that 
the application distribution system is not limited to Such 
devices. For instance, in some embodiments, the application 
distribution system 5900 facilitates the distribution of appli 
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cations to any number of additional and/or different types of 
computing devices (e.g., desktop computers, notebook com 
puters, server computers, etc.). 
0390. In addition to applications that are downloaded to 
the mobile device through an application distribution system, 
the mobile device of some embodiments have applications 
that are pre-loaded on the mobile device as part of an initial 
configuration of the mobile device (e.g., installation of an 
operating system on the mobile device). In some embodi 
ments, the mobile device analyzes these applications and the 
applications metadata to generate additional metadata, 
which is used for determining the applications to share and 
the applications to keep private for a secondary access mode 
of the mobile device. 
0391 FIG. 60 conceptually illustrates a software architec 
ture of a shared mode configurator 6000 of some embodi 
ments. The shared mode configurator 6000 of some embodi 
ments runs on a mobile device that is operable in multiple 
access modes, including the secondary access mode 
described in this application. The shared mode configurator 
6000 of different embodiments is implemented differently. 
For instance, in some embodiments, the shared mode con 
figurator 6000 is implemented as a stand-alone application. 
The shared mode configurator 6000 of some embodiments is 
integrated into another application while the shared mode 
configurator 6000 of other embodiments might be imple 
mented within an operating system (e.g., iOSR), provided by 
Apple Inc.). 
0392. In some embodiments, the shared mode configura 
tor 6000 is provided as part of a server-based solution. In 
some such embodiments, the shared mode configurator 6000 
is provided via a thin client. That is, the shared mode con 
figurator 6000 runs on a server while a user interacts with the 
shared mode configurator 6000 via a separate machine 
remote from the server. In other such embodiments, the 
shared mode configurator 6000 is provided as a thick client. 
That is, the shared mode configurator 6000 is distributed from 
the server to the client machine and runs on the client 
machine. 
0393 As illustrated in FIG. 60, the shared mode configu 
rator 6000 includes an application distribution client 6005, an 
application manager 6010, an application ranking module 
6015, a metadata preprocessor 6020, and a dynamic metadata 
processor 6025. The shared mode configurator 6000 also 
includes applications storage 6030, application metadata 
storage 6035, and application rankings storage 6040. 
0394 The applications storage 6030 stores applications 
that are operable on the mobile device and may be shared or 
kept private for a secondary access mode of the mobile 
device. The application metadata storage 6035 stores meta 
data (e.g., genres to which applications are classified, age 
restrictions for the applications, rating, operating require 
ments, version information, file size of the application, 
reviews, entitlements that the applications utilizes, etc.) that 
describes the applications stored in the storage 6030. In some 
embodiments, the application’s metadata includes metadata 
specified by a developer of the application. The application 
rankings storage 6040 stores rankings for the applications 
that is used by the shared mode configurator 6000 in deter 
mining the applications to share and the applications to keep 
private for the secondary access mode of the mobile device. 
0395. In some embodiments, the storages 6030-6040 are 
implemented in one physical storage while, in other embodi 
ments, the storages 6030-6040 are implemented on separate 
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physical storages. Still, in Some embodiments, some or all of 
the storages 6030-6040 are implemented across several 
physical storages. 
0396 The application distribution client 6005 handles 
applications that the user of the mobile device downloads to 
and installs on the mobile device. In some embodiments, the 
application distribution client 6005 interfaces with an appli 
cation distribution server (e.g., the application distribution 
server described above and below by reference to FIGS. 59 
and 64) and receives the applications that the userspecifies to 
be downloaded to and installed on the mobile device. 
0397. The application manager 6010 is responsible for 
managing applications for the shared mode (e.g., a secondary 
access mode) of the mobile device. In some embodiments, the 
applications that the application manager 6010 manages 
include applications that are downloaded to and installed on 
the mobile device, which the application manager 6010 
receives from the application distribution client 6005, as well 
as applications that are pre-loaded on the mobile device as 
part of an initial configuration of the mobile device (e.g., 
installation of an operating system on the mobile device). 
0398. To manage applications for the shared mode of the 
mobile device, the application manager 6010 of some 
embodiments uses the metadata preprocessor 6020, the appli 
cation ranking module 6015, and the dynamic metadata pro 
cessor 6025 to facilitate in initial processing of application 
metadata, dynamic processing of application metadata, and 
ranking of applications. Such processing of the applications 
and the application metadata allow the shared mode configu 
rator 6000 to determine the applications to share and the 
applications to keep private for the shared mode of the mobile 
device. 
0399. The metadata preprocessor 6020 processes the 
applications metadata. In some embodiments, the metadata 
preprocessor 6020 is directed by the application manager 
6010 to perform an initial processing of the applications 
metadata when the application manager 6010 receives the 
applications (which the application manager 6010 receives 
from the application distribution client 6005). The initial 
preprocessing of some embodiments for a particular applica 
tion includes identifying metadata from the application meta 
data of the particular application, analyzing the metadata 
and/or the particular application itself to generate additional 
metadata for the particular application, and storing in the 
application metadata storage 6035 the identified metadata 
and any additional metadata generated for the application. In 
some embodiments, the metadata preprocessor 6020 ana 
lyzes a Subset of the particular application's metadata while, 
in other embodiments, the metadata preprocessor 6020 ana 
lyzes all of the particular application’s metadata, in order to 
generate additional metadata for the particular application. 
04.00 Different embodiments of the metadata preproces 
sor 6020 use any number of different techniques to generate 
additional metadata for applications that the shared mode 
configurator 6000 uses to determine which applications to 
share and which applications to keep private for the secondary 
access mode of the mobile device. For instance, in some 
embodiments, the metadata preprocessor 6020 generates 
additional metadata for an application by (1) analyzing the 
application to identify defined linked libraries (e.g., libraries 
associated with key chains, data encryption, or any other type 
of security features) that the application uses and (2) gener 
ating metadata for the application indicating that the applica 
tion uses such linked libraries. Another technique that the 

32 
Sep. 18, 2014 

metadata preprocessor 6020 of some embodiments uses to 
generate additional metadata involves (1) analyzing the appli 
cation to identify defined classes of data encryption and/or 
encryption levels that the application uses for managing data 
and (2) generating metadata for the application indicating that 
the application uses Such classes of data encryption and/or 
encryption levels. Additional and/or different techniques are 
used in some embodiments. 

04.01 The dynamic metadata processor 6025 handles the 
processing of application metadata for applications after the 
metadata preprocessor 6020 performs an initial processing of 
the applications metadata. In some embodiments, the appli 
cation manager 6010 directs the dynamic metadata processor 
6025 to processing applications metadata at defined interval 
(e.g., once every hour, day, week, month, etc.). Alternatively 
or in conjunction with processing application’s metadata at 
defined intervals, the application manager 6010 of some 
embodiments directs the dynamic metadata processor 6025 to 
processing applications metadata based on defined events 
and/or conditions. Examples of events and/or conditionals 
include when applications are updated, modifications or 
changes to certain metadata of applications, etc. 
0402. In some embodiments, the dynamic metadata pro 
cessor 6025 processes metadata of a particular application by 
analyzing the existing metadata of the particular application, 
generating additional metadata for the particular application 
based on the analysis, and storing with the existing metadata 
of the particular application in the application metadata stor 
age 6035 any additional metadata generated for the applica 
tion. 

0403. The dynamic metadata processor 6025 of different 
embodiments uses any number of different techniques to 
generate additional metadata for applications that the shared 
mode configurator 6000 uses to determine which applications 
to share and which applications to keep private for the sec 
ondary access mode of the mobile device. In some embodi 
ments, the dynamic metadata processor 6025 uses the tech 
niques described above by reference to the metadata 
preprocessor 6020 to generate additional metadata for an 
application. That is, the dynamic metadata processor 6025 of 
Some embodiments generates additional metadata for an 
application by (1) analyzing the application to identify 
defined linked libraries (e.g., libraries associated with key 
chains, data encryption, or any other type of security features) 
that the application uses and (2) generating metadata for the 
application indicating that the application uses such linked 
libraries and/or by (1) analyzing the application to identify 
defined classes of data encryption and/or encryption levels 
that the application uses for managing data and (2) generating 
metadata for the application indicating that the application 
uses such classes of data encryption and/or encryption levels. 
Additional and/or different techniques are used in some 
embodiments. 

04.04 The application ranking module 6015 ranks the 
applications in order to assist the shared mode configurator 
6000 in determining the applications to share and the appli 
cations to keep private in the shared mode of the mobile 
device. In some embodiments, the application ranking mod 
ule 6015 ranks the applications based on the applications 
metadata and analysis of the applications. An example tech 
nique for ranking applications is described below by refer 
ence to FIGS. 62 and 63. Once the application ranking mod 
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ule 6015 ranks the applications, the application ranking 
module 6015 stores the rankings in the application rankings 
storage 6040. 
04.05 An example operation of the shared mode configu 
rator 6000 will now be described by reference to FIG. 61, 
which conceptually illustrates a process 6100 of some 
embodiments for processing applications for a shared mode. 
In some embodiments, the shared mode configurator 6000 
performs the process 6100 when the shared mode configura 
tor 6000 performs processing of metadata for an application 
(e.g., when the application distribution client 6005 receives 
an application, when the application manager 5910 deter 
mines to process metadata for an application at a defined 
interval or upon defined events and/or conditions, etc.). 
0406. The process 6100 begins when the application man 
ager 6010 identifies (at 6110) an application and the applica 
tion metadata. In some embodiments, the application man 
ager 6010 identifies the application when the application 
manager 6010 receives the application from the application 
distribution client 6005 (e.g., due to the user of the mobile 
device specifying the application to download to and install 
on the mobile device) or when the application manager 6010 
determines to process metadata for an application at a defined 
interval or upon defined events and/or conditions. 
04.07 Next, the application manager 6010 determines (at 
6120) whether to preprocess the application metadata of the 
application. In some embodiments, the application manager 
6010 determines to preprocess the applications metadata 
when the application is received at the shared mode configu 
rator 6000 and the application has not been processed by the 
shared mode configurator 6000 (e.g., the application manager 
6010 receives the application from the application distribu 
tion client 6005). 
0408. When the application manager 6010 determines to 
preprocess the applications metadata, the application man 
ager 6010 directs the metadata preprocessor 6020 to prepro 
cess (at 6130) the application’s metadata. Otherwise, the 
application manager 6010 determines (at 6140) whether to 
dynamically process the application metadata of the applica 
tion. In some embodiments, the application manager 6010 
determines to dynamically process the application's metadata 
based on a defined interval or upon defined events and/or 
conditions, as described above. 
04.09 When the application manager 6010 determines to 
dynamically process the application’s metadata, the applica 
tion manager 6010 directs the dynamic metadata processor 
6025 to process (at 6150) the application’s metadata and then 
proceeds to 6160. Otherwise, the application manager 6010 
proceeds to 6160. 
0410. At 6160, the application manager 6010 instructs the 
application ranking module 6015 to rank the application. In 
some embodiments, the application ranking module 6015 
ranks the applications based on the application’s metadata 
and analysis of the application. An example technique for 
ranking applications is described below by reference to FIGS. 
62 and 63. 
0411 Finally, the application ranking module 6015 stores 
(at 6170) the rankings in the application rankings storage 
6040 and the metadata preprocessor 6020 and/or the dynamic 
metadata processor 6025 stores the application's metadata in 
the application metadata storage 6035. 
0412 While many of the features in this example have 
been described as being performed by one module (e.g., the 
application manager 6010, the application ranking module 
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6015, etc.), one of ordinary skill in the art would recognize 
that the functions might be split up into multiple modules. 
Similarly, the functions described as being performed by 
multiple different modules in this example might be per 
formed by a single module in Some embodiments (e.g., the 
metadata preprocessor 6020 might be part of the dynamic 
metadata processor 6025). 
0413 FIG. 62 conceptually illustrates a software architec 
ture of an application ranking module 6200 of some embodi 
ments. In some embodiments, the application ranking module 
6200 implements the application ranking module described 
above by reference to FIG. 60 in order to rank applications for 
assisting the shared mode configurator 6000 in determining 
the applications to share and the applications to keep private 
in the shared mode of the mobile device 

0414 Different embodiments of the application ranking 
module 6200 are implemented differently. For instance, the 
application ranking module 6200 of some embodiments is 
implemented as a stand-alone application. In some embodi 
ments, the application ranking module 6200 is integrated into 
another application (e.g., the shared mode configurator 6000 
described above by reference to FIG. 60) while, in other 
embodiments, the application ranking module 6200 might be 
implemented within an operating system (e.g., iOSR), pro 
vided by Apple Inc.). 
0415. In some embodiments, the application ranking mod 
ule 6200 is provided as part of a server-based solution. The 
application ranking module 6200 of some such embodiments 
is provided via a thin client. That is, the application ranking 
module 6200 runs on a server while a user interacts with the 
application ranking module 6200 via a separate machine 
remote from the server. In other such embodiments, the appli 
cation ranking module 6200 is provided as a thick client. That 
is, the application ranking module 6200 is distributed from 
the server to the client machine and runs on the client 
machine. 

0416. As shown in FIG. 62, the application ranking mod 
ule 6200 includes an application ranking manager 6205, a 
heuristics engine 6210, and application attribute processors 
6215-6240. The application ranking module 6200 also 
includes applications storage 6245, application metadata 
storage 6250, and application rankings storage 6255. In some 
embodiments, the storages 6245-6255 are similar to the cor 
responding storages 6030-6040 described above by reference 
to FIG. 60. In other words, the applications storage 6245 
stores applications that are operable on the mobile device and 
may be shared or kept private for a secondary access mode of 
the mobile device, the application metadata storage 6250 
stores metadata (e.g., genres to which applications are clas 
sified, age restrictions for the applications, entitlements that 
the applications utilize, etc.) that describes the applications 
stored in the storage 6245, and the application rankings stor 
age 6255 stores rankings for the applications that is used (e.g., 
by the shared mode configurator 6000 described above by 
reference to FIG. 60) to determine the applications to share 
and the applications to keep private for the secondary access 
mode of the mobile device. 

0417. Similarly, the storages 6245-6255 of some embodi 
ments are implemented in one physical storage while the 
storages 6245-6255 of other embodiments are implemented 
on separate physical storages. Still, in some embodiments, 
some orall of the storages 6245-6255 are implemented across 
several physical storages. 
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0418. In some embodiments, the application ranking man 
ager 6205 is responsible for managing the rankings of appli 
cations, which are used for determining the applications to 
share and the applications to keep private for the secondary 
access mode of the mobile device. The applications of which 
the application ranking manager 6205 manages the ranking 
include the applications that are managed by the application 
manager 6010 described above by reference to FIG. 60. That 
is, these applications include applications that are down 
loaded to and installed on the mobile device and applications 
that are pre-loaded on the mobile device as part of an initial 
configuration of the mobile device (e.g., installation of an 
operating system on the mobile device). 
0419. The application ranking manager 6205 of some 
embodiments employs the heuristics engine 6210 in ranking 
the applications. In some embodiments, the application rank 
ing manager 6205 (1) receives heuristic measures from the 
heuristics engine 6210 for a particular application for which 
the application ranking manager 6205 is determining a rank 
ing and (2) uses the heuristic measures to determine a ranking 
for the application. In some embodiments, a ranking (e.g., a 
score or value) for an application represents a likelihood that 
the application is shared or kept private. For instance, appli 
cations that have high rankings are more likely to be shared 
compared to applications that have low rankings A ranking 
for an application, in some embodiments, represents a likeli 
hood that the application is shared or kept private relative to 
other applications based on the rankings of the other applica 
tions. For example, if all the applications have high rankings, 
the applications that have higher rankings among those high 
ranking applications are more likely to be shared compared to 
the applications that have lower rankings among those high 
ranking applications. 
0420. In some embodiments, the application ranking man 
ager 6205 determines different rankings for each application 
to use for different approaches (e.g., the approaches described 
above by reference to FIGS. 43–49) of specifying and/or 
determining applications to share and applications to keep 
private for a secondary access mode. For instance, in some 
embodiments, the application ranking manager 6205 deter 
mines for each application a general ranking (e.g., used for 
the approaches described above by reference to FIGS. 43 and 
44), a ranking based on an age group parameter (e.g., used for 
the approaches described above by reference to FIGS. 46 and 
47), and a ranking based on a relationship closeness param 
eter (e.g., used for the approaches described above by refer 
ence to FIG. 48). 
0421. The heuristics engine 6210 determines heuristic 
measures for applications when the heuristics engine 6210 
receives requests from the application ranking manager 6205 
to provide heuristics measures to the application ranking 
manager 6205. In some embodiments, the heuristics engine 
6210 receives a request from the application ranking manager 
6205 that specifies an application for which to determine 
heuristic measures and, in Some cases, a setting for a param 
eter on which to determine the heuristic measures for the 
application. 
0422 Based on the specified application, the heuristics 
engine 6210 accesses the application in the applications Stor 
age 6245 and the application’s metadata in the application 
metadata storage 6250. The heuristics engine 6210 then uses 
some or all the application attribute processors 6215-6240 to 
(1) process metadata related to different attributes of the 
application and/or the application itself and (2) provide 
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attribute information for the heuristics engine 6210. When the 
heuristics engine 6210 receives attribute information back 
from the application attribute processors 6215-6140, the heu 
ristics engine 6210 determines heuristic measures for the 
application based on the processing information and passes 
the heuristic measures for the application to the application 
ranking manager 6205. 
0423. The application attribute processors 6215-6240 
generate attribute information based on attributes of an appli 
cation. In some embodiments, the attribute information 
includes a heuristic measure (e.g., a set of scores or values) 
that represents the likelihood that users might want to share 
the application based on the attribute of the application for 
which the application attribute processor is generating infor 
mation. 

0424. In this example, the application attribute processor 
6215 generates attribute information based on genres to 
which the application is classified, the application attribute 
processor 6220 generates attribute information based on age 
restrictions for the application, the application attribute pro 
cessor 6225 generates attribute information based on entitle 
ments that the applications utilizes, the application attribute 
processor 6230 generates attribute information based on 
linked libraries that the application uses, the application 
attribute processor 6235 generates attribute information 
based on classes of data encryption and/or encryption levels 
that the application uses to manage data, and the application 
attribute processor 6240 generates attribute information 
based on other attribute(s) of the application. 
0425. In some embodiments, each of the application 
attribute processors 6215-6240 generates corresponding 
attribute information based on the application’s metadata that 
is related to the attribute, other metadata of the application, 
and/or the application itself. For instance, the genre processor 
6215 of Some embodiments generates genre information 
related to an application based on metadata specifying the 
genre to which the application belongs, and metadata speci 
fying the age restriction of the application since users might 
want to share some genres of applications and keep other 
genres of applications private (e.g., share games and keep 
private finance applications) and share some applications 
within a genre restricted for one age group and keep private 
Some applications within the genre for another age group 
(e.g., share games for ages 5 and up and keep private games 
for ages 21 and up). 
0426 An example operation of the application ranking 
module 6200 will now be described by reference to FIG. 63, 
which conceptually illustrates a process 6300 of some 
embodiments for ranking an application based on heuristics. 
In some embodiments, the application ranking module 6200 
performs the process 6300 when the application ranking 
module 6200 determines a ranking for an application. 
0427. The process 6300 starts when the application rank 
ing manager 6205 determines a ranking for an application by 
identifying (at 6310) (1) the application for which the appli 
cation ranking manager 6205 is determining a ranking and (2) 
the application’s metadata. As explained above, when the 
application ranking manager 6205 determines a ranking for 
an application, the application ranking manager 6205 of some 
embodiments sends a request to the heuristics engine 6210 
that specifies the application for which to determine heuristic 
measures and, in some cases, a setting for a parameter on 
which to determine the heuristic measures for the application. 
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0428. When the heuristics engine 6210 receives the 
request from the application ranking manager 6205, the heu 
ristics engine 6210 identifies (at 6320) the parameter setting 
for the parameter specified in the request. In cases where the 
request does not specify a setting for a parameter, the process 
6300 proceeds to 6330. 
0429 Next, the heuristics engine 6210 identifies (at 6330) 
an application attribute to process. In some embodiments, the 
heuristics engine 6210 selects an attribute for which one of 
the application attribute processors 6215-6240 is generating 
information and passes the application’s metadata that is 
related to the attribute, other metadata of the application, 
and/or the application itself to the application attribute pro 
cessor that is responsible for generating information for the 
application attribute. 
0430. The application attribute processor then determines 
(at 6340) a heuristic measure for the application attribute 
based on the information received from the heuristics engine 
6210 (e.g., the application’s metadata, other metadata of the 
application, and/or the application itself) and the parameter 
settings in cases where a parameter setting is specified in the 
request. The application attribute processor generates the 
heuristic measure using any number of the techniques 
described above and returns the heuristic measure to the 
heuristics engine 6210. 
0431. Next, the heuristics engine 6210 determines (at 
6350) whether any application attribute is left to process. 
When the heuristics engine 6210 determines that an applica 
tion attribute is left to process, the heuristics engine 6210 
returns to 6330 to continue processing any remaining appli 
cation attributes. Otherwise, the heuristics engine 6210 
returns the heuristic measures to the application ranking man 
ager 6205. 
0432 Finally, the application ranking manager 6205 
determines a ranking for the application based on the heuris 
tic measures that the application ranking manager 6205 
received from the heuristics engine 6210. Different embodi 
ments of the application ranking manager 6205 use any num 
ber of different methods to determine a ranking for the appli 
cation based on the heuristic measures. For instance, in some 
embodiments, the application ranking manager 6205 uses an 
average of the heuristic measures, a weighted average of the 
heuristic measures, etc. 
0433 While many of the features in this example have 
been described as being performed by one module (e.g., the 
application ranking manager 6205), one of ordinary skill in 
the art would recognize that the functions might be split up 
into multiple modules. Similarly, the functions described as 
being performed by multiple different modules in this 
example might be performed by a single module in some 
embodiments (e.g., the application attribute processors 6215 
6240 might be part of the heuristics engine 6210). 
0434 FIG. 64 conceptually illustrates a software architec 
ture of an application distribution server 6400 of some 
embodiments. In some embodiments, the application distri 
bution server 6400 processes applications metadata in order 
to generate additional metadata for the applications that is 
used for determining the applications to share and the appli 
cations to keep private for the secondary access mode of a 
mobile device. In some embodiments, the application distri 
bution server 6400 implements the application distribution 
server described above by reference to FIG. 59. 
0435 Different embodiments of the application distribu 
tion server 6400 are implemented differently. For instance, in 
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some embodiments, the application distribution server 6400 
is implemented as a stand-alone application. The application 
distribution server 6400 of some embodiments is integrated 
into another application while the application distribution 
server 6400 of other embodiments might be implemented 
within an operating system. In addition, the application dis 
tribution server 6400 of some embodiments is implemented 
on a single computing device while the application distribu 
tion server 6400 of other embodiments is implemented across 
several computing devices (e.g., several servers). 
0436. In some embodiments, the application distribution 
server 6400 is provided as part of a server-based solution. In 
Some Such embodiments, the application distribution server 
6400 is provided via a thin client. That is, the application 
distribution server 6400 runs on a server while a user interacts 
with the application distribution server 6400 via a separate 
machine remote from the server. In other such embodiments, 
the application distribution server 6400 is provided as a thick 
client. That is, the application distribution server 6400 is 
distributed from the server to the client machine and runs on 
the client machine. 
0437. As illustrated in FIG. 64, the application distribution 
server 6400 includes a metadata identifier 6405, a metadata 
manager 6410, and a metadata processor 6415. The applica 
tion distribution server 6400 also includes applications stor 
age 6425 and application metadata storage 6430. 
0438. The applications storage 6425 stores applications 
that the application distribution server 6400 hosts and distrib 
utes to client devices The application metadata storage 6430 
stores metadata (e.g., genres to which applications are clas 
sified, age restrictions for the applications, rating, operating 
requirements, version information, file size of the application, 
reviews, entitlements that the applications utilizes, etc.) that 
describes the applications stored in the storage 6425. In some 
embodiments, the application’s metadata includes metadata 
specified by a developer of the application. In some embodi 
ments, the storages 6425 and 6430 are implemented in one 
physical storage while, in other embodiments, the storages 
6425 and 6430 are implemented on separate physical stor 
ages. Still, in some embodiments, some or all of the storages 
6425 and 6430 are implemented across several physical stor 
ageS. 
0439. The metadata manager 6410 handles the manage 
ment of metadata for applications stored in the applications 
storage 6425. In some embodiments, the applications for 
which the metadata manager 6410 manages metadata include 
applications developed by first party developers, second party 
developers, and third party developers. To manage metadata 
for applications, the metadata manager 6410 of some embodi 
ments uses the metadata identifier 6405 and the metadata 
processor 6415 to facilitate in identifying metadata for appli 
cations and processing the applications metadata. 
0440 The metadata identifier 6405 is responsible for iden 
tifying metadata associated with an application. In some 
embodiments, when the metadata identifier 6405 receives the 
application and the application’s metadata from the metadata 
manager 6410, the metadata identifier 6405 examines the 
application’s metadata, identifies all or a Subset of the meta 
data in the application’s metadata and stores the identified 
metadata in the application metadata storage 6430. 
0441 The metadata processor 6415 processes applica 
tions metadata. In some embodiments, when the metadata 
processor 6415 receives a request to process metadata for an 
application from the metadata manager 6410, the metadata 
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processor 6415 analyzes the application’s metadata and/or 
the application itself to generate additional metadata for the 
application and stores in the application metadata storage 
6430 any additional metadata generated for the application. 
In some embodiments, the metadata processor 6415 analyzes 
a subset of the application’s metadata while, in other embodi 
ments, the metadata processor 6415 analyzes all of the appli 
cation’s metadata, in order to generate additional metadata 
for the application. 
0442. An example operation of the application distribu 
tion server 6400 will now be described by reference to FIG. 
65, which conceptually illustrates a process 6500 of some 
embodiments for processing applications and application 
metadata. In some embodiments, the application distribution 
server 6400 performs the process 6500 when the application 
distribution server 6400 receives an application and the appli 
cation’s metadata. 
0443) The process 6500 starts when the metadata manager 
6410 receives an application and the application’s metadata 
by identifying (at 6510) (1) the application for which the 
metadata manager 6410 is processing metadata and (2) the 
application’s metadata. The metadata manager 6410 passes 
the applications metadata to the metadata identifier 6405. 
0444 Next, the metadata identifier 6405 identifies (at 
6520) defined metadata from the application's metadata. As 
mentioned above, the metadata identifier 6405 of some 
embodiments identifies all or a subset of the metadata from 
the application's metadata. The metadata identifier 6405 then 
passes the identified metadata to the metadata manager 6410. 
which in turn passes the identified metadata to the metadata 
processor 6415. 
0445. The metadata processor 6415 then processes (at 
6530) the identified metadata in order to generate additional 
metadata for the application. In some embodiments, the meta 
data processor 6415 processes the identified metadata by 
analyzing the identified metadata and/or the application itself 
to generate additional metadata for the application. Once the 
metadata processor 6415 processes the application's meta 
data, the metadata processor 6415 sends to the metadata 
manager 6410 the application’s metadata and any additional 
metadata generated for the application. 
0446. Next, the metadata manager 6410 associates (at 
6540) the additional metadata with the application and then 
stores (at 6550) the application's metadata and the additional 
metadata in the application metadata storage 6430. The pro 
cess 6500 then ends. 
0447 While many of the features in this example have 
been described as being performed by one module (e.g., the 
metadata manager 6410), one of ordinary skill in the art 
would recognize that the functions might be split up into 
multiple modules. Similarly, the functions described as being 
performed by multiple different modules in this example 
might be performed by a single module in Some embodiments 
(e.g., the metadata identifier 64.05 might be part of the meta 
data processor 6415). 
0448. In some embodiments, the processes described 
above are implemented as Software running on a particular 
machine, such as a computer or a handheld device, or stored 
in a machine-readable medium. FIG. 66 conceptually illus 
trates a software architecture of the privacy tools of some 
embodiments. In this example, the privacy tools are imple 
mented within an operating system (“OS) 6605. However, 
the privacy tools may be part of their own standalone appli 
cation or are integrated into another application. 
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0449 FIG. 66 conceptually illustrates the device's OS 
6605. The OS 6605 includes several different components, 
including a home screen manager 6610 (e.g., desktop man 
ager, SpringBoard manager), several user-interaction compo 
nents 6615, an access controller 6620, and a private list cre 
ator 6625. The OS 6605 may also be associated with a number 
of different drivers to control different types of hardware 
components (e.g., touch screen, accelerometer, gyroscope, 
etc.). Several different applications 6645-6655 (e.g., email 
application, music player, social network application) are 
installed using the OS 6605. The figure also illustrates one or 
more storages that store an application list 6630, the private 
list 6635, and other data 6640. 
0450. The user-interaction components 6615 are different 
frameworks that manager how a person can interact with the 
mobile computing device. That is, they are the interface via 
which different commands are received from users through 
different input devices (e.g., keyboard, trackpad, touchpad, 
mouse, accelerometer, gyroscope, etc.). The user-interaction 
components 6605 may include a touch framework for receiv 
ing different types of touch gestures and a motion framework 
for receiving different types of motion-based gestures. For 
example, the present application illustrates the use of a finger 
in the graphical user interface to control (e.g., select, move) 
objects in the graphical user interface. However, in some 
embodiments, objects in the graphical user interface can also 
be controlled or manipulated through other controls, such as 
cursor control. In some embodiments, touch control through 
finger input is implemented through an input device that can 
detect the presence and location of touch on a display of the 
device. An example of such a device is a touch screen device. 
In some embodiments, with touch control, a user can directly 
manipulate objects by interacting with the graphical user 
interface that is displayed on the display of the touch screen 
device. For instance, a user can select aparticular object in the 
graphical user interface by simply touching that particular 
object on the display of the touch screen device. As such, 
when touch control is utilized, a cursor may not even be 
provided for enabling selection of an object of a graphical 
user interface in Some embodiments. However, when a cursor 
is provided in a graphical user interface, touch control can be 
used to control the cursor in some embodiments. 

0451. In some embodiments, the privacy tools allow the 
user to share one or more applications using Voice commands. 
For example, the device may be placed into the secondary 
access mode with the user stating aloud through the device's 
microphone the name of the Voice control application and the 
command to enter the share mode. As another example, the 
user can say the name of the Voice control application, fol 
lowed by a command to share one or more applications 
(“share phone”, “share map and phone'). Upon detecting 
Such command, the device is then immediately placed in the 
secondary access mode with those one or more applications 
being accessible and several other applications being inac 
cessible. To facilitate Such voice interaction, the user-interac 
tion components 6615 of some embodiments includes one or 
more Voice control components. The Voice control compo 
nents may be a part of a speech recognition program. The 
speech recognition program of Some embodiments executes 
on the mobile computing device to act as an intelligent per 
Sonal assistant for the user. In some embodiments, the speech 
recognition program identifies certain keywords or terms 
such as its name and the word “share”, “enter share mode'. 
etc. The speech recognition program then navigates through 
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its knowledgebase to either place the device in the secondary 
access mode or place the device in the secondary access mode 
with one or more applications stated aloud by the devices 
USC. 

0452. The home screen manager 6610 is responsible for 
the presentation of different applications. The home screen 
manager of some embodiments manages organizing different 
application icons on the screen, changing of background 
wallpaper, color, or pattern, and launching applications. For 
example, the home screen manager may analyze one or more 
directories (e.g., application lists 6630) to display applica 
tions on the home screen (e.g., including the dock). 
0453 The private list creator 6625 manages creation and 
modification of a private list. The private list may be created 
dynamically based on the device's user interaction with dif 
ferent selectable items. When the secondary access mode has 
been activated, the access controller 6620 iterates through the 
private list to identify applications that need to be protected. 
The access controller then interfaces with the home screen 
manger 6610 to make the identified application inaccessible. 
For example, the access controller may interface with the 
home screen manger to make the corresponding application 
icon functionless. That is, the selection of Such an icon will 
not cause the corresponding application to be opened. The 
access controller may also interface with the home screen 
manager to change the of the application icons or hides those 
1COS. 

0454. When the secondary access mode has been acti 
vated, the access controller 6620 iterates through the private 
list to identify applications that need to be made accessible. 
The access controller then interfaces with the home screen 
manger 6610 to make the identified application accessible. 
The access controller may also interface with the home screen 
manager to restore the appearance of the application icons or 
unhide those icons. 

0455 While many of the features of privacy tools have 
been described as being performed by one module (e.g., the 
home screen manager 6610, the access controller 6620), one 
of ordinary skill in the art will recognize that the functions 
described herein might be split up into multiple modules. 
Similarly, functions described as being performed by mul 
tiple different modules might be performed by a single mod 
ule, in some embodiments. 
0456. In many of the examples described above, the 
device's user performs a touch gesture to select different 
applications to share or protect. The user also directs the 
device to operate in the secondary access mode through a 
touch gesture or a motion-based gesture. For example, the 
user taps and holds an application icon to display a context 
menu item for sharing the corresponding application. Alter 
natively, the user taps and holds the application icon, and then 
taps a selectable item (e.g., the home button) to open the list 
of applications. In other examples, the user rotates the mobile 
computing devices or presses (e.g., triple taps) the selectable 
item to direct the device to operate in the secondary access 
mode. One of ordinary skill in the art would understand that 
these are just example gestures and that other gestures can be 
used to perform the same functions. For example, instead of 
rotating the computing device, the device can be placed face 
down or face up on a Surface, the device can flipped, or any 
other motion-based gestures that can be detected through one 
or more orientation/motion detecting components of the com 
puting device. Such as a gyroscope and an accelerometer. In 
addition, the different touch gestures (e.g., single tap, double 
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tap, single tap, tap and hold (i.e., press), drag, pinch, stretch 
press, rotate, etc.) can be interchanged to provide similar 
functionality. For example, instead of triple tapping the home 
button, a secondary access mode session may be initiated 
through a different touch gesture that can be detected through 
the device's touch screen. 

0457. Also, in many of the examples above the device on 
which the operating system executes has a touch screen 
through which a user can interact with to share applications. 
However, one of ordinary skill in the art will realize that 
cursor controllers or other input devices can be used to inter 
act with the controls shown in these examples for other 
embodiments that execute on devices with cursors and cursor 
controllers or other input mechanisms (e.g., voice control, 
remote control, motion sensor). For instance, instead of press 
ing an application icon to display the context menu item, the 
privacy tools might allow the user to right-click on the icon. 
The privacy tools of some embodiments might allow the user 
to allow the user to use a keyboard in combination with a 
cursor controller. For instance, instead of selecting only the 
application icon, the privacy tools of Some embodiments 
might allow the user select the icon in combination with a 
hotkey or a shortcut key. Also, the mobile computing device 
may have a motion sensing input component that tracks 
movement of objects (e.g., the person's hand) in the real 
world through infrared projector and camera, or some other 
CaS. 

0458. Furthermore, many of the examples described 
above refer to controls (e.g., soft buttons) that are part of the 
mobile computing device's operating system or physical con 
trols (e.g., the home button, the power button) that are 
attached to the computing device. One of ordinary skill in the 
art will realize that the different types of controls can be 
interchanged to provide the same functionalities. For 
example, the home button or the power button may be pro 
vided as a soft button that is shown on the OS's home screen, 
dock, and/or taskbar. Similarly, a new share button to enter the 
share mode may be provided as either or both a physical 
button or a soft button. 

0459. Many of the above-described features and applica 
tions are implemented as Software processes that are specified 
as a set of instructions recorded on a computer readable 
storage medium (also referred to as computer readable 
medium). When these instructions are executed by one or 
more computational or processing unit(s) (e.g., one or more 
processors, cores of processors, or other processing units), 
they cause the processing unit(s) to perform the actions indi 
cated in the instructions. Examples of computer readable 
media include, but are not limited to, CD-ROMs, flash drives, 
random access memory (RAM) chips, hard drives, erasable 
programmable read-only memories (EPROMs), electrically 
erasable programmable read-only memories (EEPROMs), 
etc. The computer readable media does not include carrier 
waves and electronic signals passing wirelessly or over wired 
connections. 

0460. In this specification, the term “software' is meant to 
include firmware residing in read-only memory or applica 
tions stored in magnetic storage, which can be read into 
memory for processing by a processor. In addition, in some 
embodiments, multiple software inventions can be imple 
mented as Sub-parts of a larger program while remaining 
distinct Software inventions. In some embodiments, multiple 
Software inventions can also be implemented as separate pro 
grams. Finally, any combination of separate programs that 



US 2014/0283142 A1 

together implement a software invention described here is 
within the scope of the invention. In some embodiments, the 
Software programs, when installed to operate on one or more 
electronic systems, define one or more specific machine 
implementations that execute and perform the operations of 
the Software programs. 
0461 The reminder application of some embodiments 
operates on mobile devices. FIG. 67 is an example of an 
architecture 6700 of such a mobile computing device. 
Examples of mobile computing devices include Smartphones, 
tablets, laptops, etc. As shown, the mobile computing device 
6700 includes one or more processing units 6705, a memory 
interface 6710 and a peripherals interface 6715. 
0462. The peripherals interface 6715 is coupled to various 
sensors and Subsystems, including a camera Subsystem 6720, 
a wireless communication subsystem(s) 6725, an audio sub 
system 6730, an I/O subsystem 6735, etc. The peripherals 
interface 6715 enables communication between the process 
ing units 6705 and various peripherals. For example, an ori 
entation sensor 6745 (e.g., a gyroscope) and an acceleration 
sensor 6750 (e.g., an accelerometer) is coupled to the periph 
erals interface 6715 to facilitate orientation and acceleration 
functions. 

0463. The camera subsystem 6720 is coupled to one or 
more optical sensors 6740 (e.g., a charged coupled device 
(CCD) optical sensor, a complementary metal-oxide-semi 
conductor (CMOS) optical sensor, etc.). The camera sub 
system 6720 coupled with the optical sensors 6740 facilitates 
camera functions, such as image and/or video data capturing. 
The wireless communication subsystem 6725 serves to facili 
tate communication functions. In some embodiments, the 
wireless communication subsystem 6725 includes radio fre 
quency receivers and transmitters, and optical receivers and 
transmitters (not shown in FIG. 67). These receivers and 
transmitters of some embodiments are implemented to oper 
ate over one or more communication networks such as a GSM 
network, a Wi-Fi network, a Bluetooth network, etc. The 
audio subsystem 6730 is coupled to a speaker to output audio. 
Additionally, the audio subsystem 6730 is coupled to a micro 
phone to facilitate Voice-enabled functions, such as Voice 
recognition, digital recording, etc. 
0464) The I/O subsystem 6735 involves the transfer 
between input/output peripheral devices, such as a display, a 
touch screen, etc., and the data bus of the processing units 
6705 through the peripherals interface 6715. The I/O sub 
system 6735 includes a touch-screen controller 6755 and 
other input controllers 6760 to facilitate the transfer between 
input/output peripheral devices and the data bus of the pro 
cessing units 6705. As shown, the touch-screen controller 
6755 is coupled to a touch screen 6765. The touch-screen 
controller 6755 detects contact and movement on the touch 
screen 6765 using any of multiple touch sensitivity technolo 
gies. The other input controllers 6760 are coupled to other 
input/control devices, such as one or more buttons. Some 
embodiments include a near-touch sensitive screen and a 
corresponding controller that can detect near-touch interac 
tions instead of or in addition to touch interactions. 

0465. The memory interface 6710 is coupled to memory 
6770. In some embodiments, the memory 6770 includes vola 
tile memory (e.g., high-speed random access memory), non 
Volatile memory (e.g., flash memory), a combination of vola 
tile and non-volatile memory, and/or any other type of 
memory. As illustrated in FIG. 67, the memory 6770 stores an 
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operating system (OS) 6772. The OS 6772 includes instruc 
tions for handling basic system services and for performing 
hardware dependent tasks. 
0466. The memory 6770 also includes communication 
instructions 6774 to facilitate communicating with one or 
more additional devices; graphical user interface instructions 
6776 to facilitate graphic user interface processing: image 
processing instructions 6778 to facilitate image-related pro 
cessing and functions; input processing instructions 6780 to 
facilitate input-related (e.g., touch input) processes and func 
tions; audio processing instructions 6782 to facilitate audio 
related processes and functions; and camera instructions 
6784 to facilitate camera-related processes and functions. 
The instructions described above are merely exemplary and 
the memory 6770 includes additional and/or other instruc 
tions in some embodiments. For instance, the memory for a 
Smartphone may include phone instructions to facilitate 
phone-related processes and functions. The above-identified 
instructions need not be implemented as separate Software 
programs or modules. Various functions of the mobile com 
puting device can be implemented in hardware and/or in 
Software, including in one or more signal processing and/or 
application specific integrated circuits. 
0467. While the components illustrated in FIG. 67 are 
shown as separate components, one of ordinary skill in the art 
will recognize that two or more components may be inte 
grated into one or more integrated circuits. In addition, two or 
more components may be coupled together by one or more 
communication buses or signal lines. Also, while many of the 
functions have been described as being performed by one 
component, one of ordinary skill in the art will realize that the 
functions described with respect to FIG. 67 may be split into 
two or more integrated circuits. 
0468 FIG. 68 conceptually illustrates another example of 
an electronic system 6800 with which some embodiments of 
the invention is implemented. The electronic system 6800 
may be a computer (e.g., a desktop computer, personal com 
puter, tablet computer, etc.), phone, PDA, or any other sort of 
electronic or computing device. Such an electronic system 
includes various types of computer readable media and inter 
faces for various other types of computer readable media. 
Electronic system 6800 includes a bus 6805, processing unit 
(s) 6810, a graphics processing unit (GPU) 6815, a system 
memory 6820, a network 6825, a read-only memory 6830, a 
permanent storage device 6835, input devices 6840, and out 
put devices 6845. 
0469. The bus 6805 collectively represents all system, 
peripheral, and chipset buses that communicatively connect 
the numerous internal devices of the electronic system 6800. 
For instance, the bus 6805 communicatively connects the 
processing unit(s) 6810 with the read-only memory 6830, the 
GPU 6815, the system memory 6820, and the permanent 
storage device 6835. 
0470 From these various memory units, the processing 
unit(s) 6810 retrieves instructions to execute and data to pro 
cess in order to execute the processes of the invention. The 
processing unit(s) may be a single processor or a multi-core 
processor in different embodiments. Some instructions are 
passed to and executed by the GPU 6815. The GPU 6815 can 
offload various computations or complement the image pro 
cessing provided by the processing unit(s) 6810. 
0471. The read-only-memory (ROM) 6830 stores static 
data and instructions that are needed by the processing unit(s) 
6810 and other modules of the electronic system. The perma 








