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(57) ABSTRACT 
An image processing method includes inputting a plurality 
of component image data, each component image data 
including information indicating a storage location of an 
electronic signature for the component image data, selecting 
a component image data associated with an electronic sig 
nature to be verified from the plurality of component image 
data, and acquiring the electronic signature associated with 
the selected component image data in accordance with the 
information indicating the storage location. 
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IMAGE PROCESSING METHOD, IMAGE 
PROCESSINGAPPARATUS, AND STORAGE 

MEDIUM 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to a technique of 
generating and verifying an electronic signature of image 
data. 

0003 2. Description of the Related Art 
0004. In recent years, with rapid advancement and pro 
liferation of computers and networks, a wide variety of 
information Such as text data, image data, and audio data 
have come into use in the form of digital data. Deterioration 
does not occur with age in digital data, and thus digital data 
can be retained for a very long time without any deteriora 
tion. Another feature of digital data is that digital data can be 
easily copied, edited, and processed. 
0005 Although the feature of digital data in terms of 
capability of being copied, edited and processed is very 
useful for users, there is a need to protect digital data from 
being copied, edited, or processed for illegal use. Thus, 
security technology for digital data is becoming increasingly 
important. 

0006. In view of the above, in order to make it possible 
for a receiver of data to detect whether the received data has 
been altered (e.g., tampered), an electronic signature tech 
nique has been proposed. In the electronic signature tech 
nique, additional data for detecting alteration (e.g., tamper 
ing) is attached to digital data, and the additional data is 
verified to determine whether the digital data has been 
altered. The electronic signature technique is useful not only 
to detect alteration but also to detect spoofing or denial on 
a network. 

0007. In recent years, a wide variety of electronic docu 
ments have become available. In many electronic docu 
ments, a plurality of document components (such as image 
data and text data) are included in a single electronic 
document. Japanese Patent Laid-Open No. 2002-333.835 
discloses a technique of applying an electronic signature to 
an electronic document. In this technique, contents of com 
ponent data to which electronic signatures were applied are 
displayed together with signer name and a result of verifi 
cation of electronic signatures. 
0008 However, in a case in which electronic signatures 
are individually applied to a plurality of respective docu 
ment components as is the case in the technique disclosed in 
Japanese Patent Laid-Open No. 2002-333835, it is difficult 
to efficiently verify image data including electronic signa 
tures applied to component images. That is, for image data 
including a plurality of document components to which 
electronic signatures were separately applied, it is not easy 
to detect, from document components, the correspondence 
between document components and electronic signatures, 
and thus it may be necessary to perform verification for all 
document components. 

SUMMARY OF THE INVENTION 

0009. In view of the above, an embodiment of the present 
invention provides a technique to sufficiently verify an 
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electronic signature associated with an arbitrary component 
image included in given image data. 
0010 More particularly, according to an embodiment of 
the present invention, an image processing method includes 
inputting a plurality of component image data, each com 
ponent image data including information indicating a stor 
age location of an electronic signature for the component 
image data, selecting a component image data associated 
with an electronic signature to be verified from the plurality 
of component image data, and acquiring the electronic 
signature associated with the selected component image data 
in accordance with the information indicating the storage 
location. 

0011. According to an aspect of the present invention, an 
embodiment is directed to generating image data in a form 
that allows it to sufficiently verify an electronic signature 
associated with a selected component image included in the 
image data. 
0012 More particularly, according to an embodiment of 
the present invention, an image processing method includes 
inputting image data having a plurality of component 
images, generating an electronic signature for a component 
image, and adding information indicating a storage location 
of the electronic signature to the component image. 
0013. According to an embodiment of the present inven 
tion, an image processing apparatus includes an input unit, 
a selection unit and an electronic signal acquisition unit. The 
input unit is configured to input a plurality of component 
image data. Each component image data includes informa 
tion indicating a storage location of an electronic signature 
for the component image data. The selection unit is config 
ured to select a component image data associated with an 
electronic signature to be verified from the plurality of 
component image data. The electronic signature acquisition 
unit is configured to acquire the electronic signature asso 
ciated with the selected component image data in accor 
dance with the information indicating the storage location. 
0014. According to an embodiment of the present inven 
tion, an image processing apparatus includes an input unit to 
input image data including a plurality of component images, 
an electronic signature generation unit to generate an elec 
tronic signature for a component image, and an addition unit 
to add information indicating a storage location of the 
electronic signature to the component image. 
0.015 Further features of the present invention will 
become apparent from the following description of exem 
plary embodiments with reference to the attached drawings. 
It is noted that the references to “an or 'one' embodiment 
of this disclosure are not necessarily directed to the same 
embodiment, and Such references mean at least one. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is a schematic diagram showing an example 
of a basic configuration of a system according to an embodi 
ment of the present invention. 
0017 FIG. 2 is a block diagram showing an example of 
a functional configuration of a system according to an 
embodiment of the present invention. 
0018 FIG. 3 is a diagram showing an example of an 
internal hardware configuration of an electronic document 
producing apparatus and an electronic document processing 
apparatus. 
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0.019 FIG. 4 is a block diagram showing a functional 
configuration of a system according to an embodiment of the 
present invention. 
0020 FIG. 5 is a flow chart showing a process performed 
by a structured data generator according to an embodiment 
of the present invention. 
0021 FIGS. 6A and 6B show an example of an electronic 
data. 

0022 FIGS. 7A and 7B show an example of a data 
structure of an electronic document generated by an elec 
tronic document producing apparatus according to an 
embodiment of the present invention. 
0023 FIG. 8 is a flow chart showing an electronic sig 
nature generation process according to an embodiment of 
the present invention. 
0024 FIG. 9 shows an example of information processed 
by an electronic document producing apparatus according to 
an embodiment of the present invention. 
0.025 FIG. 10 shows an example of information obtained 
by processing the information shown in FIG. 9 by the 
electronic document producing apparatus according to an 
embodiment of the present invention. 
0026 FIG. 11 shows an example of a data structure of an 
electronic document generated by an electronic document 
producing apparatus according to an embodiment of the 
present invention. 
0027 FIG. 12 shows an example of table information 
included in an electronic document generated by an elec 
tronic document producing apparatus according to an 
embodiment of the present invention. 
0028 FIG. 13 shows an example of an electronic docu 
ment display application window according to an embodi 
ment of the present invention. 
0029 FIG. 14 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0030 FIG. 15 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0031 FIG. 16 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0032 FIG. 17 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0033 FIG. 18 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0034 FIG. 19 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 
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0035 FIG. 20 shows an example of an electronic docu 
ment displayed by an electronic document display applica 
tion program according to an embodiment of the present 
invention. 

0036 FIG. 21 shows an example of an electronic docu 
ment display application window according to an embodi 
ment of the present invention. 
0037 FIG. 22 shows a signature generation process and 
a signature verification process according to an embodiment 
of the present invention. 
0038 FIG. 23 is a block diagram showing a functional 
configuration of a system according to an embodiment of the 
present invention. 
0039 FIG. 24 is a block diagram showing an example of 
an internal hardware configuration of an electronic docu 
ment producing apparatus according to an embodiment of 
the present invention. 
0040 FIG. 25 is a diagram showing an example of a user 
interface configuration of an operation unit shown in FIG. 24 
according to an embodiment of the present invention. 
0041 FIG. 26 is a flow chart showing a verification 
process according to an embodiment of the present inven 
tion. 

DESCRIPTION OF THE EMBODIMENTS 

First Exemplary Embodiment 

0042 FIG. 1 is a schematic diagram showing an example 
of a configuration of a system according to an embodiment 
of the present invention. Reference numeral 101 denotes a 
scanner adapted to convert a paper document into image 
data. Reference numeral 102 denotes a computer used to 
generate an electronic document. Reference numeral 103 
denotes a computer used to verify an electronic signature 
applied to an electronic document and also used to generate 
print data. Reference numeral 104 denotes a printer used to 
print an image in accordance with print data. These devices, 
that is, the scanner 101, the computer 102, the computer 103. 
and the printer 104, are connected to a network 105. 
Although in the example shown in FIG. 1, the system 
includes four devices, the system may be configured differ 
ently. For example, instead of the scanner 101 and the 
computer 102, a single device (Such as a high-performance 
scanner or copier) may be used which has all functions 
similar to those provided separately by the scanner 101 and 
the computer 102. Similarly, instead of the computer 103 
and the printer 104, a single device (such as a high 
performance printer or copier) may be used which has all 
functions provided by the computer 103 and the printer 104. 
0043 FIG. 2 is a block diagram showing an example of 
a functional configuration of the system according to present 
embodiment. In FIG. 2, image data is input using an image 
input device 203. Key information 204 is an encryption key 
used in production of an electronic signature. An informa 
tion processing apparatus serving as an electronic document 
producing apparatus 201 produces an electronic document 
205 by applying an electronic signature to the input image 
data in accordance with the key information 204. The 
produced electronic document 205 is sent via a network to 
an electronic document processing apparatus 202 serving as 
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a verification apparatus. The electronic document processing 
apparatus 202 verifies the received electronic document. The 
electronic document processing apparatus 202 also pro 
cesses, edits, and prints the electronic document as required. 
0044 FIG. 3 is a diagram showing a basic configuration 
of a host computer 301 and also showing peripheral devices 
connected to the host computer 301. An electronic document 
producing apparatus 201 and an electronic document pro 
cessing apparatus 202, which will be described later, may 
also be configured in a similar manner to the host computer 
301. As for the host computer 301, a widely used type of 
personal computer may be employed. In FIG. 3, reference 
numeral 302 denotes a monitor adapted to display various 
kinds of information output from the host computer 301. 
0045 Reference numeral 303 denotes a CPU adapted to 
control various parts of the host computer 301 and also 
adapted to execute programs stored in a RAM 305. Refer 
ence numeral 304 denotes a ROM in which a BIOS (Basic 
Input Output System) and a boot program are stored. Ref 
erence numeral 305 denotes a RAM for temporarily storing 
image data and a program executed by the CPU 303. An OS 
(Operating System) and programs executed by the CPU 303 
to perform various processes described later are loaded in 
this RAM 305. 

0046 Reference numeral 306 denotes a hard disk (HD) 
used to store the OS and the programs transferred into the 
RAM. The hard disk 306 is also used by the host computer 
301 to store and read image data during the operation. 
Reference numeral 307 denotes a CD-ROM drive adapted to 
read data from a CD-ROM (or read and write data to or from 
CD-R), which is one of external storage media. Reference 
numeral 308 denotes an FD drive adapted to read and write 
data from or from an FD (floppy disk) in a similar manner 
to the CD-ROM drive 307. 

0047 Reference numeral 309 denotes a DVD-ROM 
(DVD-RAM) drive adapted to read data from a DVD-ROM 
or a DVD-RAM and write data to a DVD-RAM in a similar 
manner to the CD-ROM drive 307. When an image pro 
cessing program is stored on the CD-ROM, the FD, the 
DVD-ROM, or the like, the program is first installed into the 
HD 306 and loaded from the HD 306 into the RAM 305 as 
required. 
0.048 Reference numeral 311 denotes an interface (I/F) 
for connecting the host computer 301 to a network interface 
card (NIC 310) for connection to a network such as the 
Internet. The host computer 301 transmits or receives data to 
or from the Internet via the interface 311. Reference numeral 
315 denotes an interface (I/F) for connecting a mouse 313 
and a keyboard 314 to the host computer 301. Via this 
interface 315, various kinds of commands are input from the 
mouse 313 or the keyboard 314 to the CPU 303. 
0049. The host computer 301 is capable of storing image 
data or the like on the HD 306, the CD 307, the FD 308, or 
the DVD 309, and is capable of reading the image data from 
them and displaying the image on the monitor 302. 
0050. It is allowed to transmit the image data over the 
Internet or the like via the NIC 310. A user is allowed to 
input various commands using the mouse 313 or the key 
board 314. In the inside of the host computer 301, various 
blocks (described later) are connected to one another via a 
bus 316 so that various kinds of data can be sent and 
received among the blocks. 
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0051 FIG. 4 is a block diagram showing a functional 
configuration of the system according to the present embodi 
ment. As shown in FIG. 4, the system according to the 
present embodiment includes an electronic document pro 
ducing apparatus 201 and an electronic document processing 
apparatus 202. 
0052 The electronic document producing apparatus 201 
includes the following units. A paper document input unit 
404 is a unit for inputting a paper document 403. A struc 
tured data generator 405 analyzes the paper document and 
generates structured data. 
0053 A signature generator 407 generates an electronic 
signature based on the structured data and a private key 406. 
A position information adding unit 408 relates location 
information of the structured data to the electronic signature 
generated by the signature generator 407. An electronic 
document integrating unit 409 integrates the structured data 
and the electronic signature into a single electronic docu 
ment 411. An electronic document transmitting unit 410 
transmits the electronic document 411 to an electronic 
document processing apparatus 202. 
0054 The electronic document processing apparatus 202 
includes the following units. An electronic document receiv 
ing unit 412 receives the electronic document 411. An 
electronic document decomposing unit 413 decomposes the 
integrated electronic document 411 into the structured data 
and the electronic signature. 
0055. A display controller 416 displays the decomposed 
structured data in the form of an image. A command input 
device 418 is a device Such as a mouse adapted to input 
information to the display unit 416 or the signature verifi 
cation unit 415. A signature verification unit 415 verifies the 
electronic signature based on the structured data, the elec 
tronic signature, and the public key 414. An processing unit 
417 performs an operation Such as modification, editing, 
printing, on the decomposed electronic document. 
0056. Now, the details of each functional block are 
described below. 

0057 The paper document input unit 404 inputs a paper 
document using the scanner 101 or the like based on a 
Suitable photoelectric conversion technique. 
0.058. The details of the structured data generator 405 are 
described with reference to FIG. 5. 

0059 FIG. 5 is a flow chart showing a processing flow of 
a process performed by the structured data generator 405 
according to the present embodiment. 
0060. In step S501, the data supplied from the paper 
document input unit 404 is converted into electronic data. 
0061 FIG. 6A shows an example of electronic data 
obtained in step S501. 
0062. In step S502, one page of image is divided into a 
plurality of component areas (component images) according 
to the attribute of each component area. The component area 
refers to an area in which one or more images having the 
same attribute are continuously distributed. The term 
“attribute is used herein to describe image types, such as 
text, a photographic image, a table, or a graphical image. 
Dividing of a given image into component areas can be 
accomplished using a suitable technique. For example, sets 
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of black pixels or white pixels are detected from a document 
image, and areas of particular attributes Such as a text area, 
a photographic image area, a table area, a frame area, a line 
area, etc. are extracted based on features of the sets of pixels, 
Such as the shape, the size, the manner in which pixels are 
clustered in the respective sets of pixels, etc. 

0063 FIG. 6B shows an example of a result of division 
into component areas according to determination of 
attributes based on extracted features. In this example shown 
in FIG. 6B, component areas 602, 604, 605 and 606 are 
respectively extracted as text areas, and a component area 
603 is extracted as a color photographic area. 
0064. In step S503, document information is generated 
for each component area obtained in the previous step. The 
term "document information' is used herein to describe a set 
of information which may include attribute information, 
layout information indicating page position coordinates or 
the like, a character code string (when a component area is 
a text area), and information indicating a document logical 
structure Such as paragraphs, titles, etc. 
0065. In step S504, each component area obtained in the 
previous step is converted into transmission information. 
The transmission information refers to information 
described in a form that allows the information to be 
rendered. Specific examples of transmission information 
include a resolution-variable raster image, a vector image, a 
monochrome image, and a color image, and a file size or the 
like of such an image. When a component area is a text area, 
the transmission information may include text data obtained 
as a result of character recognition, information indicating 
positions of respective characters, font data, information 
indicating likelihood of characters obtained by character 
recognition, etc. 

0066. In the example shown in FIG. 6B, the text areas 
602, 604, 605, are 606 converted into vector data, while the 
color photographic image area 603 is converted into color 
raster data. 

0067. In step S505, the component areas obtained in step 
S502, the document information generated in step S503, and 
the transmission information obtained in step S504 are 
related to one another. In an embodiment, the relation is 
described in the form of a tree structure. 

0068. In step S506, a set of data generated via the 
previous steps is stored as the structured data. The structured 
data may be stored in any format as long as the tree structure 
can be represented. In an embodiment, the structuring docu 
ment is stored in the XML format. 

0069. Now, the details of the signature generator 407 
shown in FIG. 4 are described with reference to FIG. 8. 

0070 The signature generator 407 generates an elec 
tronic signature associated with the transmission informa 
tion or document information of the structured data gener 
ated via the steps described above. In the generation of the 
electronic signature associated with the structured data by 
the signature generator 407, an electronic signature genera 
tion technique is used. 

0071 FIG. 8 is a flow chart showing a flow of processing 
performed by the signature generation unit 407 according to 
an embodiment of the present invention. 
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0072. In step S801, a determination is made as to whether 
to add an electronic signature to data of interest, such as 
transmission information or document information. If the 
determination is that an electronic signature is to be attached 
(“Yes” in step S801), the process proceeds to step S802. 
However, the determination is that application of an elec 
tronic signature is not required (“No” in step S801), the 
process is ended. 
0073. In step S802, a relative position at which to store 
the electronic signature is calculated. The relative position is 
expressed by the number of bytes as counted starting from 
the start position of electronic document generated by the 
electronic document integrating unit 409. The signature 
generator 407 calculates the relative position of internal data 
of the electronic document generated by the electronic 
document integrating unit 409. Although in the present 
embodiment, the address with respect to the start position is 
used to express the relative position, the reference position 
is not limited to the start position, but an arbitrary position 
in the electronic document generated by the electronic 
document integrating unit 409 may be used as the reference 
position. In a case in which the given electronic document 
is a text document, the number of characters as counted with 
respect to a reference position may be used as the position 
information instead of the byte address. 
0074. In step S803, the relative position calculated in the 
previous step is embedded in the area to be signed, as 
relative position information indicating the position where 
the electronic signature is stored. 
0075 FIG. 9 shows an example of transmission informa 
tion in the XML format to which an electronic signature is 
to be applied. FIG. 10 shows XML data obtained by embed 
ding, in step S803, the position information indicating the 
position at which the electronic signature is stored in the 
transmission information shown in FIG. 9. In the example 
shown in FIG. 10, a character string 1001".<info: signature 
name="sig1.xml position="0x2a8/>'' is added. 
0076. This character string 1001 indicates that the elec 
tronic signature has a data name “sig.xml and is stored at 
the relative position “Ox2a8. In step S804, an electronic 
signature for the data to be signed is generated. 
0077 FIG. 22 shows a signature generation process and 
a signature verification process. The electronic signature is 
generated by use of public key encryption using a hash 
function. More specifically, when a private key 2206 and a 
public key 2211 are given, a sender first performs a hash 
process 2202 on input data 2201 and calculates a digest 
value 2203 with a fixed data length. 
0078. An electronic signature 2205 is then generated by 
performing a conversion process 2204 on the fixed length 
data using a private key 2206. The resultant electronic 
signature 2205 is transmitted together with the input data 
2201 to a receiver. 

0079 At the receiving end, a verification process 2212 is 
performed as follows. That is, data obtained by performing 
a conversion (decoding) process using the public key 2211 
on the electronic signature 2210 is compared with data 2209 
obtained by performing a hash process 2208 on the input 
data 2207. If the comparison result 2213 indicates that these 
two data are identical, it is determined that the input data 
2207 has not been altered (e.g., tampered). On the other 
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hand, if the result 2213 indicates that the two data are not 
identical, it is determined that the input data 2207 has been 
altered. 

0080. The signature generation process is described in 
further detail below with reference to the flow chart shown 
in FIG. 22. The signature generator 407 calculates the digest 
value 2203 with the fixed data length by performing the hash 
process 2202 on the transmission information given as the 
input data 2201. The signature generator 407 then generates 
the electronic signature 2205 by performing the conversion 
process 2204 using the private key 406 shown in FIG. 4 as 
the private key 2206. 
0081. The electronic signature may be generated for each 
of all pieces of the transmission information included in the 
structured data or only for a particular one or more of the 
transmission information. Although in the present embodi 
ment, the electronic signature is described in the XML 
format, the electronic signature may be described in another 
format. 

0082 In the above-described process performed by the 
signature generator 307, the private key 406 may be selected 
by the signer of the electronic document from a plurality of 
private keys stored in advance in the storage unit (the HD 
306 or the like) provided as one of hardware units in the 
electronic document producing apparatus 201. A storage 
medium Such as an IC in which the private key is stored may 
be connected to the electronic document producing appara 
tus 201, and the private key may be read from this storage 
medium. 

0083. The process described above makes it possible to 
easily refer to the electronic signature described in the 
signed data. 
0084. If step S804 is performed at an earlier time than 
step S803, then the signed area is changed when the elec 
tronic signature is generated, and thus it is determined that 
alteration (e.g., tampering) has been performed. Therefore, 
in one embodiment, the processing order between S803 and 
S804 is not allowed to change. 
0085. When no electronic signature is attached to trans 
mission information, that is, when there is no position 
information corresponding to the transmission information, 
it is not necessary to embed the position information indi 
cating the position of the electronic signature. Alternatively, 
in this case, a character string may be embedded to indicate 
that there is no electronic signature. 
0086. In the example described above, the position infor 
mation is embedded in the XML document. In a case in 
which an area to be signed is JPEG data, similar data may 
be embedded in a proper area, which allows a character 
string to be embedded, in a header of the JPEG data. 
0087. In the embodiment described above, the signature 
generator 407 acquires the position information and embeds 
the acquired position information in the data to be signed. 
Alternatively, the signature generator 407 may only acquire 
the position information, and the electronic document inte 
grating unit 409 may generate an electronic document in 
which the position information is placed adjacent to the 
signed data. 

0088. In this case, data of the electronic document gen 
erated by the electronic document integrating unit 409 may 
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be stored in memory at addresses, for example, as shown in 
FIG. 11. In FIG. 11, an electronic signature #1 (1101) is a 
signature for the document information (1104). Similarly, an 
electronic signature #2 (1102) and an electronic signature #3 
(1103) are respectively signatures for the transmission infor 
mation ia (1106) and the transmission information ib 
(1108). 

0089. As shown in FIG. 11, the start address 1105 of the 
electronic signature #1 is set at a memory address adjacent 
to the document information 1104. Similarly, the start 
addresses 1107 and 1109 of the respective electronic signa 
tures #2 and #3 are set at memory addresses respectively 
adjacent to the transmission information 1106ia (1106) and 
the transmission information ib (1108). 

0090. In a case in which no electronic signature is applied 
to transmission information, that is, in a case in which there 
is no electronic signature corresponding to transmission 
information, no electronic signature start address is 
described. In this case, a predefined value (for example, -1) 
indicating that there is no electronic signature may be 
placed. 

0091 Alternatively, a table indicating the correspon 
dence between signed areas and position information of 
electronic signatures may be produced, and the table may be 
incorporated into an electronic document generated by the 
electronic document integrating unit 409. FIG. 12 shows an 
example of such a table described in the XML format so as 
to indicate the correspondence between signed areas and 
position information of electronic signatures. 

0092. In FIG. 12, “doc.xml and “0x100” described in a 
row denoted by reference numeral 1201 respectively indi 
cate the data name of a signed area and the address of the 
signed area in the electronic document. 

0093. In a row denoted by a reference numeral 1202, 
“sig1.xml indicates the data name of an electronic signa 
ture, and "Oxa300' indicates the address of the electronic 
signature. Such a table may be preferably produced by the 
electronic document integrating unit 409. Alternatively, the 
table may be produced by the electronic document decom 
posing unit 413. 

0094. In a case in which the electronic signature genera 
tion process is not performed for transmission information, 
that is, in a case in which there is no electronic signature 
corresponding to transmission information, no correspon 
dence information associated with this transmission infor 
mation is described in the table. Alternatively, information 
may be described in the table to indicate that there is no 
electronic signature associated with this transmission infor 
mation. 

0095 Now, the position information adding unit 408 is 
described below with reference to FIG. 7A. 

0096. The position information adding unit 408 adds the 
position information indicating the position of transmission 
information or document information to the electronic sig 
nature generated by the signature generator 407 to relate the 
structured data, the electronic signature, and the document 
information. FIG. 7A shows an example of an electronic 
document processed by the position information adding unit 
408. 
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0097. Reference numerals 701 and 702 denote, transmis 
sion information of the structured data generated by the 
structured data generator, and reference numeral 703 
denotes document information. 

0098 Reference numerals 704 and 705 denote electronic 
signatures generated by the signature generator. In the 
example shown in FIG. 7A, the position information 706 
pointing to the address of the transmission information ita 
(701) signed with the electronic signature 704 is incorpo 
rated in the electronic signature 704. The electronic signa 
ture 705 is an electronic signature for a combination of the 
transmission information ib (702) and the document infor 
mation 703. Therefore, the position information 707 indi 
cating the position of the transmission information ib (702) 
and the position information 708 indicating the position of 
the document information 703 are incorporated as position 
information in the electronic signature 705. Thus, to verify 
the electronic signature 705 of the document information 
703, the signature verification unit (described later) first 
refers to the position information of the electronic signature 
705 embedded in the document information 703. The posi 
tion information 707 of the transmission information fib 
(702) embedded in the electronic signature 705 is then 
referred to. Thus, the transmission information ib (702) 
necessary to verify the electronic signature 705 is first 
obtained, and then the electronic signature 705 is verified. 
0099] It is not necessarily needed that electronic signa 
tures correspond one-to-one to signed data. For example, the 
position information 707 and the position information 708 
respectively pointing to the transmission information fib 
(702) and the document information 703, which are signed 
with the electronic signature 705, may be embedded in the 
electronic signature 705. In the case in which position 
information pointing to an electronic signature is embedded 
in signed data by the signature generator 407, both the 
electronic signature and the signed data have position infor 
mation pointing to each other. That is, in this case, the 
electronic signature has position information pointing to the 
signed data, and the signed data has position information 
pointing to the electronic signature, and thus each can refer 
to position information pointing to each other. In order to 
make it possible to perform electronic signature verification 
in a case in which a single electronic signature is assigned 
to a combination of a plurality of signed data, Such as the 
combination of the transmission information ib (702) and 
the document information 703, the electronic signature 
needs to have position information pointing to the signed 
data. However, when electronic signatures correspond one 
to-one to signed data, it is possible to Verify electronic 
signatures even if electronic signatures do not have position 
information pointing to the signed data. 
0100. The electronic document integrating unit 409 and 
the electronic document decomposing unit 413 are described 
with reference to FIGS. 7A and 7B. 

0101 The information of structured data 701, 702, and 
703 generated by the structured data generator 405 and the 
electronic signatures 704 and 705 generated by the signature 
generator 407 are a set of XML data or binary image data. 
The electronic document integrating unit 409 generates an 
electronic document by integrating the individual data into 
a single document. The integration may be performed using 
a suitable technique Such as an archiving technique (for 
example, using a Zip format). 
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0102) The electronic document decomposing unit 413 
decomposes the integrated data 710 into individual data, that 
is, structured data and electronic signatures such as those 
shown in FIG. 7A. 

0103) Now, the display controller 416 and the command 
input device 418 are described. 
0.104) The display controller 416 displays on a display the 
electronic document decomposed by the electronic docu 
ment decomposing unit 413, and controls the displayed 
electronic document in accordance with a command input 
via the command input device 418. 
0105 FIG. 13 shows an example of an electronic docu 
ment display application window displayed on the display 
connected to the electronic document processing apparatus 
202. The electronic document display application is an 
application Software program to display electronic docu 
ments generated by the electronic document producing 
apparatus 201, and the displayed electronic document is 
controlled in accordance with the command input device 
418 Such as a mouse or a keyboard. 
0106 FIG. 14 shows an example of an electronic docu 
ment in which a component area pointed to by the mouse has 
an electronic signature, that is, the transmission information 
pointed to by the mouse is a signed area. As shown in FIG. 
14, when a mouse pointer is placed within the component 
area 1401, an icon 1402 is displayed in a lower left area of 
the component area 1401 to indicate that there is an elec 
tronic signature assigned to the component area 1401. Note 
that the area in which the icon 1402 is displayed does not 
necessarily need to be located at the lower left position, and 
the size of the icon 1402 does not necessarily need to be 
fixed. The type, color, and size of the icon 1402 may be 
changed depending on the degree of importance of the 
signed area. A specific icon may be assigned to each signer. 
0.107 The determination as to whether there is an elec 
tronic signature can be made by referring to relative position 
information embedded, by the signature generator 407, in 
the transmission information. In the case in which there is a 
table indicating the correspondence between the signed data 
and the position information pointing to electronic signa 
tures, the determination as to whether there is an electronic 
signature may be made by referring to the table. A broken 
line 1401 indicating the boundary of the component area 
does not necessarily need to be displayed on the screen. 
0.108 FIG. 15 shows another example of an electronic 
document in which transmission information pointed to by 
the mouse has an electronic signature. In this example 
shown in FIG. 15, transmission information in a text data 
area at the top of the electronic document has an electronic 
signature assigned thereto. That is, when a mouse pointer is 
placed within the component area 1501, an icon 1502 is 
displayed in a lower left area of the component area 1501 to 
indicate that there is an electronic signature assigned to the 
component area 1501. 

0.109. In an example shown in FIG. 16, there is an 
electronic signature assigned to transmission information 
which is not displayed on the screen. Examples of trans 
mission information which are not shown on the Screen 
include metadata, a print ticket, font data, information 
indicating the relationship between data, and thumbnail 
image data which is not displayed by the present application. 
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When there is an electronic signature assigned to non 
displayed data, of the mouse pointer is moved into an area 
1601 on the left-hand side of the displayed document area, 
an icon 1602 is displayed in a lower left area of the 
application window to indicate that there is an electronic 
signature. 

0110. Now, the signature verification unit 415 and the 
processing unit 417 are described. 
0111) When the icon 1402, 1502, or 1602 indicating that 
there is an electronic signature is clicked using the mouse, 
the signature verification unit 415 verifies the electronic 
signature assigned to the signed area and displays a verifi 
cation result. Referring to FIG. 22, a signature verification 
process is described. If signed transmission information ita 
(701) in the electronic document 710 shown in FIG. 7B is 
given as input data 2207, a hash process 2208 is performed 
on the input data 2207 to determine a digest value 2209 with 
a fixed data length. 
0112 The obtained digest value 2209 is compared with 
an electronic signature 2210 decoded using a public key 
2211 to determine whether they are identical to each other. 
Note that it is assumed that the public key information has 
been stored in advance in the electronic document process 
ing apparatus 202. 

0113 FIGS. 17 and 18 show examples of windows which 
are displayed when the icon 1402, 1502, or 1602 indicating 
that there is an electronic signature is clicked using the 
mouse. If mouse clicking is performed, the electronic sig 
nature assigned to the signed area is verified and a verifi 
cation result is displayed. 

0114. The window shown in FIG. 17 is displayed when 
the verification result indicates that the electronic signature 
is valid. As shown in FIG. 17, in addition to the verification 
result, a signer name, date/time of signature, and the type of 
signed data are also displayed. 

0115 The window shown in FIG. 18 is displayed when 
the verification result indicates that the electronic signature 
is invalid. When the electronic signature is determined to be 
invalid, there is a possibility that the signed data has been 
tampered with. Therefore, a message "Data has been tam 
pered with may be displayed. As shown in FIG. 18, in 
addition to the verification result, a signer name, date/time of 
signature, and the type of signed data are also displayed. 
Note that displayed items are not limited to those. Only the 
verification result may be displayed. 

0116. In the present embodiment, when there is an elec 
tronic signature generated for non-displayed data, displaying 
on the screen is performed in the manner shown in FIG. 16. 
Alternatively, as shown in FIG. 19, a data name list 1901 of 
non-displayed data may be displayed in the form of text 
data. When a text data area is pointed to by a mouser pointer, 
an icon 1902 may be displayed to indicate that there is an 
electronic signature. 

0117. In the embodiment described above, an icon is 
displayed to indicate that there is an electronic signature. 
Instead of displaying an icon, the whole area of a component 
area may be highlighted in a reverse mode or in a colored 
mode to indicate that there is an electronic signature. In 
addition to displaying for notification, a warning Sound, a 
beep sound, a sound effect, or the like may be emitted. 
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Alternatively, only a sound may be emitted without provid 
ing displaying for notification. 
0118. The result of verification of an electronic signature 
may be displayed not when an icon is clicked but when any 
part of a component area is clicked. FIG. 20 shows an 
example in which a component area is shaded with oblique 
lines 2001 to indicate that there is an electronic signature. 
0119 Referring to FIG. 26, a verification process, accord 
ing to an embodiment of the present invention, is described 
below. 

0.120. In step S2601, the electronic document receiving 
unit 412 receives an electronic document. In step S2602, the 
electronic document decomposing unit 413 decomposes the 
received electronic document and displays the resultant 
electronic document. In step S2603, a signed area is selected 
from the displayed electronic document by using the com 
mand input device 418 to specify an electronic signature to 
be verified. In step S2604, information indicating a storage 
location of the electronic signature included in the signed 
data is acquired, and the electronic signature to be verified 
is acquired. In step S2605, the signature verification unit 415 
verifies the acquired electronic signature. In step S2606, a 
result of the verification is displayed. 
0.121. In the embodiment described above, the mouse is 
used to select transmission information. Alternatively, trans 
mission information may be selected using cursor keys on 
the keyboard. A list of transmission information may be 
displayed as a menu of the application and transmission 
information may be selected from the list. 
0.122. As described above, according to the embodiment 
described above, when electronic signatures are separately 
attached to a plurality of respective components of an 
electronic document, an electronic signature to be verified 
can be efficiently selected and verified. 

Second Exemplary Embodiment 
0123 Now, a second embodiment is explained. In this 
second embodiment, the electronic document producing 
apparatus 201 is configured so as to further include a 
command input unit adapted to authenticate a signer when 
the electronic document producing apparatus 201 generates 
an electronic signature. This command input unit is also 
adapted to allow the signer to specify a component area to 
be signed with an electronic signature. 
0.124. In the present embodiment, a system configuration, 
a functional configuration of the system, and an internal 
hardware configuration of an electronic document process 
ing apparatus 202 are similar to those shown in FIGS. 1 and 
3. 

0.125 FIG. 24 shows an internal hardware configuration 
of the electronic document producing apparatus 201 accord 
ing to an embodiment of the present invention. An operation 
unit 2401 is a unit for performing authentication of a signer 
and for selecting a component area to which to add an 
electronic signature. FIG. 25 shows an example of a user 
interface configuration of the operation unit 2401 of the 
electronic document producing apparatus 201 according to 
an embodiment of the present invention. 
0.126 FIG. 23 is a block diagram showing a functional 
configuration of the present embodiment. A command input 
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unit 2301 is a unit for authenticating a signer and for 
allowing the signer to select a component area in an input 
electronic document to be signed with an electronic signa 
ture. Information indicating the component area specified by 
the signer is Supplied to the signature generator. The other 
functional blocks are similar to those according to the first 
embodiment described above, and a further explanation 
thereof is omitted. 

0127 FIG. 21 shows an example of an electronic docu 
ment producing application window displayed on an opera 
tion screen of the electronic document producing apparatus 
201. This window is displayed on the screen 2501 (shown in 
FIG. 25) when a button 2502 on an operation unit 2401 is 
pressed. The button 2502 may be displayed on the screen 
25O1. 

0128. The electronic document producing apparatus 201 
generates an electronic document in accordance with infor 
mation input by the signer via the application window 
shown in FIG. 21. 

0129. Thereafter, a transmission function is selected from 
one or more functions displayed on the operation screen 
2101 of the electronic document producing apparatus 201, 
401, and at least one destination is determined. As the 
destination, an external device may be specified which is 
connected to the electronic document producing apparatus 
201, 401 via a LAN or the like. The destination may be 
selected from external devices registered in the electronic 
document producing apparatus 201, 401. 
0130. In the present embodiment, it is assumed by way of 
example that an input electronic document is processed and 
the resultant electronic document is transmitted. However, 
alternatively, the electronic document producing apparatus 
201 may have a storage adapted to store one or more 
electronic documents and may process an arbitrary elec 
tronic document stored therein. The format of the data to be 
transmitted is then determined. 

0131 The input electronic document may be directly 
transmitted as image data or may be transmitted in the form 
of an integrated data. Finally, an electronic signature to be 
attached to the data to be transmitted is generated. The 
signature generation process according to the present 
embodiment is similar to that according to the first embodi 
ment described above with reference to FIG. 22. 

0132) On the user interface screen 2101 (shown in FIG. 
21), at least one data necessary to generate an electronic 
signature is input in an input box such as a signer name ID 
input box 2102 or an password input box 2103. Note that 
data necessary to generate an electronic signature are not 
limited to the signer name ID and the password. A part of the 
input electronic document to be signed with the electronic 
signature is then selected. In the present example, when a 
radio button 2104 with a button name “A whole document 
is selected, one electronic signature for the electronic docu 
ment is generated. When a radio button 2105 with a button 
name “Images only' is selected, electronic signatures for 
respective images of the electronic document are generated. 
0133. The electronic document producing apparatus 201, 
401 according to the present embodiment is capable of 
producing an electronic document in the form shown in FIG. 
11, as with the electronic document producing apparatus 
according to the first embodiment. However, the electronic 
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document producing apparatus 201 according to the present 
embodiment is different from that according to the first 
embodiment in that the form of the produced electronic 
document changes depending on whether the radio button 
2104 or the radio button 2105 is selected. In a case in which 
the radio button 2104 is selected, only one electronic sig 
nature is generated. On the other hand, when the radio button 
2105 is selected, as many electronic signatures as there are 
image component areas in data are generated. 

0134) When the radio button 2105 is selected, the trans 
mission information ia (1106) shown in FIG. 11 must be 
image information, and the electronic signature #1 (1101) 
must be an electronic signature for this image information. 
On the other hand, when the radio button 2104 is selected, 
one electronic signature for an electronic document as a 
whole is generated. Thus, it is possible to rather easily refer 
to the address positions of the electronic signature and the 
data to be signed. Therefore, it is not necessarily needed to 
embed the position information pointing to the start address 
1105 of the electronic signature #1 shown in FIG. 11. 
0.135) Instead of using radio buttons, a list of all docu 
ment data or image data included in the input electronic 
document may be displayed on the user interface Screen 
2101 So as to allow at least one of document data or image 
data to be selected using check boxes or the like. 
0.136. When the input electronic document includes a 
plurality of pages, an electronic signature may be generated 
for a specified page or for a specified set of pages. 
0.137 Alternatively, thumbnail images of respective 
pages may be displayed on the user interface screen 2101 So 
as to allow at least one of the thumbnail images to be 
selected. If one or more thumbnail images are selected, one 
or more electronic signatures may be correspondingly gen 
erated. 

0.138 Alternatively, a preview image of the input elec 
tronic document may be displayed on the user interface 
screen 2101 So as to allow at least one data Such as text data, 
image data, or outline data to be selected. As for text data, 
the selection may be made in units of paragraphs or char 
acterS. 

0.139. Alternatively, data (such as font data, thumbnail 
images, signature information indicating the signer's name, 
and document data) associated with the input electronic 
document may be displayed in the form of a list or icons so 
as to allow at least one of them to be selected. 

0140. When a plurality of data to be signed are selected, 
one electronic signature may be generated for each selected 
data, or one electronic signature may be generated for the 
selected data as a whole. 

0.141 Finally, the input electronic document and the 
electronic signature(s) generated for the selected data are 
integrated in accordance with the setting specified by the 
signer via the window shown in FIG. 21, and the resultant 
integrated data is transmitted to the destination. In the 
present embodiment, the transmission is performed using 
SMB (Server Message Block) as a transmission protocol. 
Alternatively, other transmission protocols such as FTP (File 
Transfer Protocol) or HTTP (HyperText Transfer Protocol) 
may be used. The integrated data may be transmitted as 
attached data of an electronic mail. At the destination, an 
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electronic document processing apparatus 202 similar to that 
according to the first embodiment described above is used. 
0142. According to the first or second embodiment 
described above, when electronic signatures are separately 
assigned to a plurality of components of an electronic 
document, it is possible to efficiently specify an arbitrary 
electronic signature and verify the specified electronic sig 
nature. Conversely, it is possible to produce image data with 
one or more electronic signatures in a form that allows it to 
select an arbitrary component image and verify an electronic 
signature associated with the selected component image in 
an efficient manner. 

Other Exemplary Embodiments 

0143. The present invention is not limited to the appara 
tus and the methods according to the embodiments described 
above. For example, a Software program code may be 
supplied to a computer (a CPU or an MPU) disposed in the 
system or the apparatus described above, and the computer 
disposed in the system or the apparatus may control various 
devices in accordance with the Software program code 
thereby achieving the embodiments described above. Note 
that such a system or an apparatus falls within the scope of 
the present invention. 
0144. In this case, it should be understood that the 
Software program code implements the functions of the 
embodiments of the invention. Thus, the program code and 
means for Supplying the program code to the computer. Such 
as a storage medium on which the program code is stored, 
also fall within the scope of the present invention. 
0145 Specific examples of storage media for the above 
purpose include a floppy (registered trademark) disk, a hard 
disk, an optical disk, a magneto-optical disk, a CD-ROM, a 
magnetic tape, a nonvolatile memory card, and a ROM. 
0146 The computer may control various devices accord 
ing to the Supplied program code so as to achieve one or 
more functions of the embodiments described above. One or 
more functions of the embodiments described above may be 
achieved by executing the above-described program code on 
the computer in cooperation with an OS (Operating System) 
and/or one or more application Software programs running 
on the computer. In this case, the program code also falls 
within the scope of the present invention. 
0147 In accordance with the supplied program code, a 
part or all of the process may be executed by a CPU or the 
like provided on an expansion board disposed in the com 
puter or an expansion unit connected to the computer 
thereby realizing one or more functions of the embodiments 
described above. Also in this case, the program code and the 
computer system fall within the scope of the present inven 
tion. 

0148 While the present invention has been described 
with reference to exemplary embodiments, it is to be under 
stood that the invention is not limited to the disclosed 
exemplary embodiments. The scope of the following claims 
is to be accorded the broadest interpretation so as to encom 
pass all modifications, equivalent structures and functions. 
014.9 This application claims the benefit of Japanese 
Application No. 2005-262651 filed Sep. 9, 2005, which is 
hereby incorporated by reference herein in its entirety. 
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What is claimed is: 
1. A method comprising: 
inputting a plurality of component image data, each 

component image data including information indicat 
ing a storage location of an electronic signature for the 
component image data; 

selecting a component image data associated with an 
electronic signature to be verified from the plurality of 
component image data; and 

acquiring the electronic signature associated with the 
Selected component image data in accordance with the 
information indicating the storage location. 

2. The method according to claim 1, further comprising 
verifying the acquired electronic signature. 

3. The method according to claim 1, wherein 
the acquiring the electronic signature includes acquiring 

information indicating whether there is an electronic 
signature associated with the selected component 
image data in accordance with the information indicat 
ing the storage location, 

and wherein the image processing method further com 
prises notifying of presence or absence of the electronic 
signature. 

4. The method according to claim 1, wherein the acquiring 
the electronic signature includes referring to a table indicat 
ing the correspondence between the component image data 
and information indicating the storage locations of the 
component image data and acquiring the selected compo 
nent image data in accordance with the table. 

5. A method comprising: 
inputting image data including a plurality of component 

images: 

generating an electronic signature for an component 
image; and 

adding information indicating a storage location of the 
electronic signature to the component image. 

6. An image processing apparatus comprising: 

an input unit to input a plurality of component image data, 
each component image data including information indi 
cating a storage location of an electronic signature for 
the component image data; 

a selection unit to select a component image data asso 
ciated with an electronic signature to be verified from 
the plurality of component image data; and 

an electronic signature acquisition unit to acquire the 
electronic signature associated with the selected com 
ponent image data in accordance with the information 
indicating the storage location. 

7. The image processing apparatus according to claim 6. 
further comprising an electronic signature verification unit 
to verify the electronic signature acquired by the electronic 
signature acquisition unit. 

8. The image processing apparatus according to claim 6. 
wherein 

the electronic signature acquisition unit is adapted to 
acquire information indicating whether there is an 
electronic signature associated with the selected com 
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ponent image data in accordance with the information 
indicating the storage location, 

and wherein the image processing apparatus further com 
prises a notification unit to notify of the presence or 
absence of the electronic signature. 

9. The image processing apparatus according to claim 6. 
wherein the electronic signature acquisition unit is adapted 
to refer to a table indicating the correspondence between the 
component image data and information indicating the Stor 
age locations of the component image data and acquire the 
selected component image data in accordance with the table. 

10. An image processing apparatus comprising: 
an input unit to input image data including a plurality of 
component images: 

an electronic signature generation unit to generate an 
electronic signature for an component image; and 

an addition unit to add information indicating a storage 
location of the electronic signature to the component 
image. 

11. A computer-readable storage medium storing instruc 
tions which, when executed by a computer, causes the 
computer to perform operations comprising: 
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inputting a plurality of component image data, each 
component image data including information indicat 
ing a storage location of an electronic signature for the 
component image data; 

selecting a component image data associated with an 
electronic signature to be verified from the plurality of 
component image data; and 

acquiring the electronic signature associated with the 
Selected component image data in accordance with the 
information indicating the storage location. 

12. A computer-readable storage medium storing instruc 
tions which, when executed by a computer, causes the 
computer to perform operations comprising: 

inputting image data including a plurality of component 
images: 

generating an electronic signature for an component 
image; and 

adding information indicating a storage location of the 
electronic signature to the component image. 


