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ABSTRACT
One example method includes receiving indicator of compromise (IOC)
intelligence including an IOC. The IOC can then be validated. One or more security
systems to add the IOC can then be determined based on one or more risk indicators of the

IOC. The IOC can then be added to the one or more security systems.
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AUTOMATIC VALIDATIONS AND PRIORITIZATIONS OF
INDICATORS OF COMPROMISE

TECHNICAL FIELD
[0001] The present disclosure relates to computer-implemented methods, software,
and systems for automatic indicator of compromise (IOC) validations and prioritizations

and threat remediation associated with the IOCs in a networked environment.

BACKGROUND
[0002] Modem computer systems and networks have to address and protect
themselves from the numerous threats that are designed to infiltrate and/or compromise the
security of these systems and networks. Examples of such threats include, among others,
viruses, ransomware, and malicious actors attempting to gain unauthorized access to

computer systems and networks.

SUMMARY
[0003] The present disclosure generally relates to systems, software, and computer-
implemented methods for automatic IOC validations and prioritizations and threat
remediation associated with the IOCs in a networked environment.
[0004] A first example method includes receiving IOC intelligence including an
IOC. The IOC can be validated. One or more security systems to add the IOC can be
determined based on one or more risk indicators of the IOC. The IOC can be added to the

one or more security systems.

[0005] Implementations can optionally include one or more of the following
features.
[0006] In some implementations, validating the IOC includes determining, based

on querying security systems, whether the IOC has been added to the security systems. In
response to determining that the IOC has not been added to any of the security systems,
the IOC can be validated with external sources that include potential IOCs. In response to
determining that the IOC matches one or more potential IOCs included in the external
sources, it can be determined that the IOC is validated.

1
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[0007] In some implementations, determining the one or more security systems to
add the IOC includes determining whether the IOC is associated with network security
stack or endpoint.

[0008] In some implementations, the first example method includes in response to
determining that the IOC is associated with network security stack, determining that the
I0C is to be added to a firewall, or in response to determining that the IOC is associated
with endpoint, determining that the IOC is to be added to at least one of an Endpoint
Detection and Response (EDR) system or an Endpoint Protection Platform (EPP).

[0009] In some implementations, the first example method includes performing
ongoing monitoring of I0Cs added to all security systems. A redundancy in adding a
redundant IOC to more than one security systems can be identified. The redundant I0C
can be removed from at least one of the more than one security systems.

[0010] In some implementations, the ongoing monitoring is continuous or periodic.

[0011] In some implementations, the one or more security systems include at least
one of a firewall, an EDR system, an EPP, or a Splunk platform.

[0012] In some implementations, the one or more security systems include a first
security system, and where the first example method includes determining, based on the
one or more risk indicators of the IOC, a risk score of the IOC. An order of a plurality of
I0Cs can be determined, based on the risk score of the IOC and at least one risk score of
at least one IOC currently added to the first security system, the order of the plurality of
I0Cs including the IOC and the at least one IOC.

[0013] In some implementations, the first example method includes determining
that the first security system has satisfied an IOC size limit before adding the IOC. A
particular IOC ranked last in the order can be determined based on the order. The particular
IOC can be removed from the first security system.

[0014] In some implementations, the one or more risk indicators include at least
one of potential damage of a potential security threat associated with the IOC, a probability
of a potential security threat associated with the IOC, or potential damage of a false positive
alert associated with the IOC.

[0015] In some implementations, receiving the IOC intelligence includes at least

one of receiving IOCs detected by internal teams of an organization, or receiving IOCs
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from an external source including at least one of an external vendor or an open source
organization.

[0016] In some implementations, adding the IOC to the one or more security
systems includes generating an indication indicating that the IOC should be added to the
one or more security systems. The indication can be transmitted to the one or more security
systems.

[0017] Similar operations and processes associated with each example system may
be performed in a different systems comprising at least one processor and a memory
communicatively coupled to the at least one processor where the memory stores
instructions that when executed cause the at least one processor to perform the operations.
Further, a non-transitory computer-readable medium storing instructions which, when
executed, cause at least one processor to perform the operations may also be contemplated.
Additionally, similar operations can be associated with or provided as computer-
implemented software embodied on tangible, non-transitory media that processes and
transforms the respective data, some or all of the aspects may be computer-implemented
methods or further included in respective systems or other devices for performing this
described functionality. The details of these and other aspects and embodiments of the
present disclosure are set forth in the accompanying drawings and the description below.
Other features, objects, and advantages of the disclosure will be apparent from the
description and drawings, and from the claims.

[0018] The techniques described herein can be implemented to achieve the
following advantages. For example, in some cases, compared to employing manual
processes to process IOCs, the solution improves the IOC processing efficiencies by
automating the validations and prioritizations of IOCs. Therefore, the new 10Cs can be
added to security systems quickly and potential cybersecurity attacks associated with these
new [OCs can be blocked or mitigated by security systems to reduce the potential damages
to the computer systems or networks.

[0019] As another example, in some instances, instead of sorting the IOCs by the
time they are added to the security systems, the solution prioritizes the IOCs based on a

variety of risk indicators representing risk levels of the IOCs, thus further alleviating the
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security risks compared to the methods that remove the oldest IOCs without considering

their risk levels.

DESCRIPTION OF DRAWINGS

[0020] FIG. 1 is a block diagram illustrating an example system for automatic IOC
validations and prioritizations and threat remediation associated with the IOCs in a
networked environment.

[0021] FIG. 2 illustrates a flow diagram of example interactions performed for
automatic IOC validations and prioritizations and threat remediation associated with the
I0Cs in a networked environment.

[0022] FIG. 3 illustrates a flow diagram of an example method for automatic IOC
validations and prioritization and threat remediation based on the IOCs in a networked

environment.

DETAILED DESCRIPTION

[0023] The present disclosure describes various tools and techniques associated
with automatic indicator of compromise (IOC) validations and prioritizations and threat
remediation associated with the IOCs in a networked environment.

[0024] Modem computer systems and networks have to address and protect
themselves from numerous threats. The potential threats to computer systems and networks
can be prevented or mitigated by monitoring IOC(s). IOC refers to data indicating that a
system may have been infiltrated by a cybersecurity attack. Examples of I0Cs include
specific identifiers, such as an IP address or domain name, that can be potentially
associated with attacker, a hash value of a malicious file that includes malware, unusual
outbound network traffic, anomalies in privileged user account activity, geographical
irregularities, and others. An IOC can be included in or used by one or more security
systems, such as a firewall, an Endpoint Detection and Response (EDR) system, an
Endpoint Protection Platform (EPP), or a Splunk platform, among others. The security
systems can monitor potential cybersecurity attacks that match or correspond to an

identified and registered 10OC, and/or subsequently take corrective actions against the
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cybersecurity attacks. A security system typically has a size limit of the number of IOCs
(e.g., maximum 40,000 IOCs) that can be added to the security system.

[0025] Conventional methods generally employ manual processes to investigate
potential IOCs and determine the security system to add the IOCs. Further, the
conventional methods do not prioritize the [OCs. When the size limit of a security system
has been met, the conventional methods typically add the newest I[OC and remove the
oldest IOC without considering their priorities or relative risks.

[0026] Accordingly, the conventional methods suffer from multiple deficiencies.
As an initial matter, the manual processes are inefficient, and it can sometimes be
impossible to investigate the large quantity of potential IOCs or maintain those IOCs in the
security systems. As a result, the IOCs are not always added to the security systems in a
timely manner. Also, the IOCs in the security systems may not always be up-to-date due
to the slow updates of these IOCs. These inefficiencies in the processing of IOCs expose
the computer systems or networks to a variety of security threats. Further, the conventional
methods sort the IOCs by the time they are added to the security systems, instead of by
their risk levels. As a result, a newer IOC can replace an older IOC in a security system,
even if the newer IOC is less risky than the older IOC. This also exposes the computer
systems or networks to cybersecurity attacks.

[0027] In contrast, the techniques described herein enable automatic 10C
validations and prioritizations and threat remediation associated with the IOCs in a
networked environment. In some implementations, the techniques described herein can
include two phases. In the first phase, the techniques can employ an algorithm to
automatically validate an IOC based on internal and/or external sources and determine
whether the IOC needs to be included in the security system(s). In the second phase, the
solution can prioritize the IOC based on one or more risk indicators, determine the security
system(s) that the IOC should be added to, and update the corresponding security system(s)
to add the IOC. The IOC can then be continuously monitored and corrective action can be
taken to address any threat event associated with the IOC. Additional structural and
operational details of the techniques are described below.

[0028] The techniques described herein can be used in the context of computer and

network security and, in particular, automatic validations and prioritizations of I0Cs for
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the security systems in a networked environment (e.g., a financial institution). In some
instances, corrective actions can be taken in response to detections of threat events
associated with the IOCs. One skilled in the art will appreciate that the above described
techniques are not limited to this computer and network security application, but can be
applicable in other contexts. For example, in some implementations, the above described
techniques can be used to implement Internet moderation and take corrective actions to
stop the distributions of, for example, fake news that needs to be controlled or suppressed.
In such applications, an assessment engine can collect intelligence including indicators of
fake news (e.g., a URL to a website containing the fake news, an IP address of a server that
distributes fake news, etc.). Then, the assessment engine can validate the indicators of fake
news. When an indicator of fake news is validated, the indicator of fake news can be added
to a security system to monitor and/or take corrective actions to stop the fake news from
being accessed, published, or viewed on the Internet.

[0029] Turning to the illustrated example implementation, FIG. 1 is a block
diagram illustrating an example system 100 for automatic IOC validations and
prioritizations and threat remediation associated with the IOCs in a networked
environment. As further described with reference to FIG. 1, the environment implements
various systems that interoperate to collect IOC intelligence, validate potential 10Cs,
prioritize the IOCs to be added to the security system(s), and subsequently take remediation
or security actions in response to detected risks or threats based on the added IOCs (e.g.,
controlling access of the clients to system resources).

[0030] In general, the system 100 allows the illustrated components to share and
communicate information across devices and systems (e.g., IOC assessment engine 104,
security system 120, access control engine 140b, client 160, internal IOC source 150, and
external IOC source 180, among others, via network 190). As described herein, the IOC
assessment engine 104, the security system 120, the access control engine 140b, the client
160, the internal IOC source 150, and/or the external IOC source 180 may be cloud-based
components or systems (e.g., partially or fully), while in other instances, non-cloud-based
systems may be used. In some instances, non-cloud-based systems, such as on-premise
systems, client-server applications, and applications running on one or more client devices,

as well as combinations thereof, may use or adapt the processes described herein. Although
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components are shown individually, in some implementations, functionality of two or more
components, systems, or servers may be provided by a single component, system, or server.
[0031] As used in the present disclosure, the term “computer” is intended to
encompass any suitable processing device. For example, the IOC assessment engine 104,
the security system 120, the access control engine 140b, the client 160, the internal IOC
source 150, and/or the external IOC source 180 may be any computer or processing devices
such as, for example, a blade server, general-purpose personal computer (PC), Mac®,
workstation, UNIX-based workstation, or any other suitable device. Moreover, although
FIG. 1 illustrates a single IOC assessment engine 104, a single security system 120, a single
access control engine 140b, a single client 160, a single internal IOC source 150, and/or a
single external IOC source 180, any one of the IOC assessment engine 104, the security
system 120, the access control engine 140b, the client 160, the internal IOC source 150,
and/or the external IOC source 180 can be implemented using a single system or more than
those illustrated, as well as computers other than servers, including a server pool. In other
words, the present disclosure contemplates computers other than general-purpose
computers, as well as computers without conventional operating systems. In some
instances, the IOC assessment engine 104, the security system 120, the access control
engine 140b, the client 160, the internal IOC source 150, and/or the external IOC source
180 may be a desktop system, a client terminal, or any other suitable device, including a
mobile device, such as a smartphone, tablet, smartwatch, or any other mobile computing
device. In general, each illustrated component may be adapted to execute any suitable
operating system, including Linux, UNIX, Windows, Mac OS®, Java™, Android™,

Windows Phone OS, or iOS™, among others. The IOC assessment engine 104, the

security system 120, the access control engine 140b, the client 160, the internal IOC source
150, and/or the external IOC source 180 may include one or more IOC-specific
applications executing on the IOC assessment engine 104, the security system 120, the
access control engine 140b, the client 160, the internal IOC source 150, and/or the external
IOC source 180, or the IOC assessment engine 104, the security system 120, the access
control engine 140b, the client 160, the internal IOC source 150, and/or the external IOC

source 180 may include one or more Web browsers or web applications that can interact

with particular applications executing remotely from the IOC assessment engine 104, the
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security system 120, the access control engine 140b, the client 160, the internal IOC source

150, and/or the external IOC source 180, such as the client application 162, among others.

[0032] The internal system 102 can be, for example, the computer systems and
networks internal to an organization. The organization can be any one of, for example,
companies, corporations, governments, non-governmental organizations, political
organizations, international organizations, armed forces, charities, not-for-profit
corporations, partnerships, cooperatives, and educational institutions, etc. The internal
system 102 can include one or more IOC assessment engines 104, one or more security
systems 120, one or more access control engines 140b, one or more clients 160, and/or one
or more internal IOC sources 150.

[0033] As illustrated, the IOC assessment engine 104 includes or is associated with
interface 106, processor(s) 108, human evaluation interface 110, and memory 112. While
illustrated as provided by or included in the IOC assessment engine 104, parts of the
illustrated components/functionality of the IOC assessment engine 104 may be separate or
remote from the IOC assessment engine 104, or the IOC assessment engine 104 may itself
be distributed across the network 190.

[0034] The interface 106 of the IOC assessment engine 104 is used by the I0C
assessment engine 104 for communicating with other systems in a distributed environment
— including within the environment 100 — connected to the network 190, such as the
security system 120, the access control engine 140b, the client 160, the internal IOC source
150, the external IOC source 180, and other systems communicably coupled to the
illustrated IOC assessment engine 104 and/or network 190. Generally, the interface 106
includes logic encoded in software and/or hardware in a suitable combination and operable
to communicate with the network 190 and other components. More specifically, the
interface 106 can include software supporting one or more communication protocols
associated with communications such that the network 190 and/or interface’s hardware is
operable to communicate physical signals within and outside of the illustrated system 100.
Still further, the interface 106 can allow the IOC assessment engine 104 to communicate
with the security system 120, the access control engine 140b, the client 160, the internal
I0C source 150, the external IOC source 180, and/or other portions illustrated within the

I0C assessment engine 104 to perform the operations described herein.
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[0035] The IOC assessment engine 104, as illustrated, includes one or more

processors 108. Although illustrated as a single processor 108 in FIG. 1, multiple
processors may be used according to particular needs, desires, or particular
implementations of the system 100. Each processor 108 may be a central processing unit
(CPU), an application specific integrated circuit (ASIC), a field-programmable gate array
(FPGA), or another suitable component. Generally, the processor 108 executes
instructions and manipulates data to perform the operations of the IOC assessment engine
104. Specifically, the processor 108 executes the algorithms and operations described in
the illustrated figures, as well as the various software modules and functionality, including
the functionality for sending communications to and receiving transmissions from the
security system 120, the access control engine 140b, the client 160, the internal IOC source
150, the external IOC source 180, as well as to other devices and systems. Each processor
108 may have a single or multiple core, with each core available to host and execute an
individual processing thread. Further, the number of, types of, and particular processors
108 used to execute the operations described herein may be dynamically determined based
on a number of requests, interactions, and operations associated with the IOC assessment
engine 104.

[0036] Regardless of the particular implementation, “software” includes computer-
readable instructions, firmware, wired and/or programmed hardware, or any combination
thereof on a tangible medium (transitory or non-transitory, as appropriate) operable when
executed to perform at least the processes and operations described herein. In fact, each
software component may be fully or partially written or described in any appropriate
computer language including, e.g., C, C++, JavaScript, Java™, Visual Basic, assembler,
Perl®, any suitable version of 4GL, as well as others.

[0037] As illustrated, the IOC assessment engine 104 can include a human
evaluation interface 110. In some implementations, upon determining that a potential IOC
is validated (e.g., validating against external sources to determine that the IOC is a genuine
threat) and before adding the IOC to security system(s) 120, the IOC assessment may be
sent, via the human evaluation interface 110 and over network 190, to a system
administrator’s system (not shown) where a human verifier can further evaluate whether

the IOC is an actual threat or not. In such implementations, the human verifier can
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communicate, using the administrator’s system and to the security system(s) 120, whether
an IOC poses an actual threat and then, the security system(s) 120 can add the IOC. In
some implementations, the human verification is optional and need not be performed as
part of the IOC assessment.

[0038] The IOC assessment engine 104 can also include memory 112, which may
represent a single memory or multiple memories. The memory 112 may include any
memory or database module and may take the form of volatile or non-volatile memory
including, without limitation, magnetic media, optical media, random access memory
(RAM), read-only memory (ROM), removable media, or any other suitable local or remote
memory component. The memory 112 may store various objects or data associated with
the TIOC assessment engine 104, including any parameters, variables, algorithms,
instructions, rules, constraints, or references thereto. While illustrated within the I0C
assessment engine 104, memory 112 or any portion thereof, including some or all of the
particular illustrated components, may be located remote from the IOC assessment engine
104 in some instances, including as a cloud application or repository, or as a separate cloud
application or repository when the IOC assessment engine 104 itself is a cloud-based
system.

[0039] As noted, each of the one or more security systems 120 can store a list of
IOCs and continuously monitor and/or take corrective actions against threat events
associated with the IOCs. The security system 120 can be, for example, a firewall, an EDR
system, an EPP, a Splunk platform, etc. As illustrated, the security system 120 includes
various components, including at least one processor 124 (which can be operationally
and/or structurally similar to processor(s) 108, and which can execute the functionality of
the security system 120), interface 122 for communication (which can be operationally
and/or structurally similar to interface 106), access control engine 140a, and at least one
memory 126 (which can be operationally and/or structurally similar to memory 112).

[0040] The access control engine 140a can take corrective actions against threat
events associated with an IOC in response to detection of a threat event associated with the
IOC. While the access control engine 140a is illustrated as in the security system 120, the
access control engine 140a can be separated from the security system 120 and executed,

for example, elsewhere in the internal system 102, as illustrated by the access control

10
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engine 140b. Any suitable solution may be implemented within the scope of the present
disclosure.

[0041] As illustrated, the at least one memory 126 can include an IOC queue 128
storing a list of IOCs from IOC A 130 to IOC Z 132 that have been added to the security
system 120. The security system 120 can continuously monitor threat events associated
with the IOCs in the IOC queue 128. In some implementations, there can be a limit on the
quantity of IOCs that can be added to the IOC queue 128. When the limit is reached, no
additional IOC can be added to the IOC queue 128, unless any existing IOC is first removed
from the IOC queue 128.

[0042] As noted and similar to the access control engine 140a, the access control
engine 140b can take corrective actions against threat events associated with an IOC, when
a threat event associated with the IOC is detected. As illustrated, the access control engine
140b includes various components, including at least one processor 142 (which can be
operationally and/or structurally similar to processor(s) 108, and which can execute the
functionality of the access control engine 140b), interface 144 for communication (which
can be operationally and/or structurally similar to interface 106), and at least one memory
146 (which can be operationally and/or structurally similar to memory 112).

[0043] As illustrated, one or more clients 160 may be present in the example system
100. Although FIG. 1 illustrates a single client 160, multiple clients may be deployed and
in use according to the particular needs, desires, or particular implementations of the
system 100. Each client 160 can be associated with a particular user (e.g., an employee or
a customer of an organization), or may be accessed by multiple users, where a particular
user is associated with a current session or interaction at the client 160. Client 160 can be
a client device at which the user is linked or associated, or a client device through which
the user interacts with the IOC assessment engine 104, the security system 120, the access
control engine 140b, etc. As illustrated, the client 160 can include an interface 168 for
communication (which can be operationally and/or structurally similar to interface 106), at
least one processor 166 (which can be operationally and/or structurally similar to processor
108), a graphical user interface (GUI) 164, a client application 162, and at least one
memory 170 (which can be operationally and/or structurally similar to memory 112)

storing information associated with the client 160.

11
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[0044] The illustrated client 160 is intended to encompass any computing device,

such as a desktop computer, laptop/notebook computer, mobile device, smartphone,
personal data assistant (PDA), tablet computing device, one or more processors within
these devices, or any other suitable processing device. In general, the client 160 and its
components may be adapted to execute any operating system. In some instances, the client
160 may be a computer that includes an input device, such as a keypad, touch screen, or
other device(s) that can interact with one or more client applications, such as one or more
mobile applications, including for example a web browser, a banking application, or other
suitable applications, and an output device that conveys information associated with the
operation of the applications and their application windows to the user of the client 160.
Such information may include digital data, visual information, or a GUI 164, as shown
with respect to the client 160. Specifically, the client 160 may be any computing device
operable to communicate with the IOC assessment engine 104, the security system 120,
the access control engine 140b, the internal IOC source 150, the external IOC source 180,
other clients 160, and/or other components via network 190, as well as with the network
190 itself, using a wireline or wireless connection. In general, the client 160 includes an
electronic computer device operable to receive, transmit, process, and store any appropriate
data associated with the system 100 of FIG. 1.

[0045] The client application 162 executing on the client 160 may include any
suitable application, program, mobile app, or other component. Client application 162 can
interact with the IOC assessment engine 104, the security system 120, the access control
engine 140b, the internal IOC source 150, the external IOC source 180, other clients 160,
or portions thereof, via network 190. In some instances, the client application 162 can be
a web browser, where the functionality of the client application 162 can be realized using
a web application or website that the user can access and interact with via the client
application 162. In other instances, the client application 162 can be a remote agent,
component, or client-side version of the security system 120 and/or the access control
engine 140b, or a dedicated application associated with the security system 120 and/or the
access control engine 140b. In some instances, the client application 162 can interact
directly or indirectly (e.g., via a proxy server or device) with the security system 120 and/or

the access control engine 140b, or portions thereof. The client application 162 may be used
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to view, interact with, or otherwise transact data exchanges with the security system 120
and/or the access control engine 140b, and to allow interactions for IOC monitoring and
access control via the security system 120 and/or the access control engine 140b.

[0046] GUI 164 of the client 160 interfaces with at least a portion of the system
100 for any suitable purpose, including generating a visual representation of any particular
client application 162 and/or the content associated with any components of the 10C
assessment engine 104, the security system 120, the access control engine 140b, the
internal IOC source 150, the external IOC source 180, and/or other clients 160. For
example, the GUI 164 can be used to present screens and information associated with the
security system 120 (e.g., one or more interfaces identifying IOC(s) detected on the client
160) and interactions associated therewith, as well as access control-related presentations
associated with the access control engine 140b (e.g., one or more interfaces noting whether
access to a particular resource has been granted or denied). GUI 164 may also be used to
view and interact with various web pages, applications, and web services located local or
external to the client 160. Generally, the GUI 164 provides the user with an efficient and
user-friendly presentation of data provided by or communicated within the system. The
GUI 164 can include a plurality of customizable frames or views having interactive fields,
pull-down lists, and buttons operated by the user. In general, the GUI 164 is often
configurable, supports a combination of tables and graphs (bar, line, pie, status dials, etc.),
and is able to build real-time portals, application windows, and presentations. Therefore,
the GUI 164 contemplates any suitable graphical user interface, such as a combination of
a generic web browser, a web-enable application, intelligent engine, and command line
interface (CLI) that processes information in the platform and efficiently presents the
results to the user visually.

[0047] The internal IOC source 150 can be, for example, one or more computers
deployed in the internal system 102. The one or more computers can be associated with,
for example, one or more internal users of the organization (e.g., an employee of the
organization). The internal IOC source 150 can continuously monitor activities of various
objects (e.g., client 160, security system 120, etc.) in the networked environment (e.g.,
internal system 102) to detect threat events. When a threat event is detected, the internal

I0C source 150 can send an IOC corresponding to the threat event to the IOC assessment
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engine 104. For example, one or more computers of an information security team of an
organization can continuously monitor threat events of the computer systems and networks
of the organization. When the one or more computers detect, for example, that one or more
client devices have visited a website and are infected with a common malware, the one or
more computers can send the uniform resource locator (URL) of the website to the IOC
assessment engine 104.

[0048] As illustrated, the internal IOC source 150 includes various components,
including at least one processor 154 (which can be operationally and/or structurally similar
to processor(s) 108, and which can execute the functionality of the internal IOC source
150), interface 152 for communication (which can be operationally and/or structurally
similar to interface 106), and at least one memory 156 (which can be operationally and/or
structurally similar to memory 112).

[0049] The external IOC source 180 can be, for example, one or more computers
associated with an external vendor paid to provide IOC intelligence, an open source
intelligence (e.g., feeds, websites, etc.), a partner organization such as a governmental
entity and/or a business entity (e.g., Federal Bureau of Investigation (FBI), U.S. Securities
and Exchange Commission (SEC), etc.). In some cases, the IOC assessment engine 104
can receive IOC intelligence from the external IOC source 180 periodically (e.g., every 30
days, every 7 days, etc.). In some cases, the IOC assessment engine 104 can receive [OC
intelligence from the external IOC source 180 when a predetermined event occurs. For
example, the IOC assessment engine 104 can receive IOC intelligence from the external
I0C source 180 when the external IOC source 180 accumulates a predetermined quantity
of IOCs that have not yet been sent to the IOC assessment engine 104.

[0050] As illustrated, the external IOC source 180 includes various components,
including at least one processor 184 (which can be operationally and/or structurally similar
to processor(s) 108, and which can execute the functionality of the external IOC source
180), interface 182 for communication (which can be operationally and/or structurally
similar to interface 106), and at least one memory 186 (which can be operationally and/or
structurally similar to memory 112).

[0051] Network 190 facilitates wireless or wireline communications between the

components of the system 100 (e.g., between the IOC assessment engine 104, the security
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system 120, the access control engine 140b, the client 160, the internal IOC source 150,
and/or the external IOC source 180, etc.), as well as with any other local or remote
computers, such as additional mobile devices, clients, servers, or other devices
communicably coupled to network 190, including those not illustrated in FIG. 1. In the
illustrated environment, the network 190 is depicted as a single network, but may be
included of more than one network without departing from the scope of this disclosure, so
long as at least a portion of the network 190 may facilitate communications between
senders and recipients. In some instances, one or more of the illustrated components (e.g.,
the IOC assessment engine 104, the security system 120, the access control engine 140b,
the client 160, the internal IOC source 150, the external IOC source 180, etc.) can be
included within or deployed to network 190, or a portion thereof as one or more cloud-
based services or operations. The network 190 can be all or a portion of an enterprise or
secured network, while in another instance, at least a portion of the network 190 may
represent a connection to the Internet. In some instances, a portion of the network 190 may
be a virtual private network (VPN). Further, all or a portion of the network 190 can include
either a wireline or wireless link. Example wireless links may include 802.11a/b/g/n/ac,
802.20, WiMax, LTE, and/or any other appropriate wireless link. In other words, the
network 190 encompasses any internal or external network, networks, sub-network, or
combination thereof operable to facilitate communications between various computing
components inside and outside the illustrated system 100. The network 190 may
communicate, for example, Internet Protocol (IP) packets, Frame Relay frames,
Asynchronous Transfer Mode (ATM) cells, voice, video, data, and other suitable
information between network addresses. The network 190 may also include one or more
local area networks (LANS), radio access networks (RANs), metropolitan area networks
(MANSs), wide area networks (WANSs), all or a portion of the Internet, and/or any other
communication system or systems at one or more locations.

[0052] While portions of the elements illustrated in FIG. 1 are shown as individual
modules that implement the various features and functionality through various objects,
methods, or other processes, the software may instead include a number of sub-modules,

third-party services, components, libraries, and such, as appropriate. Conversely, the
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features and functionality of various components can be combined into single components
as appropriate.

[0053] FIG. 2 illustrates a flow diagram of example interactions 200 performed for
automatic IOC validations and prioritizations and threat remediation associated with the
I0Cs in anetworked environment, such as the networked system 100. As explained further
below, this flow diagram describes an automatic process of validating potential IOCs and
prioritizing the IOCs to be added to the security system(s) and subsequently controlling
access of the client to system and network resources based on detecting IOC(s) associated
with the client. As illustrated, FIG. 2 is illustrated with interactions between the external
I0C source 180, the internal IOC source 150, the IOC assessment engine 104, the security
system 120, the access control engine 140 (e.g., the access control engine 140a and/or the
access control engine 140b as illustrated in FIG. 1), and the client 160.

[0054] In one instance, interactions 200 can be performed at a predetermined
interval (e.g., every 7 days, every 24 hours, etc.). In other instances, the interactions 200
can be performed upon the occurrence of a particular event or combination of events (e.g.,
receiving new [OC intelligence).

[0055] At 202, the IOC assessment engine 104 can receive IOC intelligence from
at least one of the external IOC source 180 or the internal IOC source 150. The external
I0C source 180 can be, for example, one or more computers associated with an external
vendor paid to provide IOC intelligence, an open source intelligence (e.g., feeds, websites,
etc.), a partner organization such as a governmental entity and/or a business entity (e.g.,
Federal Bureau of Investigation (FBI), U.S. Securities and Exchange Commission (SEC),
etc.). In some cases, the IOC assessment engine 104 can receive IOC intelligence from the
external IOC source 180 periodically (e.g., every 30 days, every 7 days, etc.). In some
cases, the IOC assessment engine 104 can receive IOC intelligence from the external IOC
source 180 when a predetermined event occurs. For example, the IOC assessment engine
104 can receive IOC intelligence from the external IOC source 180 when the external IOC
source 180 accumulates a predetermined quantity of IOCs that have not yet been sent to
the IOC assessment engine 104.

[0056] The internal IOC source 150 can be, for example, one or more computers

deployed in the internal system 102. The one or more computers can be associated with,

16

Date Recue/Date Received 2022-12-16



Attorney Docket: 36302-0169CA1 /22114-CYB-CA-PAT

for example, one or more internal users of the organization (e.g., an employee of the
organization). The internal IOC source 150 can continuously monitor activities of various
objects (e.g., client 160, security system 120, etc.) in the networked environment (e.g.,
internal system 102) to detect threat events. When a threat event is detected, the internal
I0C source 150 can send an IOC corresponding to the threat event to the IOC assessment
engine 104. For example, one or more computers of an information security team of an
organization can continuously monitor threat events of the computer systems and networks
of the organization. When the one or more computers detect, for example, that one or more
client devices have visited a website and are infected with a common malware, the one or
more computers can send the uniform resource locator (URL) of the website to the IOC
assessment engine 104.

[0057] At 204, the IOC assessment engine 104 can validate one or more I0Cs
included in the received IOC intelligence to determine whether further action(s) need to be
taken on the IOC. In some instances, the validation can include querying internal systems
and validating against external source(s).

[0058] By querying internal systems, the IOC assessment engine 104 can
determine whether an IOC in the IOC intelligence has already been blocked or monitored
by the security system(s) 120. The security system(s) 120 can include, for example, one or
more of a firewall, an EDR system, an EPP, or a Splunk platform. In some cases, if the
IOC 1is actively being blocked or monitored by the security system(s), the rest of the
operations on the IOC can be skipped because there is no need to add the IOC to the security
system(s) 120 again. On the contrary, if the IOC has not yet been blocked or monitored by
the security system(s) 120, the IOC can be validated against external source(s).

[0059] By validating against external source(s), the [OC assessment engine 104 can
determine whether the IOC is a genuine threat. In some implementations, validating against
external source(s) can include, for example, determining a quantity of the external sources
that identify the IOC as a threat, or otherwise evaluating the likelihood that the IOC is a
threat. This can include automatic analysis of systems, as well as determinations as to
whether the IOC is actually an issue and not a false positive.

[0060] For example, the IOC assessment engine 104 can automatically collect IOC
information (e.g., [IOC lists, news about IOCs, articles about I0Cs, etc.) from multiple

17

Date Recue/Date Received 2022-12-16



Attorney Docket: 36302-0169CA1 /22114-CYB-CA-PAT

external sources in response to receiving an indication that the IOC has not yet been added
to the security system(s) 120, where each piece of IOC information can mention one or
more [0Cs. The IOC assessment engine 104 can then perform textual analysis on the
collected IOC information to determine a quantity of the external sources that mentioned
the IOC. If the quantity of the external sources that mentioned the I0C satisfies (e.g.,
exceeds or meets) a predetermined threshold (e.g., five, ten, etc.), the IOC can be
determined to be a genuine threat. For another example, a machine learning model can be
trained to determine a likelihood that the IOC is a genuine threat. The machine learning
model can be trained using multiple samples, where each sample includes, for example,
texts describing or mentioning the IOC and a label indicating whether the IOC is a genuine
threat. After the machine learning model is trained, the IOC assessment engine 104 can
then input information associated with the IOC into the machine learning model to
determine a likelihood that the IOC is a genuine threat. In some cases, if the IOC is
determined not to be a genuine threat, the rest of the operations on the IOC can be skipped.

[0061] In some examples, if the IOC is determined to be a genuine threat, past data
can be checked to determine whether internal computer systems or networks encounter the
IOC in the past. If the IOC appeared in the internal computer systems or networks in the
past, it can indicate that the internal systems were under attack, but no one was aware of it.
If the internal systems encountered the IOC in the past, an internal investigation process
can be initiated to prevent further impacts of the attack.

[0062] For example, the IOC can be a hash value of a malicious file. The internal
computer systems or networks can be checked to see whether the hash value existed in the
file history of the internal computer systems or networks. If yes, it can indicate that
someone may have opened this file and/or done something with it. Therefore, the internal
investigation process can be initiated to mitigate further damages caused by the malicious
file.

[0063] In some cases, if the IOC appeared in the internal computer systems or
networks in the past, message(s) and/or associated alert(s) can be generated automatically
and sent to the appropriate security team(s). Using the example above where the IOC is a

hash value of a malicious file, message(s) and/or alert(s) associated with the hash value of
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the malicious file can be generated and sent to, for example, information security team, the
team of the employee who opened the malicious file, etc.

[0064] At 206, the IOC can be added to one or more security systems 120. In some
cases, the one or more security systems to add the IOC can be determined based on one or
more risk indicators. The determined one or more security systems can then be updated to
add the I0C.

[0065] The risk indicator can include, for example, the type of the IOC, and the one
or more security systems to add the IOC can be determined based on the type of the IOC.
The type of the IOC can indicate the risk associated with the IOC and when the attack will
be potentially encountered in the organization in order to defend against it. For example,
the IOC associated with network security stack generally should be added to the firewall
to block the malicious network traffic before it reaches the organization’s internal computer
systems and networks. In contrast, the hash value of a file is preferred to be added to an
endpoint solution (e.g., EDR or EPP) because files can be sent, for example, from one
endpoint to another without passing the firewall.

[0066] In some cases, it can be determined that an IOC needs to be added to more
than one security systems. For example, for the IOC indicating malicious activities which
are prevalent and common, the IOC can be added to both of the firewall and the endpoint
solution (e.g., EDR or EPP) to decrease the chance of missing potential attacks associated
with the I0C.

[0067] In some cases, after validating the IOCs included in the IOC intelligence
and before adding the IOCs to the security system(s), the validated IOCs can be sorted
based on one or more risk indicators to generate a prioritization list. The prioritization list
can determine an order of handling the validated IOCs. In some implementations, each of
the security system(s) can have a limited IOC size limit (i.e., a limit on the quantity of IOCs
that can be added to the security system) and may not be able to accommodate all IOCs in
the prioritization list. Therefore, compared to an IOC having a lower priority, an I0C
having a higher priority on the prioritization list has a higher chance of being successfully
added to the security system(s).

[0068] For example, assume that validated IOCs include IOC A and IOC B, where
IOC A has a higher priority than IOC B. Assume further that both of IOC A and IOC B are
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determined to be added to the firewall. Assume further that the firewall almost reaches its
IOC size limit and its capacity only allows to take one more IOC. In this case, the [OC A
will be added to the firewall, whereas IOC B will not be added to the firewall due to the
firewall reaching its IOC size limit.

[0069] In some implementations, sorting the validated IOCs can be based on
aggregate risk scores of the validated IOCs, where the aggregate risk score of each I0OC
indicates a threat level of the IOC and is determined based on one or more risk indicators
associated with the IOC. A high aggregate risk score can correspond to a potential large
impact caused by an attack associated with the IOC, whereas a low aggregate risk score
can correspond to a potential small impact caused by an attack associated with the IOC.
The validated IOCs can be sorted, for example, from the highest aggregate risk score to the
lowest aggregate risk score. For an IOC, a respective risk score can be determined for each
of the one or more risk indicators, where each risk indicator can have a respective weight.
The aggregate risk score can be computed by combining risk scores of all risk indicators
modulated by their respective weights. For example, the aggregate risk score computation
can be represented using the following equation:

Aggregrate Risk Score = Z risk score; * weight;
i

[0070] As used in the above equation, risk score; represents a risk score of i’ risk
indicator, and weight; represents a weight of the i’ risk indicator. The weight can be a
static, but tunable, value, and can be adjusted to any value according to the risk score
distributions.

[0071] For example, assuming that an IOC is associated with three risk indicators.
The three risk indicators have the risk scores of 100, 40, and 40, respectively. The three
risk indicators have the predetermined weights of 40, 20, and 60, respectively. The
aggregate risk score can be computed as 100*40+40*20+40*60 = 7200.

[0072] In some implementations, the one or more risk indicators include at least
one of: potential damage of a potential security threat associated with the IOC, a probability
of a potential security threat associated with the IOC, or a potential damage of a false

positive alert associated with the IOC.
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[0073] The potential damage of a potential security threat associated with the IOC
can include, but not limited to, the economic loss, the unavailability of the system, the
negative impacts on the reputation of an organization, etc., that are caused by the potential
security threat. A greater potential damage can correspond to a higher risk score. For
example, some ransomware could lead to significant economic loss, impact on the systems’
availability, and negative impacts on the reputation of the organization. In contrast, some
IO0Cs associated with small scams or phishing attempts that are not as organized as the
ransomware described above have smaller potential loss and negative impacts. Therefore,
risk score associated with large ransomware can be higher than risk score associated with
small scams or phishing attempts.

[0074] The probability of a potential security threat associated with the IOC can
be, for example, an occurrence probability of the potential security threat. A greater
probability can correspond to a higher risk score. In some cases, even if the IOC is
validated, the security threat associated the IOC may have a low chance of occurrence to
an organization. For example, some organized hacker attacks are targeted for specific
countries or organizations. Such hacker attacks will unlikely occur to an organization that
is not the target of the hacker attacks. Therefore, as to the organization, risk score associated
with such organized hacker attacks can be low.

[0075] The potential damage of a false positive alert associated with the IOC can
include, but not limited to, the economic loss, unavailability of the system, negative
impacts on the reputation of an organization, etc., that are caused by a false positive alert
associated with the IOC. In some cases, even if an IOC has been validated, the IOC can be
a false positive alert and not a genuine threat. If the IOC is blocked by the security
system(s), it can cause significant damages to the organization. For example, a number of
external sources can report that an IOC is a potential security threat, even though it is still
under investigation. Given the large quantity of external sources reporting it, the I[OC can
be determined to be credible at the validation stage. If the IOC is a false positive alert
instead of a genuine threat, blocking the IOC at the security system(s) can cause, sometimes
significant, damages to the organization, such as restricting a number of client devices from
accessing a specific computer or network resource. In some implementations, the

likelihood of an IOC being a genuine threat and the potential impacts the genuine threat
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can have on the organization can be accounted for to determine the potential damage of a
false positive alert associated with the IOC. A greater potential damage of a false positive
alert can correspond to a lower risk score.

[0076] In some cases, an IOC can be added to the security system(s) after all [OCs
before it (i.e., [OCs having higher priorities than the IOC) on the prioritization list have
been processed. In some cases, at least one of the following operations can be performed
on the IOC: adding the IOC to a firewall to block network traffic associated with the IOC,
adding the IOC to an EPP or an EDR to block attacks associated with the IOC at the
endpoints, or adding a rule associated with the IOC to a Splunk platform. In some instances,
the IOC assessment engine 104 can generate an indication indicating that the IOC should
be added to the one or more security systems, and transmit the indication to the one or more
security systems via, for example, the interface of the one or more security systems (e.g.,
the interface 122). In some instances, the IOC assessment engine 104 can transmit the IOC
itself to the one or more security systems via, for example, the interface of the one or more
security systems (e.g., the interface 122).

[0077] In some examples, a security system can have a limit on the quantity of
IOCs that can be added to the security system. If the IOC size limit has been reached and
an additional IOC needs to be added to the security system, a determination can be made
whether the additional IOC can replace an IOC that is already in the security system.
Specifically, in some implementations, the aggregate risk scores of all IOCs currently
added to the security system can be calculated. The method of calculating the aggregate
risk score can be the same as the aggregate risk score calculation method described above.
The aggregate risk scores of all IOCs currently added to the security system can be
compared with the aggregate risk score of the additional IOC. If the aggregate risk score
of the additional IOC is higher than the aggregate risk score of any IOC currently in the
security system, the IOC having the lowest aggregate risk score can be removed from the
security system and the additional IOC can then be added to the security system.

[0078] In some implementations, ongoing monitoring (e.g., continuous or periodic)
can be performed on the IOCs added to all security systems to remove any redundant IOC.
In some cases, an IOC can be redundantly added to more than one security systems,

whereas adding the IOC to a subset of the more than one security systems is sufficient to
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prevent or mitigate attacks associated with the IOC. Therefore, when a redundant IOC is
identified, the redundant IOC can be removed from at least one of the more than one
security systems. By doing so, the at least one security system can have more available
space for future IOC(s).

[0079] At 208, when the security system 120 detects an IOC, the security system
120 can send a risk alert to the access control engine 140. For example, when an endpoint
solution detects an IOC (e.g., a hash value of a malicious file, a ransomware, a virus, etc.)
on a client device, the endpoint solution can send a risk alert to the access control engine
140 which can then implement corrective action towards the client device.

[0080] At 210, when an IOC associated with the client 160 is detected, the access
control engine 140 can control access of the client 160 to resources with the networked
environment. In some cases, the access control engine 140 can receive a risk alert from
the security system 120 indicating that an IOC is detected for the client 160. The access
control engine 140 can then take a corrective action, e.g., in the form of restricting access
of the client 160 to resources within the networked environment (e.g., the internal system
102). In some cases, when the threat of the client 160 has been cleared, the security system
120 can send a restriction removal request to the access control engine 140. The access
control engine 140 can then take an action, e.g., in the form of enabling or granting the
client 160 access to resources within the networked environment.

[0081] FIG. 3 illustrates a flow diagram of an example method 300 for automatic
I0C validations and prioritization and threat remediation based on the IOCs in a networked
environment, such as the networked system 100. It should be understood that method 300
may be performed, for example, by any suitable system, environment, software, and
hardware, or a combination of systems, environments, software, and hardware as
appropriate. In some instances, method 300 can be performed by one or more components
of the system 100, including, among others, the IOC assessment engine 104, or portions
thereof, described in FIG. 1, as well as other components or functionality described in other
portions of this description. In other instances, the method 300 can be performed by a
plurality of connected components or systems, such as those illustrated in FIG. 2. Any
suitable system(s), architecture(s), or application(s) can be used to perform the illustrated

operations.

23

Date Recue/Date Received 2022-12-16



Attorney Docket: 36302-0169CA1 /22114-CYB-CA-PAT

[0082] At 302, IOC intelligence can be received from one or more sources, where
the TOC intelligence includes an IOC. In some cases, receiving the IOC intelligence can
include at least one of receiving IOCs detected by internal teams of an organization, or
receiving IOCs from an external source including at least one of an external vendor or an
open source organization.

[0083] At 304, it can be determined, based on querying security systems, whether
the IOC has been added to the security systems. In some cases, in response to determining
that the IOC has not been added to any of the security systems, the IOC can be validated
with external sources that include potential IOCs. In some cases, in response to determining
that the IOC has been added to the security systems, the IOC can be skipped at 306. In
some cases, in response to determining that the IOC has not been added to the security
systems, the method 300 can proceed to 308.

[0084] At 308, the IOC can be validated against external sources. In some
implementations, in response to determining that the IOC matches one or more potential
I0Cs included in the external sources, the IOC can be determined as validated.

[0085] At 310, it can be determined whether the IOC is validated. In some cases,
in response to determining that the IOC is not validated, the IOC can be skipped at 312. In
some instances, in response to determining that the IOC is validated, the method can
proceed to 314.

[0086] At 314, past data can be checked to determine whether internal systems
encounter the IOC in the past. In some instances, if the IOC appeared in the internal
computer systems or networks in the past, it can indicate that the internal systems were
under attack, but no one was aware of it. If the internal systems encountered the IOC in the
past, an internal investigation process can be initiated to prevent further impacts of the
attack.

[0087] At 316, one or more security systems to add the IOC can be determined
based on one or more risk indicators. In some cases, the one or more security systems
include at least one of a firewall, an EDR system, an EPP, or a Splunk platform. In some
cases, determining the one or more security systems to add the IOC includes determining
whether the IOC is associated with network security stack or endpoint, determining, based

on one or more risk indicators of the IOC, one or more security systems to add the 10C,
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and adding the IOC to the one or more security systems. In some implementations, in
response to determining that the IOC is associated with network security stack, it can be
determined that the IOC is to be added to a firewall. In some instances, in response to
determining that the IOC is associated with endpoint, it can be determined that the IOC is
to be added to at least one of an EDR system or an EPP.

[0088] In some cases, the one or more security systems include a first security
system. A risk score of the IOC can be determined, based on the one or more risk indicators
of the IOC. It can then be determined, based on the risk score of the IOC and at least one
risk score of at least one IOC currently added to the first security system, an order of a
plurality of IOCs including the IOC and the at least one IOC.

[0089] In some examples, it can be determined that the first security system has
satisfied an IOC size limit before adding the IOC. A particular IOC ranked last in the order
can then be determined based on the order. The particular IOC can then be removed from
the first security system.

[0090] In some cases, the one or more risk indicators include at least one of:
potential damage of a potential security threat associated with the IOC, a probability of a
potential security threat associated with the IOC, or potential damage of a false positive
alert associated with the IOC.

[0091] At 318, the one or more security systems can be updated to include the IOC.
In some implementations, an indication indicating that the IOC should be added to the one
or more security systems can be generated. The indication can then be transmitted to the
one or more security systems.

[0092] In some cases, ongoing monitoring of IOCs added to all security systems
can be performed. A redundancy in adding a redundant IOC to more than one security
systems can be identified. The redundant IOC can then be removed from at least one of the
more than one security systems. In some instances, the ongoing monitoring is continuous
or periodic.

[0093] The above description is provided in the context of computer and network
security and, in particular, automatic validations and prioritizations of IOCs for the security
systems in a networked environment (e.g., a financial institution). In some instances,

corrective actions can be taken in response to detections of threat events associated with
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the IOCs. One skilled in the art will appreciate that the above described techniques are not
limited to this computer and network security application, but can be applicable in other
contexts. For example, in some implementations, the above described techniques can be
used to implement Internet moderation and take corrective actions to stop the distributions
of, for example, fake news that needs to be controlled or suppressed. In such applications,
an assessment engine can collect intelligence including indicators of fake news (e.g., a
URL to a website containing the fake news, an IP address of a server that distributes fake
news, etc.). Then, the assessment engine can validate the indicators of fake news. When an
indicator of fake news is validated, the indicator of fake news can be added to a security
system to monitor and/or take corrective actions to stop the fake news from being accessed,
published, or viewed on the Internet.

[0094] Embodiments of the subject matter and the operations described in this
specification can be implemented in digital electronic circuitry, or in computer software,
firmware, or hardware, including the structures disclosed in this specification and their
structural equivalents, or in combinations of one or more of them. Embodiments of the
subject matter described in this specification can be implemented as one or more computer
programs, i.e., one or more modules of computer program instructions, encoded on
computer storage media (or medium) for execution by, or to control the operation of, data
processing apparatus. Alternatively, or in addition, the program instructions can be
encoded on an artificially-generated propagated signal, e.g., a machine-generated
electrical, optical, or electromagnetic signal, that is generated to encode information for
transmission to suitable receiver apparatus for execution by a data processing apparatus.
A computer storage medium can be, or be included in, a computer-readable storage device,
a computer-readable storage substrate, a random or serial access memory array or device,
or a combination of one or more of them. Moreover, while a computer storage medium is
not a propagated signal, a computer storage medium can be a source or destination of
computer program instructions encoded in an artificially-generated propagated signal. The
computer storage medium can also be, or be included in, one or more separate physical

components or media (e.g., multiple CDs, disks, or other storage devices).
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[0095] The operations described in this specification can be implemented as
operations performed by a data processing apparatus on data stored on one or more
computer-readable storage devices or received from other sources.

[0096] The term “data processing apparatus” encompasses all kinds of apparatus,
devices, and machines for processing data, including by way of example a programmable
processor, a computer, a system on a chip, or multiple ones, or combinations, of the
foregoing. The apparatus can include special purpose logic circuitry, e.g., an FPGA (field
programmable gate array) or an ASIC (application-specific integrated circuit). The
apparatus can also include, in addition to hardware, code that creates an execution
environment for the computer program in question, e.g., code that constitutes processor
firmware, a protocol stack, a database management system, an operating system, a cross-
platform runtime environment, a virtual machine, or a combination of one or more of them.
The apparatus and execution environment can realize various different computing model
infrastructures, such as web services, distributed computing and grid computing
infrastructures.

[0097] A computer program (also known as a program, software, software
application, script, or code) can be written in any form of programming language, including
compiled or interpreted languages, declarative or procedural languages, and it can be
deployed in any form, including as a stand-alone program or as a module, component,
subroutine, object, or other unit suitable for use in a computing environment. A computer
program may, but need not, correspond to a file in a file system. A program can be stored
in a portion of a file that holds other programs or data (e.g., one or more scripts stored in a
markup language document), in a single file dedicated to the program in question, or in
multiple coordinated files (e.g., files that store one or more modules, sub-programs, or
portions of code). A computer program can be deployed to be executed on one computer
or on multiple computers that are located at one site or distributed across multiple sites and
interconnected by a communication network.

[0098] The processes and logic flows described in this specification can be
performed by one or more programmable processors executing one or more computer
programs to perform actions by operating on input data and generating output. The

processes and logic flows can also be performed by, and apparatus can also be implemented
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as, special purpose logic circuitry, e.g., an FPGA (field programmable gate array) or an
ASIC (application-specific integrated circuit).

[0099] Processors suitable for the execution of a computer program include, by
way of example, both general and special purpose microprocessors. Generally, a processor
will receive instructions and data from a read-only memory or a random access memory or
both. The essential elements of a computer are a processor for performing actions in
accordance with instructions and one or more memory devices for storing instructions and
data. Generally, a computer will also include, or be operatively coupled to receive data
from or transfer data to, or both, one or more mass storage devices for storing data, e.g.,
magnetic, magneto-optical disks, or optical disks. However, a computer need not have
such devices. Moreover, a computer can be embedded in another device, e.g., a mobile
telephone, a personal digital assistant (PDA), a mobile audio or video player, a game
console, a Global Positioning System (GPS) receiver, or a portable storage device (e.g., a
universal serial bus (USB) flash drive), to name just a few. Devices suitable for storing
computer program instructions and data include all forms of non-volatile memory, media
and memory devices, including by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic disks, e.g., internal hard disks
or removable disks; magneto-optical disks; and CD-ROM and DVD-ROM disks. The
processor and the memory can be supplemented by, or incorporated in, special purpose
logic circuitry.

[0100] To provide for interaction with a user, embodiments of the subject matter
described in this specification can be implemented on a computer having a display device,
e.g., a CRT (cathode ray tube) or LCD (liquid crystal display) monitor, for displaying
information to the user and a keyboard and a pointing device, e.g., a mouse or a trackball,
by which the user can provide input to the computer. Other kinds of devices can be used
to provide for interaction with a user as well; for example, feedback provided to the user
can be any form of sensory feedback, e.g., visual feedback, auditory feedback, or tactile
feedback; and input from the user can be received in any form, including acoustic, speech,
or tactile input. In addition, a computer can interact with a user by sending documents to

and receiving documents from a device that is used by the user; for example, by sending
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web pages to a web browser on a user’s client device in response to requests received from
the web browser.

[0101] Embodiments of the subject matter described in this specification can be
implemented in a computing system that includes a back-end component, e.g., as a data
server, or that includes a middleware component, e.g., an application server, or that
includes a front-end component, e.g., a client computer having a graphical user interface
or a Web browser through which a user can interact with an implementation of the subject
matter described in this specification, or any combination of one or more such back-end,
middleware, or front-end components. The components of the system can be
interconnected by any form or medium of digital data communication, e.g., a
communication network. Examples of communication networks include a local area
network (“LAN”) and a wide area network (“WAN”), an inter-network (e.g., the Internet),
and peer-to-peer networks (e.g., ad hoc peer-to-peer networks).

[0102] The computing system can include clients and servers. A client and server
are generally remote from each other and typically interact through a communication
network. The relationship of client and server arises by virtue of computer programs
running on the respective computers and having a client-server relationship to each other.
In some embodiments, a server transmits data (e.g., an HTML page) to a client device (e.g.,
for purposes of displaying data to and receiving user input from a user interacting with the
client device). Data generated at the client device (e.g., a result of the user interaction) can
be received from the client device at the server.

[0103] While this specification contains many specific implementation details,
these should not be construed as limitations on the scope of any inventions or of what may
be claimed, but rather as descriptions of features specific to particular embodiments of
particular inventions. Certain features that are described in this specification in the context
of separate embodiments can also be implemented in combination in a single embodiment.
Conversely, various features that are described in the context of a single embodiment can
also be implemented in multiple embodiments separately or in any suitable
subcombination. Moreover, although features may be described above as acting in certain

combinations and even initially claimed as such, one or more features from a claimed
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combination can in some cases be excised from the combination, and the claimed
combination may be directed to a subcombination or variation of a subcombination.

[0104] Similarly, while operations are depicted in the drawings in a particular
order, this should not be understood as requiring that such operations be performed in the
particular order shown or in sequential order, or that all illustrated operations be performed,
to achieve desirable results. In certain circumstances, multitasking and parallel processing
may be advantageous. Moreover, the separation of various system components in the
embodiments described above should not be understood as requiring such separation in all
embodiments, and it should be understood that the described program components and
systems can generally be integrated together in a single software product or packaged into
multiple software products.

[0105] Thus, particular embodiments of the subject matter have been described.
Other embodiments are within the scope of the following claims. In some cases, the actions
recited in the claims can be performed in a different order and still achieve desirable results.
In addition, the processes depicted in the accompanying figures do not necessarily require
the particular order shown, or sequential order, to achieve desirable results. In certain

implementations, multitasking and parallel processing may be advantageous.
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WHAT IS CLAIMED IS:

1. A computer-implemented method, comprising:
receiving indicator of compromise (IOC) intelligence comprising an IOC,;
validating the 10C;
determining, based on one or more risk indicators of the IOC, one or more security
systems to add the IOC; and

adding the IOC to the one or more security systems.

2. The computer-implemented method of claim 1, wherein validating the 10C
comprises:

determining, based on querying security systems, whether the IOC has been added
to the security systems;

in response to determining that the IOC has not been added to any of the one or
more security systems, validating the IOC with external sources that comprise potential
I0Cs; and

in response to determining that the IOC matches one or more potential 10Cs

comprised in the external sources, determining that the IOC is validated.

3. The computer-implemented method of claim 1, wherein determining the one or
more security systems to add the IOC comprises:

determining whether the IOC is associated with network security stack or endpoint.

4. The computer-implemented method of claim 3, comprising:

in response to determining that the IOC is associated with network security stack,
determining that the IOC is to be added to a firewall; or

in response to determining that the IOC is associated with endpoint, determining
that the IOC is to be added to at least one of an Endpoint Detection and Response (EDR)
system or an Endpoint Protection Platform (EPP).

5. The computer-implemented method of claim 1, comprising:

performing ongoing monitoring of IOCs added to all security systems;
31
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identifying a redundancy in adding a redundant IOC to more than one security
systems; and
removing the redundant IOC from at least one of the more than one security

systems.

6. The computer-implemented method of claim 5, wherein the ongoing monitoring is

continuous or periodic.

7. The computer-implemented method of claim 1, wherein the one or more security

systems comprise at least one of a firewall, an EDR system, an EPP, or a Splunk platform.

8. The computer-implemented method of claim 1, wherein the one or more security
systems comprise a first security system, and wherein the computer-implemented method
comprises:

determining, based on the one or more risk indicators of the IOC, a risk score of the
I10C; and

determining, based on the risk score of the IOC and at least one risk score of at least
one IOC currently added to the first security system, an order of a plurality of IOCs
comprising the IOC and the at least one IOC.

9. The computer-implemented method of claim 8, comprising:

determining that the first security system has satisfied an I0OC size limit before
adding the 10C;

determining, based on the order, a particular [OC ranked last in the order; and

removing the particular IOC from the first security system.

10.  The computer-implemented method of claim 8, wherein the one or more risk
indicators comprise at least one of:

potential damage of a potential security threat associated with the I0C;

a probability of a potential security threat associated with the IOC; or

potential damage of a false positive alert associated with the IOC.
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11.  The computer-implemented method of claim 1, wherein receiving the 10C
intelligence comprises at least one of:

receiving IOCs detected by internal teams of an organization; or

receiving IOCs from an external source comprising at least one of an external

vendor or an open source organization.

12.  The computer-implemented method of claim 1, wherein adding the IOC to the one
or more security systems comprises:

generating an indication indicating that the IOC should be added to the one or more
security systems; and

transmitting the indication to the one or more security systems.

13. A system comprising:
at least one memory storing instructions; and
at least one hardware processor interoperably coupled with the at least one memory,
wherein execution of the instructions by the at least one hardware processor causes
performance of operations comprising:
receiving indicator of compromise (IOC) intelligence comprising an I0C;
validating the 10C,;
determining, based on one or more risk indicators of the IOC, one or more
security systems to add the IOC; and

adding the IOC to the one or more security systems.

14.  The system of claim 13, wherein validating the IOC comprises:

determining, based on querying security systems, whether the IOC has been added
to the security systems;

in response to determining that the IOC has not been added to any of the one or
more security systems, validating the IOC with external sources that comprise potential

I0Cs; and
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in response to determining that the IOC matches one or more potential 10Cs

comprised in the external sources, determining that the IOC is validated.

15.  The system of claim 13, wherein determining the one or more security systems to
add the IOC comprises:

determining whether the IOC is associated with network security stack or endpoint.

16.  The system of claim 15, the operations comprising:

in response to determining that the IOC is associated with network security stack,
determining that the IOC is to be added to a firewall; or

in response to determining that the IOC is associated with endpoint, determining
that the IOC is to be added to at least one of an Endpoint Detection and Response (EDR)
system or an Endpoint Protection Platform (EPP).

17. A non-transitory, computer-readable medium storing computer-readable
instructions, that upon execution by at least one hardware processor, cause performance of
operations, comprising:

receiving indicator of compromise (IOC) intelligence comprising an IOC,;

validating the 10C;

determining, based on one or more risk indicators of the IOC, one or more security
systems to add the IOC; and

adding the IOC to the one or more security systems.

18.  The non-transitory, computer-readable medium of claim 17, wherein validating the
I0C comprises:

determining, based on querying security systems, whether the IOC has been added
to the security systems;

in response to determining that the IOC has not been added to any of the one or
more security systems, validating the IOC with external sources that comprise potential

I0Cs; and
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in response to determining that the IOC matches one or more potential 10Cs

comprised in the external sources, determining that the IOC is validated.

19.  The non-transitory, computer-readable medium of claim 17, wherein determining
the one or more security systems to add the IOC comprises:

determining whether the IOC is associated with network security stack or endpoint.

20.  The non-transitory, computer-readable medium of claim 19, the operations
comprising:

in response to determining that the IOC is associated with network security stack,
determining that the IOC is to be added to a firewall; or

in response to determining that the IOC is associated with endpoint, determining
that the IOC is to be added to at least one of an Endpoint Detection and Response (EDR)
system or an Endpoint Protection Platform (EPP).
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