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TECHNIQUES FOR SECURE CHANNEL COMMUNICATIONS

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] This international application claims priority to U.S. Provisional Patent
Application No. 62/641,703, filed on March 12, 2018, the disclosures of which is herein

incorporated by reference in its entirety for all purposes.

BACKGROUND
[0002] Current systems and methods allow for portable devices of a first portable
device type to communicate with access devices. Portable devices of a second device
type are being developed and can have improved functionality and/or security. While it
would be desirable to replace all portable devices of the first device type with portable
devices of the second device type, this is difficult. For example, there more than 6 billion
portable devices of the first portable device type, so it is not feasible to replace the
portable devices of the first portable device type with portable devices of a second

portable device type.

[0003] Embodiments of the invention address these and other problems individually

and collectively.

BRIEF SUMMARY
[0004] One embodiment of the invention is directed to a method for conducting a
transaction comprising: receiving, by a processor in a thin client from a first portable
device of a first portable device type, transaction data; determining, by the processor,
that the first portable device is the first portable device type; applying, the processor, an
encryption protocol associated with a second portable device type to the transaction
data to create encrypted data; transmitting, by the processor, the encrypted data to a
remote computer, wherein the remote computer utilizes the encryption protocol to
decrypt the access data, and thereafter process the transaction data to conduct the

transaction.

[0005] Another embodiment of the invention is directed to a thin client programmed

to perform the above-noted method.
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[0006] Further details regarding embodiments of the invention can be found in the

Detailed Description and the Figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 shows a block diagram of a system according to at least one

embodiment.

[0008] FIG. 2A shows a block diagram of an insecure system, according to at least

one embodiment.

[0009] FIG. 2B shows a block diagram of a secure system, according to at least one

embodiment.

[0010] FIG. 3 shows a method for generating a shared secret to be utilized to

establish a secure connection, according to at least one embodiment.

[0011] FIG. 4 illustrates a block diagram of a remote computer, in accordance with at

least one embodiment.

[0012] FIG. 5illustrates a block diagram of a thin client, in accordance with at least

one embodiment.

[0013] FIG. 6 shows a flowchart of a method for performing a transaction according

to some embodiments.
[0014] FIG. 7 shows a block diagram illustrating a transaction processing system.

[0015] FIG. 8 shows a block diagram illustrating a building access system.

DETAILED DESCRIPTION
[0016] Prior to discussing embodiments of the invention, some terms can be

described in further detail.

[0017] A "portable device" may comprise any suitable device that may be carried by
a user. Examples of portable devices may include mobile communication devices (e.g.,
mobile phones), payment devices (e.g., credit cards, debit cards, etc.), user access
devices such as access badges, etc. A portable device can store sensitive information
such as payment credentials (e.g., primary account numbers, tokens, expiration dates,

etc.), and access credentials.
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[0018] A "payment device" may include any suitable device that may be used to
conduct a financial transaction, such as to provide payment credentials to a merchant.
Suitable payment devices can be hand-held and compact so that they can fit into a
user's wallet and/or pocket (e.g., pocket-sized). Example payment devices may include
smart cards, keychain devices (such as the Speedpass™ commercially available from
Exxon-Mobil Corp.), etc. Other examples of payment devices include payment cards,
smart media, transponders, and the like. If the payment device is in the form of a debit,
credit, or smartcard, the payment device may also optionally have features such as

magnetic stripes. Such devices can operate in either a contact or contactless mode.

[0019] A "mobile communication device" may be an example of a "communication
device" that can be easily transported. Examples of remote communication capabilities
include using a mobile phone (wireless) network, wireless data network (e.g. 3G, 4G or
similar networks), Wi-Fi, Wi-Max, or any other communication medium that may provide
access to a network such as the Internet or a private network. Examples of mobile
communication devices include mobile phones (e.g. cellular phones), PDAs, tablet
computers, net books, laptop computers, personal music players, hand-held specialized
readers, etc. Further examples of mobile communication devices include wearable
devices, such as smart watches, fithess bands, ankle bracelets, rings, earrings, etc., as
well as automobiles with remote communication capabilities. In some embodiments, a
mobile communication device can function as a payment device (e.g., a mobile
communication device can store and be able to transmit payment credentials for a
transaction). Mobile communication devices may also include vehicles such as cars that

have remote communication capabilities.

[0020] A "credential" may be any suitable information that serves as reliable
evidence of worth, ownership, identity, or authority. A credential may be a string of
numbers, letters, or any other suitable characters, as well as any object or document

that can serve as confirmation.

[0021] "Payment credentials" may include any suitable information associated with
an account (e.g. a payment account and/or payment device associated with the
account). Such information may be directly related to the account or may be derived
from information related to the account. Examples of account information may include a
PAN (primary account number or "account number"), user name, expiration date, and
verification values such as CVV, dCW, CW2, dCW2, and CVC3 values.

3
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[0022] A "token" may be a substitute value for a credential. A token may be a string
of numbers, letters, or any other suitable characters. Examples of tokens include

payment tokens, access tokens, personal identification tokens, etc.

[0023] A "paymenttoken" may include an identifier for a payment account that is a
substitute for an account identifier, such as a primary account number (PAN). For
example, a payment token may include a series of alphanumeric characters that may be
used as a substitute for an original account identifier. For example, a token "4900 0000
0000 0001" may be used in place of a PAN "4147 0900 0000 1234." In some
embodiments, a payment token may be "format preserving" and may have a numeric
format that conforms to the account identifiers used in existing transaction processing
networks (e.g., ISO 8583 financial transaction message format). In some embodiments,
a payment token may be used in place of a PAN to initiate, authorize, settle or resolve a
payment transaction or represent the original credential in other systems where the
original credential would typically be provided. In some embodiments, a payment token
may be generated such that the recovery of the original PAN or other account identifier
from the token value may not be computationally derived. Further, in some
embodiments, the token format may be configured to allow the entity receiving the token

to identify it as a token and recognize the entity that issued the token.

[0024] '"Transaction data" may include any suitable data utilized to conduct a
transaction. By way of example, transaction data may include track 2 card data,
payment credentials, tokens, payment tokens, any suitable data generated and/or
provided by a remote computer configured to perform payment acceptance functionality,

and/or the like.

[0025] A "user" may include an individual. In some embodiments, a user may be
associated with one or more personal accounts and/or mobile devices. The user may

also be referred to as a cardholder, account holder, or consumer in some embodiments.

[0026] A "resource provider" may be an entity that can provide a resource such as
goods, services, information, and/or locations. Examples of resource providers includes
merchants, data providers, transit agencies, governmental entities, venue and dwelling

operators, etc.

[0027] A "merchant" may typically be an entity that engages in transactions and can

sell goods or services, or provide access to goods or services.
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[0028] An "acquirer" may typically be a business entity (e.g., a commercial bank) that
has a business relationship with a particular merchant or other entity. Some entities can
perform both issuer and acquirer functions. Some embodiments may encompass such

single entity issuer-acquirers. An acquirer may operate an acquirer computer, which can

also be generically referred to as a "transport computer”.

[0029] An "authorizing entity" may be an entity that authorizes a request. Examples
of an authorizing entity may be an issuer, a governmental agency, a document
repository, an access administrator, etc. An authorizing entity may operate an

authorization computer.

[0030] An "issuer" may typically refer to a business entity (e.g., a bank) that
maintains an account for a user. An issuer may also issue payment credentials stored
on a portable device, such as a cellular telephone, smart card, tablet, or laptop to the

consumer.

[0031] An "access device" may be any suitable device that provides access to a
remote system. An access device may also be used for communicating with a merchant
computer, a transaction processing computer, an authentication computer, or any other
suitable system. An access device may generally be located in any suitable location,
such as at the location of a merchant. An access device may be in any suitable form.
Some examples of access devices include point of sale devices (e.g., POS terminals),
cellular phones, PDAs, personal computers (PCs), tablet PCs, hand-held specialized
readers, set-top boxes, electronic cash registers (ECRs), automated teller machines
(ATMs), virtual cash registers (VCRs), kiosks, security systems, access systems, and
the like. An access device may use any suitable contact or contactless mode of
operation to send or receive data from, or associated with, a mobile communication or
payment device. In some embodiments, where an access device may comprise a POS
terminal, any suitable POS terminal may be used and may include a reader, a
processor, and a computer-readable medium. A reader may include any suitable
contact or contactless mode of operation. For example, exemplary card readers can
include radio frequency (RF) antennas, optical scanners, bar code readers, or magnetic
stripe readers to interact with a payment device and/or mobile device. In some
embodiments, a cellular phone, tablet, or other dedicated wireless device used as a

POS terminal may be referred to as a mobile point of sale or an "mPOS" terminal.
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[0032] A “remote computer’” may include a device that is remote with respect to an
access device (or thin client). In some embodiments, a remote computer may be a
server computer configured to perform Point-of-Sale (POS) terminal functionality
(EMV® technology) for transactions (e.g., payment transactions). A remote computer

may also be referred to as a software defined point of sale (POS) and/or a “cloud POS”.

[0033] A “thin client” may refer to a type of access device. A thin client may be
configured to perform limited functionality to facilitate transactions between a portable
device and a remote computer. A thin client may interface with a variety of
devices/components such as a user interface (e.g., a display, a card reader, etc.), a
portable device, and/or a verification entry device (e.g., a pin pad, a biometric reader,
etc.). In some embodiments, the thin client maintains the processing flow context and
coordinates the processing flow between the remote computer (e.g., the cloud POS)
and the local interfaces such as user interface(s), the portable device, and/or the
verification entry device(s). In some embodiments, the thin client may be capable of
communicating using different communication protocols. When receiving, from a
portable device, communications under a communication protocol that is incompatible
with a remote computer, the thin client may convert the received communications to be
compatible with the remote computer and forward the converted communications.
Likewise, when receiving communications from the remote computer, the thin client may
convert the communications to a communication protocol that is incompatible with the
remote computer (e.qg., a communications protocol associated with the portable device)
before forwarding the converted communication to the portable device. Generally, a thin
client may perform any suitable operations for facilitating data communications between
a portable device and a remote computer. In some embodiments, the thin client may be
configured to perform any suitable operations (e.g., authentication, session key
generation, etc.) to establish a secure channel with another computing device (e.g., a

remote computer) with which to exchange encrypted data.

[0034] A “secure channel” may refer to any suitable path for secure communication
between two or more entities. A secure channel may be established by a secure
channel protocol. In some embodiments, a secure channel protocol may be a
mechanism that allows two entities or devices to authenticate each other and establish

session keys in order to protect the integrity and confidentiality of subsequent
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communications. In some embodiments, data transmitted via the secure channel may

be encrypted at one end of the channel and decrypted at the other end of the channel.

[0035] An "authorization request message" may be an electronic message that
requests authorization for a transaction. In some embodiments, it is sentto a
transaction processing computer and/or an issuer of a payment card to request
authorization for a transaction. An authorization request message according to some
embodiments may comply with ISO 8583, which is a standard for systems that
exchange electronic transaction information associated with a payment made by a user
using a payment device or payment account. The authorization request message may
include an issuer account identifier that may be associated with a payment device or
payment account. An authorization request message may also comprise additional data
elements corresponding to "identification information" including, by way of example
only: a service code, a CW (card verification value), a dCW (dynamic card verification
value), a PAN (primary account number or "account number"), a payment token, a user
name, an expiration date, etc. An authorization request message may also comprise
"transaction data," such as any data associated with a current transaction, such as the
transaction amount, merchant identifier, merchant location, acquirer bank identification
number (BIN), card acceptor ID, information identifying items being purchased, etc., as
well as any other information that may be utilized in determining whether to identify

and/or authorize a transaction.

[0036] An "authorization response message" may be a message that responds to an
authorization request. In some cases, it may be an electronic message reply to an
authorization request message generated by an issuing financial institution or a
transaction processing computer. The authorization response message may include, by
way of example only, one or more of the following status indicators: Approval --
transaction was approved; Decline -- transaction was not approved; or Call Center --
response pending more information, merchant must call the toll-free authorization
phone number. The authorization response message may also include an authorization
code, which may be a code that a credit card issuing bank returns in response to an
authorization request message in an electronic message (either directly or through the
transaction processing computer) to the merchant's access device (e.g. PA equipment)

that indicates approval of the transaction. The code may serve as proof of authorization.
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[0037] A “server computer’ may include a powerful computer or cluster of
computers. For example, the server computer can be a large mainframe, a
minicomputer cluster, or a group of servers functioning as a unit. In one example, the
server computer may be a database server coupled to a Web server. The server
computer may be coupled to a database and may include any hardware, software, other
logic, or combination of the preceding for servicing the requests from one or more client
computers. The server computer may comprise one or more computational apparatuses
and may use any of a variety of computing structures, arrangements, and compilations

for servicing the requests from one or more client computers.

[0038] A “processor’ may refer to any suitable data computation device or devices. A
processor may comprise one or more microprocessors working together to accomplish
a desired function. The processor may include a CPU comprising at least one high-
speed data processor adequate to execute program components for executing user
and/or system-generated requests. The CPU may be a microprocessor such as AMD's
Athlon, Duron and/or Opteron; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell
processor; Intel's Celeron, Itanium, Pentium, Xeon, and/or XScale; and/or the like

processor(s).

[0039] A “memory” may be any suitable device or devices that can store electronic
data. A suitable memory may comprise a non-transitory computer readable medium that
stores instructions that can be executed by a processor to implement a desired method.
Examples of memories may comprise one or more memory chips, disk drives, etc. Such
memories may operate using any suitable electrical, optical, and/or magnetic mode of

operation.

[0040] Embodiments discussed herein are directed to improving security for
transactions processed using portable devices (e.g., chip cards) that utilize a first
protocol. The first protocol (e.g., EMV 1.0) may not include security enhancements
provided in a second protocol (e.g., EMV 2.0). For example, utilizing the second
protocol, a secure channel may be established between the portable device (e.g., the
chip card) and the remote computer (e.g., the cloud POS) such that encrypted data
communications may be securely exchanged between the two via a thin client.
Embodiments herein improve the security for data exchanges conducted with portable

devices that utilize the first protocol.
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[0041] FIG. 1 shows a system 100 comprising a number of components according to
an embodiment of the invention. The system 100 comprises a portable device 102, a
thin client 104, a remote computer 106, and a secure channel 108. The portable device
102 and the thin client 104 may be in local communication (e.g., communicating via a
local area network, Bluetooth®, Near Field Communications, Bluetooth LE®, direct
contact between the portable device and a reader of the thin client, etc.). The thin client
104 and the remote computer 106 may be in remote communication (e.g., via the
Internet or any suitable wide area network). The portable device 102, the thin client 104,

and the remote computer 106 may communicate via the secure channel 108.

[0042] For simplicity of illustration, a certain number of components are shown in
FIG. 1. It is understood, however, that embodiments of the invention may include more

than one of each component.

[0043] The portable device 102 may be of a second portable device type. In some
embodiments, the portable device 102 of the second portable device type may be a
second generation EMV card. The portable device 102 of the second portable device
type may be configured to communicate using a secure communication protocol such
as the EMV 2.0 protocol.

[0044] The thin client 104 may exchange communications with the portable device
102. The thin client 104 may enable the portable device 102 to exchange transaction
information with the remote computer 106 during a transaction. In some embodiments,
the thin client 104 may forward data received from the portable device 102 to the
remote computer 106. In some embodiments, the thin client 104 may be a type of

access device operated by a resource provider (e.g., a merchant).

[0045] The remote computer 106 may be configured to communicate using the
secure communication protocol (e.g., EMV 2.0). In some embodiments, the remote

computer 106 (a cloud POS) may provide a payment acceptance service in the cloud.

[0046] The secure channel 108 may be established by the portable device 102, the
thin client 104, and the remote computer 106. The secure channel 108 may be
established as a result of a secure channel protocol. The secure channel protocol may

be associated with portable devices of a second portable device type.
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[0047] FIG. 2A shows an alternate system 200A according to an embodiment of the
invention. The system in FIG. 2A comprises a portable device 202 of a first portable

device type, a thin client 104, and a remote computer 106.

[0048] The portable device 202 of the first portable device type may be configured to
communicate with a first communications protocol (e.g., EMV 1.0). In some
embodiments, the portable device 202 may be unable to communicate using the secure
communication protocol associated with portable devices of a second portable device
type. In this case, when the portable device 202 interacts with the thin client 104, there
is no secure channel. Additionally, there is no secure channel between the thin client
104 and the remote computer 106. In some embodiments, the portable device 202 of
the first portable device type may be a first generation EMV card configured to

communicate with a first communications protocol (e.g., EMV 1.0).

[0049] FIG. 2B shows an alternate system 200B according to an embodiment of the
invention. The system in FIG. 2B comprises the portable device 202 of a first portable
device type (the portable device 202 of FIG. 2A), a thin client 104 including a wrapper

204, a remote computer 106, and a secure channel 206.

[0060] The thin client 104 may include a wrapper 204. The wrapper 204 may be a
secure channel wrapper on the thin client 104. The wrapper 204 may be utilized to
establish a secure channel with the remote computer 106 to protect communication
confidentiality. In some embodiments, the wrapper 204 may be utilized to allow the thin
client 104 to mimic a portable device of a second portable device type (e.g., the portable
device 202) by protecting portable device data of a first portable device type using a
security protocol associated with a second portable device type. In other embodiments,
the remote computer 106 may initially determine that it is communicating with a portable
device of a second portable device type when it is actually communicating with the
portable device 202 via the thin client 104. It can determine that it is communicating with
a portable device of the first portable device type, after any security protections afforded

by the wrapper 204 are removed.

[0061] In some embodiments, the secure channel 206 may be established by the
thin client 104 and the remote computer 106. The secure channel 206 may be
established as a result of a secure channel protocol associated with a portable device of

a second portable device type. The secure channel may utilize a public/private key pair

10
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associated with the thin client 104, and a public/private key pair associated with the
remote computer 106. These key pairs may be generated on a per transaction basis.

The secure channel may also use unpredictable numbers and random blinding factors.

[0052] FIG. 3 shows a method 300 for generating a shared secret to be utilized to
establish a secure connection, according to at least one embodiment. In situations like
the one described in FIG. 2B, the thin client 104 and remote computer 106 may perform
operations to establish a secure channel (e.g., the secure channel 206 of FIG. 2B). As
part of this process, the thin client 104 and the remote computer 106 may perform the
method 300 to establish a shared secret. Prior to conducting the method 300, the thin
client 104 may be provisioned with an authentication key pair including a private key
(TauTtH_Pri) @and a public key (TautH_pPus) and a negotiation key pair including a private
key (Tnec_pri) and public key (Tnec_pus). Similarly, the remote computer 106 may be
provisioned with an authentication key pair including a private key (RautH_pri) @and a
public key (RautH_pug) and a negotiation key pair including a private key (Rnec_pri) and
public key (Rnec_pus). Each may store its own private keys and the public keys of the
other component through a separate process conducted prior to method 300. That is,
the thin client 104 may store keys 302 (e.g., TautH_PrI, TNEG_PRI, RauTH_PUB, @nd
Rnec_pus), while the remote computer 106 may store keys 304 (e.g., RautH_PrI, RNEG_PRI,
TauTH_PuB, @and Tneg_pug). In some embodiments, method 300 may be performed prior to
establishing the secure channel 206 of FIG. 2B.

[0053] The method 300 may begin at S306, where the thin client 104 generates an
ephemeral key pair including a private key (TEpr|) and a public key (TEpug). The thin
client 104 may then generate a random nonce (noncerc) of a predetermined length. In
some embodiments, the nonce may be generated according to the standard WP-
80056Ar3. The thin client 104 may concatenate TEpug and noncerc and digitally sign the
concatenated value utilizing the thin client’s private authentication key, TautH_pri. The

resultant digital signature may be referred to as DSrc.

[0054] At S308, the thin client 104 may transmit the digital signature (DS+c)

generated at S306 to the remote computer 106.

[0055] At S310, the remote computer 106 may receive DStc and verify the digital
signature utilizing the public key of the thin client 104 (e.g., TautH_pug). If the signature is
verified, the method may proceed.

11
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[0056] At S312, the remote computer 106 may generate another random nonce
(noncerc). The remote computer may concatenated the received noncerc with noncerc
(e.g., noncerc || nonceTtc) and digitally signs the concatenated value with the remote
computer's authentication private key (RautH_pri). The resultant digital signature may be

referred to as DSrkc.

[0057] At S314, the remote computer 106 may transmit the digital signature (DSrc)
generated at S312 to the thin client 104.

[0058] At S316, the thin client 104 may receive DSrc and verify the digital signature

utilizing the public key of the remote computer 106 (e.g., RauTH_ruB).

[0059] At S318, the thin client 104 may generate a shared secret Z, where Z = Zs ||
Ze, where Zs = Diffie-Hellman key exchange (DH)(Tnec_pri, Rnec_pus) and Zeg=
(DH)(TEprI, Rnec_pus). The DH primitive may be defined in section 5.7.1.1 of SP-
80056Ar3.

[0060] At S320, the remote computer 106 may generate a shared secret Z, where Z
=Zs || Ze, where Zs= DH(RNEG_PUB, TEPUB) and Zg = DH(RNEG_PUB, TNEG_PUB). The DH
primitive may be defined in section 5.7.1.1 of SP-80056Ar3.

[0061] As an alternative example, at $318, the thin client 104 may generate a shared
secret Z, where Z = Zs || Ze, where Zs = ECC CDH (Tnec_rri, Rnec_pu) and Ze= ECC
CDH (TEpri, Rnec_pug). The ECC CDH primitive may be defined in section 5.7.1.2 of
SP-80056Ar3. At S320, the remote computer 106 may generate a shared secret Z,
where Z = Zs || Zg, where Zs= ECC CDH (Rnec_pus, TErus) and Ze = ECC CDH

(RneG_Pus, TNEG_PUB).

[0062] As yet another alternative example, at S318, the thin client 104 may generate
a shared secret Z, where Z = DH (TEpri, Rnec_pus). At $S320, the remote computer 106

may generate the shared secret Z, where Z = DH (Rnec_rri, TEPuB).

[0063] At S322, both the thin client 104 and the remote computer 106 may generate
one or more session keys using the shared secret Z, the noncerc, the noncegc, or any

suitable values.

12



WO 2019/177984 PCT/US2019/021644

[0064] FIG. 4 illustrates a block diagram of a remote computer 402, according to at
least one embodiment. The remote computer 402 may be an example of the remote
computers 106 of FIGS. 1-3. The remote computer 402 is illustrated as comprising a
plurality of hardware and software modules (404-430). However, it should be
appreciated that this is provided for illustration purposes only, and each of the modules
and associated functionality may be provided and/or performed by the same or different
components. That is, the remote computer 402 may perform some of the relevant
functions and steps described herein with reference to the remote computer 106 of the
above figures through the use of any suitable combination of software instructions
and/or hardware configurations. It should be noted that although FIG. 4 illustrates all of
the modules located on a single device, the disclosure is not meant to be so limited.
Moreover, a system for implementing the functionality described herein may have
additional components or less then all of these components. Additionally, some
modules may be located on other devices such as a remote server or other local
devices that are functionally connected to the server computer component(s). In some

cases, the software modules may be located on a virtual machine or a container.

[0065] The remote computer 402 may be a server computer (e.g., a server computer
operating in a cloud computing environment). The remote computer 402 is shown as
comprising a processor 404, system memory 406 (which may comprise any
combination of volatile and/or non-volatile memory such as, for example, buffer
memory, RAM, DRAM, ROM, flash, or any other suitable memory device), and an
external communication interface 408. Moreover, one or more of the modules 410-430
may be disposed within one or more of the components of the system memory 406, or
may be disposed externally. As was noted above, the software and hardware modules
shown in FIG. 4 are provided for illustration purposes only, and the configurations are
not intended to be limiting. The processor 404, system memory 406 and/or external
communication interface 408 may be used in conjunction with any of the modules 410-
430 described below to provide a desired functionality. Some exemplary modules and

related functionality may be as follows:

[0066] A communication module 410 may be configured or programmed to perform
some or all of the functionality associated with receiving, sending, and generating
electronic messages for transmission at the remote computer 402 to or from any of the

entities shown in FIGS. 1-3. When an electronic message is received by the remote
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computer 402 via the external communication interface 408, it may be passed to the
communication module 410. The communication module 410 may identify and parse
the relevant data based on a particular messaging protocol used in the remote
computer 402 (e.g., EMV 2.0). The communication module 410 may then transmit any
received information to an appropriate module within the remote computer 402 (e.g., via
a data bus line 448). The communication module 410 may also receive information from
one or more of the modules in the remote computer 402 and generate an electronic
message in an appropriate data format in conformance with a transmission protocol
used in the remote computer 402 so that the message may be sent to one or more
entities within system (e.g., to the thin client 104). The electronic message may then be

passed to the external communication interface 408 for transmission.

[0067] A data communication manager 428 may be programmed and/or configured
to perform functionality associated with (1) preparing and managing a list of data objects
requested by the transaction processing module and providing the requested data
objects received from the portable device, and (2) managing and responding to the
portable device’s data objects requests by populating the message sent to the access
device with corresponding data objects obtained from the transaction processing
module 416.

[0068] In some embodiments, the transaction processing module 416 may inform the
data communication manager 428 about its data request statuses. If transaction
processing module 416 needs data from the portable device, the data communication
manager list may include the corresponding data identifiers. Otherwise, the data
communication manager list may be empty. Meanwhile, the portable device may inform
the data communication manager 428 about its data requests status. If a portable
device requests data from the remote computer 402, the portable device list may
include the corresponding data identifiers. If the portable device has no immediate data
request, the portable device list may be empty. Additionally, the portable device may

provide data objects that the data communication manager requested.

[0069] The data communication manager 428 may synchronize the exchange of
data between a portable device and the remote computer 402 in order to optimize
performance and minimize the number of communications exchanged with the portable
device. Additionally, the data communication manager 428 may cause the secure
channel manager 430 to send secured communications to the thin client and/or the
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portable device. When a communication channel is established with the thin client or the
portable device, the thin client, portable device, and/or the transaction processing
module 416 may inform the data communication manager 428 of their security level
preferences, hence directing the data communication manager 428 to interact

accordingly with the secure channel manager 430.

[0070] The secure channel manager 430 may be programmed and/or configured to
perform functionality associated with securing data exchanges with the thin client and/or
the portable device in a way that is transparent to the data communication manager 428
and transaction processing module 416. In some embodiments, the secure channel
manager 430 may negotiate a shared secret with the thin client and/or the portable
device in order to establish a secure communications channel through which encrypted
data may be sent. For example, the method 300 of FIG. 3 may be performed, at least in
part, by the secure channel manager in order to negotiate a shared secret with the thin
client. Accordingly, the secure channel manager 430 may be configured to receive and
store authentication key pairs and/or negotiation key pairs associated with the remote
computer 402. The secure channel manager 430 may further be configured to generate
one or more ephemeral key pairs to be utilized in the negotiation. The secure channel
manager 430 may be configured to establish a secure channel utilizing the shared
secret generated. Once the secure channel is established, the secure channel manager
may be configured to encrypt data prior to transmitting the encrypted data to the thin
client and/or the portable device and decrypt data received via the secure channel prior
to forwarding the decrypted data to any suitable component of the remote computer 402

for further processing.

[0071] FIG. 5 illustrates a block diagram of the thin client 502, according to at least
one embodiments. The thin client 502 (an example of the thin clients 104 of FIGS. 1-3)
is illustrated as comprising a plurality of hardware and software modules (504-516).
However, it should be appreciated that this is provided for illustration purposes only, and
each of the modules and associated functionality may be provided and/or performed by
the same or different components. That is, the thin client 502 may, for instance, perform
some of the relevant functions and steps described herein through the use of any

suitable combination of software instructions and/or hardware configurations.

[0072] The thin client 502 is shown as comprising a processor 504, system memory
506, and an external communication interface 508. Moreover, one or more of the
15
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modules 510-516 may be disposed within one or more of the components of the system
memory 506, or may be disposed externally. The processor 504, system memory 506
and/or external communication interface 508 may be used in conjunction with any of the
modules described below to provide a desired functionality. Some exemplary modules

and related functionality may be as follows.

[0073] A communication module 510 may be configured or programmed to perform
some or all of the functionality associated with receiving, sending, and generating
electronic messages for transmission at the thin client 502 to or from any of the entities
shown in the figures above. When an electronic message is received by the thin client
502 via the external communication interface 508, it may be passed to the
communication module 510. The communication module 510 may identify and parse
the relevant data based on a particular messaging protocol used to communication the
data (e.g., EMV 1.0, EMV 2.0, etc.). The communication module 510 may then transmit
any received information to an appropriate module within the thin client 502 (e.g., via a
data bus line 528). The communication module 510 may also receive information from
one or more of the modules in the thin client 502 and generate an electronic message in
an appropriate data format in conformance with a transmission protocol used by the
intended recipient such that the message may be sent to one or more entities (e.g., to
the remote computer 106, the portable device 102 of FIG. 1). The electronic message

may then be passed to the external communication interface 508 for transmission.

[0074] A communication module 510 may be configured or programmed to perform
some or all of the functionality associated with communicating with portable devices. In
particular, the communication module 510 may be responsible for (1) establishing,
maintaining, and terminating a session with a portable device, (2) allowing the exchange

of messages within a given session, (3) and allowing multiple sessions to coexist.

[0075] The protocol conversion module 512 may be configured to perform some or
all of the functionality associated with converting communications sent between a
portable device and a remote computer from one communication protocol (e.qg., a first
communication protocol) to another (e.g., a second communication protocol). The
protocol conversion module 512 may be responsible for determining what
communication protocol (e.g., EMV 1.0 or EMV 2.0) a particular device is configured to
use. Based on this determination, the protocol conversion module 512 may handle the
conversion of communications exchanged for a transaction if requested. For example, a
16
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communication originating from a portable device may be received by the
communication module 510. Based on a determination that the portable device uses the
second communication protocol while the remote computer uses the first
communication protocol, the protocol conversion module may convert the
communication from the second communication protocol to the first communication
protocol before forwarding the converted communication to the remote computer (e.qg.,

via a secured channel).

[0076] In particular, the protocol conversion module 512 may be responsible for (1)
requesting the communication module 510 to establish, maintain, and terminate a
session with a portable device, and (2) synchronizing the exchange of messages
between the portable device and the remote computer in order to optimize performance

and minimize the number of communications exchanged with the remote computer.

[0077] In order to do so, the protocol conversion module 512 may be configured or
programmed to (1) create, format, and exchange as many messages as necessary
within a given session, to fulfill as many as possible data requests from the remote
computer and (2) create, format, and exchange as many messages as necessary within

a given session, to fulfill as many as possible data requests from the portable device.

[0078] The data conversion module 514 may be configured or programmed to
perform some or all of the functionality associated with converting data sent between
portable devices and the remote computer from one data format (e.g., associated with
the first communication protocol) to another (e.g., the format associated with the second
communication protocol). The data conversion module 514 may be responsible for
determining what communication protocol (e.g., EMV 1.0 or EMV 2.0) a particular
portable device is configured to use. Based on this determination, the data conversion
module 514 may handle the conversion of data to the communication protocol of the
recipient device. For example, a communication originating from the portable device
may be received by the communication module 510. Based on a determination that the
portable device uses the second communication protocol while the remote computer
uses the first communication protocol, the data conversion module 514 may convert the
data format associated with the second communication protocol to the format
appropriate for the first communication protocol before forwarding the converted data to

the remote computer (e.q., via a secured channel).
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[0079] The secure channel manager 516 may be programmed and/or configured to
perform functionality associated with securing data exchanges with a remote computer
and/or a portable device in a way that is transparent to the modules of the thin client
502. In some embodiments, the secure channel manager 516 may negotiate a shared
secret with remote computer 106 in order to establish a secure communications channel
through which encrypted data may be sent. For example, the method 300 of FIG. 3 may
be performed, at least in part, by the secure channel manager 516 in order to negotiate
a shared secret with the remote computer. Accordingly, the secure channel manager
516 may be configured to receive and store authentication key pairs and/or negotiation
key pairs associated with the thin client 502. The secure channel manager 516 may
further be configured to generate one or more ephemeral key pairs to be utilized in the
negotiation. The secure channel manager 516 may be configured to establish a secure
channel utilizing the shared secret generated. Once the secure channel is established,
the secure channel manager may be configured to encrypt data prior to transmitting the
encrypted data to the remote computer 106 and decrypt data received via the secure
channel prior to forwarding the decrypted data to any suitable component of the thin

client 502 for further processing.

[0080] In some embodiments, thin client 502 may be communicatively coupled to
one or more |/O device(s) 520 or the I/O device(s) 520 may operate locally at the thin
client 502 as a component of the thin client 502. The 1/O devices(s) 520 may include,
but are not limited to, displays, keypads, keyboards, touch screens, biometric readers,
card readers, or the like. In some embodiments, any suitable component of the thin
client 502 may cause the processor 504 to present and/or collect data at the I/O
device(s) 520.

[0081] Similarly, thin client 502 may be communicatively coupled to one or more
verification entry device(s) 522 or the verification entry device(s) 522 may operate
locally at the thin client 502 as a component of the thin client 502. The verification entry
device(s) 522 may include, but are not limited to, displays, keypads, keyboards, touch
screens, biometric readers, or the like. In some embodiments, any suitable module of
the thin client 502 may be configured to cause the processor 504 to collect data utilizing
the verification entry device(s) 522. For example, as part of a transaction, a user may be

prompted to provide a signature and/or a PIN or password. Accordingly, the processor
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704 may provide information to the verification entry device(s) 722 to effectuate the

collection of such data.

[0082] FIG. 6 shows a flowchart of a method 600 for conducting a transaction
according to some embodiments. The method may be performed by a thin clientin any

suitable order. More or fewer steps may be included in the method 600.

[0083] The method 600 may begin at 602, where a thin client (e.g., thin client 104 of
FIG. 2B) may receive data (e.g., transaction data) from a portable device of the first
portable device type (e.g., portable device 202 of FIG. 2B). In some embodiments, the
thin client 104 may receive data when the thin client 104 and the portable device come

into communication or otherwise interact.

[0084] At 604, the thin client (e.g., thin client 104) may determine that the portable
device is of the first portable device type. In some embodiments, the determination may

be based on the format or contents of the transaction data.

[0085] At 606, after determining that the portable device is of the first portable device
type, the thin client may apply an encryption protocol associated with the second
portable device type to the access data to create encrypted data. In some
embodiments, applying the encryption protocol may include generating a shared secret
with a remote computer (e.g., remote computer 106 of FIG. 2B), establishing a secure
channel with the remote computer, encrypting the transaction data utilizing the shared

secret, or any suitable combination of the above.

[0086] At 608, the thin client 104 may transmit the encrypted data to the remote
computer 106. In some embodiments, the thin client 104 may transmit the encrypted
data using a secure channel (e.g., the secure channel 206 of FIG. 2B) generated
through applying the encryption protocol discussed at 606. After receiving the encrypted
data, the remote computer (e.g., the remote computer 106 of FIG. 2B) may utilize the
encryption protocol to decrypt the encrypted data to retrieve the transaction data. The
remote computer may process the access data. In some embodiments, the remote
computer may generate a response and transmit the response to the thin client using
the secure channel.

[0087] Therefore, according to some embodiments, the thin client 104 may first

establish the secure channel 206 with the remote computer 106. The thin client 104
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may communicate with the portable device 202 unprotected. The thin client 104 may
then transmit transaction data from the portable device 202 as encrypted data via the
secure channel. After receiving a response from the remote computer 106 using the
secure channel, the thin client 104 may decrypt the response and provide the response
to the portable device 202.

[0088] FIG. 7 shows a block diagram of a transaction processing system 700. FIG. 7
shows a user 706 that can operate a portable device 710 (e.g., an example of the
portable device 202 of the figures above). The user 706 may use the portable device
710 to pay for a good or service, such as a ticket, at a resource provider (e.g., a
merchant). In some embodiments, the portable device 710 is a credit card or debit card
issued by the authorizing entity. The resource provider may operate a resource provider
computer 730 and/or a thin client 720 (a type of access device). The resource provider
computer 730 may be configured to communicate with an authorizing entity computer
760 operated by, or on behalf of, an authorizing entity, via a transport computer 740
(operated by an acquirer) and a processing network computer 750 operating as part of

a payment processing network.

[0089] The payment processing network may include data processing subsystems,
networks, and operations used to support and deliver authorization services, exception
file services, and clearing and settlement services. An exemplary payment processing
network may include VisaNet™. Payment processing networks such as VisaNet™ are
able to process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™, in particular, includes a VIP system (Visa
Integrated Payments system) which processes authorization requests and a Base Il
system which performs clearing and settlement services. The payment processing

network may use any suitable wired or wireless network, including the Internet.

[0090] A typical payment transaction can be described as follows, the user 706 will
insert the portable device 710 into an interface of the thin client 720 (e.g., a card
reader). In some embodiments, the portable device 710 may be held near the thin client
720. The thin client 720 may be configured to facilitate communications between the
remote computer 725 and the portable device 710. The remote computer 725 is
intended to be an example of the remote computer 106 of the above figures. In some
embodiments, the remote computer 725 is configured to perform POS functionality. The
thin client 720 may facilitate data exchange between the remote computer 725 and the
20
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portable device 710 in any suitable manner and as described in the above figures. Once
POS data and payment data (or any suitable data) are exchanged between the remote
computer 725 and the portable device 710, the remote computer 725 may be configured

to initiate a transaction via the resource provider computer 730.

[0091] The resource provider computer 730 may receive this information from the
thin client 720 via an external communication interface. The resource provider computer
730 may then generate an authorization request message that includes at least a
portion of the information received from the thin client 720 and electronically transmits
this message to a transport computer 740 .The transport computer 740 may then
receive, process, and forward the authorization request message to a processing

network computer 750 for authorization.

[0092] In general, prior to the occurrence of a credit or debit-card transaction, the
processing network computer 750 has an established protocol with each issuer on how
the issuer's transactions are to be authorized. In some cases, such as when the
transaction amount is below a threshold value, the processing network computer 750
may be configured to authorize the transaction based on information that it has about
the user's account without generating and transmitting an authorization request
message to the authorizing entity computer 760. In other cases, such as when the
transaction amount is above a threshold value, the processing network computer 750
may receive the authorization request message, determine the issuer associated with
the portable device 710, and forward the authorization request message for the
transaction to the authorizing entity computer 760 for verification and authorization.
Once the transaction is authorized, the authorizing entity computer 760 may generate
an authorization response message (that may include an authorization code indicating
the transaction is approved or declined) and transmit this electronic message via its
external communication interface to processing network computer 750. The processing
network computer 750 may then forward the authorization response message to the
transport computer 740, which in turn may then transmit the electronic message to
comprising the authorization indication to the resource provider computer 730, and then
to the thin client 720.

[0093] Atthe end of the day or at some other suitable time interval, a clearing and

settlement process between the resource provider computer 730, the transport
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computer 740, the processing network computer 750, and/or the authorizing entity

computer 760 may be performed on the transaction.

[0094] FIG. 8 shows a block diagram of a building access system 800. FIG. 8 shows
a portable device 810 (e.qg., the portable device 102 of FIGS. 1-3) operated by a user
806. The portable device 810 can interact with the thin client 820 to exchange data with

the remote computer 825 (e.g., a device that manages access to the building 830).

[0095] An access transaction can be described as follows, the user 806 will insert
the portable device 810 into an interface of the thin client 820 (e.g., a card reader). In
some embodiments, the portable device 810 may be held near the thin client 820. The
thin client 820 may perform any suitable conversion to convert (if necessary) the data
and/or messages received from the portable device 810 to data and/or messages
corresponding to a communications protocol utilized by the remote computer 825 (EMV
2.0). The thin client 820 and the remote computer 825 may method 300 of FIG. 3 to
generate a shared secret with which a secure channel may be established between the
thin client 820 and the remote computer 825. The thin client 820, utilizing the secure
channel, may facilitate a data exchange between the portable device 810 and the
remote computer 825. Accordingly, any data being transmitted from the thin client 820
to the remote computer 825 may be encrypted and transmitted via the secure channel
where the remote computer 925 may decrypt the data before further processing.
Similarly, any data being transmitted from the remote computer 825 to the thin client
820 may be encrypted (e.qg., utilizing the shared secret) and transmitted via the secure
channel to the thin client 820 which may then decrypt the data prior to further
processing. The remote computer 825 may be configured to verify the user 806

according to the data provided by the portable device 810 via the thin client 820.

[0096] If the remote computer 825 is able to verify the user 806 utilizing the data
provided by the portable device 810 (via the thin client 820) and previously stored
credentials (e.g., the data provided by the portable device 810 matches previously
stored credentials associated with the user 806), the remote computer 825 may be
configured to allow the user 806 access to the building 830 (or any suitable secure
location/resource managed by the remote computer 825). If the user 806 is not verified
(e.q., the data provided by the portable device 810 does not match the previously stored

credentials associated with the user 806), the remote computer 825 may be configured
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to deny the user 806 access to the building 830 (or any suitable secure

location/resource managed by the remote computer 825).
TECHNICAL IMPROVEMENTS

[0097] Embodiments of the invention provide for a number of advantages. For
example, portable devices operating with an older protocol (e.g., EMV 1.0) were
previously incapable of utilizing the security features provided in newer protocols (e.qg.,
EMV 2.0). By utilizing a thin client that is configured to apply these security features
(e.qg., generate a shared secret with a remote computer, establish a secure channel with
the remote computer) the security of the data exchanged between the portable device

and the remote computer via a thin client is improved.

[0098] Further details that can support embodiments of the invention can be found in
U.S. Patent Application No. 15/631,716, filed on June 23, 2017, which is herein

incorporated by reference it its entirety for all purposes.

[0099] It should be understood that any of the embodiments of the present invention
can be implemented in the form of control logic using hardware (e.g. an application
specific integrated circuit or field programmable gate array) and/or using computer
software with a generally programmable processor in a modular or integrated manner.
As used herein, a processor includes a single-core processor, multi-core processor on a
same integrated chip, or multiple processing units on a single circuit board or
networked. Based on the disclosure and teachings provided herein, a person of ordinary
skill in the art will know and appreciate other ways and/or methods to implement
embodiments of the present invention using hardware and a combination of hardware

and software.

[0100] Any of the software components or functions described in this application may
be implemented as software code to be executed by a processor using any suitable
computer language such as, for example, Java, C, C++, C#, Objective-C, Swift, or
scripting language such as Perl or Python using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions or
commands on a computer readable medium for storage and/or transmission, suitable
media include random access memory (RAM), a read only memory (ROM), a magnetic

medium such as a hard-drive or a floppy disk, or an optical medium such as a compact
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disk (CD) or DVD (digital versatile disk), flash memory, and the like. The computer

readable medium may be any combination of such storage or transmission devices.

[0101] Such programs may also be encoded and transmitted using carrier signals
adapted for transmission via wired, optical, and/or wireless networks conforming to a
variety of protocols, including the Internet. As such, a computer readable medium
according to an embodiment of the present invention may be created using a data
signal encoded with such programs. Computer readable media encoded with the
program code may be packaged with a compatible device or provided separately from
other devices (e.g., via Internet download). Any such computer readable medium may
reside on or within a single computer product (e.g. a hard drive, a CD, or an entire
computer system), and may be present on or within different computer products within a
system or network. A computer system may include a monitor, printer, or other suitable

display for providing any of the results mentioned herein to a user.

[0102] The above description is illustrative and is not restrictive. Many variations of
the invention will become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference to

the pending claims along with their full scope or equivalents.

[0103] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0104] As used herein, the use of "a," "an," or "the" is intended to mean "at least

one," unless specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A computer-implemented method for conducting a transaction,
comprising:

receiving, by a thin client from a portable device of a first portable device type,
transaction data;

determining, by the thin client, that the portable device is the first portable device
type;

applying, by the thin client, an encryption protocol associated with a second
portable device type to the transaction data to create encrypted data; and

transmitting, by the thin client to a remote computer, the encrypted data, wherein
the remote computer utilizes the encryption protocol to decrypt the transaction data, and

thereafter processes the transaction data to conduct the transaction.

2. The computer-implemented method of claim 1, wherein the encryption
protocol is applied based at least in part on determining that the portable device is the

first portable device type.

3. The computer-implemented method of claim 1, wherein the transaction

data is received from remote computer.

4, The computer-implemented method of claim 1, wherein the thin client is

operated by a resource provider.

5. The computer-implemented method of claim 1, wherein the remote

computer provides access device transaction functionality as a service.

6. The computer-implemented method of claim 1, further comprising
establishing a secure channel between the thin client and the remote computer, wherein

the encrypted data is transmitted over the secure channel.

7. The computer-implemented method of claim 6, wherein establishing the
secure channel further comprises:

generating, by the thin client, an ephemeral key pair comprising an ephemeral
private key and an ephemeral public key;

generating, by the thin client, a random value;

generating, by the thin client, a concatenated value comprising the ephemeral

public key and the random value;
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digitally signing, by the thin client, the concatenated value with an authentication
private key associated with the thin client; and
transmitting, by the thin client to the remote computer, the concatenated value as

digitally signed.

8. The computer-implemented method of claim 1, further comprising:

receiving, by the thin client from the remote computer, subsequent encrypted
data, wherein the thin client is configured to decrypt the subsequent encrypted data
utilizing the encryption protocol; and

verifying, by the thin client, the subsequent encrypted data is unaltered and was

transmitted by the remote computer.

9. The computer-implemented method of claim 1, further comprising:
generating, by the thin client, a secure communications wrapper, wherein the
encrypted data is generated utilizing the transaction data and the secure

communications wrapper.

10.  The computer-implemented method of claim 1, wherein the encryption

protocol is unknown to portable devices of the first portable device type.

11.  Athin client comprising:
a processor; and
a computer readable medium coupled to the processor, the computer
readable medium comprising code that, when executed by the processor, causes the
thin client to:
receive, from a portable device of a first portable device type, transaction
data associated with conducting a transaction;
determine that the portable device is the first portable device type;
apply an encryption protocol associated with a second portable device
type to the transaction data to create encrypted data; and
transmit, to a remote computer, the encrypted data, wherein the remote
computer utilizes the encryption protocol to decrypt the transaction data, and

thereafter processes the transaction data to perform the transaction.
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12.  The thin client of claim 11, wherein the encryption protocol is applied

based at least in part on determining that the portable device is the first portable device

type.

13.  The thin client of claim 11, wherein the transaction data is received from

the remote computer.

14.  The thin client of claim 11, wherein the thin client is operated by a

resource provider.

15.  The thin client of claim 11, wherein the remote computer provides access

device transaction functionality as a service.

16.  The thin client of claim 11, wherein executing the code further causes the
thin client to establish a secure channel between the thin client and the remote

computer, wherein the encrypted data is transmitted over the secure channel.

17.  The thin client of claim 16, wherein establishing the secure channel further
causes the thin client to:

generate an ephemeral key pair comprising an ephemeral private key and an
ephemeral public key;

generate a random value;

generate a concatenated value comprising the ephemeral public key and the
random value;

digitally sign the concatenated value with an authentication private key
associated with the thin client; and

transmit, to the remote computer, the concatenated value as digitally signed.

18.  The thin client of claim 11, wherein executing the code further causes the
thin client to:

receive, from the remote computer, subsequent encrypted data, wherein the thin
client is configured to decrypt the subsequent encrypted data utilizing the encryption
protocol; and

verify the subsequent encrypted data is unaltered and was transmitted by the

remote computer.
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19.  The thin client of claim 11, wherein executing the code further causes the
thin client to generate a secure communications wrapper, wherein the encrypted data is

generated utilizing the transaction data and the secure communications wrapper.

20.  The thin client of claim 11, wherein the encryption protocol is unknown to

portable devices of the first portable device type.
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DEVICE TYPE, TRANSACTION DATA
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DETERMINE, BY THE THIN CLIENT, THAT THE PORTABLE DEVICE IS THE FIRST
PORTABLE DEVICE TYPE
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