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(57) Abrégée/Abstract:

The present invention Is related to a technology for grasping the number of a plurality of terminals of a client using a Cookie in a
private network in which plural terminals are shared by redirecting a session which Is to be connected to a Web by analyzing a
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(57) Abrege(suite)/Abstract(continued):

TC

P/IP packet, detecting the accurate number of a plurality of terminals of a client using an Internet, and making the accurate

number as a DB, and selectively permitting or blocking a connection to Internet according to TCP/IP by using the Cookie pool
Information of a DB type and JOB when the users configuring and using a private network connect to the Internet at the same time.
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(57) Abstract: The present invention is related to a technology for grasping the number of a plurality of terminals of a client using
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accurate number as a DB, and selectively permitting or blocking a connection to Internet according to TCP/IP by using the Cookie
pool information of a DB type and JOB when the users configuring and using a private network connect to the Internet at the same
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Description

METHOD FOR PERMITTING AND BLOCKING USE OF
INTERNET BY DETECTING PLURAL TERMINALS ON

NETWORK
Technical Field

The present invention 1s related to a technology tfor grasping the number of a
plurality of terminals ot a client using a Cookie 1n a private network 1in which plural
terminals are shared; detecting the accurate number of a plurality of terminals of a
client using an Internet, and making the accurate number as a DB; and selectively
permitting or blocking a connection to Internet according to TCP/IP when the
terminals exceeding an allowed policy number of terminals connect to the Internet at
the same time. In particular, the present invention 1s related to a method comprising a
step tor analyzing a TCP/IP packet; a step for detecting an user using a sharing device
by executing a web redirection so that a connection can be made to a server for
confirming whether an Internet user 1s using the sharing device or not, and a shared
client information; a step for storing the actual number of terminals of a client 1n a pool
by using an unique Cookie code while an Internet service subscriber to one line service
1s using a sharing device; a step for counting the actual number of PC terminals which
are used 1n a sharing manner; and a step for blocking additional PC terminals
exceeding a designated number of terminals by applying a rule of an allowed number

of terminals.

Background Art

Recently, a case 1s generated very frequently that a subscriber uses a sharing device
so that many clients can connect to a network using one authorized IP at the same time.
A phenomenon that the companies or the big enterprises are using NAT 1s on an

increasing trend.

Disclosure of Invention

Technical Problem

But, when many clients connect to a network using one authorized IP at the same
time, very serious problems such as a tratfic increase ot a network, hacking, virus and
worms may be generated.

In order to solve this problem, a separate application(ActiveX, Agent) which informs
an IP address of an user in an inner network must be loaded, but this application has a
problem that an user can reject 1t atter he recognizes installation/operation of the ap-

plication.
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Technical Solution

In order to solve such a conventional technological problem, the present invention
provides a step for analyzing a TCP/IP packet and redirecting the TCP/IP packet to a
specific server which manages a Cookie according to a policy;

a step for recognizing installation/operations ot a plurality of terminals of a client by
using a Cookie 1n a private network sharing many terminals to be detected, or counting
the number of a plurality of terminals of a client without any permission/au-
thentication;

a step tor detecting an accurate number of terminals 1n a private network sharing
many terminals by a precise algorithm using a Cookie;

a step ftor deleting a corresponding list from a Cookie pool DB it there are no history
of an Internet use for a constant time:;

a step tor applying a particular blocking page on an user web browser according to a
policy tor a specitic user;

and a step for enabling the number of terminals allowed by an Internet service
business man to be connected to an Internet by an algorithm that compares PMT and a
corresponding Cookie pool information when a plurality ot terminal users connect to a
network at the same time 1n a private network, and tfor allowing and blocking an
Internet use by the number of policies of PMT(Policy Management Table); and a step

for allowing and blocking clients who can use an Internet at the same time.

Advantageous Effects

According to the present invention, since an unique Cookie code tor client terminals
in a private network that many terminals share using an authorized IP(an Internet IP) 1s
generated and 1s detected precisely by analyzing a TCP/IP packet and redirecting an
Internet connection of a client to a server, the number ot terminals of a client using an
Internet at the same time 1s recorded tor DB so that the number can be counted
precisely, and thus detection of the number of terminals can be analyzed accurately.
When private network users of a specific authorized IP connect to an Internet at the
same time, 1t 1s possible to allow and to block an Internet connection in a private
network based on TCP/IP using information of the Cookie pool DB which 1s recorded
as a DB type, and JOB.

Further, according to the present invention, it 1s possible grasp whether a plurality of
terminals of a client who can use an Internet are being used in a private network using
an authorized IP by an algorithm or not, and the accurate number ot terminals.

Further, 1t 1s also possible to easily allow and block a connection to an Internet based
on a plurality of unauthorized TCP/IPs by allowing or blocking clients who can

connect to an Internet at the same time 1n a private network using an authorized IP.
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Brief Description of Drawings

FIG. 1 1s a diagram showing all processes for controlling sharing clients ot a sharing
device.

FIG. 2 1s a diagram showing a process for installing an unique key into a terminal 1n
a private network.

FIG. 3 1s a diagram showing a process for counting the number of terminals using a
Cookie pool history DB.

FIG. 4 1s a diagram showing a source for comparing information ot a Cookie pool
DB and PMT(Policy Management Table).

FIG. 5 1s a diagram showing a case allowing use of the Internet via only one line.

FIG. 6 1s a diagram showing a case allowing use of the Internet via only three lines.

FIG. 7 1s a diagram showing a Cookie pool DB 1n case of allowing use ot the Internet
via only three lines.

FIG. 8 1s a diagram showing a PMT.
Best Mode for Carrying out the Invention

A method for permitting and blocking use of Internet by detecting plural terminals on
network using more than one authorized IP comprises,

a step tor analyzing a TCP/IP packet and redirecting a web connection of a client to a
server according to a policy ot a specific user in order to confirm the number ot plural
terminals of a subscriber constituting a private network by redirecting the web
connection of the client to the server when monitoring trattfic when the client uses the
Internet, and to block or permit terminals exceeding a designated number of sharing
terminals;

a step for providing to the client a web page having specific tunctions to perform a
selective blocking, and to execute a precision detection algorithm for detecting the
number of terminals and notitying to the redirected client;

a step ftor allocating an unique Cookie code value to the client 1n a real time manner
via the server at the step for providing to the client a web page having specific
functions:

a step tor registering the unique Cookie code value generated in the client together
with an authorized IP ot the client or an 1dentifier corresponding to the IP on the
Cookie pool DB of the server; and

a step tor confirming the number ot terminals connected to the authorized IP or the
identifier corresponding to the IP by counting the number of the unique Cookie code

according to the authorized IP stored in the Cookie pool DB.
Mode for the Invention

Below, the structure and the operation of the present invention will be explained with

CA 02701882 2010-04-06
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referring to the attached drawings.

[29] FIG. 1 1s a diagram showing all processes for controlling sharing clients of a sharing
device. As 1llustrated 1in F1G. 1, according to the present invention, when a plurality of
terminals in a private network connect to Internet and use it at the same time, HTML
page 1s requested from a client to an arbitrary web server on Internet in order to detect
the number of terminals which are actually being used, and execute permission and
blocking of an Internet connection according to TCP/IP.

[30] In connection with a private network user sharing many terminals, first of all, a page
into which a specific role(a precision detection algorithm and blocking) 1s inserted 1s
transmitted to a client after a packet analysis 1s executed instead of the page requested
by a client by monitoring tratfic ot all sessions connecting to an arbitrary web server,

and then 1t 1s redirected to a server.

[31] At this time, the server manages a Cookie value, and controls a redirected web
connection.
|32] A redirection page tforms a page showing a web page which 1s to be connected as a

frame structure of two stage as 100% type(below, 1t 1s described as a 100% trame.),
and forms the remaining pages as 0% type((below, it 1s described as a 0% trame.).

[33] It the size of a frame 1s a 0% frame, the trame 1s a frame for executing a module, and
if the size of a trame 1s a 100% frame, the frame 1s a frame for providing information
of the page HTTP of which 1s requested by a client, a Cookie precision detection
algorithm, and a blocking page.

| 34] In case of a 0% trame, an unique Cookie value ot an Internet user who 1s now using
Internet 1s obtained by a Cookie precision detection algorithm, and the number of a
plurality of terminals corresponding to the number of the values can be counted.

[335] If necessary, after executing a function which the 0% trame performs in the whole
pages of a client without employing a frame structure, a function executed by the
100% trame may be performed sequentially.

|36] In the request page, a Cookie is generated and executed by a Cookie precision
detection algorithm, and an unique Cookie value 1s stored in a terminal and then, the
information thereot 1s stored in a Cookie pool DB.

|37] FIG. 2 1s a diagram showing a process for installing an unique key into a terminal in
a private network.

| 38] As aresult of reviewing a Cookie precision detection algorithm, the step for
detecting the number of a plurality ot terminals arranged under an equipment sharing
many terminals consists of three stages. First, a request 1s made for contfirming whether
a Cookie value generated by a server of a detection server exists or not in order to
grasp whether an user using a specific authorized IP(tor example, 222.222.222.111)

connects to the Internet for the first time atter monitoring and analyzing trattic based
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on TCP/IP, and redirecting 1t to server. At this time, 1t the Cookie value exists, it 1s
judged that a terminal of the user 1s a PC the number of terminals of which has been
checked by an algorithm. Then, a process goes to a next step so that the user can
connect to Internet. If there are no Cookie values, since the terminal 1s the first PC
which 1s connected to Internet for the first time, a designated identitication code(A or
1) indicating the first connection 1s generated by the algorithm and 1s allocated to a
client.

Second, if an user using a specific authorized IP(for example, 222.222.222.111)
connects to the Internet atter monitoring and analyzing tratfic based on TCP/IP, and
redirecting it to server, two cases may be generated. First of all, a request 1s made for
confirming whether a Cookie value generated by the detection server exists or not, as
the first method. [1] If a terminal connects to Internet for the first time without having
any 1dentification code as the first method, a designated identitication code(A or 1)
indicating the first connection 1s generated by the algorithm and is allocated to a client.
|2] If an 1dentification code exists, a designated 1dentification code(B or 2) indicating
the second connection 1s generated by the algorithm and 1s allocated to a client. Then, a
process goes to a next step so that the user can connect to Internet.

Third, 1f an user using a specific authorized IP(for example, 222.222.222.111)
connects to the Internet atter monitoring and analyzing tratfic based on TCP/IP, and
redirecting it to server, three cases may be generated. First of all, a request 1s made for
confirming whether a Cookie value generated by the detection server exists or not, as
the first method. [1] If a terminal connects to Internet for the first time without having
any 1dentification code as the tirst method, a designated identitication code(A or 1)
indicating the first connection is generated by the algorithm and 1s allocated to a client.
Then, a process goes to a next step so that the user can connect to Internet. [2] If a
designated 1dentification code 1s A or 1, and etc, aftter changing the code(A or 1) and
creating a new 1dentification code(B or 2), the new code 1s allocated to the related
terminal. Then, a process goes to a next step so that the user can connect to Internet. |3
|1t a designated 1dentification code 1s B or 2, and etc, after changing the code(B or 2)
and creating a new 1dentitication code(End or 3) indicating ending ot a process, the
new code 1s allocated to the related terminal. Then, if the designated identitication
code 1s End or 3 indicating ending of a process, an unique Cookie 1s stored to a
concerned terminal at the changing time, and then a process goes to a next step so that
the user can connect to Internet. Then, the information 1s stored 1n the Cookie pool DB.

FIG. 3 1s a diagram showing a process for counting the number of terminals using a
Cookie pool history DB.

In this way, 1n connection with a plurality ot specific authorized 1P, atter monitoring

and analyzing tratfic and then, redirecting it to server, if a Cookie precision detection
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algorithm 1s applied continuously, an unique Cookie information created for one
authorized IP can be confirmed from a Cookie pool DB. Since the unique Cookie code
in a Cookie pool DB 1s stored as a Cookie pool history DB, it the unique Cookie code
for one authorized IP 1s counted, it 1s possible to know the accurate number of
terminals for a concerned authorized IP.

Next, a blocking process will be explained.

FIG. 4 1s a diagram showing a source tor comparing information ot a Cookie pool
DB and PMT (Policy Management Table). As tor a specitic identitier which can be dis-
tinguished 1n an unique manner, assuming that a policy that an allowed number of
terminals for PMT 1s 3 1s set, first of all, it 1s judged whether the user who 1s now
connecting to the Internet 1s an user who connects to Internet tor the first time or not.

It an 1dentitier does not exist in a Cookie pool DB, it 1s a newly created identitier.
Theretore, an user records the 1dentifier, an authorized IP, an unique Cookie code, and
a connection time in the Cookie pool DB, and then, the user can use the Internet
normally. Further, if an authorized IP same as the 1dentifier exists in the Cookie pool
DB, the user can use the Internet normally by updating a connection time cor-
responding to an unique Cookie code same as the identifier.

On the contrary, if an authorized IP same as the identifier exists in the Cookie pool
DB, but an unique Cookie code does not exist, two cases must be considered.

First, after counting the number the unique Cookie codes of same 1dentitiers in the
Cookie pool DB, it the result 1s below the policy number of PMT, the identitiers, an
user should record the unique Cookie codes, and the connection times in the Cookie
pool DB, and then can use the Internet normally.

Second, 1t the number the unique Cookie codes ot same identifiers 1n the Cookie
pool DB 1s above the policy number of PMT, the identitiers, use ot the Internet is
blocked.

The Internet blocking is processes as tollows. When a result value of a module
executed 1n the 0% frame 1s returned, a 100% trame 1s controlled according to the
result value.

At this time, 1f 1t 1s judged that the result value indicates permission of an Internet
use, a HT'TP page requested by a client 1s provided, and if 1t 1s judged that the result
value indicates blocking of an Internet use, a blocked page 1s displayed on the 100%
frame.

Further, an user registers and manages a JOB scheduler which operates regularly at
every predetermined interval so that information 1n the Cookie pool DB can be updated

continuously. At this time, in connection with the criteria which the JOB scheduler

judges and maintains the contents in the Cookie pool DB as up-to-date information, the

records for which there are no changes for a constant time period after a registration
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time are deleted, and thus the newest information can be maintained. In this way, as the
process for maintaining newest information 1s executed, at the same time, use of the
Internet of the terminals arranged in a private network of a client using a specific
authorized IP for enabling an user to use the Internet 1s permitted or blocked.

FIG. 5 1s a diagram showing a case allowing use of the Internet via only one line.
When use of the Internet 1s allowed via only one line, a priority to use the Internet is
given to the first user who connects to the Internet among the users connecting to a
private network using an authorized IP same as an i1dentifier. That 1s, since an user ot
SpecialKey1(A) can use the Internet continuously for 20 minutes, even if an user ot
SpecialKey2(B) or an user ot SpecialKey3(C) may try to connect to the Internet, they
can not use the Internet since use ot the Internet 1s blocked.

At 30 minutes after connection, 1if a JOB scheduler 1s executed, since there are no use
records between 20-30 minutes, a record of an user of SpecialKey1(A) using the
Internet will be deleted trom the Cookie pool DB.

At 31 minutes after connection, it an user ot SpecialKey3(c) tries to connect to the
Internet, since an user of a private network using the same authorized IP and the same
identitier does not exist, an user of SpecialKey3(c) can use the Internet normally after
registering an 1dentifier, an authorized IP, an unique Cookie code, and a connection
time 1n the Cookie pool DB.

Until 70 minutes after a connection, even if the users of a private network such as
SpecialKey1(A) and SpecialKey2(B) try to connect to the Internet, they will fail.

FIG. 6 1s a diagram showing a case allowing use of the Internet via only three lines.
FIG. 7 1s a diagram showing a Cookie pool DB 1n case of allowing use ot the Internet
via only three lines. FIG. & 1s a diagram showing a PMT.

As 1llustrated in FIG. 6, use of the Internet 1s allowed via only three lines in PMT,
only three users are allowed to connect to a private network using the same authorized
IP and the same 1dentifier are allowed, and use of the Internet 1s blocked for the
remaining users. The principle of it 1s as follows. When an user ot SpecialKey1(A)
tries to connect to the Internet, if there are no users after confirming whether an user ot
a private network using the same authorized IP and the same 1dentifier exists in the
Cookie pool DB or not, the user can use the Internet normally after registering an
identitier, an authorized IP, an unique Cookie code, and a connection time 1n the
Cookie pool DB.

At 10 minutes after connection, when an user of SpecialKey2(B) tries to connect to
the Internet, it the unique Cookie code exists in the Cookie pool DB after contfirming
whether the same authorized IP and the same 1dentifier exists in the Cookie pool DB or
not, use of the Internet 1s allowed. As illustrated in the drawings, if the unique Cookie

code does exist in the Cookie pool DB, the number ot the unique Cookie code having
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the same authorized IP and the same identitier in the Cookie pool DB 1s counted. It the
result value(a return value : 1) 1s below the policy number(the three allowed lines) ot
PMT, the unique Cookie code ot SpecialKey2(B) should be registered, and then use of
the Internet 1s allowed. On the contrary, if the result value 1s above the policy
number(the allowed three lines) of PMT, use of the Internet 1s blocked.

At 15 minutes after connection, when an user of SpecialKey3(C) tries to connect to
the Internet, 1t the unique Cookie code exists in the Cookie pool DB after contfirming
whether the same authorized IP and the same identifier exists in the Cookie pool DB or
not, use of the Internet 1s allowed. As illustrated 1in FIG. 6, if the unique Cookie code
does exist in the Cookie pool DB, the number of the unique Cookie code having the
same authorized IP and the same 1dentitier in the Cookie pool DB is counted. It the
result value(a return value : 2) 1s below the policy number(the three allowed lines) ot
PMT, the unique Cookie code ot SpecialKey2(B) should be registered, and then use of
the Internet 1s allowed. On the contrary, if the result value 1s above the policy
number(the allowed three lines) of PMT, use of the Internet 1s blocked.

At 17 minutes after connection, when an user of SpecialKey4(D) tries to connect to
the Internet, 1t the unique Cookie code exists in the Cookie pool DB after contfirming
whether the same authorized IP and the same identifier exists in the Cookie pool DB or
not, use of the Internet 1s allowed. As illustrated 1in FIG. 6, if the unique Cookie code
does exist in the Cookie pool DB, the number of the unique Cookie code having the
same authorized IP and the same 1dentitier in the Cookie pool DB i1s counted. It the
result value(a return value : 3) 1s below the policy number(the three allowed lines) of
PMT, the unique Cookie code ot SpecialKey4(D) should be registered, and then use of
the Internet 1s allowed. On the contrary, if the result value 1s above the policy
number(the allowed three lines) of PMT, use of the Internet 1s blocked.

In this way, permission or blocking ot connection to the Internet can be controlled 1n
a private network.

Further, the procedures related to a blocking process can be changed and then applied

according to a policy.

Industrial Applicability

In the prior art, the maintenance cost of equipments and a network, and a network
speed are limited 1n an infrastructure built by a conventional Internet communication
business man, but since NAT, sharing devices and etc. are used via only one provided
line, users who connect to the Internet via only one line or many lines sutter from
much damages and inconveniences due to an uncontrolled tratfic increase. Theretore,
the present invention 1s devised to solve these problems. Further, the Internet com-

munication business men can improve the services by investing small amount ot
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money tor facilities and managing very few maintenance personnel, and thus the
common users can receive high-quality services. Further, there 1s an etfect that notice
and blocking technology can be provided to each ot the terminals using a sharing

device.
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Claims
A method tor permitting and blocking use of Internet by detecting plural

terminals on network using more than one authorized IP comprising,
a step tor analyzing a TCP/IP packet and redirecting a web connection ot a client
to a server according to a policy of a specitic user in order to confirm the number
of plural terminals of a subscriber constituting a private network by redirecting
the web connection of the client to the server when monitoring tratfic when the
client uses the Internet, and to block or permit terminals exceeding a designated
number of sharing terminals;

a step for providing to the client a web page having specific tunctions to perform
a selective blocking, and to execute a precision detection algorithm for detecting
the number of terminals and notifying to the redirected client;

a step ftor allocating an unique Cookie code value to the client 1n a real time
manner via the server at the step for providing to the client a web page having
specific functions;

a step for registering the unique Cookie code value generated in the client
together with an authorized IP of the client or an identifier corresponding to the
IP on the Cookie pool DB of the server; and

a step tfor confirming the number ot terminals connected to the authorized IP or
the 1dentifier corresponding to the IP by counting the number ot the unique
Cookie code according to the authorized IP stored 1n the Cookie pool DB.

The method for permitting and blocking use ot Internet by detecting plural
terminals on network set forth 1n the claim 1, further comprising

a step for managing a PMT(Policy Management Table) tor a policy number ot
terminals to be permitted and blocked according to clients; and

a step for permitting and blocking use ot Internet by an algorithm for comparing
a related information of the Cookie pool DB and the PMT when all of private
network users connect to an Internet at the same time.

The method tor permitting and blocking use of Internet by detecting plural
terminals on network set torth in the claim 1, comprising a step for maintaining
or deleting the unique Cookie code value 1n the Cookie pool DB as a job
scheduler after judging whether the Internet 1s used for a constant period in the
Cookie pool DB.

The method for permitting and blocking use ot Internet by detecting plural
terminals on network set torth in the claim 3, comprising

a step for storing a history that the unique Cookie code value has been

maintained or deleted in a Cookie pool history DB at the step for maintaining or
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deleting the unique Cookie code value 1n the Cookie pool DB, and counting the
number of the unique Cookie code by using the job scheduler for analyzing the
number of detected terminals, and then storing the number of terminals of the
authorized IP.

The method tor permitting and blocking use of Internet by detecting plural
terminals on network set torth in the claim 1, comprising

a step tor inserting and executing a precise algorithm ot a cookie type, and a
permission page and a blocking page according to a policy into an user web
browser with respect to the specific user according to the policy.

The method for permitting and blocking use ot Internet by detecting plural
terminals on network set torth in the claim 1, comprising

a step for receirving the unique Cookie code 1n a real time manner, comparing it
with a permission Cookie code stored in the Cookie pool DB, and blocking a

related terminal 1t 1t 1s not the permission Cookie code.
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[Fig. 1]
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[FIg. 2]

An identification code generated by a detection
server of a client PC is requested, and If there are
identification codes, the value of "0" Is set.

f ( the identification code is 3 ) then

(

Specialkey is embeded in a concerned terminal, and thus
use of Internet Is allowed without going to a next process.

f( there exists an |D, and an identification code is 2) then
)
Else
( An identification cde is changed to 3.
It is stored in a Cookie pool DB and a concerned terminal after
generating a specialkey.
Use of Internet is allowed for a next process.

)

—|se

(

Since a requsted identification code is 0,"1" is added.
Since the concerned terminal uses the Internet for the first time,

use of
Internet I1s allowed tor a next process.
.
[Fi1g. 3]

D authorized [P cookie code ' connection time
Test | 227,222 .222 . 111 opecialkey 210 .

Test | 222.222.222 111 |  Specialkey? 0: 12

Test | 202.222.222.111 | Specialkey? 06
Test 220.220.220.7 Specialkeyb 2:i4 o
Test! | 220.220.220.2 | Specialkeyl0 | 213 |
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[FIg. 4]

f ( thereis not an ID (new) ) then

(

Use of Internet I1s allowed after adding a record to a Cookie
nool DB

)

f ( there are an ID and a Cookie code ) then

(

Use of Internet is allowed after correcting a record in a
Cookie pool D

)

—lse

If(Cookie code Count) < an allowed policy number
PMT

Use of Internet is allowed after adding a record to
a Cookle pool DB

)

Clse

(

Use of Internet Is blocked for a concerned
Cookle code.

)
)

L)
[FI1g. 5]
Allowed [P A vt ien i P (rvvreesnonnnoenns S = >

Specialkey1(A) [ OO

Specialkey?(B) KK X ’

Time(minute) >

10 20 30 40 50 60 70 30 90

| weDbpermission
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[FIg. 6]
Allowed |P IEEREEEEREEEE P Rreeessceenn P A reeee e S N D BRI >

Specialkey2(B) e KXXXAbE A B

Specialkey3(C)

Specialkey4(D) N R | RAVAVA

Time(minute)

10 20 30 40 50 o0 70 80 90

ey WE D Perrml ISsion

X X X X] web blocking
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D ' | A policy number of an allowed code
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CO0Q (Active Server Page) number of terminal is applied
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A precision
detection module
of a Cookie
type is called
2 A browser
i Amodule for [ 1aHTTPis
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web module

(%0 frame)

A weh page to

An allowed Cookie code
list is deleted if there
are no updates for a
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pool OB according to a
history data

se of the

a 100% frame)
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(a page information for
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i | If there is not f there is an
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