2011/109404 A2 I 00 O O 010 O

<

W

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
9 September 2011 (09.09.2011)

/AIV .;-;\
¥
d”Ik

(10) International Publication Number

WO 2011/109404 A2

(51) International Patent Classification: Not classified

(21) International Application Number:

PCT/US2011/026695

(22) International Filing Date:

1 March 2011 (01.03.2011)
English
English

(25)
(26)
(30)

Filing Language:
Publication Language:

Priority Data:
61/309,317 1 March 2010 (01.03.2010) Us

Applicant (for all designated States except US): IVY
CORP. [US/US]; 12277 - 134th Court NE, Suite 203,
Redmond, WA 98052 (US).

1

(72)
(73)

Inventors; and

Inventors/Applicants (for US only): JESSE, Mary [US/
US]; 19301 SE 16th Street, Sammamish, WA 98075
(US). MESSENGER, Don A. [US/US]; 4340 - 232nd
Court, Sammamish, WA 98075 (US). WAHLIN,
Matthew William [US/US]; 3051 Marston Way, San
Jose, CA 95148 (US). MANIS, Douglas [US/US]; 15415
Corliss Place North, Shoreline, WA 98133 (US).
CORDIER, Philip Andrew [US/US]; 19107 - 15th Ave
NW, Shoreline, WA 98177 (US). EHRMIN, James Don
[US/US]; 14004 Jetferson Way, Lynnwood, WA 98087
(US). KNOX, Steven Michael [US/US]; 2361 - 214th
Place SW, Brier, WA 98036 (US).

(74) Agent: BERGSTROM, Robert W.; Olympic Patent
Works PLLC, P.O. Box 4277, Seattle, WA 98194-0277
(US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PE, PG, PH, PL, PT, RO, RS, RU, SC, SD,
SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

62y

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:

without international search report and to be republished
upon receipt of that report (Rule 48.2(g))

(54) Title: AUTOMATED COMMUNICATIONS SYSTEM

FIG. 84

rer‘e\\ers rgoeived-massags
quede:-

807 —

message queues
812 S

transmitter

quenes transmitiers

824

systerm services

(57) Abstract: Embodiments of the present invention are directed to automated systems for organizing and facilitating informa-
tion exchange between members of an organization. Automated systems that represent embodiments of the present invention al-
low for creation and administration of hierarchical groupings of members of the organization to facilitate efticient dissemination
of information among members of groups. Embodiments of the present invention provide for automated and intelligent routing of
information and communications among many different types of communications media and devices through which members of
the organization can distribute and exchange information with one another. Embodiments of the present invention additionally
provide for sophisticated logging, tracking, and monitoring of information distribution and management within the organization.
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AUTOMATED COMMUNICATIONS SYSTEM

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of Provisional Application No.

3 61309317, filed March 1, 2010,

TECHNICAL FIELD
The present invention is related to communications and, in particuiar,
to an automated commumications system that allows for {lexible and efficient
10 interpersonal commuonications, through many different types of communications

media and communications devices, between members of an organization.

BACKGROUNKD
Electronic comumunications has rapidly developed and evolved over
15 the past 130 years. The development of telepbonic voice communications in the latter
1800's revolutionized society and conwnunications within organizations, including
businesses, commercial offices, and governmental and educational institutions. For
many years, the telephone and hand-delivered mail were the primary forms of
commumications used within organizations,  However, with the advent of computer

b
i

20 techneology, beginning in the 1950% and with later development and
conmmercialization of mobile telephones and other technologies, & wide array of
various types of communications media and devices are now commoniy available,
These various different types of comnunications media and devices provide for

distribution and exchange of many different types of information to individuals in

[
i

various geographical focations. As a result, people today have an enormous range of
communications capabilities at their disposal with which to communicate with one
another.  However, because of the number of and variety of different types of
communications media and devices, organizing and managing systematic information
disteibution among the members of an organization is currently a vastly more

3 complex endertaking than in carlier times. While efforts have been undertaken to

provide technological bridges between different types of communications media and



WO 2011/109404 PCT/US2011/026695

-3

devices, there are few organization-level communications systems that address the
emerging complexities of interpersonal communications within  organizations,
Individuals, organizations, and designers and manufacturers of communications
systemis comtinue to seck new methods and systems for organizing and managing

information exchange and distribution within organizations in order to tuke full

LA

advantage of the enormous capabilities of modern communications technologies,

SUMMARY
Embodiments of the present invention are directed to autmnated
10 systems fov organizing and facilitating information exchange between members of an
organization.  Automated systemss that represent embodiments of the present
invention aflew for creation and administration of hierarchical groupings of members
of the organization to facilitate efficient dissemination of information among
mentbers of groups. Embodiments of the present invention provide for automated
15 angd intelligent routing of information and communications mmong many different
types of communications media and devices through which members of the
grganization  can  distribute  and  exchange information  with one  another,
Embodiments of the present invention additionally provide for sophisticated logging,
tracking, and monitoring of information distribution and management within the

2y organization,

BRIEF DESCRIPTION OF THE DRAWINGS
Figures  [-3  ilustrate  traditional information  distribution  and

information exchange within organizations prioy to the revelution in interpersonal

25 communications brought aboul by the development and commercialization of
personal computers, mobile telephones, and other relatively recently emerging
technologiss.

Figure 4 Hustrates one dimension of the complexities of modern inter-
personal communications,

3G Figure § iHustrates, as an example, a time-of-day dimension of intra-

orgamizational conumunications complexity.
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Figure 6 illustrates additional dimensions of intra-organizationsd
conumunications complexity.

Figure 7 shows an example organization chart for a small organization
with respect 1o a particular member of the organization,

5 Pigures SA-B  illustrate, st a schematic level, an  automated

commmunications system that represents one embodiment of the present invention.

Figare 9 illustrates certain lypes of siored data that represent
organizations and organizational structures according to one embodiment of the
present invention.

10 Figure 10 ilfustrates, in more detail, the mapping of groups into group
hierarchies within data stored i a database sub-system of an automaied
conununications system that represents one embodiment of the present inveniion.

Figure 11 Hlustrates hicrarchical group structures that may be used to
define complex structural features of an organization within data stored in a database

15 sub-system of an astomated communications system that represents one embodiment
of the present invention.

Figure 12 Hlustrates portions of the fundamental data structures stored
within  the database and database-interface  subsystem  of an  automated
communications system that represents one embodiment of the present invention.

20 Figare 13 itlustrates additional device-type and communications-media
mformation stored by the database and database-interface subsystem of an automated
communication system that represents an embodiment of the present invention,

Figure 14 illustrates a hierarchical group structure for an organization
for which intra-organizational communications is provided by an embodiment of the

35 present fvention along with an associated addressing scheme that allows users to
transmit messages and other information inte the avtomated communications syster
for distribution by the avtomated communications system to other members of the
organization.

Figures 13A-B  illustrate two  different operational modes for

30 avtomated communications systems that represent embodiments of the present

mvention.
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Figure 16 illustrates a typical hardware platform for an automated
commutications service that represents an embodiment of the present invention.
Figure 17 Hlustrates a distributed automated communications system

that represents an embodiment of the present invention,

(%)

Figure 18 provides a control-flow diagram for the input-processing
subsystem of an agtomated comymunications system that represents an embodinment of
the present invention,

Figure 19 provides a control-flow diagram for the rouling and
mwssage-forwarding subsystem of the system services component of an automated
10 communications system that represents an embodiment of the present invention.

Figuve 20 is a control-flow diagram for the routing voutine called @
step 19180 of Figure 19 according to one embodiment of the present invention.

Figare 21 provides a control-diagram {for the post-processing
subsystem of an agtomated communications systern that represents one embodiment

153 of the present inveution.

DETAILED DESCRIPTION
Embodiments of the present invention are directed to awtomated
svsterms for facilitating information distribution and Information exchange among
28 members of organizations  As mestioned above, these automated communications
systents are motivated by the rapidly incrensing complexities of intra-organizational
comnpumnications  resulting from the rapidly evolving personal-communications
technologies, from personal-computer-based information exchange to mobile phones

and even more recently emerged communications technologies.

o]
L

Figures  1-3  illustrate  traditional  information  distribation  and
information exchange within organizations price to the revelation in interpersonal
commupnications brought about by the development and commercialization of
personal computers, mobile telephones, and other relatively recently emerging
technologies.  Figure 1 illustrates 18 members of a small organization, such ax a
30 conmnercial office or business. In Figure 1, each member of the organization is

representad by a rectangular record, such as rectangular record 102 that includes the
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member's name, shown in Figure 1 as a pair of initials, the member's phone extension,
and the member's mail stop. or infra-organization mail address, inchuding initials “A,
L 104, phone extension "3901" 106, and mail stop "MS H/B" 108 for member 102,

Prior to development of modern computer systemis and other processor-driven

L9

communications devices, telephones and hand-delivered mail messages were the
primary methods for communication within organizations.

Figure 2 shows an organizational chart for the organization represented
in, and discussed with respect to, Figure 1. As shown in Figuve 2, the organization
includes a president 202, two vice presidents 204 and 206, and four mulii-member
13 departments 208-211  In fraditional orgamizations, at the time that telephones and

hand-deHvered mail were the only practical intra-organization communications
methods, the organizational structure was generally relatively static and monolithic,
The organizational simplicity and the simplicity in choice of available intra-
organizational communications means allowed for relatively efficient mformation

15 exchangs,
Figure 3 illustrates several different information-distribution scenarios
in the traditional organization described with reference to Figures 1 and 20 lnoa first
seenario, the president 302 (202 in Figure 2) needs to announce a policy change {o
members of the engineering group 310, 314, 318, and 320 (208 in Figure 2). The
20 president first decides whether the announcement requires telephone distribution of
the information or whether, instead, the announcement can be printed and distributed
by hund delivery. Assuming that, 8s a result of delivery-time considerations, the
president elects to distribute the announcernent by telephone, the president 302 calls

304 an administrator 306 whom the president directs to distribute the announcement,

ol
[ )

by telephone, to the engineering group.  The administrator 306 next calls 308 the
manager of the engineering group 310 who, in turn, calls 312 a senior member of the
engineering group 314 and instructs this senior member of the engineering group to
inform other moembers of the engineering group.  The senior member of the
engineering group 314 then calls 316-317 the remaining members of the enginesring
3 group 318 and 320, respectively. In a second scenario, a vice president 330 decides to

use telephone messaging to announce quarterly sales figures to the members of the
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sales division (210 in Figure 2). The vice president calls 332 the director of the sale
division 334 and instracts the director of the sale division to inform the other
members of the sales division. The divector 334 then calls 336 the lead member 338
of the castern sales group and instructs the lead member of the eastern sales group to

3 nolify the remaining members of the eastern sales group by telephone, The divector
next calls 340 the only member of the western sales division 342, Meanwhile, the
director of the eastern sales division calls 344-345 the vemaining members of the
eastern sales division 346 and 348, respectively. Unfortunately, the divector is unable
to reach the member of the western sales division 342 by telephone. Therefore, the

10 divector places a call 350 o the administrator 306 to contact the member of the
western sales division. The admumistrator 306 calls 352 an administrative assistant
354 who determines that the sole member of the western sales division is currently
traveling, and reachable at g hotel, and then directly calls 356 member 342 at the
hotel,

The traditional office communications, discussed above with reference

m
Lfi

to Figure 3, work reasonably well due to the simplicity of the structure of the
organization as well as the limited choices for communicating with organization
members,  However, even in this simple example, certain deficiencies can be
observed, ¥irst, because of the bierarchical nature of the structure of the organization,
2 and because of the one-to-oue mode of communications provided by traditional
telepbone calls, disseminating information within the hierarchical arganization
structure 18 accompanied by a hietarchy of individual telephone calls and attendant
defays in information transmission. Another deficiency is that, in many cases, one ar

a very fow members, such as the administrator 306, becomes ¢ bottleneck or hub for

javd
W

commurieations, since the administrator is often the first person called in order to

distribute information by telephone. Vet another defiviency is that, when a party

cannot be directly reached by telephone, a relatively time-intensive and expensive

aiternative communications strategy must be employed, such as that represented by
5

telephone calls 350, 352, and 356 in Figure 3. However, for many years, intra-

30 organization communication generally followed this approach.
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By contrast to the traditional organization and  traditional
communications methods discussed above with reference to Figures 193, current
technologies provide a wealth of different communications capahilities as well ag a
forest of complexitivs associated inter-persvmal  communications  within  an
organization, Figure 4 illustrates one dimension of the complexities of modern inter-
personal commuuications. In Figure I, each member of the organization is associated
with two communications addresses:  a telephone extension and a mail stop. By
contrast, consider the number of different communications devices, associated with
different conwnunications addresses, available to a particular membsr of an
organization currently, shown in Figure 4. The company president A, L 402 may
receive information and fransmit information through many different communications
media and devices, including:  {1) a bome landline telephone 404; (2) voice
communications via a home cell phone 406; (3) toxt messaging via a home cell phong
408 (43 email via a home computer 410; (5) Instant messaging via a home computer
412) (6) voice communications via an office landline telephone 414; (7) voice
communications via an office cell phone 416; (8} text messaging via an office cell
phone 41&; (9) email via an office computer 420; (10) instant messaging via anoffice
comaputer 422; (11} voice communications via an office mohile-computing device
4247 (12 text messaging via an office mobile-computing device 426; {13) instant
messaging via an office mobile-computing device 428; (14} email vig an office
mobile computing-device 430; {13} hand-delivered office mail 432; (1) contacting
an office administrative assistant who then contacts the company president by any of
vartous different means shown in Figure 4 434; (17) contacting a secondary contact
fin the president, such as the president's busband, by any of various nmeans 436; and
{18y home postal delivery 438.

in foct, the various communications media and devices, shown in
Figure 4, may actually be only a subset of the communications media and devices
available to the company president. Whereas, in traditional organizations of simpler
times, one needed to consider only essentially two different types of communications
by which to distribute information to, or exchange information with, a particular

member of the organization, in current organizations, there is a bewildering array of

PCT/US2011/026695
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ditferent possibilities for communicating with a member of the organization at any
particular point In time. Just keeping track of all these different types of
compuications media and devices and their communications addresses represents a
significant problem.  However, the large diversity of possibilities for contacting a
particular member, when compounded over all of the members of an organization,
cregtes a very difficult problem for anyone seeking to distribute information, since so
many different possibilities need 1o be considered on & member-by-member basis.,
There are, however, many more dimensions o the complesity of
modern conumunications than the number and types of commumications media and
devices through which members of an orgamization can be reached.  Figure §
Hiustrates, as an example, a tme-of-day dimension of Intra-organizational
compnmications complexity,  In Flgure 5, the availability of each of the different
communications mediom/devices shown in Figure 4 for the company president is
plotted with respect totime of day, In Figure 3, the time of day is represented by the
hovizontal axis 502 and the availability for cach conmununications mediumddevice is
plotied along vertical axis 304, Double-headed arrows show the availability of the
company president through o particular communications medium/device at sach paint
during the day. For example, the company president can be reached by home landline
lelephone for a short period in the morning 306 and a somewhat longer period 508 in
the evening. By coutrast, the president can be reached by offfes email throughout

most of the day 510 and §12, although with delays during late evenings and sarly
mornings, with the exception of a period in the evening 514 during which the
company president would be more effectively reached by home telephone, home
email, or by other means. Not only does a member of the organization seeking to
transmit information 1o another member of the organization need to cousider which
comnunications medium and device or communications media and devices through
which to transmit the jnformation, the member of the organization also needs to
consider which of the communications media and devices ave most appropriate for
any particular time of day, particularly when timely receipt of the information by the

recipient is important.

PCT/US2011/026695
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However, even the added complexity of time-of-day considerations is
refatively slight compared o the overall complexity of cwrrent intra-organizational
conwnunications. Figure 6 illustrates additional dimensions of intra-organizational

communications complexity.  In Figure 6, each of the various dimensions, or

1.4

considerations, for transmitting information to one or more members of aw
organization is represented as a two-dimensional plane, such as the two-dimenstonal
plane 602 representing the time-of-day consideration discussed above with reference
to Figure 5. Stmilar, complex considerations for selecting a communications medium
and device of communications media and devices include considerations with respect
1y tor (1) the date 604; (2) the type of message or communications o be transmitted
606: (3} the presence of, and nature of, sny types of attachments to the message, such
as photographs, spreadsheet data, and other such attachments 608; (4) the nature of
the group of recipients to which the information is to be transmitted 6 1 {5) vartous
characteristics and parameters associated with the sender of the information 812; (8)
15 the subject matter of the information to be transmitted 514; {7) the native language in
which the information is presented 616; (§) the role of the sender with respect o the
organization €18; {9) the urgency with which the information needs to be delivered
H30; (1) the focation of the sender 622; (11} the location of the imended recipiont or
recipients of the mformation 624; and (12) many other such considerations, as
20 vepresented by curved arrow 626, In essence, the choice of which communications
medium and device fo use to send or exchange information within an organization
may be profoundly complicated, and involve a very difficult, hyper-dimensional
optimization task, Clearly, no member of an organization can possibly make even

near-optimal  decisions for choosing communications media and  devices for

]
L4t

distributing information to a group of members within an organization.

Another aspect of the difficuity of intra-organization comununications
i cuwveni  organization envivonments is the fact that, unlike in traditional
organizations, as discussed above with reference to Figure 2, the stracture of modemn
organizations tends o be far more complex and dynamic. Figure 7 shows an example
30 organization chart for a small organization with respect to a particular member of the

organization.  The particular member of the organization is represented by a cross-
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hatched disk 702, and other members of the organization arve represented by
numerically labeled disks, such as disk 704, with the numerical label referring to a
particular group of members. Members of the organization may be represented by
muitiple disks in Figure 7, other than the particular member 702, As shown in Figure
S5 7, the particular member of the organization 702 13 a member of each of six different
hierarchical groups within the organization. The particular member is the head, or
root-node member, of group 4 (706 in Figure 7} and ﬂcc.upies various intermediate
positions within cach of groups 1 (708 in Figure 7}, 2 {710 in Figure 73, 3 {712 in
Figure 7}, 3 (714 in Figure 7}, and 6 (716 in Figure 7). Were the president o decide
1} to distribute an announcement to g particular group of members of the organization, #
would be difficult for any member of the organization to determine to which
particular members of the orpamization the information should be distributed.  Fist,
there are many different overlapping groups, as in the example shown in Figure 7, so
that many ditferent lists of members of the organization would need to be maintained,

Morgover, in modemn organizations, the membership in the various groups tends to

P
o4

change guite rapidly, and new groups may be constantly formed and current groups
removed with relatively high frequencey.

Consider the complexity of the first Imformation-distribation scemario

discussed above with reference to Figure 3. In the first step, the company president

20 302 would need to make a relatively conplex decision with regard to possible trade-

offs in distributing the message or announcement through different communications

media and devices. ©Or, not wishing to undertake such a complex task, the company

president may instead direct the administrator 306 {o distribute a particular

anpouncement to the members of a particular group under various time-of-delivery

and other constraints,  The administrator would need fo first determine who the

o)
LA

members of the group are and then, for each wmember, consider all the possibie
different commuunications media and devices by which the member can receive
information and attempt to select the most appropriate comprunications medium and
device or communications media and devices for the member with respect to the form

30 of the announcement and many other considerations.  The task would cleasly be
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overwhelming, particular when requested frequently with respect to different types of
information and groups.

In many cases, features and capabilities of modem communications
technologies may somewhat collapse the problem space discussed above with

reference to Pigures 4-7, but they do not systematically and efficiently collapse the

L

problem domain 1o a point of feasibility. For example, it is currently possible to fink
different types of devices 1o one another so that a message sent to one devige is
automatically forwarded to others. However, problems remain. As one example, one
may wish to distribute a falrly complex, lengthy text message with additional
10 attachments, including photographs, Such information may be readily transmitied via
internet-based email, but it is essentially impossible using nstant messaging or texi
messaging. Therefore, even though a member not able to directly receive the omail
message might receive indications that the email message was sent, via instant
messaging or text messaging, the menber would still not recetve the inforration that
15 is intended to be distributed to the member, As another example, modern database
techhology can provide relatively easily administered and accessed listings of the
members of each of the groups within an organization. However, even with such
systems at band, i may sonetheless be time-consuming aud annoying 10 aceess such
lisis tn order to transmit information. In certain cases, communications media and
20 devices provide for aptomatic transmission of information to groups of members
within an organization. For example, many email applications allow users fo creale
ot Import named Hsts of members so that an email can be sent (o sach member of the
fist n one operation. However, the emall-listing feature may still require time-
consuming and expensive admyinistration, oh an organization~-wide level, and does not
25 address  the manmy  other dimensions of  intra-organization  communication
complexities. Furthermore, such disparate technical features, when employed in an
organization, may lead to sccurity breaches and other opportunities for misuse or
mischief. Because of the number of different types of communications media and
devices through which each member of an organization may receive messages and
30 other information, and the relatively high frequency at which new communications

media and devices may become available for a particular member, and existing
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communications media and devices may, as a result, become less desirable or even no
longer available, centrally managing even the member contact information may
represent a formidably complex problem. A centralized repository for contact

information is needed, but, at the same time, centralized collection and management

¥

of this information may represent an cnormous cost and tme burden to the
organization.

To address the above-described problems with current intra-
arganization communications, and many additional problems, embodiments of the
present invention provide for Hexible, easily administrated, and sasily monitored
1 automated systems for interconnecting members of an organization through any of
many different communications media and devices. Figures 8A-B tHusirate, at a
schematic fevel. an auvtomated communications system that  represents one
embodiment of the present invention. The automated systemt that represents an
embodiment of the present invention includes a large mumber of different types of

comminications receivers, such as receiver 802 in a column of receivers 804 shown

P
L

on the left side of Figure 84, The messages ot other typex of information received
through these receivers are quened to received-message queues, shown i a column of

received-message queues 806 in Figure 8A. There is at least one received-message
gueug paired with each receiver.  Received messages are de-queyed from the
20 recelved-message queues and processed by an inpul-processing component of
subsystem 808.  The input-processing subsystem 808 accesses wvarious systet
services throagh juterfaces provided by a system-services component 810 discussed
below with reference to Figure 8B, Onee the received messages have been processed

by the input-processing subsystem 808, corresponding messages for forwarding to

b3
LAY

other users and/for veply messages are quened to one or more interal message queues
B12-B14. Subsequently, a post-processing subsystem 816 de-queues messages from
the internal message queues 812-8§14, processes these messages, and quenes fully
processed messages corresponding to messages queved lo the internal message
queues O transmitter gueues, such as transmitter queue 820 in a column of transnutter

30 gueuss 822 shown on the right side of Figure 84, from which the messages for
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iransmission are de-gueued and transmitted by transmitters, such as transmitter §24 in

the column of transmitters 826 shown in Figure 8A.
The receivers 804 can be any type of communications reeeiver,
including, as examples. simple-mail-transport-protocol ("SMTP"} servers connected
5 to the Internet, voice-comwnunications servers and modems connected to public
swilched telephone networks ("PSTN™), extensiblo-messaging-and-presence protocol
("XMPP"Y servers comnected fo the Internet, short message peer-to-peer protocol
{("SMPP"Y servers connected fo the Internet, hyperiext transport protocol ("HTTP")
servers connected to ihe Internel, transmission-control-protocoliinternet-protocol
10 {UTOPAPY) servers connceted to the Internet, and other types of message-receiving
servers interconnected to wireless communications receivers, LAN devices, or:other
appropriate communications media. Similarly, the transmitiers may be any of 2 wide
varfety of different types of transmission devices, including the various types of
servers associated with physical transmission devices connected to appropriate

communications media.  In many cases, although the receivers and transmitters are

m
1.0

shown as separate components in Figure 8, the receivers and transmitters may instead
he collocated within g trausceiveriype compoenent, such as an SMPPF server
connectad to a public telephone network that both receives and transmits SMS
messages.  The various receivers, transmitters, and fransceivers can receive and
200 ansmit many different types of messages and information, including texi-based
eratl, extensible-mark-up-tanguage ("XML"} -encoded messages and information,
nstant-messaging  messages,  multipurpose-Internet-mail-extensions  ("MIME™
documents, multimedia~messaging-service ("MMS") messages, and even telemetry
communications between various types of devices and systems via maching-to-

machine ("M2ZM™} communications. The automated communications system that

3
LA

reprosents ong embodiment of the present invention can be, at a high level,
considered to be a very high-bandwidth, intclligent, queue-based communications
crossbar that receives messages and other fnformation from a variety of different
information sources, processes these messages according to intornally stored and
38 managed information, and either forwards the messages or transmits reply messages

to a large number of different types of information sinks. The above-mentioned types
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of messages and other information, communications media, and protocols are

examples, but are not intended te, I any way, constrain the types of messages and

other information, communications media, and protocols that are supporied by

automated communications systems that represent embodiments of the present

5 invention. Automated communications systems that represent embodiments of the

present  invention are  generally designed and  implemented to allow  for

straightforward inclusion and adaption to receiving, transmitting, and processing of

any type of information by any communications medium and protocol. Automated

communications systems that represent embodiments of the present invention

10 therefore provide a full crossbar-like interconnections between each and every

commuuications medium, protocel, and deviee supporied by the auiomated

comnunications systems. As discussed below, it may be necessary for messages and

other information recetved from a first communications medivm according to a first

protocol to be processed and adapted for transmission to a second communications

15 medium according 1o a second protocol, This processing and adaptation may result in

a Ioss of mformation, due (o incompatibilities of certain devices, media, and protocols

to transmit and/or receive certain types of messages and information. However, even

when the content of a message caspot be forwarded from a first communications

medivm/device t© a second communications device/medium, the fact that the

2y information has been sent can generally be transmitted, so that a user or member 8
notified to recetve the information on another of the user's compatible devices,

Figure 8B shows the systons services component 810 briefly mention

with respect to Figure 8A. The systems services component 810 iz & computational

component that resides in, and executes on, one or more computational platforms,

3
%]

such as servers, distributed computer systems, and other such computational
platforms.  The system services component includes a vouting-and-message-
forwarding subsystems 830, a database and database interface 832, a vumber of
application  servers  834-837, and a  management-and-configuration-services
subsystem 840, All of these subsystems and application servers execute within an
3 execution envivonment provided by one or more operating systems 342 that interface

to ong or more hardware platformas §44,
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The database and database interface subsysterm (832 in Figure 8B)
contains a farge amount of information with regard o organizations, the stractures of
organizations, members within organizations, communications media and devices,
and many other types of stored information that allow for operation of the complex
gommunications crossbar discussed above with refevence to Figure 8A. Figure &
iHustrates certain types of stored data that represent organizations and organizational
structures according to one embodiment of the present invention. The databass
containg one or more {able entries or records for cach organization for which intra-
organizational communications is provided by the automated system, such as record
G02. Similarly, the database contains records or table entries that represent groups of
members within organizations, such as the group data structure 904 in Figure 9.
Finally, esach wser or member of the organization for which communications are
provided by the automated communications system is represented by a data structure,
such ag data structure 906 In Figure 9. These data structures, like those that represent
organizations and groups, may be composed of one or more records or a number of
rows iy various different relational-database tables. In addition, the database stores
various mappings between these entities. A first mapping 908 can he implemented in
the form of a table, cach entry or row of which associates a group data structure with
an organization data structare. For example. the first entry 1o the table 910 agsociates
the organization data stracture 912 with group data structure 914, This fiest mapping
tabie 908 thus associates each group data structure with an organization o which the
group belongs. A second, similar mapping table 910 maps users o particular groups,
There may be many additional such mapping tables. For example, an additional
mapping table may divectly map users to organizations, although this wble is not
strictly necessary, since the same information may be obtained from mapping tables
208 and 216, Another mapping table 920 shown in Figure 9 maps groups to one
another,  This mapping table serves to organize groups into hierarchical group
structures.  In one implementation, cach entry in the table, such as entry 922,
represents a parent-child relationship between two groups. Entry 922, for example,
represents the fact that group data structure 914 is the parent of group data structure

924 in a hierarchy of groups.

PCT/US2011/026695
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Figure 10 flustrates, in more detatl, the mapping of groups inlo group
hisrarchies within  data stored in 2 database sub-system of an  automated
conmmunications system that represents one embodiment of the present invention. In
Figure 10, 19 group data structures gre shown in a horfzontal row of group data

S structures 1002 at the top of Figure 10, cach group data structure including a
numerical group number. Mapping table 1004 confaing entries, cach of which
represents a parent-child relationship between two groups. The logical organization
of groups into group hierarchics represented by the entries of the table 1004 is shown
in a bottom row of group hicrarchies 1000 in Figure 10, Thus, a first group hisrarchy

Y 108 includes a broadest or root group 1810 composed of two subgroups 1012 and

1014, the latier of which Is in turn composed of two subgroups 1016 and 1018, the
latter of which contains an additional subgroup 1020. This hierarchical group
structure is represented, in table 1004, by entries 1022-1026. Figwe 11 ilustrates

hierarchical group structures that may be used to define complex structural features of

B,
(¥

an organization within data stored in a database sub-system of an automated
cornmunications system that represents one embodiment of the present invention. As
shown in Figure 11, hierarchical group structures may be used to define complex
struckural features of an orgamization.  TFurthermore, these hierarchical groups
structures may be modified, or evolve, over time. For example, In Figure 11, a first
20 single-group group struciure iz formed that includes the set of members identified by
the set of numerical member identifiers {1, 2, 10, 61, 84, and 851 1102, Later, it may
be decided to form two subgroups 1104 and 1106 within the group, and distribute a
portion of the original members of the group between the subgroups and the highest-

fevel proup 1108, The highest-level grovp Is considered to include all of the

287
L

menbers explicitly associated with the highest-level group and any ancestor within
the group hierarchy, as shown in set notation 11O to the right of the highest-level
group node.  Addition of more members and a subgroup of one of the initial
subgroups feads to the group hierarchy 1112 shown to the vight of Figwe 11, In
alternative embodiments of the present invention, different types of group structures

30 may be defined.
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Creation, modification, and deletion of groups, as well as the addition
and delction of members from orgamizations, and many other such management and
configuration tasks are carried out by the management-and-configuration-services

subsystern (840 i Figure 8B). The managenent-and-configuration-services

| ¥4}

subsystem provides a management-and-contiguration imterface, through each of the

various application servers, to users of the automated systerm to enable the users to

create, modify, and delete members and groups of members with respect to the

organizations to which they belong, In many communications systems that represent

embodiments of the present invention, the particular management-and-contfiguration

1Y interface provided to 8 user may depend on access rights and privileges granted to the

user by administrative or management users associated with organizations and groups

within organizations.  The application servers provide suitable formatling and

presentation for each of the various types of communications-mediim/device-type

contbinations supported by the aufomated communications system, as well as

15 message-sending and message-receiving user uterfaces that allow asers to creste and

send various types of messages to individual users or groups of users within an
organization.

An enormous advantage to organization o which communications

services are provided by automated conwnunications systems that represent

2 embodiments of the present invention is that the information needed to transfer

messages and information to each momber of an organization are stored in g logically

centralized database.  This ameliorates and, in many cases, entirely removes the

otherwise burdensome task of managing contact information and other information

needed for exchange of information between mentbers of an organization from the

25 organization. The information is. of course, always available for inspection, editing,

and other management operations through the management and configuation

interfaces provided through varlous application servers to members of the

organization by automated communications systems that represent embodiments of

the present invention. An addition, the information can be largely entered into the

30 system and updated as needed by individual members of the organization, rather than

being collected from members and then entered by an administrator or other party.
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Because of the rapidly changing natwre of modern communications, individual
members are best positioned to ensure that their contact and other information is
entered and updated to provide efficient and effective information flow. Furthermore,
by providing members with the ability to specify communications devices and various
5 parameters and constraints associated with receiving information through them, an
organization can avoid the often difficult task of establishing and enforcing relatively
inflexible and burdensome policles on members of the organization, although
automated comnnmications systems that represent ewbodiments of the present
invention do  support  specification  and  distribution  of  intra-organizational
1} comrnunications policies to members, when needed and desired.

Figure 12 illustrates portions of the fundamental data structures stored
within  the database and  database-interface  subsystem  of an  avtomated
communications systern that represents one embodiment of the present invention,
Figure 12 provides an example user or trember data structure (202, w example group

15 data structure 1204, and an example organization dafa structure 1206, These data
structures may be compnsed one or more records or one or more different entries in
ane or more different relational tables within various different types of databases.
The example data structure shown in Figure 12 is intended to illustrate only a portion
of the various types of information that may be collected and stored for users, groups,

20 snd organizations. In Figure 12, for example, the user dita structure includes many
different types of information {0 characterize 8 particular user, including the user's

name 1208, the number of roles and indication of the types of roles performed by the
user within the prganization 1210, the user's age 1214, the user's gender 1210, the

number of certiffcations and indications of which certifications are held by the user

P
L 4]

1218, the number of comnuuications devices through which the user can recetve and
transmit nformation to other members of the organization (220 and a detailed list of
those devices, device types, their addresses, and other information regarding the
communivations devices used by the user 1222, an indication of the languages with
which the user can communicate 1224, and the aser’s home address 1226, Clearly,

30 these are only but a few examples of the many different types of information that can

be collected and stored to characterize users or members of an organization, which
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may additionally include one or more numeric identifiers for the user, various types of
user preferences, and other such information. Similarly, a group may be associated
with a group name 1230, a group type 1232 attributes the define the criteria for
membership in the groop 1234, a group sponsor 1236, the number of users with
administrative privileres with respect to the group 1238, and various characteristics
for information exchanged among group members 1240, Again, there are many
additional types of information that can be collected and stored to characterize
groups, including numeric group identihers, various communications addresses
associated with groups, and other such information. Similarly, an organization may
be deseribed by the organization's name 1250, address 1252, the serviee type provided
by the communications system to the organization 1234, and many other different
types of information.

The database and database-interface subsystem (832 in Figure 38)
additionally contajus stored data that describes device types and the various types of
communication media through which the automated communications system can
receive and transmit messages and other information. Figure 13 ilustrates additional
device-type and communications-media information stored by the database and

database-interface subsystem of an automated communication system that represents
an embodiment of the present invention.  As shown in Figure 13, the databuse and
database-tuterface subsystem may include a data structure for each of the diffcrent
types of communications devices and associated protocols supported by the system,
such as device-type data structure 1302.  Shmilatly, the database and database-
interface subsystem of an automated comwmunications system that represents an
embodiment of the present invention may store data structures, cach of which
represents a receiver, transmitier, ot transceiver for a comnumications medium
included within the automated communications system, such as data structure 1304,
In addition, the database and databasc-interface subsystem stores various mapping
tables, such as a mapping table 1306 that maps device types to one another to indicate
the device types that are compatible or can receive and transmit infonnation to one
another via the automated communications system and mapping table 1308 that

associates device types and protocols with receivers, transmitiers, and trapsceivers

PCT/US2011/026695
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and associated with communications media that can be accessed and used by the
device types.
The database and database-interface subyystem (832 in Figure 8B) of
the automated communicstions system that represents an embodiment of the present
5 imvention additionally stores log information describing information exchanges
between users as well as interaction of users with the configuration-and-management
interfaces provided to users by the aulomated commumications svstem. The
management-and-configuration  subsystem  provides, through sach of  various
applicalion services, an interface to appropristely privileged users o aliow the users
10t search fov. list, and view the contéenis of historical records of the meSsages
transmitted from one user to another, as well as the commands issued by users o the
configuration and management subsystem.  Unlike in many organizations today, the
auvtomated comprunications system that represents an embodiment of the present

mvention theratore provides a detailed record of intra-organizational informiation

15 transfer and communications regardless of which communications media and
communications devices the information was transferred through.,  This logging
featwre can be used o recover lost information, verify information transmission ai
subscquent points in time, and provide useful records for wvarious regulatory
management activities within the organization.

20 There are many different ways by  which the awtomated

comnwitcations systern that represent enthodiments of the present invention cam be
accessed by users. In wany embodiments of the present invention, simple, efficient,
and fow-overhead methods are used for routing messages from user devices into the
automated  communications system. Figure 14 fllustrates a hierarchical group
25 structure for an organization for which intra-organizational communications is
provided by an embodiment of the present invention along with an associated
addressing scheme that allows users to transmit messages and other information into
the automated communications system  for  distribation by the automated
communications system to other members of the organtzation, In Figure 14, the
30 structural organization for company ABC is shown, including a root node 1402, or

everall proup, and a variety of hierarchically avranged subgroups. In Figure 14, an
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ematl address that can be used by a user to send an email to all of the members of a

particular group or subgroups is shown above each node in the hierarchical group

structure. In this scheme, like pathnames for files within a hierarchical file system, a

particular group or subgroup is specified by a list of subgroup and group names,

5 separated by " characters, in Jowest-level-to-highest-level order, representing a path

to the particular group or subgroup in the hierarchical structure. A user need not

rementber all of these group names, bul may instead employ a suitable application-

server inferface, displayed on the user's device, to view a hierarchical representation

of the groups within an organization and select a particular group to which 1o send a

10 next message. The appropriate email address is then entered ag the "To:" address in

the email message by the application server.  Similar organization and group

adddressing schemes are used for cach of the various other types of communications

medi and devices supported by an automated communications service that represents

an embodiment of the present fpvention.  For an example, various groups and

15 subgroups within an organization may be associated with different telephone nusbers

which & user can call, either directly or through an application-server interface, o
distribute voice mails to the members of the group.

Figures 13A-B illustrate two  different operational modes for

sutomated communications systems that represent embodiments of the present

20 mvention.  As shown in Figure 134, the automated communications system,

wcluding the queus-based communications crossbar and services system shown in

Figures 8A-B, can reside as a component within a mobile-operator network or

mobile-operator networks to provide intra-organizational communications through

I5Ps and a mobile-operator network interface. Alternatively, as shown in Figore 158,

the automated intra-organizativmal communications system  that  represent

P2
LA

embodiments of the present invention may be separate, stand-alone entities and
businesses 1310 that provide intra-organizational communications services direetly to

I5Ps and to mobile-operatiw networks 1o which user's devices are connected.
Figure 16 illustrates a typical bardware platform for an automated
30 comammications service that represents an embodiment of the present invention. The

platforns includes the various transmitters, receivers, and transceivers 1602-1604 for
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the commupications media 1606-1608 supported by the automated communications
systern.  Messages received by these transceivers are transmitted, via a local area
network 1610, to servers or other computational platformis 1612-1614 on which the

gquene-based crossbar system and services components are implemented.

L

Figure 17 illustrates a distributed automated communications system

that represents an embodiment of the present invention. As shown in Figure 17,
incoming and outpoing messages may be received and transmitied by a number of
proxy servers 1 702-1704 that forevard messages and receive messages, through load-
balascing nodes 1706 and 1708, to geographically separate clusters of application

1 servers 1710 and 1712 and geographically separate chustered database engines 1714
and 1716,

Next, vontrol-tlow diagrams are provided to illustrate the functionality
embodied in each of the major subsystems of an avtomated communications system
that represents an embodiment of the present invention, shown in Figures SA-B.

I3 Figure 18 provides a controd-flow diagram for the input-processing subsystem of an
aytomaied  communications system that represents an embodiment of the present
invention, The input-processing subsystem is generally inmplemented as a continuous
loop in which the input-processing subsystem waits, in step 1802, for a next input
event. Input events include notification of reception and queuning of new messages

26 from any of the varions different comnmumications media and associated transceivers

through which the automated communications system receives information from

users.  When such an event oceurs, the inpul-processing subsystem accesses each
fnput queue in the for-loop of steps 1804-1812. For each input queus, the nput-

processing subsysten handles cach message queusd to the input gueue in the inner

vl
LA

while-loop of steps 1805-1811. For each message queued to a currently considered
inpat queue, the input-processing subsystem degueues the message from the queue in
step 1806 and calls the routing-and-message-forwarding subsystem (830 in Figure
8B} to process the message. The routing and message-forward subsystem responds
with a list of or more reply and/or forwarding messages corresponding to the received
30 message, which the input-processing subsystem processes in the innetmost for-foop

of steps IBUE-1810. For cach message in the list of reply andfor forwarding
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messages, the inpui-processing subsystem queues the message o an appropriate
internal message queue {1812-1814 in Figure 8A). There may be many internal
message queucs in an automated comumunications system in order to geagraphically
distribute message-queve-based processing and/or in oxder to partition outgoing

messages in various ways, including according to time to transmission, according to

the general class of communications media to which the message are fo be

i

transmitted, and according to various other criteria.  Thus, the input-pracessing

fad

s

subsystem s responsible for managing incoming messages and calling the systes
services subsystem Yo generate appropriate reply and/or forwarding messages
cosresponding 10 input messages that the input-processing subsystem then queues to
the message queues for defivery to users.

Figure 19 provides a control-flow diagram for the rosting-and-
message-forwarding subsystem of the system services component of an antomated
communications system that represents an embodiment of the present invention. In
step 1902, the routing-and-message-forwarding subsysters receives a next message
from the input-processing subsysterm (808 in Figure 8A), In step 1904, the routing-
and-message-forwarding subsystem accesses the database (832 in Figure 8B) in order
to authorize the user from which the message was received and verlfy that the group
or recipiont to which the message is addressed exists, that the user is suthorized to
send messages to the group or recipient, and to carry out other authorization and
verification tasks. When the user is not authorized to send messages within the
organization, when the group or recipient cannot be verified, er when other such
errors are detected, in step 1906, then the routing-and-message-forwarding subsystem
invokes any of various different types of error-handling procedures 1908, These may
mclude logging the wnauthorized attempt to access the automated communications
system and retarning some type of error message to the sender of the message. Next,
in step 1908, the routing-and-message-forwarding subsystem determines whether or
not the message is intended to be forwarded to other users of the organization, in
which case a routing routine 1910 s called to return a list of forwarding messages to

the input-processing subsystem in step 1912, and, when the message s instead

directed to an application server as part of requesting or responding to a smahagement

PCT/US2011/026695
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or configuration interface provided by the management-and-configuration service
subsystem: (840 In Figure 8B), the routing-and-message-forwarding subsystem
forwards the message to the appropriate application server in step 1914 (834-837 in
Figure 8B) and returns any response received from the application server, in siep
1916, to the input-processing subsystem in step 1918,

Figure 20 is a control-flow diagram for the routing routing calied in
step 1916 of Figure 19 according 0 one embodiment of the present invention, The
routing routine fiest determines the group to which the message 1s to be sent, in step
2002, Then, t the for-loop of steps 2004-2013, the routing routine prepares a
message for forwarding to each user in the group to which the sender of the message
intends the message to be forwarded, In step 20035, the routing routine determines the
set of devices to which the message can be forwarded for the currently considered
user or member. This set of devices may be, for example, all devices owned by the
member, as determined from a member data structure goeessed from the database,
which are compatible with the device and/or communications medium from which
the initial message was received by the automated communications systems. Then, in
an inner for-loop of steps 2006-2008, the routing routine applies one or more filters to
the initial set of devices in order to select one or a few devices for the recipient user to
which the message can be forwarded. These filters corvespond to the many differont
types of considerations discussed above with reference to Figures 5 and 6. For
example, one filter may incorporate the time-of-day information for the user and the
user's devices, as ilustrated in Figure 5. Other filters may incorporate many other
considerations, such as the type of information that is being sent, the location of the
recipient, date, and many other such considerations. The filters may be implemented
as a set of logic propositions, complex decision trees, or in many other ways. Ouce
the initial list of devices has been filtered to produce a final list of devices for the
user, then, in the for-loop of steps 2009-2012, the routing routine prepares a message
for each device of the recipient, including indications of the appropriate transmitter
and message queve for quening the message and adds the message to a list of

messages.  When messages have been prepared Tor all devices of all users, then the

PCT/US2011/026695
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entire list of messages is returned fo the routing-and-message-forwarding subsystem
in step 2016,
Pigure 21 provides a control-diagram  for the post-processing

subsystem of an automated communications system that represents one aembodiment

L

of the present invention. The post-processing subsystem, §16 in Figure 84, degueuss
messages from the message gueues for quening to individual transmitter queue
associated with transmitters or transceivers, o the outer Jor-loop of steps 2102-2111,
the post-processing subsystem continuously examines each of the internal message
gquewes.  In the imner for<lnop of steps 21032110, the post-processing subsystem
10 degueuves all messages ready for forwarding or trapsmission from the currently
considered message quene. In step 2104, the post-processing subsystem dequeues the
next message from the corrently considered message quene and determines whether
or not any transtation is required for the message. I translation is needed, as
determined in step 2105, the message is translated in step 2106 in 2 way appropriate
I3 for the type of device, communications medivm, group, and recipient to which the
message is 1o be transmitted. In step 2107, the post-processing subsystem determines
whether any attachments veed to be altached or appended 1o the message and, if so,
adds or appends the appropriate attachments jo step 2108, In step 2109, the post-
processing subsystem queues the final, translated and completely post-processed
20 message o the appropriate transmitter quene.

Auntomated communications systems that represent embodiments of
the presemt invention provide a wealth of different types of features, functionalities,
and services to the members of an organization. As one example, information sent by
a user to a group of users can be transhuted and processed, according to various

25 writeria and considerations, prior to being forwarded to the users of the group. For
cxample, text messages contained in emall sent by ong user to the members of a
group can be reformatted, abbreviated, or otherwise processed to allow the message
1o be sent to communications devices, such as to mobile phones, with limited text-
display capabilities or gven via instant messaging services. This fype of processing

30 may alse fnvolve translating & message from one language to another, selecting only

&

portions of the message suitable for each recipient, and many other types of
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translation and processing tasks, The automated communications system may carry
out & complex set of operations snd considerations to optimize information
transmission. For example, when the urgency for message delivery to members of the
group is relatively low, the automated communications system may delay message
transmission to certain recipients in order to take advantage of favorable
communications rates or device availabilities with respect to particular recipients.
The sutomated communications system that represents an embodiment of the present
invention may similarly optimize message forwarding with respect 1o many different
considerations, including sclecting the most effective device or devices to reach a
particular user on a particular date, at a particular time of day, or with regard 1o many
other constraints and considerations, Incorporation of multiple application servers
within the system-services subcomponent of the automated communications systems
allows for feature-rich, flexible management-and-configuration interfaces to he
displayed to users on each of the various different types of communications devices to
which the user selects 1o aecess the management and configuration services.

Although the present invention has been described in terms of
particular embodiments, i s not Intended thai the invention be limited to these
cmbodimnents.  Modifications will be apparent to those skilled in the art.  For
example, automated comnunications systemw that represent embodiments of the
present invention may be implemented in many different ways by varving any of
many different fwplementation parameters, including progranuning languages,
coptrol - structures, modular  organization, data  structures, operating-system
platforms, and  hardware platforms. Any of many different types of
communications  addressing  and  conununications-divection  schemes can  be
employed 1o direct messages from users inte the automated commumnications
systems, such as the hierarchical ematl-address scheme discussed with reference o
Figure 14, Actomated communication systems that tepresent enbodiments of the
present invention can be adapted to distribute information and facilitate exchange of
information by members of an organization over a wide variety of different iypes of
communications media and through many different types of communications

devices.  In general, the automated conununications systems that represent
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embodiments of the present invention are implemented in a highly modular fashion
to allow for straightforward addition of communications-medivim support and
communcations-device support for new types of communications media and
devices.

The foregoing description, for purposes of explanation, used specific
nomenclature 1o provide a thorough understanding of the invention. However, it
will be apparent to one skilled in the art that the specific details are not reguired in
order to practice the invention. The foregoing descriptions of specific embodiments
of the present invention are presented for purpose of illustration and description.
They are not intended to be exhaustive or to Hmit the nvention 10 the precise forms
disclosed.  Many modifications and variations are possible in view of the ahove
teachings., The embodiments are shown and described in order to best explain the
principles of the invention and #s practical applications, to thereby enable others
skilfed in the art to best utilize the invention and various embodiments with various
modifications as are suited to the particular use conternplated, It is mtended that the

scope of the invention be defined by the following claims and their equivalents:

PCT/US2011/026695
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CLAIMS

i An automated communications system comprising:
an fpul-processing subsystem that
processes the messages received from recefving components that sach receives

messages from a communications medium by

forwarding each message directed to a management-and-configuration
inferface to a routing-and-message-forwarding component that returns a corresporiding
message, and

forwarding each message dirceted to a group to the routing-and-
message-forwarding component which retarns a corresponding message for each member of
the group, and

gueues the one or more corresponding messages to oue or more Hernal

a post-processing subsystem that
dcqueum messages from the one or more internal message queues,
provesses each message dequeved messages from the one or more internal
message queues o generate one or more processed messages, and
forwards the one or more processed messages to sending components that each

sends processed messages 0 a commumications medium,

2. The automated communications system of claim | wherein the receiving components
and sending components include:

SMTP servers connected to the Internet;

voice-commanications servers and modems connected lo public switched telephone
aetworks;

XMPP servers connected o the Internet;

SMPP servers connected to the Internet;

HTTP servers connected 1o the Internet;

TOP/P servers connected to the Internet; and
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other types of message-veceiving servers interconnected {0 wireless communications

recetvers, LAN devices, and other appropriate comamunications media.

3. The automated communications system of claim 1 further including a system-services
component, implemented on one or more computing platforms, that includes:

a database and database interface;

application servers that each provides management, configuration, message-sending,
and message-receiving user interfaces on one or more types of commuications devices:

the routing~-and-message-forwarding subsyster that receives messages from the input-
processing component and returns corresponding messages to the input-processing by

forwarding each received message directed to & management-and-
conliguration interface to an application server that interscts with a management-and-
configuration subsystem to return a corresponding message, and
accessing the database through the database interface to determine members of

& group to which a received message directed to # group to return a corresponding message
for cach member of the group; and

a  management-and-configuration  subsysters  that  provides management  and
configuration  services  through  applications-server-provided  user  interfaces  to
communications devices
4. The automated conwmunications system of claim 3 wherein the database stores data
structures representing:

cach organization for which intra-organization communications services are provided
by the actomated communications system;

each group of members defined for an organization to which messapes can be sent by
members of the organization; and

cach member of an organization who receives andfor sends messages to other

members of the organization through the automated communications system,

3, The antomated communications system of claim 4 wherein the datahase additionally

stores mappings that map:
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groups to organizations;
members to groups; and

groups to nodes of a hierarchical group strocture,

&. The awtomated communications system of claim 3 wherein the database additionally
stores data structures representing:

each type of communications device and protocol through which a member of an
organization receives andfor sends messages o other members of the organization through
the automated communications system: and

each receiving and sending consponent of the antomated communications systen.

7. The automated communications system of claim 6 wherein the database add itimally
slores mappings that magp:
gach communications device 1o one or more receiving-and-sending companents; and
cach type of compumications device and protocol to other types of communications

devices and protocols with which messages and other information can be exchanged.

3

8. The automated communications systern of claim 3 whereln the management-and-
configaration subsystem provides management facilities that allow an authorized user to:

crefte a group of members of an organization;

add members of an organization to a group;

defete members of an organization from a group;

add a subgroup to a group;

remove a subgroup from a group;

delete a groagy

edit information stored in the database that describes an organization; and

sdit information stored in the database that describes a member of an organization.

9. The agtomated communications system of claim 3 wherein the management-and-

configuration subsystem provides configuration facilities that allow an authorized user to:
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add  message-receiving  and  message-sending  components fo  the  automated
compications system;

defete message-receiving and message-sending components from the automated
comnmunications system;

launch system services, including varions types and levels of logging and ersor
handling:

remove system services; and

specify operational parameters of the automated communications sysiem.,

0. The automated communications system of claim 3 wherein the routing-and-message~
forwarding subsystem, upon receiving a message from the input-processing component,
aceesses the database through the database interface o

authorize and verify the user from which the message was received; and

verify the group or management-and-configuration interface to which the message is

directed.

o The automated communications system of claim 3 wherein the routing-and-message-
forwarding subsystem, upon receiving a message directed to a group:
determines the members of the group by the database through the database interface;
for cach member,
determines an nitial set of communications devices and protocols to which the
received message can he forwarded,
applies ong or more types of considerations to successively remove sub-
optimal comyuaications devices and protocols from the initial set of communications devices
amd protocols, and
preparss a mrres;:mnding message for each communications device and

protocol remaining in the set of communications devices and protocols.

2. The automated communications system of claim 3 wherein the one or more types of
considerations include whether a communications device and protocol:

is available at particular times of the day;
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can be used to deliver the message on a particular date;
san render information included in, or attached to, the received message; and

can receive the message in a particular location.

15, The sutomated communications system of claim | wherein post-processing subsysten
processes each message dequeuned messages {rom the one or more internal message queues to

generate one or more processed messages by one or more of:

translating jnformation in the message to a form that can be rendered by the
conununigations device and protocol to which the message is directed;

attaching information to the message;

translating text within the message to a different natural language; and

selecting only portions of the message to transmit.

M. The automated communications system of claim | wherein post-processing subsystem
dequeuss a message from the one or more internal message queues at a time that allows the

b

messags to be delivered in a cost-effective manner.

15, The astomated communications system of claim | wherein cach internal message

queue contains messages that are to be transmitted over different time ranges.

16.  The automated communications system of claim 1 wherein each internal message
queue is located in a different component automates communications system of a distributed

automated communications system.

17. The antomated convnunications system of claim 1 1o which miessages can be sent and
from which messages can be received in the form oft

text-based ematl messages;

VOILE MEeSSAges;

MMS messages;

KML-encoded documents and messages;

MIME emails:
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2

instant-messaging messages; and
telemetry communications between various types of devices and systems via M2IM

communications.
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