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BI-DIRECTIONAL FORWARDING DETECTION AUTHENTICATION

TECHNICAL FIELD
This disclosure is directed generally to authentication in packet data communications

networks.

BACKGROUND

Bidirectional Forwarding Detection (BFD) technology can be used to monitor paths
between networking systems. Using BFD technology, a device can detect a defect or a loss of
the path continuity and may trigger changes in the network to preserve the critical services. An
example of a trigger change may be a protection switchover. Using BFD without any security
measures, for example, by exchanging BFD control messages without authentication, increases
the risk of an attack especially over multiple nodes. Thus, using BFD without security measures
may cause false positive as well as false negative defect detection situations. In the former, an
attacker may spoof BFD control messages pretending to be a remote peer and can thus view the
BFD session operation even though the real path had failed. In the latter, the attacker may spoof
altered BFD control message indicating that the BFD session is un-operational even though the

path and the remote BFD peer operate normally.

SUMMARY

Techniques are disclosed for using an extended Bi-directional Forwarding Detection
(BFD) control packet to perform lightweight authentication in a network. The exemplary
lightweight authentication techniques can be used to perform an opportunistic authentication or
an authentication-at-will so that a network device can determine when an authentication is
performed.

In a first exemplary embodiment, a packet communication method includes
generating, by a first device, a first packet for transmission to a second device causing the second
device to initiate a process of performing authentication based on information provided in the
first packet, and sending the first packet to the second device. The first packet includes: a first
control message including a first bi-directional forwarding detection (BFD) session information,

where the first control message includes a poll flag value that indicates that the first device is
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expecting to receive a packet from the second device, a first identifier associated with the first
device, and a first payload that includes a type of authentication to be performed by the second
device, a mode of authentication that indicates that the second device is to perform either a
periodic authentication or a one-time authentication, and a length of an authentication data to be
used by the second device during authentication.

In a second exemplary embodiment, a packet communication method includes
receiving, by a second device, a first packet from a first device to initiate a process of performing
authentication based on information provided in the first packet. The first packet includes: a first
control message including a first bi-directional forwarding detection (BFD) session information,
where the first control message includes a poll flag value that indicates that the first device is
expecting to receive a packet from the second device, a first identifier associated with the first
device, and a first payload that includes a type of authentication to be performed by the second
device, a mode of authentication that indicates that the second device is to perform either a
periodic authentication or a one-time authentication, and a length of an authentication data to be
used by the second device during authentication. The method of the second exemplary
embodiment also includes determining, by the second device, that the second device is
configured to perform the type of authentication, and sending, by the second device and after the
determining, a second packet to the first device. The second packet includes: a second control
message including a second BFD session information, where the second control message
includes a final flag value that indicates that the second packet is sent in response to the first
packet, a second identifier associated with the second device, and a second payload that includes
the type of authentication that indicates to the first device that the second device is configured to
perform authentication using the type of authentication indicated by the first payload, the mode
of authentication, and the length of the authentication data.

In yet another exemplary aspect, the above-described methods and/or the methods
described in this patent document are embodied in the form of processor-executable code and
stored in a computer-readable program medium. The computer readable program is stored on a
non-transitory computer readable media, the computer readable program including code that
when executed by a processor, causes the processor to implement the methods described in this

patent document.
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In yet another exemplary embodiment, a device is disclosed that is configured or
operable to perform the above-described methods and/or the methods described in this patent
document.

The above and other aspects and their implementations are described in greater detail

in the drawings, the descriptions, and the claims.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1A shows a format for some fields of a Bi-directional Forwarding Detection
(BFD) control packet.

FIG. 1B shows an optional authentication section for the BFD control packet.

FIG. 2 shows an exemplary format for an extended BFD control packet to which a
lightweight authentication capability can be added.

FIG. 3 shows Capability Type-Length-Value (TLV) fields that can be added to the
extended BFD control packet to indicate to a network device the information related to a
requested lightweight authentication.

FIG. 4 shows Lightweight Authentication TLV fields that can be added to the
extended BFD control packet to indicate information related to a lightweight authentication type
to be performed by a network device.

FIG. 5 shows the exemplary lightweight authentication process that includes a
negotiation phase and an authentication phase.

FIG. 6 shows an exemplary flowchart for a sender device receiving and processing
extended BFD control packet(s) with the Lightweight Authentication TLV.

FIG. 7 shows an exemplary flowchart for a responder device receiving and processing
extended BFD control packet(s) with the Lightweight Authentication TLV.

FIG. 8 shows an exemplary block diagram of a hardware platform that may be a part
of a network device.

FIG. 9 shows an example of a system for generating or using the extended BFD

control packet.
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DETAILED DESCRIPTION

The example headings for the various sections below are used to facilitate the
understanding of the disclosed subject matter and do not limit the scope of the claimed subject
matter in any way. Accordingly, one or more features of one example section can be combined
with one or more features of another example section. Section 1 first provides a general
description of the current state of Bi-directional Forwarding Detection (BFD). Section II
describes exemplary lightweight BFD authentication techniques that can overcome at least some
of the technical issues identified in Section 1.

I. Current State of BFD Technology

BFD technology can be used to monitor paths between networking systems. BFD
technology includes authentication protection of BFD control packets to minimize chances of
attacks in a networking system. However, at least some of the supported authentication
protocols do not provide sufficient protection in modern networks. Also, current BFD
technology requires authentication of each and every BFD control packet. Such an
authentication requirement can put a computational burden on networking devices, especially in
the asynchronous mode, at least because authenticating each BFD control packet can require
substantial computing resources to support packet exchange at high rates. Furthermore,
authentication of BFD control packets can have at least the following technical issues: (1) the
available authentication modes may not provide sufficient security; and (2) the introduction of
the new, more secure modes of authentication may be difficult to implement.

FIG. 1A shows a format for some fields of a BFD control packet. The BFD control
packet can include information for establishing a BFD session between two devices. The Vers
field indicates the version number of the protocol. The Diag field refers to a diagnostic code
specifying the local system’s or device’s reason for the last change in session state. The State
field (Sta) indicates a current BFD session state as seen by the transmitting device. For example,
a value of 1 in the Sta field corresponds to a Down state and a value of 3 corresponds to an Up
state. The Poll field (P) can be set to a pre-determined value (e.g., 1) by a transmitting device to
indicate that the transmitting device is requesting verification of connectivity, or of a parameter
change, and is expecting a packet with the Final field (F) bit in a reply packet. If the Poll field (P)

is clear, then the transmitting system is not requesting verification. In this patent document, the
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term “poll flag value” describes the content of the Poll field (P). Thus, the terms Poll field (P)
and poll flag may be used interchangeably.

The Final field (F) if set by a transmitting device, indicates that the transmitting
device is responding to a received BFD control packet that had the Poll field (P) bit set. If the
Final field (F) is clear, then the transmitting device is not responding to a Poll. In this patent
document, the term “final flag value” describes the content of the Final field (F). Thus, the terms
Final field (F) and final flag may be used interchangeably. The Authentication Present field (A)
indicates whether the BFD session is to be authenticated. For example, if the Authentication
Present field (A) is set to a value of 1, the BFD control packet indicates that the BFD session is
to be authenticated.

FIG. 1B shows an optional authentication section that is added to the BFD control
packet of FIG. 1A when the Authentication Present field (A) is set. The Auth Type field
indicates the type of authentication in use if the Authentication Present field (A) is set. As an
example, the Auth Type field can indicate whether a simple password, secure hash algorithm 1
(SHA-1), or MD5 message-digest algorithm is used for authentication. The Auth Len field
indicates the length of the authentication section, in bytes. The Authentication Data field
includes authentication related information specific to an authentication type. Currently, if the
Authentication Present field (A) (in FIG. 1 A) is set, then each and every BFD control packet has
to be authenticated by the network device using the information presented in the authentication
section shown in FIG. 1B.

In FIG. 1A, the Length field indicates the length of the BFD control packet, in bytes.
The My Discriminator field includes a unique, nonzero discriminator value generated by a
transmitting device that can be used to demultiplex multiple BFD sessions between the same pair
of systems. The Your Discriminator field includes a discriminator value unique for the
corresponding remote BFD system. The Your Discriminator field can reflect back the received
value of My Discriminator or it may be zero if unknown.

The Desired Min TX Interval field includes a value that is the minimum interval, in
microseconds, that a device would like to use when transmitting BFD control packets, less any
jitter applied. The Required Min RX Interval field includes a value that is the minimum interval,
in microseconds, between received BFD control packets that a device is capable of supporting,

less any jitter applied by the sending device. If the Required Min RX Interval field value is zero,
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the transmitting device does not want the remote system to send any periodic BFD control
packets. The Required Min Echo RX Interval field includes a value that is the minimum interval,
in microseconds, between received BFD Echo packets that a device is capable of supporting, less
any jitter applied by a sending device. If the Required Min Echo RX Interval field value is zero,
the transmitting device does not support the receipt of BFD Echo packets.

A BFD session begins when a device transmits BFD control packets to another device.
When bidirectional communication is achieved, the BFD session is considered to be in an Up
state. BFD related technology is further described in Request for Comment (RFC) 5880 and
RFC 5881 by Internet Engineering Task Force (IETF).

II. Exemplary Lightweight BFD Authentication Techniques

To overcome at least some of the technical issues with existing BFD authentication
technology, this patent document describes techniques for a performing a lightweight
authentication for a BFD session. The exemplary lightweight authentication techniques can be
used to perform an opportunistic authentication or an authentication-at-will so that a network
device can determine when an authentication is performed. For example, when a State field (Sta
in FIG. 1A) of a BFD session is changed from an Init state to the Up state or from Up state to
Down state or from the Down state to the Up state, the network device can perform a lightweight
authentication as described in this patent document without expending significant computational
resources and without interrupting the BFD session. In another example, a network device may
perform lightweight authentication periodically, which may not require authentication of each
and every BFD control packet.

FIG. 2 shows an exemplary format for an extended BFD control packet to which a
lightweight authentication capability can be added. The extended BFD control packet 200
includes a BFD control packet 202, a guard word 204, and a payload part 206. The BFD control
packet 202 may include at least some of the information associated with the BFD control packet
described in FIG. 1A. The features related to the extended BFD control packet are also
described in International Patent Application No. PCT/CN2019/075808 filed on February 22,
2019. The content of International Patent Application No. PCT/CN2019/075808 is incorporated
by reference in its entirety in this patent document.

The guard word 204 can be four octets long and can identify a device that sent or that

generated the extended BFD control packet. The guard word can be a fixed pre-determined
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value that is not negotiated or is not dynamically assigned between two devices. For example, a
first guard word can be associated with a device that is considered a “sender” of the extended
BFD control packet and a second different guard word can be associated with a device that is
considered a “responder” of the extended BFD control packet. The sender device can also
receive an extended BFD control packet sent by the responder device, where the extended BFD
control packet would include the second guard word associated with the responder device.

An extended BFD control packet also includes a payload part 206, where the contents
of the payload part 206 depends on which of the two sets of operations are performed for an
exemplary lightweight authentication process. The first set of operations for lightweight
authentication includes a sender device performing negotiation with a responder device in a
negotiation phase. The negotiation process enables the sender and/or responder devices to
determine if authentication can be performed, and if so, the kind of authentication that can be
performed. At the first set of operations, the sender device may include in the payload part 206
one or more blocks of data formatted as Capability Type-Length-Value (TLV) (300 in FIG. 3) to
determine whether a responder device can perform the requested lightweight authentication.

After the negotiation phase, a second set of operations can be performed in an
authentication phase of the lightweight authentication. Generally, during the authentication
phase, the sender device and the responder device can perform an authentication based on the
outcome of the negotiation phase. At the second set of operations, the sender device may include
in the payload part 206 one or more blocks of data formatted a Lightweight Authentication Type-
Length-Value (TLV) (400 shown in FIG. 4) and optionally a Capability TLV (300 in FIG. 3).
Each of these two sets of operations are further described in the context of FIGS. 3 to 5 below,
and in the various embodiments described in this patent document.

In FIG. 3, the Capability TLV 300 can include information to allow a network device
to indicate to another network device the information related to a requested lightweight
authentication. The lightweight authentication field (A) in FIG. 3 can describe a type of
authentication (e.g., SHA 1 or SHA-256), a length of the authentication data, and/or a mode of
authentication (e.g., poll sequence or periodic messages). The Capability TLV can optionally
include other fields that can indicate whether a loss measurement (L.), a delay measurement (D),
and/or a link MTU discovery (M) is to be performed by a responder device. In some

embodiments, the Capability TLV, in turn, may include sub-TLVs.
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In the lightweight authentication field (A), a type of authentication can indicate a
cryptographic hash algorithm that the responder device can use for authentication. In some
embodiments, where the Capability TLV is included in the extended BFD control packets during
the authentication phase, the contents associated with the type of authentication in the Capability
TLV may differ from the content in the Capability TLV used during negotiation phase. During
the negotiation phase, the sender device and the receiver device may exchange extended BFD
control packets in which the content associated with the type of authentication can indicate one
or more types of authentication from which the sender device and/or the responder device select
a type of authentication. Thus, during negotiation phase, the content of the type of authentication
can include one or more values that can indicate one or more cryptographic hash algorithms that
a device offers another device to use for authentication. After the negotiation phase, during the
authentication phase, the sender device may send to the responder device an extended BFD
control packet that includes a single type of authentication selected for authentication during the
negotiation phase.

The length of authentication data indicates a number of bits that will be used for
authentication during the authentication phase.

The mode of authentication can be indicated by another set of one or more values.
For example, a periodic messaging mode of authentication can be indicated by a first value,
which, during the negotiation phase, can indicate to the responder device that a periodic
lightweight authentication is expected to be performed. In some embodiments, the frequency of
the periodic message can also be indicated by the mode of authentication. In another example, a
poll sequence mode of authentication can be indicated by a second value, which, during the
negotiation phase, can indicate to a responder device that a sender device intends to perform a
lightweight authentication to which the responder device is expected to respond. In some
embodiments, the poll sequence for performing lightweight authentication can be initiated by a
sender device when its state changes or when it determines that a responder device’s state
changes, where the state of a device is indicated by the State field of the BFD control packet (in
FIG. 1A).

FIG. 5 shows the exemplary lightweight authentication process that includes a
negotiation phase and an authentication phase. If the sender device indicates that the mode of

authentication is a poll sequence, then the sender device and the responder device may perform
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the operations 502 to 508 as described in FIG. 5. If the sender device indicates that the mode of
authentication is periodic messages, then the sender device and responder device may perform
operations 502 and 504 once during a BFD session and may then perform operations 506 and
508 at a pre-determined time interval.

Operations 502 and 504 describe a first set of operations performed during the
negotiation phase where a lightweight authentication process can be initiated. At operation 502,
a sender device can send a first extended BFD control packet with a Poll field (P) set to a pre-
determined value (e.g., 1) and Final field (F) clear, where the payload part includes a Capability
TLV with the lightweight authentication field set to indicate the type of authentication, a length
of the authentication data, and/or the mode of authentication.

Upon receiving the first extended BFD control packet, if the responder device
determines that it can perform lightweight authentication based on the type of authentication
and/or a mode of authentication included in the lightweight authentication field (A), then at
operation 504, the responder device can send a second extended BFD control packet with the
Final field (F) set to a value of 1 and including in the second extended BFD control packet the
Capability TLV to be the same as the Capability TLV sent by the sender device. By sending
matching Capability TLV, the responder device acknowledges that it can perform the
authentication as indicated by the sender device’s Capability TLV.

When performing lightweight authentication, the sender device and/or the responder
device do not set the Authentication Present field (A) in the BFD control packet of the extended
BFD control packet (e.g., by setting field (A) to value O or by not including any value in field
(A)). Thus, an extended BFD control packet to be used for lightweight authentication does not
include in the BFD control packet an indication of a type of authentication that triggers the
responder device to perform authentication when each extended BFD control packet is sent to the
responder device. Since the Authentication Present field (A) indicates that a responder device is
not expected to perform authentication on each and every packet sent to the responder device, the
BFD control packet in the extended BFD control packet also does not include the authentication
section shown in FIG. 1B.

In some embodiments, the sender device may offer to the responder device a plurality
of types of authentication from which the responder device may select a type of authentication.

For example, the sender device may include a plurality of types of authentications (e.g., SHA-1,
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MD5, and/or SHA-256) in the Capability TLV of the first extended BFD control packet at
operation 502, and the responder device may select the strongest authentication protocol/scheme
or may select a type of authentication that can be performed by the responder device. A network
device (e.g., a sender device or a responder device) may have a pre-determined list of types of
authentication where the various types of authentication can be indicated along with their
respective strength of authentication level, or where the various types of authentication can be
sorted from the strongest authentication level to the weakest authentication level.

In some other embodiments, a responder device may suggest a different type of
authentication from the one suggested by the sender device. For example, at operation 502, a
sender device may send a first extended BFD control packet with a Capability TLV that includes
a first type of authentication. However, if the responder device determines that the first type of
authentication is not supported by or cannot be performed by the responder device, then at
operation 504, the responder device can send to the sender device a second extended BFD
control packet to request a second different type of authentication instead of the first type of
authentication. In such embodiments, the responder device can send the second extended BFD
control packet with the Final field (F) set to a value of 1, where the second extended BFD control
packet includes the Capability TLV with the second type of authentication supported by the
responder device. Upon receiving the second extended BFD control packet from the responder
device, the sender device can determine that it can perform the second type of authentication and
can proceed with the authentication phase.

In yet some other embodiments, the responder device may include in the second
extended BFD control packet a plurality of types of authentication supported by the responder
device. The second extended BFD control packet is sent with the Final field (F) set to a value of
1. The plurality of types of authentication may be indicated using a bitmap (e.g., value of 1 to
indicate SHA-1 and value 3 to indicate SHA-256). When the sender device receives the second
extended BFD control packet, the sender device can select the strongest authentication
protocol/scheme (e.g., selecting SHA-256 over SHA-1) and proceed to the authentication phase.

In some embodiments, if the responder device determines during the negotiation
phase that it cannot perform lightweight authentication based on the type of authentication and/or
a mode of authentication included in the lightweight authentication field (A), then the responder

device may not send any extended BFD control packet to the sender device and may not perform
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operation 504. Upon expiration of a timer, the sender device may determine that the responder
device cannot perform the requested lightweight authentication. The timer may be set when the
first extended BFD control packet is sent at operation 502.

After the negotiation phase, the sender device and the receiver device can perform a
set of operations related to an authentication phase as shown in FIG. 5. During the
authentication phase and at operation 506, the sender device can generate a third extended BFD
control packet that includes a Poll field (P) set to a pre-determined value (e.g., 1), and a
Lightweight Authentication TLV as shown in FIG. 4.

As shown in FIG. 4, the Lightweight Authentication TLV 400 can include a type field
that can include a value that indicates that the contents of the TLV 400 relate to a lightweight
authentication process. The Lightweight Authentication TLV 400 also includes a length field
that can indicate a length of the authentication code, and a value field that that can include a
keyed-hash message authentication code or hash-based message authentication code (HMAC).
The length of the authentication code included in the value field of the Lightweight
Authentication TLV is the same as the length of the authentication data indicated by the length
field in Capability TLV. In some embodiments, the Lightweight Authentication TLV may be the
last TLV in an extended BFD control packet.

In some embodiments, the third extended BFD control packet may also include a
Capability TLV if the sender device may determine additional capability need to be negotiated
after the sender device has negotiated the use of the lightweight authentication with the
responder device. The Capability TLV includes information related to the mode of
authentication, length of the authentication data, and/or a single type of authentication selected or
negotiated during the negotiation phase. In such embodiments, the Capability TLV may include
additional capability information in a TLV format to perform additional negotiations with the
responder device during the authentication phase.

In FIG. 5, after the responder device receives the third extended BFD control packet,
the responder device performs a verification operation based on the authentication code received
in the Lightweight Authentication TLV and based on the single type of authentication included
in the Capability TLV. The verification operation can include the responder device performing
an authentication technique based on the authentication code and the single type of

authentication. If the responder device determines that the result of the verification operation is a
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successful authentication operation, then the responder device can send a fourth extended BFD
control packet at operation 508 with the Final field (F) bit set. The fourth extended BFD control
packet also includes the information included in the Lightweight Authentication TLV in the third
extended BFD control packet. In some embodiments, the fourth extended BFD control packet
may include a Capability TLV if the sender device includes the Capability TLV in the third
extended BFD control packet for additional negotiations during the authentication phase.

In some embodiments, if the responder device determines that the result of the
verification operation is an unsuccessful authentication operation, then the responder device may
not send a fourth extended BFD control packet with the Final field (F) bit set. In such
embodiments, the sender device may determine that the authentication has been unsuccessful
after a timer has expired. The timer may be set when the third extended BFD control packet is
sent at operation 506. If the sender device determines that authentication is unsuccessful, then
the sender device may generate and send a message to be displayed to an operator.

The message can indicate that the authentication operation has been unsuccessful and
can identify the responder device. In some embodiments, the message can provide an option to
the operator that when selected, instructs the sender device to reset the timer and resend the third
extended BFD control packet to the responder device so that the responder device can repeat the
verification operation. In some embodiments, if the sender device determines that the responder
device has performed a number of unsuccessful verification operations that exceed a pre-
determined threshold value (e.g., 5), then the sender device can declare that the responder
device’s BFD session is in the down state.

The term sender device or responder device used in this patent document can include
a router, a switch, a server, any network equipment, or any equipment that performs a
networking role (e.g., a network function that may be performed by a server).

FIG. 6 shows an exemplary flowchart for a sender device receiving and processing
extended BFD control packet(s) with the Lightweight Authentication TLV.

At the generating operation 602, a first device generates a first packet for
transmission to a second device causing the second device to initiate a process of performing
authentication based on information provided in the first packet. The first packet includes: a first
control message including a first bi-directional forwarding detection (BFD) session information,

where the first control message includes a poll flag value that indicates that the first device is
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expecting to receive a packet from the second device, a first identifier associated with the first
device, and a first payload that includes a type of authentication to be performed by the second
device, a mode of authentication that indicates that the second device is to perform either a
periodic authentication or a one-time authentication, and a length of an authentication data to be
used by the second device during authentication. At the sending operation 604, the first device
sends the first packet to the second device.

In some embodiments, the method of FIG. 6 further includes receiving, by the first
device and after the sending the first packet, a second packet from the second device, where the
second packet includes: a second control message including a second BFD session information,
where the second control message includes a final flag value that indicates that the second packet
is sent in response to the first packet, a second identifier associated with the second device, and a
second payload that includes the type of authentication that indicates to the first device that the
second device is configured to perform authentication using the type of authentication indicated
by the first payload, the mode of authentication, and the length of the authentication data.

In some embodiments, the method of FIG. 6 further includes sending, by the first
device and after the receiving the second packet, a third packet to the second device, where the
third packet includes: a third control message including a third BFD session information, where
the third control message includes a poll flag value that indicates that the first device is expecting
to receive a packet from the second device, the first identifier associated with the first device,
and a third payload that includes a set of values that include a value that indicates that the set of
values are related to a lightweight authentication process, the length of the authentication data,
and the authentication data, where the second device performs an authentication based on
information included in the third payload; and receiving, by the first device, a fourth packet from
the second device, where the fourth packet includes: a fourth control message including a fourth
BFD session information, where the fourth control message includes a final flag value that
indicates that the fourth packet is sent in response to the third packet, the set of values, and the
second identifier associated with the second device. The set of values in the fourth control
message include the value that indicates that the set of values are related to the lightweight
authentication process, the length of the authentication data, and the authentication data.

In some embodiments, the first identifier is a first pre-determined value, and where

the second identifier is a second different pre-determined value. In some embodiments, the

13



WO 2020/237577 PCT/CN2019/089303

method of FIG. 6 further includes starting a timer, by the first device, when the first packet is
sent; determining an absence of a reception of a second packet from the second device before an
expiration of the timer; and determining, after the determining of the absence of the second
packet, that the second device is unable to perform authentication.

In some embodiments, the first control message excludes an indication of another
type of authentication that triggers the second device to perform authentication when each packet
with an authentication section is sent to the second device.

In some embodiments, the method of FIG. 6 further includes receiving, by the first
device after the sending the first packet, a second packet from the second device, where the
second packet includes: a second control message including a second BFD session information,
where the second control message includes a final flag value that indicates that the second packet
is sent in response to the first packet, a second identifier associated with the second device, and a
second payload that includes one or more additional types of authentication that indicates to the
first device that the second device is configured to perform authentication using the one or more
additional types of authentication, the mode of authentication, and the length of the
authentication data; selecting, by the first device and based on a selection criterion, a second type
of authentication from the one or more additional types of authentication; sending, by the first
device and after the selecting, a third packet to the second device, where the third packet includes:
a third control message including a third BFD session information, where the third control
message includes a poll flag value that indicates that the first device is expecting to receive a
packet from the second device, the first identifier associated with the first device, and a third
payload that includes a set of values that include a value that indicates that the set of values are
related to a lightweight authentication process, the length of the authentication data, and the
authentication data, where the second device performs an authentication based on information
included in the third payload; and receiving, by the first device, a fourth packet from the second
device, where the fourth packet includes: a fourth control message including a fourth BFD
session information, where the fourth control message includes a final flag value that indicates
that the fourth packet is sent in response to the third packet, the set of values, and the second
identifier associated with the second device. The set of values in the fourth control message
include the value that indicates that the set of values are related to the lightweight authentication

process, the length of the authentication data, and the authentication data.
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In some embodiments, the selection criterion includes a strongest authentication
scheme or protocol, and the second type of authentication has the strongest authentication
scheme or protocol from the one or more additional types of authentication.

FIG. 7 shows an exemplary flowchart for a responder device receiving and processing
extended BFD control packet(s) with the Lightweight Authentication TLV.

At the receiving operation 704, a second device receives a first packet from a first
device to initiate a process of performing authentication based on information provided in the
first packet. The first packet includes: a first control message including a first bi-directional
forwarding detection (BFD) session information, where the first control message includes a poll
flag value that indicates that the first device is expecting to receive a packet from the second
device, a first identifier associated with the first device, and a first payload that includes a type of
authentication to be performed by the second device, a mode of authentication that indicates that
the second device is to perform either a periodic authentication or a one-time authentication, and
a length of an authentication data to be used by the second device during authentication.

At the determining operation 704, the second device determines that the second
device is configured to perform the type of authentication. After the determining operation 704,
the second device performs the sending operation 706 where the second device sends a second
packet to the first device. The second packet includes: a second control message including a
second BFD session information, where the second control message includes a final flag value
that indicates that the second packet is sent in response to the first packet, a second identifier
associated with the second device, and a second payload that includes the type of authentication
that indicates to the first device that the second device is configured to perform authentication
using the type of authentication indicated by the first payload, the mode of authentication, and
the length of the authentication data.

In some embodiments, the method of FIG. 7 further includes receiving, by the second
device, a third packet from the first device, where the third packet includes: a third control
message including a third BFD session information, where the third control message includes a
poll flag value that indicates that the first device is expecting to receive a packet from the second
device, the first identifier associated with the first device, and a third payload that includes a set
of values that include a value that indicates that the set of values are related to a lightweight

authentication process, the length of the authentication data, and the authentication data;
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performing, by the second device, an authentication based on information included in the third
payload; determining, by the second device, that the authentication is successful; and sending, by
the second device after the determining that the authentication is successful, a fourth packet to
the first device, where the fourth packet includes: a fourth control message including a fourth
BFD session information, where the fourth control message includes a final flag value that
indicates that the fourth packet is sent in response to the third packet, the set of values, and the
second identifier associated with the second device. The set of values in the fourth control
message include the value that indicates that the set of values are related to the lightweight
authentication process, the length of the authentication data, and the authentication data.

In some embodiments, the first identifier is a first pre-determined value, and where
the second identifier is a second different pre-determined value. In some embodiments, the first
control message excludes an indication of another type of authentication that triggers the second
device to perform authentication when each packet with an authentication section is received by
the second device.

In some embodiments, the method of FIG. 7 further includes sending, by the second
device after the receiving the first packet, a second packet to the first device, where the second
packet includes: a second control message including a second BFD session information, where
the second control message includes a final flag value that indicates that the second packet is sent
in response to the first packet, a second identifier associated with the second device, and a
second payload that includes one or more additional types of authentication that indicates to the
first device that the second device is configured to perform authentication using the one or more
additional types of authentication, the mode of authentication, and the length of the
authentication data; receiving, by the second device, a third packet from the first device, where
the third packet includes: a third control message including a third BFD session information,
where the third control message includes a poll flag value that indicates that the first device is
expecting to receive a packet from the second device, the first identifier associated with the first
device, and a third payload that includes a set of values that include a value that indicates that the
set of values are related to a lightweight authentication process, the length of the authentication
data, and the authentication data, where the second type of authentication is selected from the
one or more additional types of authentication; and performing, by the second device, an

authentication based on information included in the third payload; determining, by the second
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device, that the authentication is successful; and sending, by the second device after the
determining that the authentication is successful, a fourth packet to the first device, where the
fourth packet includes: a fourth control message including a fourth BFD session information,
where the fourth control message includes a final flag value that indicates that the fourth packet
is sent in response to the third packet, the set of values, and the second identifier associated with
the second device. The set of values in the fourth control message include the value that
indicates that the set of values are related to the lightweight authentication process, the length of
the authentication data, and the authentication data. In some embodiments, the second type of
authentication has the strongest authentication scheme or protocol from the one or more
additional types of authentication.

FIG. 8 shows an exemplary block diagram of a hardware platform 800 that may be a
part of a network device (e.g., sender device or responder device). The hardware platform 800
includes at least one processor 8§10 and a memory 805 having instructions stored thereupon. The
instructions upon execution by the processor 810 configure the hardware platform 800 to
perform the operations described in FIGS. 1 to 7, and in the various embodiments described in
this patent document. The transmitter 815 transmits or sends information or data to another
device. For example, a device’s transmitter can send an extended BFD control packet to another
device. The receiver 820 receives information or data transmitted or sent by another node. For
example, a device’s receiver can receive an extended BFD control packet from another device.

FIG. 9 shows an example of a system for generating or using the extended BFD
control packet. The sender device 902 and the responder device 904 can communicate with each
other via a network 906, such as the Internet. The sender and responder devices 902, 904 can be
a part of a network 900 that may include additional sender and/or responder devices. The sender
device 902 and the responder device 904 may perform the operations described in this patent
document for the sender device and responder device, respectively.

In this document the term “exemplary” is used to mean “an example of” and, unless
otherwise stated, does not imply an ideal or a preferred embodiment.

Some of the embodiments described herein are described in the general context of
methods or processes, which may be implemented in one embodiment by a computer program
product, embodied in a computer-readable medium, including computer-executable instructions,

such as program code, executed by computers in networked environments. A computer-readable
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medium may include removable and non-removable storage devices including, but not limited to,
Read Only Memory (ROM), Random Access Memory (RAM), compact discs (CDs), digital
versatile discs (DVD), etc. Therefore, the computer-readable media can include a non-transitory
storage media.  Generally, program modules may include routines, programs, objects,
components, data structures, etc. that perform particular tasks or implement particular abstract
data types. Computer- or processor-executable instructions, associated data structures, and
program modules represent examples of program code for executing steps of the methods
disclosed herein. The particular sequence of such executable instructions or associated data
structures represents examples of corresponding acts for implementing the functions described in
such steps or processes.

Some of the disclosed embodiments can be implemented as devices or modules using
hardware circuits, software, or combinations thereof. For example, a hardware circuit
implementation can include discrete analog and/or digital components that are, for example,
integrated as part of a printed circuit board. Alternatively, or additionally, the disclosed
components or modules can be implemented as an Application Specific Integrated Circuit (ASIC)
and/or as a Field Programmable Gate Array (FPGA) device. Some implementations may
additionally or alternatively include a digital signal processor (DSP) that is a specialized
microprocessor with an architecture optimized for the operational needs of digital signal
processing associated with the disclosed functionalities of this application. Similarly, the various
components or sub-components within each module may be implemented in software, hardware
or firmware. The connectivity between the modules and/or components within the modules may
be provided using any one of the connectivity methods and media that is known in the art,
including, but not limited to, communications over the Internet, wired, or wireless networks
using the appropriate protocols.

While this document contains many specifics, these should not be construed as
limitations on the scope of an invention that is claimed or of what may be claimed, but rather as
descriptions of features specific to particular embodiments. Certain features that are described in
this document in the context of separate embodiments can also be implemented in combination
in a single embodiment. Conversely, various features that are described in the context of a single
embodiment can also be implemented in multiple embodiments separately or in any suitable sub-

combination. Moreover, although features may be described above as acting in certain
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combinations and even initially claimed as such, one or more features from a claimed
combination can in some cases be excised from the combination, and the claimed combination
may be directed to a sub-combination or a variation of a sub-combination. Similarly, while
operations are depicted in the drawings in a particular order, this should not be understood as
requiring that such operations be performed in the particular order shown or in sequential order,
or that all illustrated operations be performed, to achieve desirable results.

Only a few implementations and examples are described and other implementations,
enhancements and variations can be made based on what is described and illustrated in this

disclosure.
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CLAIMS

1. A packet communication method, comprising:

generating, by a first device, a first packet for transmission to a second device causing
the second device to initiate a process of performing authentication based on information
provided in the first packet, wherein the first packet includes:

a first control message including a first bi-directional forwarding detection (BFD)
session information, wherein the first control message includes a poll flag value that indicates
that the first device is expecting to receive a packet from the second device,

a first identifier associated with the first device, and

a first payload that includes a type of authentication to be performed by the
second device, a mode of authentication that indicates that the second device is to perform either
a periodic authentication or a one-time authentication, and a length of an authentication data to
be used by the second device during authentication; and

sending the first packet to the second device.

2. The method of claim 1, further comprising:
receiving, by the first device and after the sending the first packet, a second packet from
the second device, wherein the second packet includes:

a second control message including a second BFD session information, wherein
the second control message includes a final flag value that indicates that the second packet is sent
in response to the first packet,

a second identifier associated with the second device, and

a second payload that includes the type of authentication that indicates to the first
device that the second device is configured to perform authentication using the type of
authentication indicated by the first payload, the mode of authentication, and the length of the

authentication data.

3. The method of claim 2, further comprising:
sending, by the first device after the receiving the second packet, a third packet to the
second device, wherein the third packet includes:
a third control message including a third BFD session information, wherein the

third control message includes a poll flag value that indicates that the first device is expecting to
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receive a packet from the second device,

the first identifier associated with the first device, and

a third payload that includes a set of values that include a value that indicates that
the set of values are related to a lightweight authentication process, the length of the
authentication data, and the authentication data,

wherein the second device performs an authentication based on information
included in the third payload; and

receiving, by the first device, a fourth packet from the second device, wherein the fourth

packet includes:

a fourth control message including a fourth BFD session information, wherein the
fourth control message includes a final flag value that indicates that the fourth packet is sent in
response to the third packet, and the set of values, and

the second identifier associated with the second device.

4. The method of claim 2, wherein the first identifier is a first pre-determined value, and

wherein the second identifier is a second different pre-determined value.

5. The method of claim 1, further comprising:

starting a timer, by the first device, when the first packet is sent;

determining an absence of a reception of a second packet from the second device before
an expiration of the timer; and

determining, after the determining of the absence of the second packet, that the second

device is unable to perform authentication.

6. The method of claim 1, wherein the first control message excludes an indication of
another type of authentication that triggers the second device to perform authentication when

each packet with an authentication section is sent to the second device.
7. The method of claim 1, further comprising:

receiving, by the first device after the sending the first packet, a second packet from the

second device, wherein the second packet includes:
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a second control message including a second BFD session information, wherein
the second control message includes a final flag value that indicates that the second packet is sent
in response to the first packet,

a second identifier associated with the second device, and

a second payload that includes one or more additional types of authentication that
indicates to the first device that the second device is configured to perform authentication using
the one or more additional types of authentication, the mode of authentication, and the length of
the authentication data;

selecting, by the first device and based on a selection criterion, a second type of
authentication from the one or more additional types of authentication;

sending, by the first device and after the selecting, a third packet to the second device,
wherein the third packet includes:

a third control message including a third BFD session information, wherein the
third control message includes a poll flag value that indicates that the first device is expecting to
receive a packet from the second device,

the first identifier associated with the first device, and

a third payload that includes a set of values that include a value that indicates that
the set of values are related to a lightweight authentication process, the length of the
authentication data, and the authentication data,

wherein the second device performs an authentication based on information
included in the third payload; and

receiving, by the first device, a fourth packet from the second device, wherein the fourth
packet includes:

a fourth control message including a fourth BFD session information, wherein the
fourth control message includes a final flag value that indicates that the fourth packet is sent in
response to the third packet, and the set of values, and

the second identifier associated with the second device.
8. The method of claim 7,

wherein the selection criterion includes a strongest authentication scheme or protocol,

and
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wherein the second type of authentication has the strongest authentication scheme or

protocol from the one or more additional types of authentication.

9. A packet communication method, comprising:

receiving, by a second device, a first packet from a first device to initiate a process of
performing authentication based on information provided in the first packet, wherein the first
packet includes:

a first control message including a first bi-directional forwarding detection (BFD)
session information, wherein the first control message includes a poll flag value that indicates
that the first device is expecting to receive a packet from the second device,

a first identifier associated with the first device, and

a first payload that includes a type of authentication to be performed by the
second device, a mode of authentication that indicates that the second device is to perform either
a periodic authentication or a one-time authentication, and a length of an authentication data to
be used by the second device during authentication;

determining, by the second device, that the second device is configured to perform the
type of authentication; and

sending, by the second device and after the determining, a second packet to the first
device, wherein the second packet includes:

a second control message including a second BFD session information, wherein
the second control message includes a final flag value that indicates that the second packet is sent
in response to the first packet,

a second identifier associated with the second device, and

a second payload that includes the type of authentication that indicates to the first
device that the second device is configured to perform authentication using the type of
authentication indicated by the first payload, the mode of authentication, and the length of the

authentication data.
10. The method of claim 9, further comprising:

receiving, by the second device, a third packet from the first device, wherein the third

packet includes:

23



WO 2020/237577 PCT/CN2019/089303

a third control message including a third BFD session information, wherein the
third control message includes a poll flag value that indicates that the first device is expecting to
receive a packet from the second device,

the first identifier associated with the first device, and

a third payload that includes a set of values that include a value that indicates that
the set of values are related to a lightweight authentication process, the length of the
authentication data, and the authentication data;

performing, by the second device, an authentication based on information included in the
third payload;

determining, by the second device, that the authentication is successful; and

sending, by the second device after the determining that the authentication is successful, a
fourth packet to the first device, wherein the fourth packet includes:

a fourth control message including a fourth BFD session information, wherein the
fourth control message includes a final flag value that indicates that the fourth packet is sent in
response to the third packet, and the set of values, and

the second identifier associated with the second device.

11. The method of claim 9, wherein the first identifier is a first pre-determined value, and

wherein the second identifier is a second different pre-determined value.

12. The method of claim 9, wherein the first control message excludes an indication of
another type of authentication that triggers the second device to perform authentication when

each packet with an authentication section is received by the second device.

13. The method of claim 9, further comprising:
sending, by the second device after the receiving the first packet, a second packet to the
first device, wherein the second packet includes:
a second control message including a second BFD session information, wherein
the second control message includes a final flag value that indicates that the second packet is sent
in response to the first packet,

a second identifier associated with the second device, and
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a second payload that includes one or more additional types of authentication that
indicates to the first device that the second device is configured to perform authentication using
the one or more additional types of authentication, the mode of authentication, and the length of
the authentication data;

receiving, by the second device, a third packet from the first device, wherein the third
packet includes:

a third control message including a third BFD session information, wherein the
third control message includes a poll flag value that indicates that the first device is expecting to
receive a packet from the second device,

the first identifier associated with the first device, and

a third payload that includes a set of values that include a value that indicates that
the set of values are related to a lightweight authentication process, the length of the
authentication data, and the authentication data,

wherein the second type of authentication is selected from the one or more
additional types of authentication; and

performing, by the second device, an authentication based on information included in the
third payload;

determining, by the second device, that the authentication is successful; and

sending, by the second device after the determining that the authentication is successful, a
fourth packet to the first device, wherein the fourth packet includes:

a fourth control message including a fourth BFD session information, wherein the
fourth control message includes a final flag value that indicates that the fourth packet is sent in
response to the third packet, and the set of values, and

the second identifier associated with the second device.

14. The method of claim 13, wherein the second type of authentication has the strongest

authentication scheme or protocol from the one or more additional types of authentication.

15. An apparatus for packet communication comprising a processor, configured to implement

a method recited in one or more of claims 1 to 14.
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16. A computer readable program storage medium having code stored thereon, the code,
when executed by a processor, causing the processor to implement a method recited in one or

more of claims 1 to 14.
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