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permitted to communicate to said each
network.  For said each network, a
computer readable data base stores a
record of IP protocols and destination
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(23) for said each network. For said each
network, a computer readable data base
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Description

SECURITY CHECKING PROGRAM FOR COMMUNICATION

[001]

[002]

[003]

[004]

BETWEEN NETWORKS
Technical Field

The invention relates generally to communication between computer networks, and
deals more particularly with a system and method for determining which networks are
authorized to communicate with each other and which IP protocols should be used for

the communications based on configurations of the networks.

Background Art

Communications flow from one network to another, and the communication
gateway for each network is usually a firewall or router. A firewall comprises a router
and a filter to screen out unwanted messages. There are different types of networks.
For example, there may be an intranet for local communications within an enterprise. It
is presumed that all users of the intranet are trustworthy because they all work for the
same enterprise. Therefore, usually there is relatively little security concemn within the
intranet. However, often users of the intranet want to communicate with another entity
located on another network outside of the intranet. Because this other entity may not
work for the enterprise, and this other network is not under control of the enterprise,
this other entity and network cannot be thoroughly trusted. Therefore, a firewall may
be installed at the gateway to the intranet. The firewall is responsible for enforcing a
security policy for incoming communications. This security policy may define which
types of networks that the intranet is permitted to communicate and what protocols are
permitted for the communications.

For example, the firewall may only permit communications with the enterprise's
"Demilitarized Zone" or "DMZ", if any. The enterprise DMZ comprises servers and
other related devices that are supplied and managed by the enterprise, but do not
contain sensitive data, or the only copy of sensitive data. Therefore, if the servers in the
enterprise DMZ are corrupted by a communication from anotber network, the damage
is repairable. Also, the management of the servers and related devices in the enterprise
DMZ allows the enterprise a measure of security in the enterprise DMZ. The enterprise
DMZ may be authorized to communicate with the untrusted network directly or
through another DMZ of another enterprise. It is also possible to connect the intranet
with its firewall directly to one or more untrusted networks, and rely on the intranet's
firewall to provide security. Other types of networks which are less secure do not have
a firewall. Instead, they connect directly to other networks through a router.

The most common protocols are TCP, UDP and ICMP. Each of these protocols
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[006]

includes additional criteria such as the range of ports used by TCP and UDP for certain
types of requests, and the types and codes of ICMP. The TCP and UDP ports indicate
which application in the recipient device should provide the requested services. It is
also desirable in some cases to limit the range of ports for certain types of commu-
nications. The limitation on the range of ports facilitates the handling of the requested
service. For example, many programs are written to open any available TCP or UDP
port. This makes the identification of the application using such a port difficult. In
some such cases it is possible to restrict the range of ports available to these ap-
plications to assist in identifying which application is using the port. It may be
preferable for some networks to not communicate with another network which uses a
different range of TCP or UDP ports. Also, some networks may not wish to accept
certain types of ICMP messages. For example, some destination networks may not
wish to process "route redirect” messages as the device sending the “route redirect”
may not be trusted. Furthermore, some protocols are more controllable than others. For
example, TCP provides "handshaking" for every communication whereas UDP does
not. So, TCP is more controllable than UDP and therefore it may be preferable for
some networks to not accept UDP communications.

Different techniques have been used to determine if two networks, connected
through firewalls or routers are authorized to communicate with each other, and which
protocols including additional criteria are authorized for the communication. For
example, if a systems administrator of an external network wants to communicate
through its firewall or router to an enterprise with the enterprise’s firewall, the systems
administrator of the external network can simply send its configuration information to
a systems administrator for the enterprise. The configuration information may include
the type of external network and the protocols it supports including the additional
criteria for each protocol. Then, the systems administrator of the enterprise manually
reviews the configuration information and determines if this external network should
be permitted to communicate with the enterprise through the enterprise's firewall and 1f
so, what IP protocol to use. If the system administrator believes the requested flow is
acceptable according to the company policy, the systems administrator updates a file in
the firewall of the enterprise to permit it to communicate with the external network
with a specified IP protocol including additional criteria. Likewise, the systems ad-
ministrator of the external network will update a file in its firewall or router to permit it
to receive communications from the enterprise network with a specified IP protocol
including additional criteria.

Usually once a year, sometimes more often depending on the company policy, all
the filter rules must be verified to ensure they still conform to the company policy. Tra-
ditionally this is completed manually by the systems administrator, or a person outside
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[009]

[010]

of the day-to-day operations of the firewall such as a security administrator. The
systems administrator or security administrator reviews each firewall rule to confirm
the network type of each IP address and ensures that the flows configured in the
firewall are acceptable according to the company policy. While this technique 1s
effective, it requires tedious, human review of the configuration information from each
network with which communication is desired, and there can be many such networks.
Also, it focuses on checking permissibility of specified communications, rather than
determining all potential permitted communications. Also, routers and firewalls of
networks are often changed, and this may require the foregoing interaction between the
systems administrator or security administrator to be repeated.

There is another technique to determine if two networks, connected through
firewalls or routers are authorized to communicate with each other, and which
protocols (including additional criteria) are authorized for the communication.
According to this technique, a packet generator is located inside the firewall or router
of an originating network being checked for compatibility with other networks. The
packet generator sends a set of communication packets onto the network, but
preferably to an unoccupied IP address. The communication packets of each set have
different IP protocols with different additional criteria, but ones that the originating

‘network supports. A "sniffer” is located just outside the firewall or router of the

originating network and logs the generated packets that are allowed to pass through the
firewall or router of the originating network. Based on the presence or absence of the
original packet being logged by the “sniffer’” a report can be generated as to what
traffic the firewall or router allows through. This report can then be compared with the
corporate security standards. While this technique is partially automated, it burdens the
networks with many communication packets to handle. Also, it does not consider the
type of destination network as a criteria in determining whether the originating
network should permit communication; this is still left as a manual task once the report
has been manually generated. The other concern is that the corporate security standards

often change.

Disclosure of Invention

Accordingly, a general object of the present invention is to provide a technique to
determine which types of networks can communicate with each other and which IP
protocols can be used for such communication.

A more specific object of the present invention is to provide a technique of the
foregoing type which is at least partially automated.

The invention resides in a technique for determining if a multiplicity of networks

are authorized to communicate with each other and what IP protocol can be used for
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[015]

communication between each combination of two of the networks. For each network, a
computer readable data base stores a record of (a) IP protocol(s) permitted to be used
with said each network and (b) types of other networks permitted to communicate to
said each network. For said each network, a computer readable data base stores a
record of IP protocols and destination and source networks permitted by a respective
firewall or router for said each network. For said each network, a computer readable
data base stores a record of a type of said each network. Multiple combinations of the
networks are automatically identified. Each of the combinations comprises a source
network and a destination network. For each of the combinations, based on the records,
it is automatically determined if each of the networks in the combination is permitted
to communicate with the other network in the combination and what IP protocol(s) are
common to both of the networks in the combination.

According to one feature of the present invention, the record of IP protocols and
destination and source networks comprises a record of IP protocols and destination
addresses and source addresses. The record of a type of each network comprises a table
correlating the destination addresses to respective network types and correlating source

addresses to respective network types.

Brief Description of the Drawings

Figure 1 is a block diagram of multiple, interconnected networks in which the
present invention can be used, and includes a network manager to execute a security
checking program according to the present invention.

Figure 2 is a flow chart illustrating operation of an initialization part of the security
checking program of Figure 1.

Figures 3(a) and (b) form a flow chart illu strating operation of another, security
checking part of the security checking program of Figure 1.

Mode for the Invention

Referring now to the drawings in detail wherein like reference numbers indicate
like elements, Figure 1 illustrates four networks 11-14 interconnected by a connectivity
network 20. All of Figure 1 is prior art except for a security checking program 70 and
associated table 71 described below. Networks 11 and 12 share a firewall 21 located
between networks 11 and 12 and the connectivity network 20. Network 13 has a router
23 located between the network 13 and the connectivity network 20. Network 14 has a
firewall 24 located between the network 14 and the connectivity network 20. The
firewall 21, firewall 24 and router 23 are also known in the prior art. By way of
example, network 11 is an enterprise intranet, network 12 is a DMZ for network 11,
network 13 is an untrusted network from the point of view of network 11 and network
14 is an untrusted network from the point of view of the network 11. By way of
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example, network 14 is the World Wide Web and network 13 is a third party customer
network. However, the present invention can be used with a wide variety of networks.
Also by way of example, the connectivity network comprises LAN, WAN or VPN.
However, the nature of the connectivity network 20 is not pertinent to the present
invention. Network 11 comprises a server 32 and user work stations 30,31 and a
network manager work station 34 to execute the security checking program 70.
Network 12 comprises a server 42 and user work stations 40,41 for "help desks".
Network 13 comprises user work stations 50,51 and a server 52. Network 14 COmMprises
user work stations 60,61 and a server 62. However, the arrangement of work stations
within each network is not pertinent to the present invention except to provide a
network management station within network 11 to execute the security checking
program and insofar as the IP protocols that the networks support.

The security checking program 70 is executed at the network manager workstation
34 within the intranet 11 behind the firewall 21. Network manager 34 communicates
with DMZ, network 12 via firewall 21, and communicates with networks 13 and 14 via
DMZ network 12 and connectivity network 20. DMZ network 12 communicates with
network 13 via firewall 21, connectivity network 20 and router 23. DMZ network 12
communicates with network 14 via firewall 21, connectivity network 20 and firewall
24,

Figure 2 is a flow chart illustrating an initialization function 68 within security
checking program 70. The purpose of the initialization function is to build a data
structure which represents a security policy for each network 11-14, a type of each
network 11-14 and IP protocols permitted through a firewall or router for each
network. The "security policy" of each network is a definition of what types of other
networks this network can communicate and what IP protocols can be used. The
remaining part 100 of the security program 70 described below, with reference to
Figures 3(a) and 3(b), then uses the data structure to determine which networks are
authorized to communicate with each other and which IP protocols (including
additional criteria) should be used for the communications. The following detailed de-
scription of security checking program 70 applies equally to all “network objects”, 1.e.
networks, sub-network or a host type of each network, even though in the illustrated
flow chart and detailed description thereof only “networks” may be described.

Initialization function 68 operates as follows. First, the function 68 seeks a security
policy (step 72). This policy could have been stored in a file generated by the systems
administrator or can be manually entered by the systems administrator prior to
execution of the initialization function. Generally, the systems administrator has re-
sponsibility for communications between all the networks that are being reviewed by

' the initialization function (such as networks 11-14) and some knowledge of the IP con-
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fisurations of these networks. The security policy file for each network defines the
types of other networks permitted to communicate with said each network according to
the documented corporate security policy of said each network, such as “intranet”,
“DMZ”, “Customer” and “Internet”, as well as types of traffic/protocols permitted
between each network type. The systems administrator also needs text configuration
information for the routers or firewalls of networks 11-14. The text configuration 1n-
formation for each router or firewall includes source IP address(es), destination IP
address(es), IP protocols, and ports and types that are permitted by the router or
firewall. The “source IP addresses” are the IP addresses of those networks which can
send packets through the router or firewall, and the “destination IP addresses™ are the
IP addresses of those networks which can receive the packet sent through the router or
firewall. The “IP protocols” stored in the text configuration file for each router or
firewall are the IP protocols supported for each communication between source 1P
address and destination IP address. The systems administrator uses the default com-
munication method (and optionally, protocol) of the router or firewall for obtaining the
text configuration files for the router or firewall, prior to running the initialization
function.

If a security policy is known (decision 74), it is loaded into the function 68 (step
76). If not, function 68 creates a default security policy which does not permit com-
munication with any other network (step 78). The systems administrator would then
have the option of loading a security policy file for the network under investigation or
creating one for use (step 79). Next, function 68 prompts the systems administrator to
enter or load the firewall or router configuration information described above for a
router or firewall (step 80). (Steps 80-250 are repeated for each firewall or router.) The
firewall or router configurations are then loaded into the function 68 (step 82). Next,
function 68 creates a data structure representing the foregoing security policies and IP
configurations (step 84). Next, function 68 determines if there is a file identifying the
type of network for known network objects (decision 86). Such a file maps the IP

addresses of networks 11-14 to the network types defined in the security policy file. In
the illustrated example, the possible types are source and/or destination "intranet”,

source and/or destination "DMZ" and source and/or destination "untrusted”. If the
network types were previously stored, function 68 loads the definition (step 88). If not,
the systems administrator will need to enter the information in real time (step 90).
Next, the foregoing information (i.e. IP address of each network object where
“network object” is either a network, sub-network or a host type of each network as it
maps to the security policy ) collected in the steps of Figure 2 is stored in a network
object data structure (step 92)

Figures 3(a) and (b) form a flow chart illustrating a security checking function 100



CA 02525343 2005-11-09
WO 2004/114622 PCT/EP2004/050886

within the security checking program 70 according to the present invention. Security
checking function 100 is also run by the systems administrator on network manager
workstation 34. Security checking function 100 is run after the initialization function
68 is run. The purpose of the security checking function 100 is to compare the
definition of each network object to the definitions of each other network object for
every other possible communication partner to determine if communication 1s
authorized and if so, what protocols are authorized. The authorizations are recorded in
authorization table 71. |

[021] Security checking function 100 begins by identifying each possible "source”
network object (i.e. each possible source of a communication that is sent to a
"destination" network) (step 102). Then, security checking function 100 determines if
this source network object has a defined network type as described above in Figure 2
(decision 104). If not, this source network object is listed as "unknown" (step 106)
within the network object datastructure. Referring again to decision 104, if the source
network object has been defined, this definition is used by the security checking
function 100 (step 108). Then, function 100 identifies each possible "destination™
network object (i.e. each possible destination for a communication from a source
network) (step 120). Then, security checking function 100 determines if this
destination network object has a defined network type as described above in Figure 2
(decision 124). If not, this destination network object is listed as "unknown" (step 126)
within the network object datastructure. If so, this definition is used by the security
checking function 100 (step 123).

[022] For every possible combination of source network object and destination network
object, security checking function 100 does the following based on the network
definitions created by function 68. Security checking function 100 determines if the
source network object type and destination network object type were defined as
described above in Figure 2 (decision 142). If either source or destination network do
not have a valid defined type, this is recorded as an error in the table 71 (step 143). The
table has a set of entries for each combination of source network and respective
destination network. Referring again to decision 142, if both networks in the definition
have been defined, security checking function 100 determines if each network of the
combination is permitted any communication with the other network of the
combination, i.e. are the two types of networks compatible (step 144). If not, an error is
recorded in the table (step 145) and the security checking function loops back to step
120. If so, security checking function 100 checks whether TCP is defined as a
supported IP protocol for each of the source network and respective destination
network in each combination (decision 147). If the firewall does not have any TCP
flows defined for this source/destination network combination, function 100 moves to
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[024]

[025]

decision 180. If TCP flows are defined, function 100 determines if both the source
network and respective destination network types permit usage of TCP (decision 148).
If not, an error is recorded in the table for this combination of source network and
destination network (step 150). If so, then function 100 checks the security policies of
both the source network and the destination network for the permitted TCP ports (step
152) to determine if the TCP source ports are consistent with both policies (decision
154). If not, function 100 records an error in the table (step 160). If so, then function
100 loops back to step 152 to analyze the next TCP port in the current source and
destination network flow.

After all the TCP combinations have been analyzed as to the compliance of the
TCP source ports, function 100 performs an analogous check for the TCP destination
ports. Thus, function 100 checks the security policies of both the source network object
and the respective destination network object of each combination for TCP destination
ports (step 170) to determine if the TCP destination ports are consistent with the policy
(decision 172). If not, function 100 records an error in the table (step 176). If so, then
function 100 loops back to step 170 to analyze the next TCP destination port in the
current combination of source network and destination network.

After the TCP ports of the current combination of source network and destination
network have been analyzed in this manner, function 100 checks whetber UDP flows
have been configured in the firewall or router configuration for current the source
network object and destination network object (step 180). If the firewall does not have
any UDP flows defined for this source and destination network combination function
100 moves to decision 210. If UDP flows are configured, then function 100 determines
if the UDP flows are permitted by each of the source network and destination network
of each combination (decision 184). If not, function 100 records an error in the table
(step 186) and continues on to decision 210. If UDP flows are permitted, then function
100 checks the security policy for both the source network and the destination network
for each UDP source port (step 188) to determine if the UDP source port is consistent
with the policy (decision 190). If not, function 100 records an error in the table (step
192) and then loops back to step 188 to analyze the next UDP source port of the
current source and destination network combination. If so, then function 100 loops
back to step 188 to analyze the next UDP source port in the current combination of
source networks and destination networks.

After all the combinations have been analyzed as to the compliance of the UDP
source ports, function 100 performs an analogous check for the UDP destination ports.
Function 100 checks the security policy of both the source network object and the
destination network object for each UDP destination port (step 202) to determine if the
UDP destination port for the current source network and destination network are
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consistent with the policy (decision 204). If not, function 100 records an error in the
table (step 206) and then loops back to step 202 to analyze the next UDP destination
port for the current source network and destination network combination. If so, then
function 100 loops back to step 202 to analyze the next UDP destination port for the
current source network and destination network combination.

After the UDP destination ports of all the current source network/ destination
network combination have been analyzed as to the compliance with the security policy
of both networks in the respective combination, function 100 checks whether the router
or firewall has ICMP flows defined for the current source network object and
destination network object combination (decision 210). If the router or firewall does
not have any ICMP flows configured then function 100 moves to decision 240. If
ICMP flows are defined, then function 100 determines if the ICMP flows are permitted
with the source network object and destination network object of the current
combination (decision 214). If not, then function 100 records an error in the table for
that respective combination (step 216) . If ICMP flows are defined, then function 100
checks the ICMP type for the source network and destination network of the current
combination (step 218) and then the ICMP codes for the source network and
destination network of the current combination (step 220) to determine 1f they are
consistent with the security policy of the source node and destination node of the
current combination (decision 230). If not, function 100 records an error in the table
(step 232) and loops back to step 220 to analyze the next code. When all the codes are
checked for each type it loops back to analyze the next code (step 213).

Next, function 100 checks the current source network object and respective
destination network object to determine if any other IP protocols are defined (decision
240). If no other IP protocols are defined then function 100 loops back to analyze the
next destination network (step 120). If other IP protocols are configured, function 100
determines if the policy permits another such defined IP protocol for the current source
network and destination network (decision 242). If not, then function 100 records an
error in the table (step 244) and loops back to analyze the next destination network
(step 120). If the security policy permits other IP protocols, for the current combination
of source network and destination network (step 246), function 100 determines if one
of the other defined IP protocols is permitted by the security policy of the current
source network and the destination network combination (step 248). If the other IP
protocol is not permitted, function 100 records an error in the table (step 250) and then
loops back to step 246.

Next, function 100 loops back to step 120 repeating all subsequent steps for the
next destination network. When all destination networks have been analyzed function
100 loops back to step 102 to analyze the next source network, repeating all
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subsequent steps in the function.

After all the foregoing steps illustrated in Figures 3(a) and (b) are performed, an
absence of an error in the table for each combination of source network object and
destination network object and IP protocol (including additional criteria) indicates au-
thorization for such a communication. Then the network object data structure iS stored
in the network definition file (step 300). Then, the table 71 can be sent to the systems
administrator at each network (step 301) to update the firewall or router at his or her
network accordingly (step 302). The errors in the table can be displayed at each
network so the central systems administrator at the network can correct or change the
security policy, IP configuration or network type of the network if desired. If any such
changes are made, they are communicated to the systems administrator of network 11
to rerun security checking program 70.

Based on the foregoing, systems and methods for automatically checking
compliance with security policies of networks have been disclosed. However,
numerous modifications and substitutions can be made without deviating from the
scope of the present invention. For example, rather than looping through all defined
networks for both source and destination network analysis, it may be acceptable in
some scenarios to only analyze the defined source networks and then only the
configured destination networks for each configured data flow. Therefore, the present
invention has been disclosed by way of illustration and not limitation, and reference
should be made to the following claims to determine the scope of the present
invention.
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CLAIMS

1. A system for managing a security policy for a multiplicity of networks, said system
comprising:

means for recording, for each of said multiplicity of networks, (a) a type of said
each network, (b) whether said each network is a source and/or a destination network, and
(c) a list of IP protocol(s) supported by said each network, said multiplicity of networks
comprising a trusted type, a DMZ type, and an untrusted type, said DMZ type of network
being managed by a same enterprise that manages said trusted type of network to provide
security for said DMZ type of network;

means for recording, for said each network, a multiplicity of permitted message
flows for which a firewall for said each network is configured, each of said permitted
message flows comprising a combination of IP protocol, destination network and source
network;

means for automatically identifying a multiplicity of possible combinations of said
multiplicity of networks, wherein each of said possible combinations comprises a source
network and a destination network;

means for automatically determining, based on a type of said each network, a subset
ot said possible combinations, each of said possible combinations in said subset comprising
two networks which are permitted to communicate with each other based on the respective
types ot said two networks, a trusted network being permitted to communicate with said
DMZ network but not with said untrusted network, said DMZ network being permitted to
communicate with both said trusted network and said untrusted network;

means for automatically determining, for each of said possible combinations in said
subset, (a) what IP protocol(s) are supported by said networks in said each possible
combination in said subset, and (b) whether respective firewalls for said networks in said
each possible combination in said subset permit message flows having IP protocols
supported by said networks in said each possible combination of said subset; and

means, based on determinations by both automatic determining means, for

automatically determining which combinations of said multiplicity of networks comprise

END920030015
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networks which are both (a) entitled to communicate with each other based on types of
networks within each combination of said multiplicity of networks and (b) able to
communicate with each other based on IP protocols supported by networks in each
combination of said multiplicity of networks and IP protocols of permitted message tlows

through a firewall(s) for networks in each combination of said multiplicity of networks.

2. A system as set forth in claim 1 wherein said IP protocol(s) supported by said
multiplicity of networks comprise TCP and UDP.

3. A system as set forth in claim 2 wherein:

said IP protocol(s) supported by said multiplicity of networks also comprise ICMP;
and

the means for automatically determining, for each of said possible combinations in
said subset, (a) what IP protocol(s) are supported by said networks in said each possible
combination in said subset, and (b) whether respective firewalls for said networks in said
each possible combination in said subset permit message flows having IP protocols
supported by said networks in said each possible combination of said subset, include means

for comparing ICMP codes and types for said networks in said each possible combination

in said subset.

4. A system as set forth in claim 3 wherein all of said means reside in a computer on

said trusted network.

3. A system as set forth in claim 1 wherein said multiplicity of possible combinations

of said multiplicity of networks comprises all possible combinations of said multiplicity of

networks.

6. A system for managing a security policy for a multiplicity of networks, said system

comprising:

END920030015
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means for recording, for each of said multiplicity of networks, (a) a type of said
each network, (b) whether said each network is a source and/or a destination network, and
(¢) a list of IP protocol(s) supported by said each network;

means for recording, for said each network, a multiplicity of permitted message
flows for which a firewall for said each network is configured, each of said permitted
message flows comprising a combination of IP protocol, destination network and source
network;

means for automatically identifying a multiplicity of possible combinations of said
multiplicity of networks, wherein each of said possible combination comprises a source
network and a destination network:;

means for automatically determining, based on a type of said each network, a subset
of said possible combinations, each of said possible combinations in said subset comprising
two networks which are permitted to communicate with each other based on the respective
types of said two networks;

means for automatically determining, for each of said possible combinations in said
subset, (a) what IP protocol(s) are supported by said networks in said each possible
combination in said subset, and (b) whether respective firewalls for said networks in said
each possible combination in said subset permit message flows having IP protocols
supported by said networks in said each possible combination of said subset; and

means, based on determinations by both automatic determining means, for
automatically determining which combination of said multiplicity of networks comprise
networks which are both (a) entitled to communicate with each other based on types of
networks within each combination of said multiplicity of networks and (b) able to
communicate with each other based on IP protocols supported by networks in each
combination of said multiplicity of networks and IP protocols of permitted message flows

through a firewall(s) for networks in each combination of said multiplicity of networks.

7. A system as set forth in claim 6 wherein said IP protocol(s) supported by said
multiplicity of networks comprise TCP and UDP.

END920030015
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8. A system as set forth in claim 7 wherein:

said IP protocol(s) supported by said multiplicity of networks also comprise ICMP;
and

the means for automatically determining, for each of said possible combinations in
said subset, (a) what IP protocol(s) are supported by said networks in said each possible
combination in said subset, and (b) whether respective firewalls for said networks in said
each possible combination in said subset permit message flows have IP protocols supported
by said networks in said each possible combination of said subset, include means for

comparing ICMP codes and types for said networks in said each possible combination in

said subset.

9. A system as set forth in claim 8 wherein all of said means reside in a computer on

said trusted network.

10. A system as set forth in claim 6 wherein said multiplicity of possible combinations

of said multiplicity of networks comprises all possible combinations of said multiplicity of

networks.

11. A system as set forth in claim 6 wherein:
said multiplicity of networks comprises a trusted type and an untrusted type; and

said trusted type of network is permitted to communicate with said trusted type of

network but is not permitted to communicate with said untrusted type of network.

12. A computer program product for managing a security policy for a multiplicity of
networks, said computer program product comprising:

a computer readable storage media;

first program instructions to record, for each of said multiplicity of networks, (a) a
type of said each network, (b) whether said each network is a source and/or a destination

network, and (c) a list of IP protocol(s) supported by said each network;

END920030015
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second program instructions to record, for said each network, a multiplicity of
permitted message flows for which a firewall for said each network is configured, each of
said permitted message flows comprising a combination of IP protocol, destination network
and source network;

third program instructions to automatically identify a multiplicity of possible
combinations of said multiplicity of networks, wherein each of said possible combinations
comprises a source network and a destination network;

tourth program instructions to automatically determine, based on a type of said each
network, a subset of said possible combinations, each of said possible combinations in said
subset comprising two networks which are permitted to communicate with each other based
on the respective types of said two networks:;

fifth program instructions to automatically determine, for each of said possible
combinations in said subset, (a) what IP protocol(s) are supported by said networks in said
each possible combination in said subset, and (b) whether respective firewalls for said
networks in said each possible combination in said subset permit message flows having IP
protocols supported by said networks in said each possible combination of said subset; and

sixth program instructions, based on determinations by both said fourth and fifth
program 1nstructions, to automatically determine which combinations of said multiplicity of
networks comprise networks which are both (a) entitled to communicate with each other
based on types of networks within each combination of said multiplicity of networks and

(b) able to communicate with each other based on IP protocols supported by networks in
each combination of said multiplicity of networks and IP protocols of permitted message
flows through a firewall(s) for networks in each combination of said multiplicity of

networks; and wherein

said first, second, third, fourth, fifth and sixth program instructions are recorded on

said media.

13. A computer program product set forth in claim 12 wherein said IP protocol(s)

supported by said multiplicity of networks comprise TCP and UDP.

END920030015
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14, A computer program product set forth in claim 13 wherein:

said IP protocol(s) supported by said multiplicity of networks also comprise ICMP;
and

sald fifth program instructions also compare ICMP codes and types for said

networks in said each possible combination in said subset.

15. A computer program product as set forth in claim 14 ‘wherein all of said program

instructions are adapted for execution on a computer on said trusted network.

16. A computer program product as set forth in claim 12 wherein said multiplicity of

possible combinations of said multiplicity of networks comprises all possible combinations

of said multiplicity of networks.

17. A computer program product as set forth in claim 12 wherein:
said multiplicity of networks comprises a trusted type and an untrusted type; and
said trusted type of network is permitted to communicate with said trusted type of

network but is not permitted to communicate with said untrusted type of network.

END920030015
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