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SECURE NETWORK ACCESS USING CREDENTIALS

RELATED CASES

[0001] This application is related to and claims priority to US provisional application US

61/885,445 filed 0 1 October 2014.

TECHNICAL FIELD

[0002] This application relates to the field of secure wireless communications.

BACKGROUND

[0003] Current wireless systems and methods do not allow for secure wireless connections to

be established using credentials from third party sources.

SUMMARY

[0004] The present invention provides a method, system and apparatus for providing an

encrypted wireless connection using third-party credentials.

[0005] Certain example embodiments here include systems and methods for establishing

secure wireless communications, including a system for establishing secure wireless

communications, comprising, a credential-provisioning server in communication with an access

point, a database, an access control server, and a network, the credential-provisioning server

configured to, receive from a mobile user equipment, via the access point, a request to access the

network, send, to the mobile user equipment, via the access point, a web page sign-in option of a

third-party credential, receive, from the mobile user equipment, via the access point, an

indication to use the third-party credential, redirect the mobile user equipment to a corresponding

third-party website login page via the network, and include an identifier, receive an authorization

from the mobile user equipment via the access point, the authorization having been sent to the

mobile user equipment from the third-party website after providing valid third-party credential to

the third-party website, generate a proxy-credential, bind the authorization to the proxy-

credential in the database, send the proxy-credential to the mobile user equipment via the access

point, and authorize, via the access control server and the access point, the mobile user

equipment to establish a secure connection.



[0006] In certain example embodiments the credential-provisioning server is further

configured to, request, via the network, permission to access user information from the third-

party site, and permission to update the third-party site with a location information of the mobile

user equipment.

[0007] In some embodiments the credential-provisioning server is further configured to,

request, via the network, the user information from the third-party site after receiving the

authorization from the mobile user equipment, and receive and save the user information from

the third-party website in response to the request.

[0008] Further in some embodiments, the credential-provisioning server is further configured

to, send the location information of the mobile user equipment to the third-party website via the

network. And in some embodiments, the access control server is configured to, subsequent to the

mobile user equipment previously accessing the network, receive the proxy-credential from the

mobile user equipment via the access point, the proxy-credential having previously been sent to

the mobile user equipment after successfully logging into the third-party website, validate the

proxy-credential from the mobile user equipment via the access point, bind the access token with

the received proxy-credential, send, via the network, the access token to the third-party website

for validation, receive, via the network, an updated access token from the social network website

if the access token is valid, and authorize the mobile user equipment to establish a secure

connection via the access point.

[0009] In certain embodiments, the proxy-credential is a username and password credential, a

client-certificate credential, and/or a dynamic pre-shared key. In some embodiments, the third-

party credential is a social network credential and the third-party website is a social network

website. In some embodiments, the identifier is an App-ID. And in some, the authorization is an

authentication code.

[0010] In some embodiments, the credential-provisioning server is further configured to,

exchange the authorization from the mobile user device for an access token from the third-party

website via the network, and send the access control server the access token to bind, in the

database, to the proxy credential that corresponds to the mobile user equipment.

[0011] And in some embodiments, OAuthv2 (RFC-6749) protocol can be used to receive an

authorization, and exchange the authorization for an access token.



[0012] Example embodiments also include systems and methods for establishing secure

wireless communications, including via an access control server in communication with a

credential-provisioning server, an access point, a database, and a network, receiving a proxy-

credential from a mobile user equipment via the access point, the proxy-credential having

previously been sent to the mobile user equipment from the credential-provisioning server after

successfully logging into a third-party website, validating the proxy-credential from the mobile

user equipment via the access point, retrieving an access token bound to the received proxy-

credential, sending, via the network, the access token to a third-party website for validation,

receiving, via the network, an updated access token from the social network website if the access

token is valid, and authorizing the mobile user equipment to establish a secure connection via the

access point.

[0013] In some example embodiments, the proxy-credential was generated by the credential-

provisioning server in response to the credential-provisioning server, receiving an authorization

from the mobile user equipment via the access point, the authorization having been sent to the

mobile user equipment from the third-party website after providing a valid third-party credential

to the third-party website, and exchanging the authorization from the mobile user device for an

access token from the third-party website via the network.

[0014] In some embodiments, the access control server, binds an access token with the

received proxy-credential, sends, via the network, the access token to a third-party website for

validation, and receives, via the network, an updated access token from the social network

website if the access token is valid.

[0015] Other features and advantages of the invention will be apparent from the following

detailed description, taken in conjunction with the accompanying drawings which illustrate, by

way of example, various features of embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

[0016] For a better understanding of the embodiments described in this application, reference

should be made to the Detailed Description below, in conjunction with the following drawings in

which like reference numerals refer to corresponding parts throughout the figures.

[0017] FIG. 1 is a block diagram showing an example architecture diagram consistent with

the inventive aspects described here.



[0018] FIG. 2A is a messaging chart showing an example message flow consistent with the

inventive aspects described here.

[0019] FIG. 2B is another messaging chart showing an example message flow consistent with

the inventive aspects described here.

[0020] FIG. 3 is another messaging chart showing an example message flow after initial

connection consistent with the inventive aspects described here.

[0021] FIG. 4 is an example flow chart consistent with the inventive aspects described here.

DETAILED DESCRIPTION

[0022] Reference will now be made in detail to embodiments, examples of which are

illustrated in the accompanying drawings. In the following detailed description, numerous

specific details are set forth in order to provide a sufficient understanding of the subject matter

presented herein. But it will be apparent to one of ordinary skill in the art that the subject matter

may be practiced without these specific details. Moreover, the particular embodiments described

herein are provided by way of example and should not be used to limit the scope of the invention

to these particular embodiments. In other instances, well-known data structures, timing

protocols, software operations, procedures, and components have not been described in detail so

as not to unnecessarily obscure aspects of the embodiments of the invention.

Overview

[0023] Certain embodiments disclosed here provide systems and methods for a mobile device

or user equipment (UE) to establish a secure airlink connection to an 802.1 1 Access Point (AP)

using some sort of credential. In certain embodiments, such a credential may be a previously

established user third-party website credential. An example of a third-party website credential

may be a social media or social network (SN) credential.

[0024] UEs are popular today and used to access networks such as the internet, both over wire

and wirelessly. Wireless connections are subject to snooping, eavesdropping and malicious

attacks if not encrypted. And although secure end-to-end tunneling may be established in certain

circumstances (e.g., online banking using HTTPS, which is based on SSL/TLS), such tunneling

still leaves the airlink between the UE and the AP in the clear, without encryption protection.

Thus, traffic not using secure end-to-end tunneling is subject to snooping. Using established



agreements between a wireless service provider and the operator of a website providing

credentials, it is possible to allow consumers to utilize pre-existing website credentials to allow

their UE to log into and establish an encrypted airlink with an AP.

[0025] It should be noted that UEs discussed here could be any number of devices configured

to communicate wirelessly, for example but not limited to smartphones, laptops, netbooks,

ultrabooks, tablets, phablets, handheld computers, etc. These may connect to the internet through

a wireless connection using some network AP.

[0026] Further, it should be noted that certain standards such as IEEE 802. 11 may be used for

radio communication between UEs and APs. These APs that provide internet access may have

"hotspot" functionality including a standards advancement to a hotspot and Wi-Fi connection

known as Hotspot 2.0 (HS2.0). Hotspot 2.0 technology was developed by the Wi-Fi Alliance and

allows UEs automatic and secure connection to a hotspot. Although not limited to HS2.0, the

examples disclosed here use HS2.0 examples in order to put the disclosure into context. Thus,

although not limited to HS2.0, embodiments disclosed here may be utilized using HS2.0

technology.

Security Examples

[0027] UEs are used today for accessing networks such as the internet, in some cases via a

wireless connection. When a wireless connection uses Wi-Fi technology, the UE security and

user security is enhanced when WPA2-Enterprise security is employed. WPA2-Enterprise

security comprises three technologies: 802. IX (Port-based Network Access Control), 802.1 l i

(802.1 1 airlink encryption) and EAP authentication; when WPA2-Enterprise security is

successfully applied, the airlink between a UE and an AP is encrypted. This encryption provides

confidentiality protection, integrity protection, replay protection and protection from so-called

"man-in-the-middle" attacks.

[0028] Part of WPA2-Enterprise security is mutual authentication where a UE authenticates

the identity of an access control server such as an Authentication, Authorization, and Accounting

(AAA) server, thereby insuring it is connected to the intended Wi-Fi network and the network

authenticates the UE's identity. Such an access control server handles requests for access to

network resources and can provide services such as authentication, authorization and accounting

via for example, the RADIUS protocol. Mutual authentication may be carried out using one of



the EAP (Extensible Authentication Protocol, see RFC-3748) methods standardized by the

Internet Engineering Task Force (IETF), for example, EAP-Tunneled Transport Layer Security

(EAP-TTLS) (see RFC-5281). At the conclusion of a successful EAP exchange, the AAA server

delivers to the AP a master session key (MSK) and the UE locally computes its own MSK that,

when successful, has the same value as the MSK delivered to the AP. The MSKs are then used in

conjunction with 802.1 l i encryption protocols to generate a pairwise transient key (PTK), used

to encrypt unicast transmissions between the UE and AP, and to securely transmit a group

transient key (GTK), used to encrypt broadcast and multicast transmissions from the AP to the

UE.

[0029] Independent of Wi-Fi technology, the IETF has developed other protocols which

employ authentication and are commonly used in the world wide web. Two examples are Hyper

Text Transport Protocol Secure (HTTPS) which is HTTP over transport layer security (TLS); see

RFC-2616 for HTTP and RFC-5246 for TLS and HTTP Digest (see RFC-2617). In HTTPS, the

TLS layer may be configured as anonymous for the client, meaning that the client authenticates

the server using the server's X.509 certificate but the server does not authenticate the client.

Client authentication may be performed after the TLS tunnel has been successfully established

by having the client provide a uniform resource locator (URL)-encoded username/password to

the server, transported over HTTP, inside the encrypted TLS tunnel. Both HTTPS and HTTP

Digest support mutual authentication. But, neither of these technologies provides, or generates,

an MSK which can be used in conjunction with 802.1 l i to secure a Wi-Fi airlink.

[0030] Many websites have a large user base whose users have already been issued

username/password credentials, and could benefit by leveraging those credentials for other

purposes, such as for wireless network access.

[0031] Examples of websites which have issued username/password credentials to a large

number of users includes, but is not limited to SN sites such as Facebook, Google, Google+,

MySpace, Linkedln, Triplt, Twitter, Yammer and Yahoo! to name a few. Users of SN sites

might want to use their credentials for Wi-Fi network access and/or update their SN home page

with their current location (i.e., a "check-in"). SN sites might want to support these uses of

credentials as a means to extend their advertising to venue owners providing public Wi-Fi

network access. There are other websites which have issued username/password credentials as



well which might want to leverage them for Wi-Fi network access, such as retail and hospitality

loyalty sites.

[0032] In certain embodiments, once user authentication has been successfully completed, the

AAA server can post an update on the user's social media home page and/or retrieve information

about the user. It should be noted that in certain embodiments, when the user authorized the

providing public Wi-Fi venue owner to use their social network site credentials, they also

authorize the social network site API to provide certain personal information, deemed by the user

to be sharable. For example, the AAA server could update the venue name and location where

the user's UE logs in, such as the particular coffee store at 1 3 Main Street. Also the AAA server

could retrieve from the example SN site API the user's list of friends, their favorite food and

other personal information. In turn the AAA server could pass this information to a location-

based services engine which may provide some sort of customer enhancement that the venue

promotes. This information can be valuable for a wireless services provider as it may allow that

hotspot operator to provide some degree of personalized services to the user. For example, the

venue could offer to the user a discount coupon for their favorite beverage, or perhaps could

offer a free beverage the next time they bring on of their friends on the list, etc.

[0033] And there are various reasons why a user may wish to use a pre-existing SN account

credential to log into a network. That user may want their social network friends to know where

they are. They may find useful that their SN credentials gain them Wi-Fi access at potentially

many venues to access the internet. Further, by tying the SN account into the wireless service

provider login, there may be promotions for which that user is eligible, as explained above.

[0034] Many SN websites support an authentication technology called OAuth 2.0 (see IETF

RFC-6749). The embodiments described herein include systems and methods which can leverage

OAuth2 authorization protocols and Hotspot 2.0 Release 2 online signup (in-venue, on-the-spot

credential provisioning) to provide wireless network access in a manner which generates an

MSK enabling WPA2-Enterprise use in public wireless access networks. Thus these systems and

methods provide on-boarding to Wi-Fi hotspots, allowing consumers to or "bring your own

device" (BYOD) to the network.



Example Flow

[0035] In an example situation, a user (consumer) walks into a hotspot location equipped with

APs used to provide wireless internet access for its customers. In certain embodiments, the

example APs are configured to use WPA2-Enterprise security. The user, wishing to connect to

the internet, is required to sign into a wireless service provider account, which must be

established with the individual wireless service provider company operating those wireless APs.

In this example, initially, the UE's connection manager does not possess credentials that could be

used to authenticate with the hotspot. What is required is for each user to establish a login

credential (e.g., username and password) with the individual wireless service providers they

choose to use. The login credential may be used while logging into any AP operated by that

particular wireless service provider.

[0036] However, the user may have a username/password credential for an example SN site.

Further the SN site, in this example, supports OAuthv2. And, the APs in the local hotspot are

configured to use Hotspot 2.0 Release 2, which includes an online sign-up capability. The

embodiments here describe the systems and methods for a server to use OAuthv2 in conjunction

with Hotspot 2.0 online sign-up protocols in a manner that uses pre-existing SN credential for

user authentication, followed by the generation of an MSK thereby facilitating airlink encryption

according to the WPA2-Enterprise protocol. It should be noted that OAuthv2 does not generate

an MSK. The server mentioned above is a server, (or group of servers or functionality distributed

among a plurality of servers) that implement hotspot functionality.

[0037] In certain embodiments, the user establishes their identity by signing into a SN

website and authorizing the wireless service provider to use their SN identity. Once so

authorized, an online signup (OSU) server creates a "proxy-credential", which it then binds to

the user's SN identity. Use of the term OSU server is not intended to be limiting. Any number of

servers could be used here including but not limited to a credential-provisioning server. It is

sufficient that the OSU server provide credential-provisioning functionality as described herein.

[0038] It should also be noted that one of ordinary skill in the art would recognize that the

concepts described herein could equally apply where another credential is used to create a proxy

credential to facilitate encryption of an airlink.

[0039] Hotspot 2.0 online sign-up protocols are used to establish and provision to the mobile

device a so-called "proxy-credential". The proxy-credential can be a username and password



credential or an X.509 client-certificate credential. Although called a proxy-credential in this

invention, it may be no different than any username/password or client-certificate credential used

with WPA2-Enterprise. As such, subsequent to EAP authentication, the UE and AP generate or

obtain respectively an MSK, which in turn is used to encrypt communications on the airlink.

After the hotspot' s OSU server provisions the proxy-credential to the UE, it also provisions the

proxy-credential to the wireless service provider's (hotspot operator's) AAA server for future

use. Thereafter, the UE can use the proxy-credential with Hotspot 2.0 protocols to automatically

and securely log into hotspots operated by the wireless service provider.

[0040] Therefore, when the consumer comes back to the hotspot (at the initial location or

another location), the UE can automatically and autonomously use the proxy-credential

according to Hotspot 2.0 protocols to login to the hotspot. When the hotspot' s AAA server

receives the UE's authentication request, it checks with the SN website to confirm the user's

authorization to use his/her SN credential is still in effect, and if so, authenticates the UE and

authorizes it for Wi-Fi access.

Overview Sign In Examples

[0041] Now turning in detail to FIG. 1 which depicts an example embodiment of how a user

via a UE 110 may sign into a wireless service provider with existing credentials, and thereby

establish a secure airlink. In this example, the hotspot has two WLANs operating concurrently—a

secure WPA2-Enterprise WLAN and an open WLAN used for online signup. Furthermore, the

hotspot operator has previously made arrangements with an SN website to provide Wi-Fi access

using the SN's users' credentials. When this arrangement was made, the hotspot operator

obtained from the SN website a "App-ID", which can identify that hotspot operator. In some

embodiments the App-ID can uniquely identify the hotspot operator. As will be described, the

App-ID can be used in certain message exchanges between the hotspot's OSU server and SN

website. It should be noted that the use of the term App-ID is not intended to be limiting, as it

could be any number of identifiers in various embodiments.

[0042] First, the UE 110 comes in range of an access point (AP) 115 and using Hotspot 2.0

protocols, determines it doesn't possess the proper security credentials to join the hotspot. So

instead the UE associates to the open SSID used for online sign-up. In step 101, the UE receives

an OSU webpage 127 via portal 126, and presents it to the user via the UE 110. The OSU



webpage may present various choices for the user to log into and use the wireless service

provider service, one of which may be via that user's pre-existing SN credential 127, such as

their username and password.

[0043] Next in the example, in step 102, if the user clicks on the choice to use their pre

existing SN credential, the UE browser is redirected by the portal to the appropriate SN website.

Before the UE browser is redirected to the SN site, the portal 126 adds the App-ID or identifier

of the wireless service provider to the redirection URL which causes the SN site to display to the

user the wireless service provider, or other custom information, in this example "Green Wi-Fi' s"

(an exemplary service provider) request to access to the user's SN webpage and/or information.

The user is offered the ability to log into the SN site using their previously established SN

username and password.

[0044] If the user provides appropriate credentials, the SN site sends an Authentication Code

to the UE. It should be noted that the use of the term Authentication Code is not intended to be

limiting. Any of various authorizations could be used; it is sufficient that the Authorization Code

indicate authorization from the SN site. The user may also give authorization to permit the

wireless service provider, in this example "Green Wi-Fi's" Identity Manager and AAA (together

here as IDM) 123 to access certain user information from the particular SN site at various levels

or perform certain activities. For example, certain levels may allow the system to access personal

information from the user's SN account, such as demographic information, friend information,

history of visited locations, etc. Certain examples may allow the system to access the user's

account and write a "check-in" post to the user's SN page. Then, continuing with step 103 of the

example embodiment, the UE 110 may then be redirected by the SN site 132 to portal 126 with

an Authentication Code or authorization provided by the SN site.

[0045] Then in certain example embodiments, in step 104, the OSU server via the IDM 123,

sends a request directly to the SN site server 130 to exchange the Authentication Code for an

Access Token. Some SN websites limit the lifetime of the Authentication Code to a short time

interval, for example two hours. Therefore, wireless service providers have up to two hours to

exchange the Authentication Code for an Access Token. In some situations, the Access Token

remains in effect for a longer period of time, for example sixty days. Once the Access Token

expires, a new Authentication Code and Access Token need to be obtained by the wireless



service provider in order to continue accessing that SN user's credential. The wireless service

provider uses the Access Token as described below.

[0046] Once the OSU server 1 0 has the Access Token, it creates a binding to the proxy-

credential and stores the binding, the Access Token and proxy-credential in its local user

database, which is in communication with the IDM 1 3 in the example. Next, in step 105 the

provisioning server (PS) 125 generates a proxy-credential to send to the UE 110 to provision it

using the methods of Hotspot 2.0 release 2, in this example.

[0047] In example embodiments that do not use an Access Token, the OSU server or the

proxy-credential server may bind the proxy-credential with the authorization in a database.

[0048] Once provisioned, the UE can switch to an encrypted Wireless Local Area Network

(WLAN) of the AP. To switch (at the initial location or when the user later returns to the same

location or another location where the proxy-credential can be used), the UE automatically and

autonomously uses the proxy-credential according to Hotspot 2.0 protocols to login to the

hotspot. When the hotspot' s AAA server receives the UE's authentication request, it sends the

Access Token to the SN website to confirm the user's authorization to use his/her SN credential

is still in effect. If the Access Token is accepted by the SN website, the user's authorization is

still in effect; if so, the AAA server authenticates the UE's proxy-credential and, if successful,

authorizes the mobile device for Wi-Fi access. If the Access Token is not accepted by the SN

website, the user's authorization has either expired or been revoked, therefore the AAA server

rejects the UE's proxy-credential authentication request and does not authorize the mobile device

for Wi-Fi access.

[0049] One skilled in the art will recognize that the proxy-credential could instead be a

dynamic, pre-shared key. A dynamic, pre-shared key would be issued by a server when Wi-Fi

security is configured to use WPA-Personal or WPA2-Personal (which employs a pre-shared key

to establish cryptographic keys).

Detailed Example Message Sequences where UE has not been Previously Authenticated

[0050] In order to help illustrate certain embodiments herein, detailed message sequence

charts are provided in examples in FIGS. 2A and 2B.

[0051] FIG. 2A depicts an example message sequence, detailing the example sequences and

steps used in the methods and systems disclosed here. FIG. 2B depicts example Hotspot 2.0



steps, after the SN credentials are used to log in, and the binding has taken place, as described

above. Again a SN example is used, but should not be interpreted as limiting, merely illustrative.

[0052] FIG. 2A includes a UE 10, an AP 212, and certain networking aspects, shown for

example, housed in an OSU 220. These include a dataplane module, called a D-Blade 222, which

is a data forwarding engine that forwards packets through the OSU and integrated database

management and AAA server (IDM), 223, a data base, here a distributed database 224 such as

server running Cassandra, a provisioning server (PS), 225 which provisions a security credential

to the UE using Hotspot 2.0 methods, and a portal 226 which acts as an interface for the user via

the UE browser. The security credential can be a username/password or an X.509v3 client

certificate. Also shown is a certificate CA 228 which may be used to create X.509v3 client

certificates as needed. Also shown is the SN website 230.

[0053] It should be noted that in the above example, the D-Blade is used, as it serves as the

access list (ACL) enforcer to allow only the OSU/SN relevant packets to be routed to the OSU

modules and SN login site. Different example embodiments may deploy such capability on the

AP instead of the D-Blade.

[0054] Note that the example steps in the following paragraphs are illustrative of steps in

Hotspot 2.0 message sequences in conjunction with OAuth 2 (RFC-5746) messages where the

SN site and the venue operator create a secure Wi-Fi session using WPA2-Enterprise.

[0055] Turning to the messaging exchange example in FIG. 2A, in which the UE 210 does

not already have the credentials used to log in, to the wireless service provider hotspot, but does

have a SN log in credential, the UE 210 messages the AP 212 at 250. At this step, the UE

determines, using Hotspot 2.0 methods, that it cannot join the WPA2-Enterprise SSID at the

hotspot because it doesn't have a valid security credential and therefore decides to sign up for

Wi-Fi access.

[0056] Next, the UE 210 and AP 212 exchange messages 252 where the UE 210 associates to

the signup SSID on AP 212.

[0057] Then, messages are exchanged 254, where the UE 210 establishes a transport layer

security (TLS) connection with the PS 225 via the D-Blade 222. It should be noted that in certain

embodiments, the D-Blade 222 is not needed here.

[0058] Next, a message is sent 256, from the UE 2 10 to verify with the Root CA 240 that the

PS's server certificate, or the OSU server certificate, has not been revoked. This procedure uses



online certificate status protocol (OCSP) to validate the OSU certificate via the D-Blade 222. It

should be noted that in certain embodiments, the D-Blade 222 is not necessary here.

[0059] Next, a message is sent 258, a sppPostDevData request (simple object access protocol,

SOAP-XML) by the UE 210 to the PS 225 via the D-Blade 222. It should be noted that in certain

embodiments, the D-Blade 222 is not necessary here. The sppPostDevData request is a Hotspot

2.0 request method which initiates credential provisioning, such as for example, online signup.

[0060] Then, a SOAP-XML message is sent 260, from the PS 225 back to the UE 2 10, a

command to launch a browser to a URL which is the URL of the portal 226.

[0061] The UE 210 then, exchanges messages 262, with the portal 226 for the portal signup

page using HTTPS via the D-Blade 222. It should be noted that in certain embodiments, the D-

Blade 222 is not necessary here(the D-Blade is used as the access control list (ACL) enforcer to

allow only the OSU/SN relevant packets to be routed to the OSU modules and SN login site. If

these access restrictions are not needed or performed by some other network component, the D-

Blade is not used). Once the user's mobile device renders the portal signup page, the UE 210 user

can "Access Green Wi-Fi' s Hotspot using SN credential."

[0062] Messages are then exchanged 264 to redirect to the SN, 230, where the portal 226,

adds an identifier or App-ID, redirect URI (back to Portal) via the D-Blade 222. It should be

noted that a messages 264 may not need to be sent via the D-Blade 222 in certain embodiments.

[0063] The UE 210 then exchanges messages 266, with the SN website 230 to exchange SN

login dialogue and confirm the PS client permissions (as described above) via the D-Blade 222.

It should be noted that messages 266 may not need to be sent via the D-Blade 222 in certain

embodiments.

[0064] Then the SN site 230 may message to redirect 268, the UE 210 with the

Authentication Code or authorization.

[0065] The UE 210 then sends a confirmation message 270, to the portal 226 via the D-Blade

222, with the Authentication Code or authorization. It should be noted that a message 270 may

not need to be sent via the D-Blade 222 in certain embodiments.

[0066] Portal 226 sends a registration request to the IDM 272.

[0067] The IDM exchanges messages 274 with the SN website, whereby as previously

described, it exchanges the Authentication Code with the Access Token from the SN. The IDM



saves the Access Token in the database 224. This allows the IDM to look up the Access Token at

a future date when the user comes back and attempts to join the hotspot.

[0068] Access Token and the IDM 223 may send a response of a confirmation or failure

notice 278 for the request to use the SN's user credential to the portal 226.

[0069] Finally 280, the portal 226 sends a final "HTTP redirect 302" to the UE 210. If the

request to use the SN's user's credential for Wi-Fi access failed (notification provided in message

228), the portal 226 informs the UE 310 in this step. This completes the SN part of the

authorization in this example.

[0070] Described next are the steps to provision a proxy-credential, specifically, an X.509v3

client certificate to the user's UE and then bind the SN credential with the proxy-credential (the

new X.509v3 client certificate credential) the system is issuing.

[0071] Next, in this example, as shown in FIG. 2B, the Hotspot 2.0 exchanges are made to

complete the online signup procedure. The UE 210 sends an SOAP-XML indication message

282 that the user has completed provisioning all the necessary information to the SN website to

the PS 225. This may be the PS's signal to initiate certificate credential enrollment. Enrollment is

the name used by Hotspot 2.0 for issuing a client certificate to a mobile device.

[0072] Next with message 284, the PS 225 sends a certificate enrollment request (SOAP-

XML) message to the UE 210.

[0073] The UE 2 10 then exchanges HTTPS-based messages 286 via the D Blade 222, to the

PS 225 to perform certificate enrollment (EST, see Enrollment over Secure Transport, IEFT

RFC-7030). It should be noted that to exchange messages 289 in certain embodiments, the D-

Blade 222 is not necessary here. Then the PS 225 exchanges messages 288 with CA 228 to

generate a client certificate, which is provisioned to the UE.

[0074] After the UE 210 successfully installs the certificate, the UE signals a success

indication 290 to the PS 225.

[0075] The PS 225 exchanges messages 292 to get a Hotspot 2.0 PerProviderSubscription

Management Object (PPS MO) from the IDM 223. The PPS MO contains connection manager

settings for the UE, identifying information for the service provider (e.g. Green Wi-Fi) and other

metadata related to the credential.

[0076] The PS 225 then sends a message 294 to provision the UE 210 with PPS MO.



[0077] The UE 2 10, then sends a message 296 via the D-Blade 222 to the PS 225 that the PPS

MO was installed successfully, (SOAP-XML). It should be noted that a message 296 may not

need to be sent via the D-Blade 222 in certain embodiments.

[0078] The PS 225 sends a message 298, the UE 210 that the registration succeeded, (SOAP-

XML).

[0079] And the UE 210, sends a message 299 via the D-Blade 222, the PS 225, to indicate

release TLS (SOAP-XML). This then allows encrypted communication between the AP and UE

because the UE is provisioned with the appropriate certificates and/or MSK. It should be noted

that a message 299 may not need to be sent via the D-Blade 222 in certain embodiments.

Messaging Examples After Previously Authenticating

[0080] The examples shown above in FIGs 2A and 2B are when the UE has not previously

connected using the SN credentials. FIG. 3 depicts an example where the user 310 has already

visited the hotspot and has already been provisioned a client certificate, which was bound by the

OSU server to their SN credential, by the generated Access Token.

[0081] In the example, FIG. 3, an example UE 310 comes into range with and wishes to

associate with an AP 312, the AP sends a message 350 to the UE 310. The UE's connection

manager may use 802.1 l u GAS/ANQP, or another generic advertisement service / access

network query protocol, to determine whether it has a credential from any of the Wi-Fi network's

roaming partners or the Wi-Fi hotspot operator itself.

[0082] Next, the AP sends a message 352, to the UE that it can authenticate credentials from

the wireless service provider, for example via the realm "Green-Wi-Fi" from the previous

examples.

[0083] Then, the UE 310 exchanges message 354 with the AP 312 to associate to the AP 312.

[0084] The UE 310 exchanges message 356 with the AP 312 which in turn exchanges

messages 358 with the IDM 323 via the D-Blade server 322 to initiate an EAP-TLS

authentication exchange with the wireless service provider's AAA server 323. In this step, the

AAA server begins authenticating the UE's proxy-credential (which is an X.509v3 client

certificate). Note that EAP-TLS is the method used when the UE possesses an X.509v3 client

certificate. It should be noted that a message 358 may not need to be sent via the D-Blade 222 in

certain embodiments.



[0085] Next, when the AAA server in the IDM 323 receives the client certificate, it sends a

message to the database 324 which in turn sends a message 362 back regarding the example SN

site Access Token for that user.

[0086] Then, the IDM 323 sends a message 364, with the Access Token to the example social

network site 330 API. In return, the SN site sends a message 366, with an updated Access Token.

[0087] If the update succeeds, then the user has not revoked permission to use the example

SN site credential and the EAP authentication should proceed.

[0088] Next, messages are exchanged 368 between the AAA server in the IDM 323 with the

AP 312 via the D-Blade 322, regarding EAP success and Access-Accept (success) via RADIUS.

It should be noted that a messages 368 may not need to be sent via the D-Blade 222 in certain

embodiments.

[0089] Then the AP 312 and UE 310 exchange messages 370 regarding the 802. 11 four-way

handshake (4WHS), to establish a layer 2 security association (WPA2 Enterprise security). Note

that if an Access Token update fails, then the user authentication should fail and the UE should

be de-authenticated from the Wi-Fi network (in this case a RADIUS Access Reject message is

sent to the AP).

[0090] This then allows encrypted communications between the AP and the UE.

Example Summary

[0091] FIG. 4 shows a flow chart with an example summary of certain embodiments

described herein. First, 410 a credential-provisioning server first receives from a mobile user

equipment a request to access the network. Then 420, the credential-provisioning server sends, to

the mobile user equipment a web page sign-in option of a third-party credential. Then 430 the

credential-provisioning server receives from the mobile user equipment an indication to use the

third-party credential. Then 440 the credential-provisioning server redirects the mobile user

equipment to a corresponding third-party website login page via the network, and include an

identifier. Then 450 the credential-provisioning server receives an authentication code or

authorization from the mobile user equipment the authentication code or authorization having

been sent to the mobile user equipment from the third-party website after providing valid third-

party credential to the third-party website. Then 460 the credential-provisioning server generates

a proxy-credential and binds the authorization to the proxy credential in the database. Then 470



the credential-provisioning server sends the proxy credential to the mobile user equipment via

the access point. Finally, 480 the credential-provisioning server authorizes the mobile user

equipment to establish a secure connection.

Example Embodiments with a Single Housing

[0092] It should be noted that in the figures certain functionalities and components parts are

shown grouped into one unit, the online signup server (OSU) 1 0. But this is only exemplary and

illustrative. For example, in FIG. 1, the OSU 120 is shown including the portal 126, the IDM 123

or AAA server, the provisioning server (PS) 125. And in FIG. 2, an OSU 220 is shown including

a D-Blade 222, an IDM 223, a database 224, a PS 225, a portal 226, and certificates 228. The

database 224 may be any distributed database, such as a Cassandra database, in order to provide

replication across OSU nodes, thereby facilitating massive scalability for carrier deployments.

But any and all of these components need not be singularly housed into one component, the OSU

120, and 220, etc. Instead, the component parts may be grouped in any fashion. But in these

example embodiments here, certain component parts are grouped into one product housing, the

OSU 120, 220, 320.

Conclusion

[0093] It should be noted that the term "hotspot" is used in an exemplary manner only. The

inventive aspects of the disclosure here could be used with many different kinds of wireless

communications interfaces and standards. Wi-Fi standards are used in exemplary fashion

throughout this disclosure.

[0094] As disclosed herein, features consistent with the present inventions may be

implemented via computer-hardware, software and/or firmware. For example, the systems and

methods disclosed herein may be embodied in various forms including, for example, a data

processor, such as a computer that also includes a database, digital electronic circuitry, firmware,

software, computer networks, servers, or in combinations of them. Further, while some of the

disclosed implementations describe specific hardware components, systems and methods

consistent with the innovations herein may be implemented with any combination of hardware,

software and/or firmware. Moreover, the above-noted features and other aspects and principles

of the innovations herein may be implemented in various environments. Such environments and



related applications may be specially constructed for performing the various routines, processes

and/or operations according to the invention or they may include a general-purpose computer or

computing platform selectively activated or reconfigured by code to provide the necessary

functionality. The processes disclosed herein are not inherently related to any particular

computer, network, architecture, environment, or other apparatus, and may be implemented by a

suitable combination of hardware, software, and/or firmware. For example, various general-

purpose machines may be used with programs written in accordance with teachings of the

invention, or it may be more convenient to construct a specialized apparatus or system to

perform the required methods and techniques.

[0095] Aspects of the method and system described herein, such as the logic, may be

implemented as functionality programmed into any of a variety of circuitry, including

programmable logic devices ("PLDs"), such as field programmable gate arrays ("FPGAs"),

programmable array logic ("PAL") devices, electrically programmable logic and memory

devices and standard cell-based devices, as well as application specific integrated circuits. Some

other possibilities for implementing aspects include: memory devices, microcontrollers with

memory (such as EEPROM), embedded microprocessors, firmware, software, etc. Furthermore,

aspects may be embodied in microprocessors having software-based circuit emulation, discrete

logic (sequential and combinatorial), custom devices, fuzzy (neural) logic, quantum devices, and

hybrids of any of the above device types. The underlying device technologies may be provided in

a variety of component types, e.g., metal-oxide semiconductor field-effect transistor

("MOSFET") technologies like complementary metal-oxide semiconductor ("CMOS"), bipolar

technologies like emitter-coupled logic ("ECL"), polymer technologies (e.g., silicon-conjugated

polymer and metal-conjugated polymer-metal structures), mixed analog and digital, and so on.

[0096] It should also be noted that the various logic and/or functions disclosed herein may be

enabled using any number of combinations of hardware, firmware, and/or as data and/or

instructions embodied in various machine-readable or computer-readable media, in terms of their

behavioral, register transfer, logic component, and/or other characteristics. Computer-readable

media in which such formatted data and/or instructions may be embodied include, but are not

limited to, non-volatile storage media in various forms (e.g., optical, magnetic or semiconductor

storage media) and carrier waves that may be used to transfer such formatted data and/or

instructions through wireless, optical, or wired signaling media or any combination thereof.



Examples of transfers of such formatted data and/or instructions by carrier waves include, but are

not limited to, transfers (uploads, downloads, e-mail, etc.) over the Internet and/or other

computer networks via one or more data transfer protocols (e.g., HTTP, FTP, SMTP, and so on).

[0097] Unless the context clearly requires otherwise, throughout the description and the

claims, the words "comprise," "comprising," and the like are to be construed in an inclusive

sense as opposed to an exclusive or exhaustive sense; that is to say, in a sense of "including, but

not limited to". Words using the singular or plural number also include the plural or singular

number respectively. Additionally, the words "herein," "hereunder," "above," "below," and

words of similar import refer to this application as a whole and not to any particular portions of

this application. When the word "or" is used in reference to a list of two or more items, that word

covers all of the following interpretations of the word: any of the items in the list, all of the items

in the list and any combination of the items in the list.

[0098] Although certain presently preferred implementations of the invention have been

specifically described herein, it will be apparent to those skilled in the art to which the invention

pertains that variations and modifications of the various implementations shown and described

herein may be made without departing from the spirit and scope of the invention. Accordingly, it

is intended that the invention be limited only to the extent required by the applicable rules of law.

[0099] The foregoing description, for purpose of explanation, has been described with

reference to specific embodiments. However, the illustrative discussions above are not intended

to be exhaustive or to limit the invention to the precise forms disclosed. Many modifications and

variations are possible in view of the above teachings. The embodiments were chosen and

described in order to best explain the principles of the invention and its practical applications, to

thereby enable others skilled in the art to best utilize the invention and various embodiments with

various modifications as are suited to the particular use contemplated.



CLAIMS

We claim:

1. A system for establishing secure wireless communications, comprising,

a credential-provisioning server in communication with an access point, a database, an

access control server, and a network, the credential-provisioning server configured to,

receive from a mobile user equipment, via the access point, a request to access the

network;

send, to the mobile user equipment, via the access point, a web page sign-in

option of a third-party credential;

receive, from the mobile user equipment, via the access point, an indication to use

the third-party credential;

redirect the mobile user equipment to a corresponding third-party website login

page via the network, and include an identifier;

receive an authorization from the mobile user equipment via the access point, the

authorization having been sent to the mobile user equipment from the third-party website after

providing valid third-party credential to the third-party website;

generate a proxy-credential;

bind the authorization to the proxy-credential in the database;

send the proxy-credential to the mobile user equipment via the access point; and

authorize, via the access control server and the access point, the mobile user

equipment to establish a secure connection.

2. The system of claim 1 wherein the credential-provisioning server is further configured to,

request, via the network,

permission to access user information from the third-party site; and

permission to update the third-party site with a location information of the

mobile user equipment.

3. The system of claim 2 wherein the credential-provisioning server is further configured to,



request, via the network, the user information from the third-party site after

receiving the authorization from the mobile user equipment; and

receive and save the user information from the third-party website in response to

the request.

4. The system of claim 2 wherein the credential-provisioning server is further configured to,

send the location information of the mobile user equipment to the third-party

website via the network.

5. The system of claim 1 wherein the credential-provisioning server is further configured to,

exchange the authorization from the mobile user device for an access token from

the third-party website via the network; and

send the access control server the access token to bind, in the database, to the

proxy credential that corresponds to the mobile user equipment.

6. The system of claim 1 wherein the proxy-credential is a username and password credential.

7. The system of claim 1 wherein the proxy-credential is a client-certificate credential.

8. The system of claim 1 wherein the proxy-credential is a dynamic pre-shared key.

9. The system of claim 1 wherein the third-party credential is a social network credential and the

third-party website is a social network website.

10. The system of claim 1 wherein the identifier is an App-ID.

11. The system of claim 1 wherein the authorization is an authentication code.

12. The system of claim 5 wherein the access control server is configured to,

subsequent to the mobile user equipment previously accessing the network,



receive the proxy-credential from the mobile user equipment via the access point,

the proxy-credential having previously been sent to the mobile user equipment after successfully

logging into the third-party website;

validate the proxy-credential from the mobile user equipment via the access point;

retrieve the access token bound to the received proxy-credential;

send, via the network, the access token to the third-party website for validation;

receive, via the network, an updated access token from the social network website

if the access token is valid; and

authorize the mobile user equipment to establish a secure connection via the

access point.

13. The system of claim 1 wherein the,

receive an authorization, and exchange the authorization for an access token, is via

OAuthv2 (RFC-6749) protocol.

14. A method for establishing secure wireless communications, comprising,

via a credential-provisioning server in communication with an access point, a database,

an access control server, and a network,

receiving from a mobile user equipment, via the access point, a request to access

the network;

sending, to the mobile user equipment, via the access point, a web page sign-in

option of a third-party credential;

receiving, from the mobile user equipment, via the access point, an indication to

use the third-party credential;

redirecting the mobile user equipment to a corresponding third-party website

login page via the network, and include a App-ID;

receiving an authorization from the mobile user equipment via the access point,

the authorization having been sent to the mobile user equipment from the third-party website

after providing valid third-party credential to the third-party website;

generating a proxy-credential;

binding the authorization to the proxy-credential in the database;



sending the proxy-credential to the mobile user equipment via the access point;

and

authorizing, via the access control server and the access point, the mobile user

equipment to establish a secure connection.

15. The method of claim 14 further comprising, via the credential-provisioning server,

requesting, via the network,

permission to access user information from the third-party site; and

permission to update the third-party site with a location information of the

mobile user equipment.

16. The method of claim 15 further comprising, via the credential-provisioning server,

requesting, via the network, the user information from the third-party site after

receiving the authorization from the mobile user equipment; and

receiving and save the user information from the third-party website in response

to the request.

17. The method of claim 15 further comprising, via the credential-provisioning server,

sending the location information of the mobile user equipment to the third-party

website via the network.

18. The method of claim 14 further comprising, via the credential-provisioning server,

exchanging the authorization from the mobile user device for an access token from the

third-party website via the network; and

sending the access control server the access token to bind, in the database, to the proxy

credential that corresponds to the mobile user equipment.

19. The method of claim 14 wherein the proxy-credential is a username and password credential.

20. The method of claim 14 wherein the proxy-credential is a client-certificate credential.



21. The method of claim 14 wherein the proxy-credential is a dynamic pre-shared key.

22. The method of claim 14 wherein the third-party credential is a social network credential and

the third-party website is a social network website.

23. The method of claim 14 wherein the,

receive an authorization code, and exchange the authorization for an access token, is via

OAuthv2 (RFC-6749) protocol.

24. The method of claim 14 wherein the identifier is an App-ID.

25. The method of claim 14 wherein the authorization is an authentication code.

26. The method of claim 18 further comprising, via the access control server,

subsequent to the mobile user equipment previously accessing the network,

receiving the proxy-credential from the mobile user equipment via the access

point, the proxy-credential having previously been sent to the mobile user equipment after

successfully logging into the third-party website;

validating the proxy-credential from the mobile user equipment via the access

point;

retrieving the access token bound to the received proxy-credential;

sending, via the network, the access token to the third-party website for

validation;

receiving, via the network, an updated access token from the social network

website if the access token is valid; and

authorizing the mobile user equipment to establish a secure connection via the

access point.

27. A method for establishing secure wireless communications, comprising,

via an access control server in communication with a credential-provisioning server, an

access point, a database, and a network,



receiving a proxy-credential from a mobile user equipment via the access point,

the proxy-credential having previously been sent to the mobile user equipment from the

credential-provisioning server after successfully logging into a third-party website;

validating the proxy-credential from the mobile user equipment via the access

point; and

authorizing the mobile user equipment to establish a secure connection via the

access point.

28. The method of claim 27 wherein the proxy-credential is a username and password credential.

29. The method of claim 27 wherein the proxy-credential is a client-certificate credential.

30. The method of claim 27 wherein the proxy-credential is a dynamic pre-shared key.

31. The method of claim 27 wherein the proxy-credential was generated by the credential-

provisioning server in response to the credential-provisioning server,

receiving an authorization from the mobile user equipment via the access point,

the authorization having been sent to the mobile user equipment from the third-party website

after providing a valid third-party credential to the third-party website.

32. The method of claim 27 wherein the proxy-credential was generated by the credential-

provisioning server in response to the credential-provisioning server,

exchanging the authorization from the mobile user device for an access token

from the third-party website via the network.

33. The method of claim 27 further comprising, via the access control server,

binding an access token with the received proxy-credential;

sending, via the network, the access token to a third-party website for validation;

and

receiving, via the network, an updated access token from the social network

website if the access token is valid.
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□ As all required additional search fees were timely paid by the applicant, this international search report covers all searchable
claims.

□ As all searchable claims could be searched without effort justifying additional fees, this Authority did not invite payment of
additional fees.

□ As only some of the required additional search fees were timely paid by the applicant, this international search report covers
only those claims for which fees were paid, specifically claims Nos.:

No required additional search fees were timely paid by the applicant. Consequently, this international search report is
restricted to the invention first mentioned in the claims; it is covered by claims Nos.:
1-26

Remark on Protest The additional search fees were accompanied by the applicant's protest and, where applicable, the
payment of a protest fee.

I I The additional search fees were accompanied by the applicant's protest but the applicable protest

□ fee was not paid within the time limit specified in the invitation.

No protest accompanied the payment of additional search fees.
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Continuation of:
Box III. Observations where unity of invention is lacking

Special Technical Features:

The invention of Group I included the features of the credential-provisioning server configured to, receive from a mobile user equipment,
via the access point, a request to access the network; send, to the mobile user equipment, via the access point, a web page sign-in
option of a third-party credential; receive, from the mobile user equipment, via the access point, an indication to use the third party
credential; redirect the mobile user equipment to a corresponding third-party website login page via the network, and include an
identifier; receive an authorization from the mobile user equipment via the access point, the authorization having been sent to the mobile
user equipment from the third-party website after providing valid third-party credential to the third-party website; generate a proxy-
credential; bind the authorization to the proxy-credential in the database; send the proxy-credential to the mobile user equipment via the
access point, not required in group II.

The invention of Group II included the features of receiving a proxy-credential from a mobile user equipment via the access point, the
proxy-credential having previously been sent to the mobile user equipment from the credential-provisioning server after successfully
logging into a third-party website; validating the proxy-credential from the mobile user equipment via the access point, not required in
group I.

Common Technical Features

Groups I- I I share the technical features of a credential-provisioning server in communication with an access point, a database, an
access control server, and a network; proxy-credential; a mobile user equipment; authorizing the mobile user equipment to establish a
secure connection via the access point; third-party website.

However, the shared technical features does not represent a contribution over prior art as anticipated by US 201 1/0289314 A 1
(Whitcomb), 24 November 201 1 (24.1 1.201 1 . Whitcomb teaches a credential-provisioning server in communication with an access
point, a database, an access control server, and a network (Abstract; Para [0073]-[0075], [0150], [0177] - server that stores credentials
for subscribers; node access server functions as a "reverse firewall" to the proxy authentication network for client requests; databases
containing information; servers controls the access to said entity); proxy-credential (Para [0092], [0177]- plurality of servers that store
identifiers that are a pseudonym for real data and coded identifiers to identify the credentials of both the user and the device used to
access the system, proxy authentication requests for confirming the credentials); a mobile user equipment (Para [01 19], [0182]-[0184]-
Device/location lists 3625 and 3630 identify combinations of devices and locations that are recognized for individual subscribers, cellular
phone); authorizing the mobile user equipment to establish a secure connection via the access point (Para [0073], claim 22 -
automatically updating the server to recognize the device at the location for the first credential if the out-of-band authentication is
successful, authenticated by the node access server process); third-party website (Para [0101], [0105]- web sites, primary use of the
registration process for a business is to allow an application server, such as a website)

As the common features were known in the art at the time of the invention, this cannot be considered a common technical feature that
would otherwise unify the groups.

Therefore, Groups l-ll lack unity under PCT Rule 13.
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