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(7) ABSTRACT

An apparatus and method of security is disclosed. The
apparatus for determining a primary location and an identity
of at least one person, comprising at least one sensor,
wherein the at least one sensor provides a current location
and at least one identifying characteristic about at least one
person to a match validation system. The method for deter-
mining the primary location and the identity of the at least
one person is also disclosed. The method comprises the steps
of: providing a current location of at least one sensor and at
least one identifying characteristic of at least one person to
a match verification system; and matching the at least one
identifying characteristic of the at least one person and the
at least one verified identifying characteristic; and verifying
the match.

\
138 40
44 46
143 L A 22
52— ~56
50
28 \
27
60
110 Bt 62
4L @ ﬂ r & ] ]
667 64
72 /74
36 38
687 go— 707
78
821
76 14
)




Patent Application Publication  Apr. 1,2004 Sheet 1 of 5 US 2004/0064709 A1
10
\ it
I
40 42
LOCATOR SENSOR \ \ AUDID SENSOR
16 18
44 46
VIDED SENSOR \ SENSOR VALIDATION SYSTEM \ SCANNER SENSOR
20 22 24
FIRST COMPUTER
KEYBOARD 52— ——56
26 54— [~T—58
48—
FIRST PASSWORD 5{)
ENABLED ENTRY SYSTEM
28
60 62
DATABASE PROCESSOR DISPLAY
30 34 32
667 64/
72 74
MODEM r c WIDE AREA NETWORK
36 38
687 o, 70
SECOND PASSWORD
ENABLED ENTRY SYSTEM
78
82~
SECOND COMPUTER
KEYBOARD
76
[
\
14

FIG. 1A



Patent Application Publication  Apr. 1,2004 Sheet 2 of 5 US 2004/0064709 A1
3
&
o
™~
o 2
A N~
N
M
o
. 2% R
S [] J R
\ /
N I Sy i -
i i
B3 3 R
3 Sl =N [®
©
e B
A
=
S
W \ N 3|
S
S J
i\ n
©
® el
l\\ ég @ ™~
AL R
™~ !
L \\
™~ >
/73
e LT S )
N ~ T~y
o0
T S
™~ | S
N - E




US 2004/0064709 A1

Apr. 1,2004 Sheet 3 of 5

1 \
01T o g
g 811
—2z8
(82 ] PEI |-2aT
—08 g9 —
— 9%
z9 79 27
99
73 0¢ —
09 IT
&I 7%
Y 88 —
05 MMHT\\\/ 071
& ==
o e —S% || pprr 9P1 86—
98T e
y k44 ) l \@\ IPI | Sepr
9% 2 2N | B 7~ 7R S | !
0¥ 86 L | ([{TT i
4 Z5—"| \ /
\ 0€1 | 03I N—or1

Patent Application Publication



Patent Application Publication  Apr. 1,2004 Sheet 4 of 5 US 2004/0064709 A1

PROVIDING A CURRENT LOCATION OF AT LEAST ONE 92
SENSOR;
90\-
PROVIDING AT LEAST ONE IDENTIFYING CHARACTERISTIC
gYFSwII\ElIM LEAST ONE PERSON TO A MATCH VALIDATION 94

Y

PROVIDING A DATA BASE HAVING THE FOLLOWING
INFORMATION ABOUT THE AT LEAST ONE PERSON:
APRIMARY LOCATION THAT INCLUDES A LOCATION 96
WHERE THE AT LEAST ONE PERSON RESIDES; AND
AT LEAST ONE VERIFIED IDENTIFYING
CHARACTERISTIC;

MATCHING THE AT LEAST ONE IDENTIFYING
CHARACTERISTIC OF THE AT LEAST ONE PERSON AND 98
THE AT LEAST ONE VERIFIED IDENTIFYING
CHARACTERISTIC; AND

VERIFYING THE MATCH.
100

FIG. 2A
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SECURITY APPARATUS AND METHOD

BACKGROUND OF THE INVENTION
[0001] 1. Technical Field

[0002] This invention generally relates to security devices
and methods of use, and more specifically relates to personal
identification devices and methods of use.

[0003] 2. Related Art

[0004] Identity verification systems are known in the art.
Black disclosed an identity verification system employing
biometric technology for identity verification in U.S. Pat.
No. 6,307,956.

[0005] Houvener disclosed an identity verification system
in U.S. Pat. No. 5,657,389, comprising a point of identity
verification terminal having a means for inputting data
presented by a particular individual, at least one database
storage and retrieval site having stored therein a plurality of
digital image data unique to persons to be identified, and a
means for exchanging data between the point of verification
terminal and the database site.

[0006] Saylor et al. disclosed a security system for a site
in US. Pat. No. 6,400,265, employing comparison of
images of the site.

[0007] There is a need for a security device that may be
used for various applications.

SUMMARY OF THE INVENTION

[0008] The present invention provides an apparatus, com-
prising:

[0009] at least one sensor, wherein the at least one sensor
provides the following information about the at least one
person to a sensor validation system:

[0010]
[0011]

[0012] a data base having the following information about
the at least one person:

[0013] a primary location that includes a location
where the at least one person resides; and

a current location; and

at least one identifying characteristic;

[0014] one or more verified identifying characteris-
tics; and

[0015] a match verification system, wherein the primary
location and an identity of the at least one person is
determined by matching the at least one identifying charac-
teristic and the one or more verified identifying character-
istics and verifying the match.

[0016] A second embodiment of the present invention
provides a personal identification and location system, com-
prising:

[0017] an information source module having at least one
sensor that provides the following to a sensor validation
system:

[0018]
[0019]

a current location; and

at least one identifying characteristic;
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[0020] a data base having the following information about
the at least one person:

[0021] a primary location that includes a location
where the at least one person resides; and

[0022] at least one verified identifying characteristic;
and
[0023] a match verification system having a processor,

wherein the processor stores:

[0024] the current and primary locations, the at least
one identifying characteristic from the sensor vali-
dation system and the at least one verified identifying
characteristic in the data base; and

[0025] identifies the at least one person by matching
the at least one identifying characteristic of the at
least one person and the at least one verified identi-
fying characteristic of the at least one person; and

[0026] wverifies the match.

[0027] A third embodiment of the present invention pro-
vides a method for identifying and locating at least one
person, comprising:

[0028] providing a current location of at least one sensor;

[0029] providing at least one identifying characteristic of
the at least one person to a match verification system;

[0030] providing a data base having the following infor-
mation about the at least one person:

[0031] a primary location that includes a location
where the at least one person resides; and

[0032]

[0033] matching the at least one identifying characteristic
of the at least one person and the at least one verified
identifying characteristic; and

[0034] verifying the match.

at least one verified identifying characteristic;

BRIEF DESCRIPTION OF THE DRAWINGS

[0035] FIG. 1A depicts a personal identification and loca-
tion apparatus, in accordance with embodiments of the
present invention;

[0036] FIG. 1B depicts FIG. 1A after a user interface has
been interfaced to the personal identification and location
apparatus,

[0037] FIG. 1C depicts FIG. 1B, after one or more user
interfaces have been interfaced to the match verification
system of the personal identification and location apparatus;

[0038] FIG. 2A depicts a method for identifying and
locating a person, in accordance with embodiments of the
present invention; and

[0039] FIG. 2B depicts sensor validation, in accordance
with embodiments of the present invention.

DETAILED DESCRIPTION OF THE
EMBODIMENTS

[0040] FIG. 1A depicts an apparatus 10 for identifying
and locating at least one person, comprising: at least one
sensor 16, 18, 20, 24 in an information source module 12,
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wherein the at least one sensor 16, 18, 20, 24 provides the
following information about the at least one person to a
sensor validation system 22 in the information source mod-
ule 12: a current location, provided by a locator sensor 16;
and at least one identifying characteristic, provided by an
audio sensor 18, a video sensor 20 and a scanner sensor 24;
a data base 30 having the following information about the at
least one person: a primary location that includes a location
where the at least one person resides; and at least one
verified identifying characteristic; and a match verification
system 14, wherein the primary location and an identity of
the at least one person are determined by matching the at
least one identifying characteristic and the at least one
verified identifying characteristic and verifying the match.
Alternatively, the apparatus 10 may be a personal identifi-
cation and location system, comprising the steps of: an
information source module 12 having at least one sensor 16,
18, 20, 24 that provide the following to a sensor validation
system 22: a current location, provided by the locator sensor
16; and at least one identifying characteristic, provided by an
audio sensor 18, a video sensor 20 and a scanner sensor 24;
a data base 30 having the following information about the at
least one person: a primary location that includes a location
where the at least one person resides; and at least one
verified identifying characteristic; and a match verification
system 14 having a processor 34, wherein the processor 34
stores: the current and primary locations, the at least one
identifying characteristic from the sensor validation system
and the at least one verified identifying characteristic in the
data base 30; and identifies the at least one person by
matching the at least one identifying characteristic of the at
least one person and the at least one verified identifying
characteristic of the at least one person; and verifies the
match.

[0041] Hereinafter, “identifying characteristics” include
features of a frontal view of a person’s face such as, for
example, shape and dimensions of a nose, separation of
eyes, marks or scars, shape and dimension of eyes, and
shape and dimensions of a mouth. Alternatively, the identi-
fying characteristics may be, for example, an iris of an eye,
a finger print, a voice print, a Deoxyribonucleic Acid (DNA)
chemical analysis or a scent such as a body odor due to
chemicals such as pheromones in sweat or other body
secretions of the at least one person. Hereinafter “phero-
mones” are a chemical secreted by an animal, that influences
the behavior or development of others of the same species,
often functioning as an attractant of the opposite sex.

[0042] The first and second computer keyboards 26 and
76, wherein one or both of the keyboards 26 and 76 may be
optional, may provide the current location, by, for example,
a user typing a U.S. mailing address that includes a street
and/or street number, a town or city and a state. Alterna-
tively, the at least one person may provide the current
location by typing the U.S. mailing address that includes a
street and/or street number, a town or city and a state.

[0043] The sensors 16, 18, 20, and 24 may communicate
with the sensor validation system (SVS) 22 using data
highways 40, 42, 44, and 46 and the SVS 22 may commu-
nicate with the match verification system (MVS) 14 using
data highways 52, 54, 56 and 58. Alternatively, the com-
munication between the sensors 16, 18, 20, and 24 and the
SVS 22 and/or between the SVS 22 and the MVS 14 may be
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wireless, such as, for example, by radio transmitters and
receivers, telephone modems or wide band wide area net-
works.

[0044] A purpose of the sensor validation system 22 is to
validate the current location and the at least one identifying
characteristic of the at least one person provided by the at
least one sensor, i.e., the locator sensor 16; the audio sensor
18; the scanner sensor 24; and the video sensor 26.

[0045] Validation may be accomplished by utilizing vali-
dation protocols provided by the manufacturer for each of
the sensors 16, 18, 24, and 26. For example, if the locator
system 16 is a global positioning system (GPS), the system
may be validated by determining its error in accordance with
procedures described in David L. Wilson’s GPS Accuracy
Web Page, http://users.erols.com/dlwilson/gps.htm and
adjusting the GPS readout such that it accurately reports the
current location (i.e. the location of the one or more uni-
dentified persons detected by the sensors 16, 18, 24, and 26).
Alternatively, if the video system 26 is a camera, validation
is a documented approach, usually provided by a manufac-
turer, to test the camera to give a high assurance that the
equipment will consistently produce results that are within
its design specifications. The steps in the validation of
cameras can be divided into installation qualification, opera-
tional qualification and performance qualification and are
described in Fotoflash, Dec. 12, 2000, http://tuck-loong-
.members.easyspace.com/page40.html.

[0046] The locator system 16 includes any appropriate
global positioning system (GPS) such as disclosed by
Borkowski et al. in U.S. Pat. No. 5,519,760. Borkowski
disclosed a cellular network-based location system that
includes a mobile station locator entity for receiving from a
mobile switching center the network data such as cell and/or
sector ID and trunk group member number. The mobile
station locator translates the network data into position
information such as geographic coordinates (latitude and
longitude), resolution (radius), and angle values for sector-
ized cells. The locator sensor 16 may provide first identify-
ing information about a position of the one or more uniden-
tified persons via data highway 40.

[0047] The audio sensor 18 that includes a microphone.
The audio sensor 18 may provide at least one identifying
characteristic, i.e., voice print data, about at least one person
or at least one verified identifying characteristic, i.e., verified
voice print data, about the at least one person, wherein the
audio sensor 18 includes a microphone to capture and verify
voice print data to identify the at least one person as
disclosed in U.S. Pat. No. 5,581,630 by Bonneau, Jr. The
audio system 18 may provide first identifying information
such as the voice print of the one or more unidentified
persons via data highway 42.

[0048] The video sensor 20 may be any appropriate video
system having a camera and a digitizer for converting a
frontal image of a person’s face into an array of pixel values.
The video sensor 20 may provide the at least one identifying
characteristic such as the frontal image of the face of the at
least one person via data highway 44.

[0049] The scanner sensor 24 may be any appropriate
optical or acoustic scanner, such as, for example, a finger-
printing scanner, an iris eye scanner, an ultra sound scanner
or other acoustic scanner that produces an image in a format
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that a information verification system having appropriate
conversion software may render as a bit map or character
recognized file. The bit map may be, for example, a frontal
image of a person’s face or the character recognized file may
be any ASCII file containing alpha numeric characters such
as may appear on a check, a credit card or personal identi-
fication card. The scanner sensor 28 may be an optical media
imaging system as disclosed by Bonneau, Jr., U.S. Pat. No.
5,581,630, herein incorporated by reference. Specifically,
the scanner sensor 28 may include an optical reader, having
circuitry for reading information from the portable optical
media card, such as a credit card, an image scanner; an
image system processor, including an encoder connected to
the image scanner, and a comparator connected to the
encoder and the optical reader; and transaction completion
circuitry connected to the comparator. Alternatively, the
scanner sensor 24 may be a chemical analyzer such as a
spectrophotometer that measures absorption or reflection of
light energy by Deoxyribonucleic Acid (DNA) or by a scent
or body odor producing chemical such as pheromones in
sweat or chemicals in other body secretions of the at least
one person. The scanner sensor 24 may provide the at least
one identifying characteristic of the one or more unidentified
persons such as a fingerprint scan, a DNA code, a chemical
analysis of the body odor scent or other chemicals in body
secretions, the iris eye scan, the ultra sound scan or other
acoustic scan of the one or more unidentified persons via
data highway 46.

[0050] The sensor validation system 22 may provide vali-
dated information to the match verification system (MVS)
14, using data highways 52, 54, 56, and 58 for information
from the sensors 16, 18, 20 and 22, respectively. The first
computer keyboard 26 and first password enabled entry
system 28 may provide verified primary location and at least
one verified identifying characteristic to the match verifica-
tion system 14 in the following way.

[0051] The first and second computer keyboard 26 and 76
may be any appropriate alpha-numeric or numeric computer
keyboards having a keyboard for data entry and a first
password enabled entry system 28. For example, an alpha-
numeric keyboard may be a model No. PER-42-011-00
obtained from Bar Code Discount Warchouse, Inc., 2950
Westway Drive, Suite 110, Brunswick, Ohio 44212. In one
embodiment, data entry into the match verification system
14 is limited to entry of data by users who know a password.
The first password enabled entry system 28 provides veri-
fication of the information entered into the system 14
because the password may only be disclosed to users who
have agreed to only enter verified data. For example, a user
could enter a current location such as, for example, a
location, for example, the U.S. post office address of the one
or more unidentified persons into the MVS 14 to enable
ascertaining the current location of the one or more uniden-
tified persons. Alternatively, the current location may be a
pump number, designating one or more gas pumps at a gas
station. In one embodiment, the user may be a store clerk, a
gas station attendant or a post office clerk, where the one or
more unidentified persons may be using the personal iden-
tification apparatus 10 at a store display, gas pump or
mailbox. The first computer keyboard 26 may provide the
current location, or the at least one identifying characteristic
to the first password enabled entry system 28 via data
highway 48 and the first password enabled entry system 28
may provide the verified current location, or the at least one
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identifying characteristic to the match verification system
(MVS) 14 via data highway 50.

[0052] Referring to FIG. 1A, the match verification sys-
tem (MVS) 14 comprises: a data base 30; a processor 34; a
display 32; a modem 36; an optional wide area network 38;
and an optional second computer keyboard 76 and optional
second password enabled entry system 78.

[0053] FIG. 1B depicts a person 140, an apparatus 110
frequented by the person 140 and the apparatus 10 of FIG.
1A after a user interface 120 has been interfaced to the
information source module 12 of the apparatus 10. The
apparatus 110 frequented by the person 140 may be a gas
pump, a mailbox or a dispensing device in a store, wherein
the dispensing device dispenses purchasable goods or ser-
vices. The person 140, for example, may be one or more
identified or unidentified persons. Hereinafter, the one or
more identified persons is a person whose identity is based
on any legally verifiable record of certain at least one
identifying characteristic such as, for example, a passport, a
driver’s license, a birth certificate, a fingerprint record taken
from a hand 142 of the person 140 or facial features 141 such
as size and/or shape of the person’s nose, mouth, chin,
forehead, eyebrows, eyes, ears, color of eyes, and/or an iris
scan. Hereinafter, a legally verifiable record is one autho-
rized by the laws of the United States or any state law of one
of the states in the United States. Hereinafter, the one or
more unidentified persons is a person whose identity has not
been validated by matching his or her at least one identifying
characteristic with the legally verifiable record of his or her
respective at least one identifying characteristic. The user
interface 120 may comprise: a locator sensor 130; a first
computer keyboard 136; a video sensor 138; an audio sensor
146; and a scanner sensor 144; wherein the locator sensor
130 is the locator sensor 16; the first computer keyboard 136
is the first computer keyboard 26; the video sensor 138 is the
video sensor 20; the audio sensor 146 is the audio sensor 18;
and the scanner sensor 144 is the scanner sensor 24 of the
information source module 12, as depicted in FIG. 1A and
described herein. The locator sensor 130 may be a circuit
containing an erasable programmable read only memory
(EPROM) chip having an address of the apparatus 110
frequented by the person 140 programmed into the chip such
as a street number, town or city, and state where the
apparatus 110 frequented by the person 140 may be located.
The first computer keyboard 136 may be an alpha-numeric
keypad, a numeric keypad or any appropriate keyboard, the
video sensor 138 may be, for example, a camera, the audio
sensor 146 may be any appropriate combination speaker
and/or microphone, and the scanner sensor 144 may be any
optical, magnetic or barcode reader. The locator sensor 130
may communicate with the sensor validation system 22 of
the information source module 12 using data highway 40.
The first computer keyboard 136 may communicate with the
first password enabled entry system 28 of the information
source module 12 using data highway 48. The video sensor
138 may communicate with the sensor validation system 22
of the information source module 12 using data highway 44.
The audio sensor 146 may communicate with the sensor
validation system 22 of the information source module 12
using a data highway 42. The scanner sensor 144 may
communicate with the sensor validation system 22 of the
information source module 12 using data highway 46. The
user interface 120 may be within about a O ft. to about a 10
ft. radius of the apparatus 110 frequented by the unidentified
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person 140, such that the facial features 141 of the at least
one person 140 may be in a field 143 of effective operation
of the sensors 18, 20, and 22 or 138, 144, 146, as depicted
in FIGS. 1A-1C. Alternatively, the user interface 120 may be
attached to the apparatus 110 frequented by the person 140.
The keypad 136 may be any alpha numeric keypad or a
numerical keypad such as a Targus USB Mini Calculator/
Keypad, item no. PAUKOO1U available from Targus Inc.,
1211 North Miller Street, Anaheim, Calif. 92806. The cam-
era 138 may be a Panasonic Lumix™ Digital Camera with
Leica DC Vario-Elmarit Lens, 1.5" LCD Monitor, USB port,
and editing software, available from local Panasonic dealers
or retailers.

[0054] Referring to FIG. 1B, the processor 34 of the
match verification system 14 may be a computer processor
having software for driving the display 32, such that a button
35 may be represented on the display 32. The button 35 may
be part of a circuit 98, wherein a signal or electrical power
may be sent to a controller 97 on the apparatus 110,
indicating the apparatus 110 may operate when a user may
authorize operation of the apparatus 110 by touching or
depressing the button 35 of the display 32 or clicking on the
button 35 using a cursor of the display 32. Authorization
may allow the apparatus 110 to pump gas, open a mailbox
door, or provide an article to a customer in a store.

[0055] FIG. 1C depicts FIG. 1B, after a combination
speaker and/or microphone 150 of a user interface 128 has
been operably coupled using data highways 122 and 124 to
the combination speaker and/or microphone 146 of the user
interface 120 and one or more user interfaces 128 has been
interfaced to the match verification system 14 of the appa-
ratus 10. The user interface 128 may comprise: a second
computer keyboard 152, a combination speaker and/or
microphone 150, a display 118, wherein the second com-
puter keyboard 152 is the second computer keyboard 76; the
display 118 is the display 32 of the match verification system
14 of the apparatus 10. The second computer keyboard 152
may be any appropriate alpha-numeric or numeric keyboard.
The display 118 may be any computer monitor or smart
screen, wherein the processor 34 is equipped with appro-
priate driver and software for viewing images or text from
the processor 34 such as a Wanpipe™ driver and software
commercially available from Sangoma Technologies, Inc.,
Markham Ontario, L3R 9T3, CANADA. The display 118
may be any computer monitor or smart screen having
appropriate driver and software for presenting a grid on the
screen superimposed over the images and text, such that a
user of the personal identification system 10 may verify a
match made by the match identification system 14 by, for
example, touching, i.e., applying pressure to a picture of the
at least one person 140 on the display 118 with the user’s
fingertip. If the match is verified, a user of the apparatus 10
may authorize the apparatus 110 to pump gas, open a
mailbox door, or provide an article to a customer in a store.

[0056] The second computer keyboard 152 may commu-
nicate with the second password enabled entry system 28
using data highway 82. The display 118 may communicate
with the processor 34 using data highways 62 and 64. The
combination microphone and/or speaker 150 may commu-
nicate with the combination microphone and/or speaker 146
of the user interface 120 using data highways 122 and 124.

[0057] Referring to FIG. 1C, the processor 34 of the
match verification system 14 may be a computer processor
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having software for driving the display 118, such that a
button 37 may be represented on the display 118. The button
37 may be part of a circuit 98, wherein a signal or electrical
power may be sent to a controller 97 on the apparatus 110,
indicating the apparatus 110 may operate when a user may
authorize operation of the apparatus 110 by touching or
depressing the button 37 or clicking on the button 37 using
a cursor of the screen 118. Authorization may allow the
apparatus 110 to pump gas, open a mailbox door, or provide
an article to a customer in a store.

[0058] FIG. 2A depicts a method 90 for identifying and
locating at least one person 140, as depicted in FIGS.
1A-1C, comprising the steps of: step 92, providing a current
location, provided by a locator sensor 16, as depicted in
FIG. 1A or 130 as depicted in FIGS. 1B-1C, of at least one
sensor 18, 20, 24, as depicted in FIG. 1A or the at least one
sensor 130, 138, and 144 as depicted in FIGS. 1B-C; step 94,
providing at least one identifying characteristic of the at
least one person 140 to the match validation system 14; step
96, providing a data base 30 having the following informa-
tion about the at least one person 140: a primary location that
includes a location where the at least one person resides; and
at least one verified identifying characteristic; step 98,
matching the at least one identifying characteristic of the at
least one person and the at least one verified identifying
characteristic; and step 100, validating the match.

[0059] Inthe step 92 of the method 90, the current location
of the locator sensor 16, as depicted in FIG. 1A or 130 as
depicted in FIGS. 1B-1C, of at least one sensor 18, 20, 24,
as depicted in FIG. 1A or the at least one sensor 130, 138,
and 144 as depicted in FIGS. 1B-C may be provided by a
global positioning system (GPS) or a circuit containing an
erasable programmable read only memory (EPROM) chip
having an address of the apparatus 110 frequented by the
person 140 programmed into the chip such as a street
number, town or city, and state where the apparatus 110
frequented by the person 140 may be located. Alternatively,
the current location may be provided by the person 140
using the first computer keyboard 136 as depicted in FIGS.
1B-1C.

[0060] In the step 94 of the method 90, the at least one
identifying characteristic of the at least one person 140 may
be validated by the sensor validation system 22 and the
validated sensor information may be provided to the match
validation system 14 by the sensors 18, 20 and 24 as
depicted in FIG. 1A or by the sensors 138, 144 and 146 as
depicted in FIGS. 1B-1C.

[0061] FIG. 2B depicts the interface 120 having a video
sensor 138 such as, for example, a camera, wherein the
person 140 has moved his or her at least one identifying
characteristic, i.e. his or her facial features 141 out of the
field 143 of effective operation of the sensor 138. The sensor
138, i.e. the camera, will no longer see the facial features
141 of the at least one person 140. The sensor validation
system 22 may validate the at least one identifying charac-
teristic of the at least one person 140 by testing, for example,
if the sensor is a camera, the image received by the sensor
validation system 22. Only if the image satisfies the test will
the sensor validation system 22 validate the image. Alter-
natively, the sensors 18, 20 and 24 as depicted in FIG. 1A
or by the sensors 138, 144 and 146, as depicted in FIGS.
1B-1C, for example, a camera may provide an image to the
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display 32 of the interface 128, as depicted in FIG. 1C. In
one embodiment a user may look at the facial features 141
of the at least one person 140 and validate the image such as,
for example, by applying pressure to a button on the display
if the display is a smart screen.

[0062] In FIG. 2B, the facial features 141 of the at least
one person 140 is not in the field 143 of the effective
operation of, for example, the video sensor 138. Neither the
validation system 22 nor the user of the display 32 will
validate the at least one identifying characteristic from the
video sensor 138, if the characteristics are not in the field
143 of the sensors 18, 20, 24, 130, 138, and 144.

[0063] Referring to FIG. 2A, in step 96 of the method 90,
a primary location that includes a location where the at least
one person reside; and at least one verified identifying
characteristic may be provided to the match verification
system 14. The primary location may be an street number,
town, city and state in the world where a person 140 may
reside. The primary location may be obtained from any
legally verifiable record. The primary location may include
the street number, town, city and state in the world where a
relative of the one or more person 140 may reside. Verified
identifying characteristics of the one or more person 140
may also be obtained from any legally verifiable record such
as a picture on a state issued motor vehicle license or a
physical description on a birth certificate. Alternatively,
verified at least one identifying characteristic may be pro-
vided by police photos, blood types, fingerprints, iris
images, and DNA profiles.

[0064] Referring to FIG. 2A, in step 98 of the method 90,
the at least one identifying characteristic of the at least one
person and the at least one verified identifying characteristic
may be matched to identify the at least one person 140.
Okano et al., in U.S. Pat. No. 6,404,903, herein incorporated
by reference, disclosed a system for identifying individuals
by comparing an input image with a recognition dictionary.
If the identification result is that the input image partially
differs from the dictionary image, the input image and the
discordant portion is displayed.

[0065] Referring to FIG.2A, in step 100 of the method 90,
the match is verified. The identifying characteristics of the at
least one person 140 from the sensors 18, 20, 24, 130, 144,
and 146 may be displayed on the display 32 or 118, as
depicted in FIGS. 1A-C. The respective verified identifying
characteristics of the at least one person 140 may, in like
manner, be displayed on the displays 32 or 118. In one
embodiment, the at least one verified identifying character-
istic are the characteristics taken from legal records,
described herein. The verification may be based on a user
comparing the identifying characteristics of the at least one
person 140 and the verified identifying characteristics and
rationalizing or explaining the presence of a discordant
portion, such as being due to a known change in the at least
one person 140 identifying characteristics. Alternatively, the
match is verified if there is no discordant portion.

[0066] Whether the match is verified may be a test for a
user of the personal identification system 10 to authorize
operation of the apparatus 110. If the match is verified, the
user may authorize operation of the apparatus 110 by
touching or depressing the button 35, or clicking on the
button 35 using a cursor of the display 32, as depicted in
FIG. 1B, or the button 37 on the display 118, as depicted in
FIG. 1C.
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[0067] The foregoing description of the embodiments of
this invention has been presented for purposes of illustration
and description. It is not intended to be exhaustive or to limit
the invention to the precise form disclosed, and obviously,
many modifications and variations are possible. Such modi-
fications and variations that may be apparent to a person
skilled in the art are intended to be included within the scope
of this invention as defined by the accompanying claims.

I claim:
1. An apparatus for identifying and locating at least one
person, comprising:

at least one sensor, wherein the at least one sensor
provides the following information about the at least
one person to a sensor validation system:

a current location; and
at least one identifying characteristic;

a data base having the following information about the at
least one person:

a primary location that includes a location where the at
least one person resides; and

at least one verified identifying characteristic; and

a match verification system, wherein the primary location
and an identity of the at least one person is determined
by matching the at least one identifying characteristic
and the at least one verified identifying characteristic
and verifying the match.

2. The apparatus of claim 1, wherein the current location

includes a U.S. mail address of a mailbox.

3. The apparatus of claim 1, wherein the current location
includes a pump number or a U.S. mail address of a gas
station.

4. The apparatus of claim 1, wherein the at least one
identifying characteristic is provided by a camera or a
scanner.

5. The apparatus of claim 1, wherein the primary location
is a residence of a family member of the at least one person.

6. The apparatus of claim 1, wherein the at least one
identifying characteristic includes a frontal view of the at
least one person.

7. The apparatus of claim 1, wherein the sensor informa-
tion is validated.

8. A personal identification and location system, compris-
ing:

an information source module having at least one sensor
that provides the following to a sensor validation
system:

a current location; and
at least one identifying characteristic;

a data base having the following information about the at
least one person:

a primary location that includes a location where the at
least one person resides; and

at least one verified identifying characteristic; and

a match verification system having a processor, wherein
the processor stores:
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the current and primary locations, the at least one
identifying characteristic from the sensor validation
system and the at least one verified identifying
characteristic in the data base; and

identifies the at least one person by matching the at
least one identifying characteristic of the at least one
person and the at least one verified identifying char-
acteristic of the at least one person; and

verifies the match.

9. The apparatus of claim 8, wherein the current location
includes a U.S. mail address of a mailbox.

10. The apparatus of claim 8, wherein the current location
includes a pump number or a U.S. mail address of a gas
station.

11. The apparatus of claim 8, wherein the at least one
identifying characteristic is provided by a camera or a
scanner.

12. The apparatus of claim &8, wherein access to the data
base requires a password.

13. The apparatus of claim 8, wherein the primary loca-
tion is a residence of a family member of the at least one
person.

14. The apparatus of claim 8, wherein the at least one
identifying characteristic includes a frontal view of the at
least one person.

15. A method for identifying and locating at least one
person, comprising the steps of:

providing a current location of at least one sensor;

Apr. 1, 2004

providing at least one identifying characteristic of the at
least one person to a match verification system;

providing a data base having the following information
about the at least one person:

a primary location that includes a location where the at
least one person resides; and

at least one verified identifying characteristic;

matching the at least one identifying characteristic of the
at least one person and the at least one verified iden-
tifying characteristic; and

verifying the match.

16. The method of claim 15, wherein the current location
is a U.S. mail address of a mailbox.

17. The method of claim 15, wherein the current location
is a pump number or a U.S. mail address of a gas station.

18. The method of claim 15, wherein the at least one
identifying characteristic is provided by a camera or a
scanner.

19. The method of claim 15, wherein the primary location
is a residence of a family member of the at least one person.

20. The method of claim 15, wherein the at least one
identifying characteristic includes an iris image or a finger-
print.



