. UK Patent Application « GB « 2 230 365.A

{43) Date of A publication 17.10.1990

(21) Application No 8803736.0 (51) INTCL®
G08C 21/00, E0SB 47/00

(22) Date of filing 18.02.1989
(52) UK CL (Edition K}
G4H HNEC HTG H1A H13D H14A H14D H60

. H4K KFD
(71) Apoﬁ;::f:‘tneumh L U1S S1287 S1714 S1715 S1772 S1819 S2148
2213
(Incorporated in the United Kingdom) (56) Documents cited

Oid Addenbrookes Site, 24a Trumpington Street, GB2193359A  GB 2190525 A

Cambridge, CB2 1QA, United Kingdom (58) Field of search
UK CL (Edition K) G4H HNEA HNEC HNEE HNEM
(72) Inventors
Andrew Hopper INT CL® GO8C
Roy Want
Roger Michael Needham
David John Wheeler

(74) Agent and/or Address for Service
Keith W Nash and Company
Pearl Assurance House 90-92 Regent Street,
Cambridge, CB2 1DP, United Kingdom

(54) Locating and authentication system

(57) A system (Figure 1) for locating any mobile body of a plurality thereof within a predetermined environment, wherein
each mobile body carries a transmitter (10 to 18), each transmitter producing a unique indentifying signal, and a plurality of
receivers (20 to 32) located in a corresponding plurality of defined regions in the environment, each receiver incorporating a
FIFO buffer memory (28) into which carrier indentifying data is inserted and a controller for interrogating the receivers in turn
to link the indentification data with location data. In a carrier authentication system, a door unit sends a random number to
the user's badge which uses it to encrypt a secret password before the latter is sent with an ID signal to the door unit. This
uses the ID and a PIN keyed-in at the door unit o obtain the secret password from a table for encryption using the random

number before comparison with the transmitted encrypted secret password. DATA
18 IR 5BIT PPM s Tono
ENCODED SIGNAL 2 34
A&
0 1A
)L ! ‘
DATA DATA [MC16.6.69
: ' e [ ) e e L
BASt AROUND] [ BCiesL | [Mvsoo || 16 -10P 5
1AL eLectronicl,| PPy ] pev | | Po | 30 a5 EF:;E;LY STATION |«
PERIOD  [*] SWITCH ["JENCODER amp | |pecopert~24 | FIFC CHIP
ASTABLE 26 |BUFFER .
1:200 M/S 221/ S -
/ ) T
IN
) MEAN BADGE CURRENT 28 38
12 DRAIN = 70pA PPM S
Fig.1 36~ :g’o‘;g? 42
1g.1a ,/
: “o g
Fig. 1b 4800 BAUD %
LWIRE ORed | [T y
NETWORK DATA
ouT

At least one drawing originally filed was informal and the print reproduced here is taken from a later filed formal copy.

The claims were filed later than the filing date within the period prescribed by Rule 25(1) of the Patents Rules 1982.

¥ G9€ 0€¢ ¢ 99



AYOMI3N

175

PaY0 JIMY 5
N 008" q, by
0¥
SR g
SIHILIMS o9t
y
1N0 NI
M1 M1
"|NO ] 43N 9z
diH) b bz
»1 NOILVLS | Addh
ol h.jDu_ Omu
(SLIg (SLIE S
697710 g frorgon] SH S
)\
\/ \
g4 7€ lE 1VNOIS G300IN3

Wdd 1195 dl

AT

Dy b4
VoL = NIvdd Al
INRRIND 300VE NVIW ﬂ
STR 00251
TIAVISY
¥3000N3] | QoRi3d
Wdd [INOYLI3T3 3502
ok
00SAW ONNOYY 35V
|
L
ol




Z ‘b4
ST —— NOILVLS
- ¥01J3130 ¥I1=

\.m+\,
\ Tnatsas
; Xgavd
".. 9y
\
, Id ONIY LSV4
300IEWYI
2 Snd
HO0-03HIM

TVYNDIS Al

300veE JAILIV
:EBzommun_

A@ VI0ONYd
| EEEEEE

99 I

L
/v{ 0S

TYNDIS dl

1INN 40133130 dl
HLIM NOLLVLSHIOM

YHOUNVd




e

3/5

£ by

\\O: i

Ji901

8ll
g 3J1gvl

NWN10) 1ndino

3718VL NOILJAYONI

MOd

(S11902 ) Gl NMONM AT1v2118Nd

————>
S11g 91

0zl
HILY1

A1]~

S119 82t

1Nd1n0
vV 314Vl
379VL NOILdAYON3
NWN10J

0

MOy

~ ]

SLIg 9l

-

sug gz}

SLIE 8ZL(IW0dd3) QHOMSSVd 134J3S

o

A1J

o
H1V

Ztl YAl

¥300IN3 ¥3IAINA

Wdd ¥344ngd
ONILLIWSNVYL]

Viva QIVA 1IGIHNI

ot 80l
4300030 | ¥IBINWY

Wdd TYNDIS

7l

a3l
d3LLIW3 ol

99

4OSN3S
4013130 ul



L/5

IR DETECTOR
—SENSOR
SIGNAL
NTERRUPT
N Tle——| AMPLIFIER  f—
130
PROCESSOR 128
UNIT
IR EMITTER
100 LED
PERIPHERAL UFFER
LINEOUT [ DRIVER
102
104

Fig. &



G by

,0,318071

v d0,l, 31907

Vv 38 T1IM SIHL
‘19 IVHL 404

AYINT 3189Vl dH1

13l

575

SIN3W313
NWN10J ¥43H10 0L
—

MOY LX3IN 3JHL OL SiNdino

w0
™M

AN

WNS ¥0X3

JHL NI G30N71IN]
39 0L SI MOY 3H1
41 S301730 UG SIHL

il il

® MOY WOd4 LNdNI
il 119 37ONIS

MOY SNOIA3Yd WOUd SLNdNI




c67/0

Title: Locating and Authentication System

Field of Invention

This invention concerns a system for locating the
whereabouts of mobile carriers (which may be vehicles or
" people or animals or any movable items) within a pre-
determined environment. The invention also concerns a
method determining and authenticating the movement of any
particular carrier from one region to another of the pre-

determined environment.

Background to the Invention

Paging systems are known whereby a centrally located
operator can call up a person by name over a tannoy

system.

Radio paging systems are also known whereby in a similar
manner, but with greater secrecy, each one of a group of
people carrying individual radio receivers can be called
up using a radio transmitter to transmit an appropriate
call up signal to cause the appropriate one of the radio
receivers to emit a signal (either audible or visual or
both) to thereby alert the carrier to make contact with

the central operator.

Both systems rely on a telephone system within the
environment within which the called up people are located

to enable the paged person to make contact with the



central operator.

Neither system however enables the operator to determine
in advance whether any particular carrier is actually
within the environment and where, in the environment, the
carrier is actually located at any particular time. In
each case the operator only becomes aware of whether the
carrier is within the environment let alone where the
carrier is located, after the carrier has made contact
with the operator by establishing a telephone link using a

locally situated telephone receiver.

It is one object of the present invention to provide a
system by which a central controller (which may be a
person or programmed computer), can rapidly determine
whether a particular carrier is located within a given
environment and if so where the carrier is located within
the environment, to thereby enable the controller to make
contact with the carrier by using a standard internal
telephone system to cause a telephone near to where the
carrier is located to ring. 1In this way the controller
can route an incoming telephone call from another person
(who may be within the environment or calling in from
outside, as for example by using the public telephone
network), directly to a telephone convenient to where the

carrier is actually located at the time the call is

received.

It is a further object of the present invention to provide
a system by which a centrally located controller (which
may be a person Or programmed computer or the like) can
grant or deny access to a carrier to a restricted region

of a predetermined environment.
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It is a subsidiary object of the invention to provide a
system to record the occasions where the carrier gains

access to some or all of selected regions within an

environment.

Summary of the Invention

According to one aspect of the invention in a system for
locating the whereabouts in a predetermined environment of

each of a plurality of carriers, comprises:-

a) Transmitter means on the carriers for transmitting -
jdentifying signals, each transmitter producing a unique

signal;

b) A plurality of receiver means located in each of the
corresponding plurality of separate defined regions making
up the predetermined environment and each adapted to
receive any of the unique identifying signals should any
of the transmitting means be within range, each receiver
means including a FIFO buffer memory to which carrier
identifying data is inserted whenever a transmission from

a carrier is received, and

c) A controller adapted to interrogate each of the
plurality of receiver means in turn to record the
identifying data (obtained from the FIFO buffer memories
as they are addressed), with regional data, thereby
linking the carrier identifying data with positional

jdentifying data relating to the environment.

Preferably the transmitter means transmit identifying
signals for short durations of time which are well spaced

by larger intervals of time, and preferably a degree of
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randomness is introduced into the spacing period so as to

reduce the risk of simultaneous transmissions.

In a system in which incoming telephone calls which
contain a unique extension code are to be routed
automatically by a programmed computer which is to use the
extension code to identify the carrier to whom the call is
to be routed, the computer operates so as to determine the
current positional data linked to the carrier data
associated with the extension code and thereby enable the
region (and therefore a convenient telephone extension) to
be .identified, whereby the incoming call can be routed to

that telephone extension.

In a system in which incoming telephone calls are
intercepted by a human operator, display means may be
provided such as a screen Or mimic diagram or the like and
input means is available to the operator to enter data
which identifies the carrier to whom the call is to be
routed, and a programmed computer operates in response to
such input to display on the screen (or otherwise),
jnformation which may enable the operator to ascertain the
region in which that carrier was last located or, may
advise the operator of the appropriate telephone extension

number to which to route the calls.

Conveniently the transmitter means includes an infra-red
source and driver therefor and the receiver means includes
an infra-red sensitive transducer (such as an infra-red

sensitive diode) and signal amplifier.

Preferably each transmitter means includes a PPM encoding
device which drives an infra-red emitting diode, and

switch means, and a pulse generator and timing circuit
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means are provided for determining the intervals during

which the diode is to transmit coded information.

By arranging that each of a plurality of transmitters to
be used by carriers within a given environment each
transmits a unigquely coded signal for only a very short
period of time which itself is relatively randomly
determined, so each receiving means will in general only
receive a single carrier transmission at any instant in
time and each carrier can be uniquely jidentified and its

position determined as aforesaid.

If it is essential that two transmissions from carrier
mounted transmitter units never occur simultaneously, a
form of time division and synchronisation must be built
into each carrier mounted transmitter to prevent any such
occurrance. Thus is one form of such a transmitter, a
crystal controlled timing device is incorporated which is
set to produce trigger signals for releasing coded carrier
data from the transmitter on a repetitive synchronous
basis, which can be pre-set within a series of time slots
so that each transmitter unit only transmits coded carrier
data during one of said time slots within each repetitive

period of time.

Alternatively receiver means may be incorporated within
each transmitter means and a synchronous timing signal may
be transmitted throughout the whole environment by
transmitter means associating with each said receiver
jocated within each region within the environment, so that
all of the receivers are locked into synchronous operation
and each receiver is pre-programmed to transmit coded data
relating to the carrier in a strictly defined period of

time following each synchronous signal, each of the
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periods of time being different for the different
transmitters to thereby again eliminate the possibility of

duplication of transmission within any given region.

The components making up each transmitting means may be
miniaturised and packaged together with a miniature
battery onto a badge or device which can be worn Or
carried externally by a person Or mounted on a vehicle or

other item or animal which is to be monitored.

Such receiver means conveniently comprises a PPM decoder
for generating digital data for storing in the FIFO
memory and a controller and an address ROM into which
address data is entered on installation, uniquely
indicating in coded format the location of that receiving

means relative to the overall environment.

Data in the FIFO memory of a receiving means may be read
out by transmitting an address corresponding to that in
the address ROM of the receiving means concerned, sO
causing the receiver controlled to interrogate the
associated FIFO memory and to transmit the decoded carrier
data stored therein, together with coded data indicating
the identity (and therefore the location) of the receiving

means.

A FIFO buffer memory is required in practice, to prevent
data being lost if a number of carrier transmitter devices
should transmit data in qguick succession, and so that the
interrogating loop can be interrupted for short periods

without data loss.

The interrogation loop may be a 4-wire OR'd network

operating at 4800 Baud.



In a development of the invention, an authentication
system may be provided which comprises a similar
transmitting means (carried for example on a badge carried
by the mobile carrier) which is arranged to transmit a
generally unforgeable signal and which includes receiving
means by which it can be prompted to generate the

unforgeable signal.

Typically a simple challenge-response protocol is employed
and each receiving means is adapted to receive and
transmit infra-red PPM signals and has stored in a memory

associated therewith
1. a publically known unique identifier, and
2. a secret unique password,

and each of the said receiving means (previously referred
to) can have access to information linking the passwords

and the identifiers.

In addition, each receiving means incorporates
transmitting means and is arranged to transmit a challenge
signal in the form of a random number upon receipt of a
carrier data transmission from a transmitter receiver unit

carried by a mobile carrier.

Any carrier transmitting means (which for the purpose of
the challenge is also adapted to receive signals)
receiving a challenge signal is arranged to combine the
received random number with its own unigue password
(expressed as a numerical word) and the composite number

may be fed into a one way function device, which provides
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a response in such a way that the password cannot be

derived from the output of the device.

By arranging that the carrier transmitting means appends
its own publically known unique identifier to the response
signal, a receiving station can then identify the identity
of the interrogated carrier device by using the identifier
to look up the password (for example in a look=-up table)
to perform the same function (in essence) on the carrier

device.

I1f the one way function is publically known, then if the
response in the carrier device is the same as that
produced by the receiving means, then the identity must be
valid and the receiving means may be arranged to generate
an authentication signal, for example, to enable a door to

be opened.
A hardware driven one way function device can be
constructed using an exclusive-OR function and a fixed

look up table in combination with the challenge.

The invention will now be described by way of example with

reference to the accompanying drawings.

Brief description of the drawings

Figure 1 is a block schematic diagram of a mobile carrier
position locating system embodying one aspect of the

present invention;

Figure 2 is a schematic diagram showing how a plurality of
receivers may be connected to a central processor and via

a data network inter alia to a PABX and other work
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stations in a work environment;

Figure 3 is a block schematic diagram of a challenge and

authentication system incorporating the second aspect of

the invention;

Figure 4 is a block schematic diagram of a base station

for the system of Figure 2; and

Figure 5 illustrates the design of part of the encyption

tables shown in Figure 2.

Detailed description of the drawings

In Figure 1 the essential parts of a mobile "badge"
transmitter are shown in Figure la and likewise the
essential parts of one of the zone receivers are shown in
Figure 1lb, such as are employed in a badge position
locating system incorporating the first aspect of the
invention. In the overall system a receiver such as shown
in Figure 1lb is located in each zone to be interrogated
and is hard wired via a multi-path highway to a central
processor for inter-connecting telephones in a PABX

system, such as shown in Figure 2.

As shown in Figure la each transmitter 10 comprises a
battery power supply (not shown) for powering a 20 second
period astable multi-vibrator 12 for producing pulses

having 1:200 mark to space ratio.

The multi-vibrator is based around a BRY62 device and
provides control pulses for operating an electrical switch
14 based on a BC 184L device. Switch controls are device
type MV500 arranged as a PPM encoder 16 for driving an
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infra-red transmitting element 18 such as an infra-red

emitting diode.

Each receiver unit comprises an infra-red detector 20
which feeds the input to a PPM high gain signal amplifier
22 based on a device type SL486, the PPM output of which
is supplied to a PPM decoder 24 based on the device type
MV600. The latter provides a clock pulse signal along a
path 26 to a 16 x 5 FIFO buffer store 28 based on device
type MV6640410P, to which 5-bit data is supplied to the
data input of the device via path 30.

FIFO buffer store 28 is also triggered by clock pulses
from a central processor device 32, such as device type
MC14489, and delivers the 5-bit data words to the data
input terminal of the processor device 32. The processor
also receives control signals denoting when the FIFO is

FULL or EMPTY.

The processor 32 is powered from a 5 volt line 34 and is
connected to the negative side of a supply such as a mains

powered power supply unit (not shown).

A station address is set up by pre-set switches 36 and the
processor 32 is programmed to transfer the data stored in
the FIFO buffer 28 to a data bus 38 (forming part of a
four-wire highway). The latter comprises a 5 volt line

40, a ground line 42 and a second data line 44.

Referring again to Figure 2, the central processor is
shown as a personal computer 46 programmed to deliver a
sequence of station addresses along the data line 44.
When a detector station processor 32 receives a station
address signal corresponding to the address as set up by
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its associated switches 36, the data in its associated
FIFO memory is transmitted via the processor 32 to data

1ine 38 and thence to the central processor PC46.

The latter is programmed to link the zone address signals
with the badge identifying signals from each FIFO memory,
within a memory associated with the PC 46, so that badge
signals are associated with particular zone identification
signals and the PC can be interroéated in a conventional
manner to indicate the zone within which any particular

badge, or group of badges, is currently located.

As shown in Figure 2 the central processor PC46 can be
arranged to set up ringing and speech paths via a PABX 48
to any one of a number of telephone extensions 50, 52, 54,
56 and 58. A ring bus such as Cambridge Fast Ring may be
employed to link work stations such as 60 and 62 to the
central processor 46 and the same ring may be employed to
transmit signals to and from the telephone extensions 56
and 58, as well as data to and from the work stations 60
and 62, and the PC46 - and if appropriate, via the PABX,

to external telephone lines using modems.

In use the system allows incoming external calls for a
particular person, routed via the PABX 48, to transmit a
ringing signal to the telephone extension in the zone
within which the identified person is located. This is
achieved by allocating a unique identification number to
each person to whom calls are to be soO directed, and to
jssue to that person a badge having as its "call sign" the
same number. An incoming call including that number
(corresponding effectively to a telephone extension
number) is decoded by the PC46, and the memory within the
PC 46 consulted for the same number. When found, the zone
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jdentification for that badge numbexr is noted and a
ringing tone is transmitted to a telephone extension
within the identified zone. (Where there is only one
telephone in each zone, the routing is relatively

straight forward and can be completed (or not) depending on
whether the telephone extension is busy or free. Where
more than one telephone is located in each zone (as will
normally be the case) the routing will be slightly more
complicated but can be arranged using some form of

hierachy, or simply random selection, of available

extensions).

Altervatively the routing of the incoming call may be by a
telephone operator who can interrogate the PC46 using the
badge number of the required person, to call up the zone
within which they can be found, before selecting the
telephone extension to be rung, to enable the incoming
call to be connected to a telephone in close proximity to

the called person.

Figures 3 to 5 illustrate a related system which provides
an unforgeable badge for use in a system for
authenticating the user of the badge by requiring a
correct password to be jnserted by the user, in answer to
a challenge. The object of the system is to make it very
difficult if not impossible for an authorised person who
gains access to one of the badges to use the badge in an
unauthorised manner. Likewise the invention also makes it
difficult to electronically interrogate the signals
transmitted to and received from such a badge to thereby

enable a duplicate unauthorised copy of the badge to be

made .

In the system shown a processor 100 (see Figure 4) in the
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base station generates a 16-bit random number for
transmission via a buffer driver amplifier 102 as a PPM
signal from an infra-red light emitting diode, or the like
transmitter, 104. These PPM signals will be detected by
an infra-red detector 106 on a badge if a person wearing
the badge is within the vicinity of the base station and

transmitter.

The received signal will normally be amplified by a signal
amplifier 108 and decoded by a PPM decoder 110. If found
to be valid, the decoder presents the serially received
pulses as a parallel 16-bit word to a latch 112 from where
the 16-bit word is presented to 16 rows of an encryption
table 114 having 128 inputs supplied with 128 1's and O's
from an EPROM 116, the particular series of 1's and O's

comprising a secret password.

The 16-bit parallel data word (supplied to the 16 rows of
the table) is exclusively OR'd with the 128 bit password
(supplied to the 128 inputs), if there is a 1 in the
corresponding row of the table. Since the rows which are
set to 1 (as opposed to 0) are determined by the
particular received 16-bit random number, the output from
the table is a scrambled version of the 128-bit secret
password, the scrambling being determined by the
particular random number transmitted from the base

station.

The 16 rows of a second encryption table 116 are
exclusively OR'd with 0 if there is a corresponding 1 in
the column output from table 114. The effect of table 118
is to produce 16 output bits from the 128 inputs.

It is to be noted that the security of the system is bound
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up with the number of bits in the secret password stored
in the EPROM 116, and this can be improved by increasing
the number of b1ts (for example from 128 to 256 or more).
It is of course necessary to provide larger encryption

tables if larger passwords are employed.

The 16-bit encrypted number can be latched via latch 120
into a PPM encoder 122 which combines the parallel.
encrypted signal with a 20-bit ID number transmitted by
the ‘badge to produce a serial number, having 16 bits
followed by 20 bits, for driving an LED transmitter 124
via a buffer amplifier 126.

The latter produces an inhibit signal for inhibiting the
amplifier 108 whilst the IR LED is transmitting.

The transmitted signal is received by the IR
sensor/detector 128 of the base station (see Figure 3) and
the received signal is amplified by the signal amplifier
130 before being supplied to the interrupt input of the

processor 100.

The processor includes within its memory both encryption
tables 114 and 118, and a look-up table in which are
stored the secret passwords in the EPROMS 116 of the
badges against the ID numbers of the personnel allocated
the badges, and possibly an additional secret PIN number.

The base station may be associated with, for example, a
security door giving access to a secure region, and a
keypad (not shown) may be provided adjacent the door, into
which the users secret PIN number can be keyed by the
user. Using this PIN in combination with the 20-bit ID
number transmitted by the badge, the processor 100 can
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consult the look-up table and determine the secret
password which should be stored in the EPROM 116 of the
badge worn by that person. This password is then supplied
to the column of the encryption table 114 (embodied within
the processor 100) and the random number which was
generated by the same processor (and is therefore
available within the processor memory), is applied to the
rows of the same éncrthion table 114 (embodied within the

processor).

This results in the production of a 128 bit number for
processing by the second encryption table 118 (embodied

within the processor 100), to produce a 16-bit output

word.

This 16-bit word is compared within the processor 100 with
the 16-bit encrypted number received from the badge.

\
If the password in the EPROM 116 is the same as the
password produced from the look-up table in the memory
100, the two 16-bit words will be identical - a situation
which can readily be detected. If not, the only sensible
conclusion is that the badge holder who has inserted the
PIN on the keypad is either not wearing the correct badge,
or has entered an incorrect PIN or both, and entry will be

prohibited.

If the Keypad/PIN system is not used the processér 100
will only authenticate a badge and not the badge holder.
In some instances this will be sufficient for an
installation's security in the same way a conventional
mechanical key system is sufficient, however it is
imperative a badge holder maintains a high degree of care
concerning the possesion of his/her badge. It should be
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noted that unlike a conventional mechanical key system an
active badge, as described here, is extremely difficult to
forge by examining either its composition or recording the

signals it produces.

Figure 5 shows the connections to part of the encryption
table 114 and shows the single bit input from a row
supplied to each of a plurality of AND gates 132 to 136 to

whose other inputs are supplied the 1's and 0's.

The AND gate outputs form one input to a corresponding
plurality of Exclusive OR gates 140 to 146 respectively.

The table entry inputs are the second inputs to each of

the AND gates.
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Claims
1. A system for locating the whereabouts in a

predetermined environment of each of a plurality of

carriers, comprising:-

a) transmitter means on the carriers for transmitting
identifying signals, each transmitter means producing a

unique signal;

b) a plurality of receiver means respectively located in
a corresponding plurality of separate defined regions
making up the predetermined environment and each adapted
to receive any of the unique identifying signals when any
of the transmitting means are within range, each receiver
means including a FIFO buffer memory into which carrier
jdentifying data is inserted whenever a transmission from

a carrier is received; and

¢) a controller adapted to interrogate each of the
plurality of receiver means in turn, addressing the FIFO
buffer memories to obtain and record the identifying data
in association with regional data, thereby linking the
carrier identifying data with positional identifying data

relating to the environment.

2. A system as claimed in claim 1, wherein each
transmitter means transmits identifying signals for
shorter durations of time which are spaced by

substantially larger intervals of time.
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3. A system as claimed in claim 2, wherein, within
l1imits, randomness is introduced into the spacing

intervals of time so as to reduce the risk of simultaneous

transmissions.

4, A system as claimed in any of claims 1 to 3, applied
to a telephone system in which incoming telephone calls
which contain a unique extension code are routed
automatically by a programmed computer which uses the
extension code to identify the carrier to whom a call is
to be routed, wherein the computer also operates so as to
determine the current positional data linked to the
carrier data asociated with ‘the extension code and thereby
enable the region, and therefore a convenient telephone
extension, to be identified, whereby the incoming call is

routed to that telephone extension.

5. A system as claimed in any of claims 1 to 3, applied
to a telephone system in which incoming telephone calls
are intercepted by a human operator, including display
means, operator input means for enabling the operator to
enter data which identifies the carrier to whom a call is
to be routed, and a programmed computer which operates in
response to such input to display information which either
enables the operator to ascertain the region in which that
carrier was last located or advises the operator of the

appropriate telephone extension number to which to route

the call.

6. A system as claimed in any of claims 1 to 5, wherein
each transmitter means includes an infra-red source and
driver therefor and each receiver means includes an infra-

rec sensitive transducer and signal amplifier.
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7. A system as claimed in claim 6, wherein each
transmitter means includes a PPM encoding device which
drives an infra-red emitting diode and switch means, and a
pulse generator and timing circuit means are provided for
determining the intervals during which the diode is to

transmit coded information.

8. A system as claimed in claim 1 or claim 2, wherein,
in each transmitter means, a crystal controlled timing
device is incorporated which is set to produce trigger
signals for releasing coded carrier data from the
transmitter on a repetitive synchronous basis, which
timing device can be pre-set within a series of time slots
so that each transmitter means only transmits coded
carrier data during a unique one of said time slots within

each repetitive period of time.

9. A system as claimed in claim 1 or claim 2, wherein a
control receiver is incorporated within each transmitter
means and a synchronous timing signal is transmitted
throughout the whole environment, so that all of the
control receivers are locked into synchronous operation,
and each control receiver 1is pre-programmed to cause its
associated transmitter means to transmit coded data
relating to the carrier in a strictly defiried period of
time following each synchronous signal, the periods of

time being different for the different- transmitter means.

10. A system according to any of claims 1 to 9, wherein
the components making up each transmitting means are
miniaturised and packaged together with a miniature
battery into a device which can be worn or otherwise
carried externally by a person or vehicle or other item or

animal which is to be monitored.
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11. A system as claimed in any of claims 1 to 10, wherein
each receiver means comprises a PPM decoder for generating
digital data for storing in the FIFO memory and a
controller and an address ROM into which address data is
entered on installation, uniquely indicating in coded
format the location of that receiving means relative to

the overall environment.

12. A system as claimed in claim 11, wherein data in the
FIFO memory of a receiving means is read out by
transmitting an address corresponding to that in the
address ROM of the receiving means concerned, so causing
the receiver means controlled to interrogate the
associated FIFO memory and to transmit the decoded carrier
data stored therein, together with coded data indicating
the identity, and therefore the location, of the receiving

means.

13. A system as claimed in claim 12, wherein the
interrogation loop associated with each FIFO memory is a

4L-wire OR'd network operating at 4800 Baud.

14. An authentication system for verifying identity,
comprising a transmitting/receiving unit ca}ried by each
of a plurality of mobile carriers, the transmitter being
adapted to transmit a generally unforgeable signal in
response to a prompt signal and the receiver being adapted
to receive a stimulation signal which causes it to
generate the prompt signal, and a static transmitter/
receiver means which is adapted to generate the
stimulation signal responsively to a call-up signal

received from the mobile transmitter.
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15. A system as claimed in claim 14, wherein a challenge-
response protocol is employed and each mobile transmitter/
receiver unit is adapted to receive and transmit infra-red
PPM signals and has stored in an associated memory firstly
a publically known unique identifier and secondly a secret
unique password, and the static transmitter/receiving
means has access to information linking the passwords and

the identifiers.

16. A system as claimed in claim 15, wherein the
transmitter/receiving means 1is arranged to transmit a
challenge signal in the form of a random number upon
receipt of a carrier data transmission from a
transmitting/receiving unit carried by the mobile

carrier.

17. A system according to claim 16, wherein any carrier
transmitting/receiving unit receiving a challenge signal
is arranged to combine the received random number with its
own unique password, expressed as a numerical word, and
the composite number is fed into a one way function device
which provides a response in such a way that the password

cannot be derived from the output of the device.

18. A system as claimed in claim 17, wherein a hardware
driven one way function device is constructed using an
exclusive-OR function and a fixed look up table in

combination with the challenge.

19. A carrier location system substantially as
hereinbefore described with reference to Figures . and 2

of the accompanying drawings.

20. A carrier authentication system substantially as
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hereinbefoﬂe described with reference to Figures 3 to 5 of

the accompanying drawings.
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