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CONDITIONAL ACCESS SYSTEM PROVIDING ACCESS TO MULTIPLE
PROGRAMS OR SERVICES

Field of the Invention

[0001] The present invention relates generally to broadcast systems such as a CATV system,

and more particularly to a conditional access system employed in a broadcast system.

Background of the Invention

[0002] Information broadcast systems include subscription-based systems in which a user
subscribes to a broadcast system that provides programming or other content to the subscriber
through a cable network or a satellite dish, for example. Since the programming is broadcast,
it is transmitted once for receipt by all eligible receivers. Access to the data, however, is
conditional, depending, for example, on whether or not a subscription fee has been paid for a
specific receiver. Such conditional access to the content is realized by encrypting the
information (usually the encryption occurs in the transmitter) under control of an
authorization key and by transmitting the encrypted content to the receivers. Furthermore, the
decryption keys necessary for the decryption of the content are encrypted themselves and
transmitted to the receivers. Often, symmetrical encryption techniques are used, where the
encryption and decryption keys are the same. Only those receivers that are entitled to the
content are able to decrypt the decryption key using a first decryptor. The receivers can then
decrypt the content using a second decryptor for decrypting the content under control of the
authorization key.

[0003] Conditional access is provided by conditional access (CA) systems that come as
matched sets--one part is integrated into the cable system headend (in a cable broadcast
system) and encrypts premium content, the other part provides decryption and is built into the
set-top boxes installed in user's homes. Several CA systems are used in the cable industry,
including those provided by Motorola (Schaumberg, I.), Scientific Atlanta (Atlanta, Ga.)
and NDS (Staines, U.K.).

[0004] To receive encrypted services a user needs a set-top box for each and every television
in his or her residence. Each set-top box must be connected to the cable or satellite system
over which the multi-service operator (MSO) provides programming. The more televisions a

user has, the more set-top boxes that are required. The only exception today is in cable
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systems that offer some analog TV channels in the clear (i.e. unprotected). Any television
built in the last 20 years can receive such channels directly (i.e., without a set-top box).
Without the set-top box, however, such a television could of course only receive analog
channels, but most MSOs offer upwards of 80 such channels today.

[0005] Long term, these MSOs would prefer to reclaim all currently transmitted analog
television channels and replace them with far denser compressed digital services.
Unfortunately, a completely digital television system means that the consumer needs a set-top
for every television he or she has in the home. This requirement has intensified focus on
lower and lower cost set-top boxes, and has also contributed to the drive towards televisions
that are digital cable ready, that is, with set-top technology inside them.

[0006] Recently, a new architecture has emerged that would avoid the need for a set-top box
per television. In this architecture the system operator installs a terminal on the side of the
residence, in the path of the cable feed to the residence. The terminal receives the 80 digital
channels supplied by the MSO and converts them to 80 analog channels that are modulated
conventionally on the in-home coax. The MSO thus has the benefit of carrying all channels in
a digitally compressed format, allowing more total services and revenue, while the residence
would appear as it does today, with 80 analog channels feeding as many in-home televisions
as the user wishes. No set-top boxes would be required until the consumer wished to access
encrypted content such as premium programming (e.g., HBO™) or video-on-demand, for
example. The user would not even be aware that the residential-side terminal was present,
since no special in-home equipment is required and there would be no direct user interaction
with the terminal.

[0007] A multiple service, residential-side terminal would need to tune, demodulate, decode,
and output (as an analog RF signal) many programs simultaneously. Currently, the number
of programs might be as high as 80 or more for many cable systems. Proponents of such an
arrangement need to find techniques for efficiently performing these various processing steps
on such a large number of programs at reduced cost. After all, an architecture requiring a set-
top box per television would be the least expensive and therefore the preferable approach if a
residential-side terminal were too expensive. Schemes are currently in development for
tuning, demodulation, decoding, and upconversion that hold the promise of performing these

functions at a reasonable cost. In the case of decryption and CA, residential-side terminal
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proponents are considering totally new approaches that may be incompatible with (and less
secure than) legacy CA systems that are currently deployed in set-top boxes. |

[0008] Accordingly, it would be desirable to provide a method and apparatus for providing
conditional access that is compatible with existing conditional access schemes employed in
set-top boxes and which can also serve to simultaneously decrypt all the channels that the
subscriber is entitled to access so that a complete set of analog channels can be provided to

the various televisions in the user’s residence, at low cost and complexity.

Summary of the Invention

[0009] In accordance with the present invention, a method and apparatus is provided for
distributing a plurality of programs from a content provider device to a subscriber. Each of
the programs is assigned to one of N service tiers, N being an integer greater than 1. The
method begins by assigning a unique packet identifier to each packet type associated with a
given program. Each of the plurality of programs is encrypted using one of N different
encryption schemes each associated with one of the N service tiers. Each of the N different
encryption schemes has a different encryption/decryption key associated therewith. The
packet identifiers for the packets associated with programs in any given one of the service
tiers are in a consecutive sequence. A multi-program transport stream (MPTS) is assembled
that includes the packets associated with the plurality of encrypted programs and the
encryption/decryption keys. The MPTS is distributed from the content provider to the
subscriber.

[0010] In accordance with one aspect of the invention, the packet identifiers associated with
the packets in any given one of the service tiers differ only in wild card digits.

[0011] In accordance with another aspect of the invention, the MPTS is MPEG compliant.
[0012] In accordance with another aspect of the invention, the encryption/decryption keys are
encapsulated in an entitlement control message (ECM).

[0013] In accordance with another aspect of the invention, the MPTS further comprises
entitlement management message (EMM) packets associated with the subscriber.

[0014] In accordance with another aspect of the invention, a conditional access subsystem is
proved which is to reside with an end-user for receiving, decrypting and decoding all
programs distributed by a content provider that the end user is entitled to access so that the

decrypted and decoded programs are available for display on one or more display devices
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without use of a set-top terminal dedicated to each of the display devices. The subsystem
includes a receiver for receiving and demodulating a multi-program transport (MPTS) stream
distributed by the content provider. The MPTS includes a plurality of packets constituting a
plurality of programs using one of N different encryption schemes each associated with one
of N service tiers, wherein N is an integer greater than one. Each of the N different
encryption schemes has a different encryption/decryption key associated therewith. The
packet identifiers for the packets associated with programs in any given one of the service
tiers are in a consecutive sequence. A decryptor is provided for decrypting each of the
programs associated with each of the N service tiers that the end user is entitled to access. A

decoder is also provided for decoding each of the decrypted programs.

Brief Description of the Drawings

[0015] FIG. 1 shows a conventional conditional access system in which the present invention
may be employed.

[0016] FIG. 2 shows an exemplary MPEG-II transport stream, which includes the PES, the
PAT, PMT and CAT packets.

Detailed Description

[0017] Referring to FIG. 1, in a conventional conditional access system, content to be
broadcast, including for example, video, audio and data components, is encoded in an
encoder 1 using an appropriate coding system, for example MPEG-II for digital broadcasting.
The encoded broadcast stream is encrypted or scrambled in an encryptor 2 under the control
of a set of control words CW generated by a control word generator 3 in a manner which is
well-known per se. Each control word CW is an encrypted key that is required to both
encrypt and decrypt the encoded broadcast stream. Each control word is incorporated into an
Entitlement Control Message (ECM) by an ECM generator 4 together with access criteria
that identify the service and the conditions required to access the service. For example, the
access criteria may specify regional limitations on the broadcast. Alternatively, the ECM
generator may generate the control words directly. A further type of message, referred to as
an Entitlement Management Message (EMM), which carries details of the subscriber and his
or her subscription is generated by an EMM generator 5. While an ECM message is

associated with an encrypted program or a set of programs and carries the information
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required to decrypt those programs, an EMM message is a message dedicated to an individual
user or group of users and carries the information necessary to determine whether those users
have the necessary subscriptions in place to be able to view the program.

[0018] The encrypted and encoded broadcast stream, together with the ECM and EMM
messages, is multiplexed in a multiplexer 6 with other broadcast streams representing other
programs, together making up a multi-program transport stream (MPTS). The MPTS is sent
to a transmitter 7 from which it is transmitted, via a communications channel 8, for example a
satellite or cable channel, using an appropriate modulation scheme. The modulated MPTS is
received at a subscriber’s receiver 9, for example a satellite dish, and passed to the
subscriber's set-top box 10.

[0019] On receipt at a set-top box 10, the received signal is demodulated and the MPTS data
is demultiplexed in a demultiplexer 11 to extract the required program and its associated
ECM and EMM messages. The extracted ECM and EMM messages are sent to a CA
subsystem 12. The CA subsystem 12 uses the ECM and EMM messages to determine
whether the subscriber has the right to view the broadcast and if so, to reproduce the control
words CW, which are input to a decryptor 13 together with the encrypted broadcast stream to
recover the original MPEG-II encoded broadcast stream. The encoded stream is passed to an
MPEG-II decoder 14, which produces an output signal comprising audio, video and data
components for display and use at the subscriber's television 15.

[0020] Each control word typically is generally a random number that serves as an encrypted
key. The control word is typically changed at predetermined intervals. A continuous stream
of ECM messages is therefore required to decrypt the encrypted signal. The EMM message is
updated far less frequently than the ECM messages. Support for the carriage of ECM and
EMM messages is defined in the international standard ISO IEC 13818-1, the entire contents
of which are incorporated herein by reference.

[0021] It will be understood that the function of the various components of the conditional
access system, including set-top box 10, shown in FIG. 1 may be carried out using hardware,
software, firmware, or any combination thereof. That is, the particular functional elements set
forth in FIG. 1 are shown for purposes of clarity only and do not necessarily correspond to
discrete physical elements.

[0022] The packets in an encoded broadcast stream that employs the MPEG-II coding system
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may be classified into three types: program elementary stream (PES) packets, program
specific information (PSI) packets, and privately defined packets. PES packets are typically
used to carry audio, video, or data that is associated with a particular program, whereas PSI
packets are used to carry, among other things, so-called PSI data, which includes MPEG-2
System Tables such as the program association table (PAT), the program map table (PMT)
and the conditional access table (CAT). A transport stream refers to a series of program
elementary streams that are multiplexed together along with the associated program specific
information, and other data such as ECMs and EMMs.

[0023] The PAT describes the number of programs in a transport packet stream and
determines how to the find the associated PMT for each program. Consequently, each
transport stream contains one PAT and several PMTs (one for each program). The PMT
describes the elementary streams that compose an individual program. The packets that make
up an elementary stream can be recognized by their Packet Identifier (PID) value. The PID is
a field located in the header of every transport stream packet. Thus, information pertaining to
a single program can be selected by selecting those packets having the appropriate PIDs for
the program’s video, audio and data, as well as its ECM stream. The PMT contains a
program number that identifies the program within the multiplex, descriptors to carry
additional information about the program, the identification of the packets that contain the
synchronization information, a number of pairs of values (e.g., stream type (ST), PID) which,
for each stream, specify the ST and the PID of the packets containing the data of that stream.
In addition, the CAT contains the PIDs of those packets in which the EMM messages are
located. FIG. 2 shows an exemplary transport stream, which includes the PES, the PAT,
PMT and CAT packets. FIG. 2 also shows exemplary PAT, MPT and CAT tables associated
with this transport stream. As the figure indicates, in the MPEG-II transport standard the PAT
packets are always identified as PID 0, and the CAT packets are always identified as PID 1.
[0024] A set-top box used in a conventional conditional access system that employs MPEG-
II encoding can generally only provide access to a limited number of programs (e.g., 1-4) at
any given time. Thus, as previously mentioned, upwards of N (e.g., 80) conditional access
sub-systems would be required to simultaneously provide the customer with N programs
(assuming that each conditional access sub-system can only process one program at any

given time). Even if the conditional access sub-system could process four programs



WO 2006/071394 PCT/US2005/041629

simultaneously, twenty conditional access sub-systems would still be required in each set-top
box to provide simultaneous access to all 80 programs.

[0025] Today, these non-premium analog channels are generally made available to customers
by MSOs in a limited number of different service tiers. For example, MSOs often offer only
two service tiers, one for basic programming and another for extended basic programming.
The present inventor has recognized that the aforementioned limited capability of current set-
top boxes to simultaneously provide access to all the programs made available by MSOs can
be overcome by encrypting the programming in a limited number of groups. The number of
different groups in which the programs are encrypted should be equal to the number of
service tiers offered by the MSO. For example, if a given MSO only offers two service tiers
for basic and extended basic programming, then the programs will only need to be encrypted
in two groups — one group for encrypting the basic programs and the other group for
encrypting the extended basic programs.

[0026] Assuming a CA subsystem can process 2 programs simultaneously, it in principle can
be used to provide simultaneous access to all programs offered by the MSO when those
programs are encrypted in either of two groups. In this way the CA subsystem can serve in a
residential-side terminal that can provide both conditional access and a complete set of
analog channels to the residence. Such encryption can be accomplished at the cable network
headend by using only two ECMs (one for each of the groups) to encrypt all of the programs
that are offered. Each ECM would define the service tier necessary to access the basic
channels or the extended basic channels. The two different ECM packets would each have
their own PIDs. The PMT associated with each program would list the appropriate PID for
the relevant ECM packet, making the transport stream fully MPEG compliant.

[0027] In order for a single conditional access subsystem of a set-top box to simultaneously
decrypt, say, 80 programs, the subassembly would need to accept a transport stream with
roughly 150 to 200 Mbps and select the PIDs associated with the PES packets of each
program. That is, for the entire transport stream the subassembly might need to select 80
PIDS corresponding to the video packets and 80 PIDs corresponding to the audio packets.
There may also be multiple audios per program, or even associated encrypted data streams.
[0028] While current set-top boxes can generally handle from about 50 to 160 Mbps, they
can only support a relatively small number of independent PIDs. For example, one current

generation of devices can support 4 programs simultaneously and up to 32 individual PIDs.
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The PIDs may be assigned to each program in any way that is desired. For instance, 8 PIDs
can be assigned to each of the 4 programs, or 10 PIDs can be assigned to the first 3 programs
and 2 PIDs to the last program. In order to make available a sufficient number of PIDs
needed to decrypt 80 programs, in some embodiments the present invention may employ a
“wild card” feature of the PID registers. That is, the 32 available PID registers, which consist
of 13 bits each, can support a 4 bit “don’t care” setting in which all 16 incoming PIDs with
the same top 9 bits and the various possible bottom 4 bits will match to the register, allowing
support for a total of 128 (32x4) PIDs. To employ such a wild-card scheme, the encoding or
multiplexing equipment would need to be configured to set the relevant PIDs in such an
adjacent manner. That is, the packets associated with programs in each of the different
service tiers need to employ a consecutive block of PIDs, which are assigned by encoder or

multiplexing equipment.
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Claims

1. A method of distributing a plurality of programs from a content provider device to a
subscriber, each of the programs being assigned to one of N service tiers, N being an integer
greater than 1, the method comprising the steps of?

assigning a unique packet identifier to each packet type associated with a given
program;

encrypting each of the plurality of programs using one of N different encryption
schemes each associated with one of the N service tiers, each of said N different encryption
schemes having a different encryption/decryption key associated therewith, and wherein the
packet identifiers for the packets associated with programs in any given one of the service
tiers are in a consecutive sequence;

assembling a multi-program transport stream (MPTS) that includes the packets
associated with the plurality of encrypted programs and the encryption/decryption keys; and

distributing the MPTS from the content provider to the subscriber.

2. The method of claim 1 wherein the packet identifiers associated with the packets in

any given one of the service tiers differ only in wild card digits.

3. The method of claim 1 wherein the MPTS is MPEG compliant.

4. The method of claim 1 wherein the encryption/decryption keys are encapsulated in an

entitlement control message (ECM).

5. The method of claim 1 wherein the MPTS further comprises entitlement management

message (EMM) packets associated with the subscriber.

6. A conditional access subsystem to reside with an end-user for receiving, decrypting
and decoding all programs distributed by a content provider that the end user is entitled to
access so that the decrypted and decoded programs are available for display on one.or more
display devices 15 without use of a set-top terminal dedicated to each of the display devices,

comprising:
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areceiver 11 for receiving and demodulating a multi-program transport (MPTS)
stream distributed by the content provider, said MPTS including a plurality of packets
constituting a plurality of programs using one of N different encryption schemes each
associated with one of N service tiers, wherein N is an integer greater than one, each of said
N different encryption schemes having a different encryption/decryption key associated
therewith, and wherein packet identifiers for the packets associated with programs in any
given one of the service tiers are in a consecutive sequence; and

a decryptor 13 for decrypting each of the programs associated with each of the N

service tiers that the end user is entitled to access; and

a decoder 14 for decoding each of the decrypted programs.

7. The conditional access subsystem of claim 6 wherein the packet identifiers associated

with the packets in any given one of the service tiers differ only in wild card digits.

8. The conditional access subsystem of claim 6 wherein the MPTS is MPEG compliant.

9. The conditional access subsystem of claim 6 wherein the encryption/decryption keys

are encapsulated in an entitlement control message (ECM).

10.  The conditional access subsystem of claim 6 wherein the MPTS further comprises

entitlement management message (EMM) packets associated with the end user.
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