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SYSTEMAND METHOD FOR ALLOCATING 
COMMUNICATIONS TO PROCESSORS INA 

MULTIPROCESSOR SYSTEM 

FIELD OF THE INVENTION 

0001. The present invention is related to computer soft 
ware and more specifically to computer Software for process 
ing communications received by a multiprocessor computer 
system. 

BACKGROUND OF THE INVENTION 

0002 Computer systems can process communications 
from sources and provide responses. In a multiprocessor sys 
tem, one or more network interface cards (NICs) receive 
communications, and drive an interrupt signal to one or more 
of the processors to indicate that a communication has been 
received. The interrupt resolution system in the computer 
system allows a driver in one of the processors to respond to 
the interrupt, so that the communication can be processed and 
a response may be generated. Because the processors may 
share the processing of interrupts, the processor containing 
the driver that responds to the interrupt for a communication 
received from one source may not be the processor that had 
responded to the interrupt for a prior communication received 
from that same source. 
0003) If the process that ultimately processes the commu 
nication requires state information from a prior communica 
tion, in the event that the same processor processed the prior 
communication, the state information may be in the proces 
Sor's cache. The processing of the communication and the 
generation of the response in this event is quick and efficient, 
although an n-multiprocessor system, Such efficient process 
ing may only occur 1/n of the time. The remainder of the time, 
the prior command was processed by a different process or on 
a different processor, and so the current state information 
from the prior communications will not be in the cache of the 
processor that processes the current communication. If, how 
ever, a different one of the processors processed the prior 
communication, the processor responding to the interrupt and 
processing the Subsequent communication must retrieve the 
state information from memory or disk, adding time to pro 
cess the communication and produce a response and reducing 
the throughput of the system. Such inefficient processing 
occurs (n-1)/n of the time. As n grows to a larger number, the 
processing efficiency of the system decreases and the average 
response time increases. 
0004. Other systems have the potential to improve the 
efficiency and response time of Such systems, but can require 
complex contention management systems for the routing of 
messages to prevent the simultaneous access of queues or 
other resources by different processors, and if the other sys 
tems are implemented in hardware, can add hardware costs to 
the multiprocessor system. 
0005 What is needed is a system and method that can 
speed the processing and response to communications in a 
multiprocessor System without requiring any additional con 
tention management systems and without adding hardware 
costs to the system. 

SUMMARY OF INVENTION 

0006. A system and method uses a set of criteria and/or 
rules to assign communications to a processor, a process, or a 
type of communications on a processor, in a multiprocessor 
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system. The criteria and/or rules may be preloaded at System 
startup, received from one or more processes during system 
operation, or both. The criteria and/or rules help ensure that 
any context information from prior communications that may 
be useful in processing the communication will be in the 
processor cache of the processor that processes each commu 
nication, speeding the processing of that communication 
without a special contention management system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0007 FIG. 1 is a block schematic diagram of a conven 
tional computer system. 
0008 FIG. 2 is a block schematic diagram of a system for 
assigning communications in a multiprocessor System 
according to one embodiment of the present invention. 
0009 FIG. 3 is a flowchart illustrating a method of assign 
ing communications in a multiprocessor System according to 
one embodiment of the present invention. 
0010 FIG. 4 is a flowchart illustrating a method of receiv 
ing criteria for communications from processes according to 
one embodiment of the present invention. 
0011 FIG. 5 is a flowchart illustrating a method of incor 
porating criteria received from processes into a set of criteria 
used to assign communications in a multiprocessor system 
according to one embodiment of the present invention. 

DETAILED DESCRIPTION OF A PREFERRED 
EMBODIMENT 

0012. The present invention may be implemented as com 
puter 5 software on a conventional computer system. Refer 
ring now to FIG. 1, a conventional computer system 150 for 
practicing the present invention is shown. Processor 160 
retrieves and executes Software instructions stored in storage 
162 such as memory, which may be Random Access Memory 
(RAM) and may control other components to perform the 
present invention. Storage 162 may be used to store program 
instructions or data or both. Storage 164. Such as a computer 
disk drive or other nonvolatile storage, may provide storage of 
data or program instructions. 
0013. In one embodiment, storage 164 provides longer 
term storage of instructions and data, with storage 162 pro 
viding storage for data or instructions that may only be 
required for a shorter time than that of storage 164. Input 
device 166 such as a computer keyboard or mouse or both 
allows user input to the system 150. Output 168, such as a 
display or printer, allows the system to provide information 
Such as instructions, data or other information to the user of 
the system 150. Storage input device 170 such as a conven 
tional floppy disk drive or CD-ROM drive accepts via input 
172 computer program products 174 such as a conventional 
floppy disk or CD-ROM or other nonvolatile storage media 
that may be used to transport computer instructions or data to 
the system 150. Computer program product 174 has encoded 
thereon computer readable program code devices 176, such 
as magnetic charges in the case of a floppy disk or optical 
encodings in the case of a CD-ROM which are encoded as 
program instructions, data or both to configure the computer 
system 150 to operate as described below. 
0014. In one embodiment, each computer system 150 is a 
conventional SUN MICROSYSTEMS ULTRA workStation 
running the SOLARIS operating system commercially avail 
able from SUN MICROSYSTEMS, Inc. of Mountain View, 
Calif., a PENTIUM compatible personal computer system 
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Such as are available from DELL COMPUTER CORPORA 
TION of Round Rock, Tex. running a version of the WIN 
DOWS operating system (such as 95, 98, Me, XP, NT or 
2000) commercially available 20 from MICROSOFT Corpo 
ration of Redmond Wash. or a Macintosh computer system 
running the MACOS or OPENSTEP operating system com 
mercially available from APPLE COMPUTER CORPORA 
TION of Cupertino, Calif. and the NETSCAPE browser.com 
mercially available from NETSCAPE 
COMMUNICATIONS CORPORATION of Mountain View, 
Calif. or INTERNET EXPLORER browser commercially 
available from MICROSOFT above, although other systems 
may be used. 
0015 Referring now to FIG. 2 a block schematic diagram 
of system for assigning communications in a multiprocessor 
system is shown according to one embodiment of the present 
invention. 
0016. In one embodiment, all communication into or out 
of system 200 is made via input/output 208 of communication 
interface 210 which is coupled to a network such as the 
Internet or a local area network or both. Communication 
interface 210 is a conventional communication interface that 
supports TCP/IP or other conventional communication pro 
tocols. 
0017. A communication is Received and Stored 
0018. A communication is received by communication 
interface 210 and communication interface 210 stores the 
communication in a buffer in buffer storage 232. 
0019. In one embodiment, buffer storage 232 is part of 
system storage 230, which is conventional disk storage or 
memory, and each buffer contains sufficient space to hold the 
largest possible communication that may be received. When 
communication interface 210 has completed storing the com 
munication to a buffer in buffer storage 232, communication 
interface 210 places the address or index of the buffer into 
which the communication was stored into a specified storage 
location or queue. Such as a storage location or queue within 
the address space of the communication interface 210 itself, 
and signals an interrupt on interrupt line 212. Processors 
250-251 monitor the interrupt line 212, and one of the pro 
cessors will be chosen to handle the interrupt, using any 
conventional multiprocessor interrupt processor selection 
technique, such as are described in U.S. Pat. No. 5,379,434 
issued to DiBrino on Jan. 3, 1995. Two processors 250-251 
are shown in FIG. 2, however, any number of processors in a 
multiprocessor System may be used by the present invention. 
0020 Each processor 250-251 contains a driver 220-221 
to handle the interrupt. The processor 250-251 that responds 
to the interrupt does so by transferring control to the driver 
220-221 on that processor. Each processor 250-251 also runs 
any number of processes 252-258 that receive and process 
communications, for such processes 252-258 being shown in 
the figure, two for each processor 250-251, although any 
number of processes may be used and the number of pro 
cesses need not be the same for each processor 250-251. The 
processes 252-258 can be any conventional process, such as 
application programs and any other process capable of pro 
cessing a received communication. 
0021 Communication Identifier Identifies the Entity to 
which the Communication Should be Assigned 
0022 Communication, assigner 222 in the driver 220-221 
that handles the interrupt, identifies the entity, Such as a pro 
cessor 250, 251, to which the communication should be 
assigned. 
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0023. In one embodiment communication assigner 222 
can not only identify as the entity to which the communica 
tion should be assigned as a processor 250 251, but also may 
identify as the entity a process 252-258 on that processor 
250-251, or identifies as the entity a type (corresponding to a 
type queue described below) of communications to be pro 
cessed by the identified processor 250-251 as described in 
more detail below. The identification and Subsequent assign 
ment of a communication to a processor 250,251, and option 
ally a specific process 252-258 or type, may be performed in 
any number of ways, some of which will now be described. 
0024. In one embodiment, to make the identification, com 
munication assigner 222 retrieves from communication inter 
face 210 the address or index of the buffer into which the 
communication was stored, reads from buffer storage 232 
some or all of the header, or other portion, or all, of the 
communication using the address or index of the buffer it 
retrieves, and identifies a corresponding processor 250-251 
and/or optionally, a process 252-258 or a type of communi 
cations to be processed by a processor 250-251, by perform 
ing a function on some or all of the bits in the header of the 
communication. For example, if the communication is a TCP 
packet, communication assigner 222 may use the least sig 
nificant bit of the destination IP address from the header of the 
communication as the most significant bit of a two-bit result 
and use the least significant bit of the destination port of the 
header of the communication as the least significant bit of the 
result, and then identify a process 252-258 to which the 
communication should be assigned based on the result. For 
example, if the result is 00, process 252 is identified as the 
entity to which the communication should be assigned, if the 
result is 01, process 254 is identified as the entity to which the 
communication should be assigned, if the result is 10, process 
256 is identified as the entity to which the communication 
should be assigned, and if the result is 11, process 258 is 
identified as the entity to which the communication should be 
assigned. 
0025. A similar technique may be used to assign commu 
nications to processors 250-251 if it is not desirable to assign 
communications directly to processes. This may be because 
there are multiple processes on the same processor that can 
process a given communication, and pooling Such communi 
cations for processing by any capable process can ensure that 
they are processed in a manner that more closely corresponds 
to the order in which they are received, while ensuring that 
any Such process has access to the context information in the 
processor cache from processing prior communications. This 
can also allow the processes to retrieve communications 
using conventional operating system calls, provided that the 
communications identified for each processor are placed into 
a data structure compatible with the operating system. As an 
example of the manner in which a processor may be identified 
as the entity to which the communication is assigned, the two 
bits in the result described above may be exclusive, and if 
result of the exclusive or is 1, 20 processor 250 is identified as 
the entity to which the communication should be assigned 
and if the result of the exclusive or is 0, processor 251 is 
identified as the entity to which the communication should be 
assigned. 
0026. A similar technique may be used to identify com 
munications as a type of communications to be processed by 
a given processor. The identification, and Subsequent assign 
ment of a communication to a type of communications to be 
processed by a certain processor allows assignment to pro 
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cesses that can process that type of communication, without 
assigning the communication to a specific process, so that it 
may be processed more closely to the order in which it was 
received. In addition, as described in more detail below, a 
process on a processor that processes communications of a 
given type may retrieve Such communications directly from 
the data structure for that type and processor, without an 
intervening process or operating system to distribute commu 
nications to those processes that can process them. In the 
example above, if the result is 00, the communication is 
identified as being a first type on processor 250, if the result is 
01, the communication is identified as being a second type on 
processor 250, if the result is 10, the communication is iden 
tified as being a first type on processor 251, and if the result is 
11, the communication is identified as being a second type on 
processor 251. As described in more detail below, each type 
and processor has its own queue, and so the entity identified as 
the entity to which the communication should be assigned is 
the queue corresponding to the type and processor. 
0027. The above were representative functions used to 
identify as the entity to which the communication should be 
assigned as a process, processor or queue for a type of com 
munication to be processed by a certain processor. 
0028. However, in other embodiments, other functions of 
arbitrary complexity may be used on any portion of the header 
to assign the communication. For example, a hash function on 
any or all of the source and destination IP addresses and ports 
and the protocol may be used in place of assignment of bits as 
described above. The contents of the message may be used for 
the function and other information other than the TCP header, 
such as an IP header, or even the time of day or a random 
number or pseudo-random number may be used to identify 
the entity to use for assignment of the communication. 
0029. In other embodiments of the present invention, 
lookup tables and the like may be used in place of the func 
tion, or in addition to it. In one embodiment, the lookup table 
may be pre-stored in processor identifier storage 234. Each 
row in the lookup table may contain a criteria (for example 
source IP address and port, followed by destination address 
and port, followed by protocol, with don't care symbols as 
wildcards) that, can be compared to some or all of the com 
munication or other information (e.g. date and time) to deter 
mine whether the communication corresponds to that row in 
the lookup table. Other information in each row of the lookup 
table can be used to identify a process, processor or type of 
communication to be processed by a processor, to which the 
communication should be assigned when the communication 
corresponds to the criteria in the row. For example, an iden 
tifier of a queue in queue storage (described below) corre 
sponding to the processor, process or type queue in queue 
storage 236 (described below) to which the communication 
should be assigned if it corresponds to the criteria of the row 
may be stored as another column of the table. The lookup 
table may be supplied prefilled, read into assignment criteria 
storage 234 from a file at System startup by update manager 
240, or may be filled in response to messages received from 
processes 252-258 or other processes as described in more 20 
detail below. Because the drivers 220-221 respond to inter 
rupts, only one driver 220-221 will access the lookup table in 
assignment criteria Storage 234 at a given time, and thus, 
drivers 220-221 may share a single lookup table, although in 
other embodiments, each driver 220-221 has its own lookup 
table, which may be a copy of the others, or may contain 
differences representing the preference for assigning commu 
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nications to the processor 250-251 on which the driver 220 
221 executes as described below. 
0030) Resolution Between Conflicting Entities 
0031 More complex functions may be performed on the 
communications received than those described above, some 
of which may not be mutually exclusive, or the criteria in the 
table entries may overlap. In Such embodiment, the commu 
nication being assigned in the manner described herein may 
meet the criteria for any of several rows in the table. 
0032. In one such embodiment, communication assigner 
222 may use an internally stored set of rules, such as to prefer 
assignment to the processor 250-251 on which the commu 
nication assigner 222 making the assignment runs, and to 
prefer assignment corresponding to a specific process 252 
258 ahead of assignment for a type of communication, and to 
prefer Such assignment for a type of communication ahead of 
assignment for the processor 250-251. To allow such prefer 
ences to be expressed, the type of entity to which the com 
munication corresponding to the criteria will be assigned is 
stored with the criteria in assignment criteria storage 234 or it 
may be implied from the identifier of the queue to which the 
communication should be assigned. 
0033. In one embodiment, ranges of process identifiers 
capable of being assigned to processes running on each pro 
cessor 250-251 and identifiers of the processors 250-251 
themselves may be stored in assignment criteria storage, and 
the table rows reference the processor identifiers and/or pro 
cess identifiers to allow communication assigner 222 (which 
internally stores the identifier of the processor 250-251 on 
which it operates as described below) to assign communica 
tions in accordance with these internally stored preference 
rules. Each row in the table in assignment criteria storage 234 
may contain a preference field that communication assigner 
222 can use to resolve the criteria for multiple rows matching 
a communication. Remaining ties may be broken at random, 
round robin, or other conventional ways of breaking ties. 
0034 Assigning the Communication to a Queue Corre 
sponding to the Entity Identified 
0035. After the assignment identification is made by 20 
communication assigner 222 as described above, in one 
embodiment, communication assigner 222 assigns the com 
munication to a queue or other storage in queue Storage 236 
that corresponds to the entity identified. To assign a commu 
nication to a processor, a type of communications within a 
processor, or a process on a processor, the pointer to the 
communication is provided to the end of a corresponding 
queue in queue storage 236, which is a part of system storage 
230. Queue storage 236, described in more detail below, 
contains queues for each processor in one embodiment, each 
process in another embodiment, or for each type of commu 
nication for a given processor, in still another embodiment. 
0036) Another embodiment may employ any combination 
of these, for example, having one queue per process, and a 
queue for the processor to handle communications that do not 
meet the criteria for assignment to a particular process. 
0037. In one embodiment, queue storage 236 is composed 
of several queues. The head pointer and tail pointer for each 
queue is stored in one part of queue Storage 236 and the 
contents of each queue are stored in a different part of queue 
storage 236. The pointers for queues of each type (e.g. process 
queues, processor queues and queues for communications 
designated as being of a certain type to be processed on a 
certain processor) can be stored together in a logical order 
such as the order of the identifier of the process, processor or 
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type, so that an offset corresponding to the queue can be 
identified from the process, processor 17 or type to which the 
communication should be assigned, identified as described 
above. The offset from a base address of the queue into which 
the communication matching the criteria should be stored, is 
stored in the table entry or may be calculated using the result 
of the function. The address or offset may be a function of the 
type of queue (e-g. processes have one base address, proces 
sors have another and types of communications assigned to a 
processor have another base address). In the case of a proces 
sor or process, the identifier of the processor and process may 
be used to calculate the offset (e.g. every queue has two 
words: a head pointer and a tail. pointer, and therefore, the 
address of the queue for processor is the base address for 
processor queues+6 words). In the case of types, a type iden 
tifier may be provided by the application with the criteria, and 
the type identifier is used to calculate the offset in the manner 
described above for the processor identifier. In other embodi 
ments, pending assignment manager 228 may provide the 
base address and offset from a base address for an unused 
queue that corresponds to the criteria received, in response to 
receipt of the criteria. 
0038. The address of the queue contains ahead pointer and 
a tail pointer of the queue. Storage for the contents of the 
queue is also located in queue Storage 236 at another location, 
with Sufficient space for each queue based on the expected 
traffic for the type of queue or the various types of queues. 
Although the description above describes the identification of 
the entity to which the communication should be assigned, 
and then the assignment of the, communication to a queue 
corresponding to that entity, in one embodiment, the identi 
fication of the entity may be performed by identifying the 
queue corresponding to the entity. In such embodiment, the 
actual identity of the entity that corresponds to the queue need 
not be “known, as the queue acts as a Surrogate for an 
identifier of the entity. 
0039 Processes can Control the Identification and Assign 
ment Process by Supplying Rows to be Incorporated into the 
Table 

0040. In one embodiment, each process 252-258 may 
instruct pending assignment manager 228 that it desires to 
handle communications meeting a certain criteria. For 
example, a process 252-258 may instruct pending assignment 
manager 228 in the driver 220-221 for the processor 250-251 
on which the process 252-258 is running that it wishes to 
handle communications having a particular destination port 
and protocol by providing this criteria (for example, using the 
format of the criteria column of the table described above) 
and the identifier of the process, and an optional preference 
value as described above. Alternatively, a representative pro 
cess 252-258 of a processor 250-251 may provide multiple 
rows of the table on behalf of other processes 252-258 run 
ning on that processor 250-251 to pending assignment man 
ager 228 on the same processor 250-251 as the process Sup 
plying the information. Pending assignment manager 228 
stores the information at the end of a pending assignment 
criteria queue for that driver 220 221 in pending assignment 
storage 238, which contains one such queue for each driver 
220-221. Because the processes 252-258 can provide this 
information at any time, including having one process 252 
258 on each different processor 250-251 send such informa 
tion simultaneously, the use of separate driver queues elimi 
nates the requirement of a locking mechanism that would 
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otherwise be required to prevent the simultaneous use of 
assignment criteria storage 234. 
0041. In one embodiment, a separate queue exists in pend 
ing assignment storage 238 for each process 252-258 or for 
each process 252-258 that may provide such information to 
pending assignment manager 228 to avoid locking require 
ments that could otherwise be necessary for the per-driver 
queues described above, to account for scheduling conflicts 
that could occur if another process interrupts the storage of 
the information into the per driver queue. A locking mecha 
nism may also be employed on the pending assignment cri 
teria queue on the assumption that such a mechanism will not 
cause delays too frequently. The information in pending 
assignment storage 238 may be transferred into assignment 
criteria storage 234 at a later time, in any of a number of 
different ways. 
0042. In one embodiment, update manager 240 periodi 
cally halts the operation of drivers 220-221 to add the entries 
in all of the queues in pending assignment storage 238 to the 
lookup table in assignment criteria storage 234. At system 
shutdown, update manager 240 incorporates any pending 
entries from pending assignment storage 238 into the table or 
tables in assignment criteria storage 234 and then saves the 
table or tables into disk storage. At system startup, update 
manager 240 reads the file and stores the table contained 
therein into the table or tables in assignment criteria storage 
234, and then installs the remainder of the drivers 220-221 to 
allow them to begin operating. 
0043. In embodiments in which there are multiple lookup 
tables in assignment criteria storage 234, update manager 240 
may add the information from the entries in pending assign 
ment storage 238 into all of the tables, or some of the tables, 
or may add one version into one or more tables and another 
version into one or more different tables (e.g. adding different 
preference values for each table to be used by the driver 
220-221 running on the processor 250-251 corresponding to 
the queue to which the communication should be assigned so 
that communication assigner 222 need not use the type of the 
assignment to determine the preference as described above. 
0044. In another embodiment, entries from the queue cor 
responding to the driver (or the queues for the processes that 
provide information to that driver) in pending assignment 
storage 238 are incorporated into assignment criteria Storage 
234, during the operation of 20 that driver. In such embodi 
ment, after communication assigner 222 completes the 
assignmentofa communication as described herein, it signals 
incorporation manager 224, which scans just the pending 
assignment queue or queues in pending assignment storage 
238 which contains criteria and other information received 
from processes of the processor on which incorporation man 
ager 224 is being executed, and updates in assignment criteria 
storage 234 the lookup table or tables used by all drivers 
220-221 that share a communication resource with the driver 
containing that incorporation manager 224, before returning 
program control to the processor 250-251. Although this pro 
cess only updates assignment criteria storage 234 with infor 
mation from a single processor 250-251, as the other drivers 
220-221 assign communications, they will use their pending 
assignment criteria queues to update the table or tables. 
Because only one driver 220-221 of the drivers that share a 
communication resource operates at any given time, conten 
tion for the table or tables in assignment criteria, storage 234 
used by those drivers is avoided, eliminating the need for a 
locking mechanism to prevent simultaneous access to the 
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table or tables in assignment criteria storage 234. If the pro 
cessor 250-251 will prioritize the driver ahead of any pro 
cesses that operate on that processor 250-251, interference 
involving the pending criteria queues is eliminated, and thus, 
using this embodiment, updates may occur more frequently 
than would otherwise be possible if system initialization and 
periodic updates were the only time the pending criteria were 
applied to the table or tables. 
0045 Processes Retrieve Communications from an Oper 
ating System or Directly from a Queue, Bypassing the Oper 
ating System. 
0046. As described herein, the assignment of communica 
tions to processors, processes or types of communications for 
a processor are made without use of the operating system of 
the multiprocessor computer system. In one embodiment, 
communications are assigned to processor queues as 
described above. 
0047. In such embodiment, the operating system (not 
shown) running on each processor reads the processor queue 
and provides communications to processes 252-258 as if the 
processor queue was the queue from the communication 
interface 210. 
0048. In such embodiment, communication assigner 222 
can provide a Software interrupt to the processor correspond 
ing to the processor to which, the communication was 
assigned, to simulate a communication interface providing 
Such interrupt. 
0049. In such embodiment, processes 252-258 request 
communications using conventional operating System calls 
Such as Socket calls, and the operating system may process 
them with little or no change to the code for processing 
communication's received from a communication interface 
210 in the conventional manner. 
0050. In another embodiment, each process 252-258 may 
retrieve communications corresponding to the pointers in the 
various queues in queue storage 236. A process 252-258 may 
retrieve a communication corresponding to a pointer in a 
queue corresponding to that process 252-258, without 
employing a locking capability because no other process will 
retrieve communications from that queue. A process 252-258 
may retrieve a communication corresponding to a pointer in a 
queue corresponding to the processor 250-251 on which the 
process 252-258 runs. A process 252-258 may retrieve a 
communication corresponding to a pointer in a queue corre 
sponding to the processor 250-251 on which the process 
252-258 runs that also corresponds to a type of communica 
tion processed by that process. A locking mechanism may be 
used for the last two techniques, or a separate process may 
handle providing pointers to the communication from each 
Such queue using queued requests for communications. A 
process 252-258 may retrieve a communication from any 
combination of the above, in other embodiments of the 
present invention. This arrangement can bypass the operating 
system (not shown) under which each of the processes 252 
258 run, to receive and to provide communications to the 
processes 252-258. 
0051. No Lockins Required 
0052 Because communication interface 210 provides 
only a single interrupt at a time, and each driver 220-221 has 
control of the processor 250-251 on which it resides during 
the time it is responding to the interrupt, there is no contention 
for the criteria in assignment criteria storage 234, and if 
internally stored functions are used in the communication 
assigners 222, contention for the criteria is eliminated. 
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Because only one communication resource device interrupt 
will be processed at a time, contention among drivers for the 
queues in queue Storage 236 is avoided as well. Furthermore, 
because the processes 252-258 (or operating system) retrieve 
pointers to communications from the head of the queues in 
queue storage 236, and each driver 220-221 adds pointers to 
communications to the end of the queues in queue Storage 
236, there is no contention for the pointers to the queues in 
queue Storage 236, other than a check, using the end of the 
queue, that the processes 252-258 make to verify that the 
queue is not empty. If, when a communication pointer is 
added to the end of a queue, the end of the queue pointer is 
updated after the pointer, to the communication is written to 
the queue, and the end of queue pointer is not greater than a 
single data word, the memory bus contention controls will 
accommodate the contention issues between the drivers 250 
251 and the processes 252-258 and eliminate the need for a 
locking mechanism dedicated to preventing contention for 
the queues in queue Storage 236. If there are multiple com 
munication interfaces 210,214 Supplying communications to 
the various drivers 220-221, 214, if all of the communication 
interfaces 210-214 share a single interrupt, conventional 
interrupt contention controls will accommodate the conten 
tion issues. Alternatively, the communication interfaces 210, 
214 may be divided into pools of one or more communication 
interfaces 210, 214 (each pool referred to as a “communica 
tion resource') and each communication resource may share 
an interrupt, which is serviced by a set of one or more drivers. 
0053. In one such embodiment, the drivers in the set assign 
communications in Such a manner that they may only be 
processed by processes 252-258 operating on processors on 
which the drivers in the set execute. Thus, unless otherwise 
noted, the present invention may operate to provide commu 
nications without the use of a locking mechanism that is 
specific to the queues in queue Storage 236 or the lookup table 
ortables in assignment criteria Storage 234. A locking mecha 
nism is a mechanism in which processes and/or, drivers check 
the availability of a shared resource Such as queues or other 
memory resources before using it to ensure that it is not being 
used by another process and/or driver. In the circumstance in 
which a locking mechanism indicates the shared resource is 
in use, the process or driver that checked the availability of the 
shared resource may have to sit idle and check it again, 
wasting processor cycles. Even if the shared resource is avail 
able, the requirement that the locking mechanism be checked 
each time can use significant processing resources not 
required by various embodiments of the present invention, 
which does not employ Such a locking mechanism. As such, 
communications are stored, assigned and provided to pro 
cesses or queues by the present invention “sinelockingly'. 
which means “without the use of a locking mechanism that is 
dedicated to the use of storage, and/or the assignment, and/or 
the providing, of communications received by a computer 
system'. The memory bus contention mechanisms and inter 
rupt contention mechanisms used as described above do not 
affect whether a communication is stored, assigned or pro 
vided to processes sinelockingly because they are not dedi 
cated to Such use: they have other uses. 
0054 Methods 
0055 Referring now to FIG. 3, a method of assigning 
communications received is shown according to one embodi 
ment of the present invention. Control is transferred in 
response to an interrupt received as described above 310. An 
assignment is identified 312 from some or all of the commu 
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nication as described above. The assignment may be identi 
fied using a calculation, or using a lookup table as described 
above to identify the entity or queue (corresponding to a 
process, processor or type of communication to be processed 
by a processor) to which, the communication should be 
assigned. The method continues at step 322. At step 322, the 
assignment identified in step 312 is made to a queue corre 
sponding to a processor, process or type of communication on 
a processor and the method continues at step 310. Step 322 
may include providing an interrupt to the processor corre 
sponding to the queue to which the communication was 
assigned and other actions to simulate receipt of the commu 
nication for processing in a conventional fashion as described 
above. 
0056. In one embodiment, illustrated by the dashed lines 
in the Figure, instead of continuing at step 310, after step 322, 
a pending assignment criteria queue for the processor on 
which the method of FIG.3 is being executed is checked 324. 
If there are pending assignment criteria in that queue 326, the 
criteria in that queue are applied to the criteria used to assign 
communications, the queue is set to empty 328 and the 
method continues at step 310. Referring now to FIG. 4, a 
method of receiving criteria from a process describing com 
munications it can process is shown according to one embodi 
ment of the present invention. The criteria, and an indication 
of the process or processor or a type to which communica 
tions meeting the criteria should be assigned is received 410. 
The information received in step 410 may include an indica 
tion 20 that the process should be rescheduled for the proces 
sor on which the driver assigning the communication is oper 
ating, as described above. The criteria and other information 
are stored 412 into a pending assignment criteria queue or 
other storage device, awaiting incorporation into a set of 
criteria. Storage may be performed by converting the infor 
mation received into one or more table entries as described 
above, including adding a preference value to the table entry 
for each such criteria for use as described I above. Referring 
now to FIG. 5, a method of incorporating information 
received from processes into a set of criteria used to assign 
communications is shown according to one embodiment of 
the present invention. An update signal is received 510. The 
update signal may be received as a part of a system initializa 
tion or may be periodically performed as described above. If 
there are pending assignment criteria awaiting incorporation 
512, the criteria and related information described above, 
Such as an identifier, f the processor, process, or type of 
communications assigned to a processor, preference informa 
tion, and whether the assignment should be made to a process 
running on a processor on which the assignment is being 
made, are incorporated into the criteria used to assign com 
munications 514 and the method continues at step 516. Oth 
erwise 512, the method continues at step 516. At step 516, the 
method terminates. 

What is claimed is: 
1. In a computer system comprising a plurality of proces 

sors separately capable of responding to an interrupt from a 
communication interface, a method of assigning each of a 
plurality of communications, the method comprising: 

5 receiving at a first processor a first communication of the 
plurality; responsive to at least a portion of the commu 
nication received, sinelockingly assigning, at the first 
processor, the first communication to, at least one 
selected from a 10 first one of the plurality of processors, 
a first one of the plurality of processes and first one of the 
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plurality of types of communications to be processed by 
one of the plurality of processors; 
receiving at a second processor a second communication 

15 of the plurality; and responsive to at least a portion 
of the communication received, sinelockingly assign 
ing, at the second processor, the second communica 
tion to at least one selected from a second one of the 
plurality of processors, a second one of 20 the plural 
ity of processes and a second one of the plurality of 
types of communications to be processed by one of 
the plurality of processors. 

2. The method of claim 1 wherein each of at least one of the 
assigning steps is additionally responsive to information 
received from at least one of the plurality of processes. 

3. The method of claim 1 wherein: 
during and after the receiving the first communication step, 

and prior to and before and during the assigning the first 
communication step, the first communication is not 5 
provided to, or received from, an operating system; 
and during and after the receiving the second communi 

cation step, and prior to and before and during the 
assigning the second communication step, the second 
communication is not provided to, or received from, 
an 10 operating system. 

4. The method of claim 1 wherein at least one selected 
from: the first one of the plurality of processors comprises the 
second one of the plurality of processors; 

the first one of the plurality of processes comprises the, 
second one of the plurality of processes; 
and the first one of the plurality of types of communica 

tions to be processed by one of the plurality of pro 
cessors comprises the second one of the plurality of 
10 types of communications to be processed by one of 
the plurality of processors 

5. The method of claim 1 wherein: the first communication 
and the second communication comprise TCP packets; 

and the at least the portions of the first communication 5 
and the second communication comprise TCP headers 
of the first communication and the second communica 
tion. 

6. The method of claim 1, wherein: 
the assigning the first communication step comprises 

assigning the first communication to a first one of a 
plurality of queues; 
5 the assigning the second communication step com 

prises 1 assigning the second communication to a 
second one of the plurality of queues; 
and each of the first processor and the second proces 

Sor is capable of assigning the plurality of commu 
nications to 10 the first queue and the second queue. 

7. The method of claim 1 wherein the assigning steps are 
responsive to at least one function. 

8. The method of claim 1 wherein the assigning steps are 
responsive to at least one set of criteria. 

9. A system for allocating a plurality of received commu 
nications comprising: 

a plurality of processors forming a multiprocessor system 
that hosts an operating system, each processor equipped 
with a driver containing a communications assignorand 
at least one process that receives and processes commu 
nications; 

a system storage communicatively coupled with the plu 
rality of processors, the system storage having at least 
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one buffer that is identifiable by an index and adapted to 
store at least one of the plurality of received communi 
cations; and 

a communication interface communicatively coupled with 
the plurality of processors and the system storage and 
configured to receive the plurality of communications, 
the communication interface including an address space 
having at least one queue adapted to store the index 
identifying the at least one buffer in the system storage 
that stores the at least one of the plurality of received 
communications, 

wherein the at least one process on each processor is 
adapted to receive and process the received communi 
cations cooperatively with the system storage and inde 
pendently of the operating system and any form of lock 
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ing mechanism to enable coordinated access to the 
system storage by the plurality of processors. 

10. The system of claim 9 wherein the system storage is 
selected from the group consisting of a disk storage and 
memory. 

11. The system of claim 9 wherein each communication in 
the plurality of received communications is characterized by 
a size bounded by a maximal size and the at least one buffer 
is configured to store at least one of the plurality of received 
communications having the maximal size. 

12. The system of claim 9 wherein the process on each 
processor is an application program adapted to process at 
least one of the plurality of received communications. 

13. The system of claim 9 wherein the plurality of received 
communications are TCP packets. 

c c c c c 


