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Specification
Title of Invention
ACCESS MULTIPLEXER SYSTEM FOR PERFORMING A STATELESS AUTO-

CONFIGURATION PROCESS
The invention relates to an access multiplexer system for performing ¢

stateless auto-configuration process for use in a network and comprising an
access multiplexer for receiving a discovery message from a source, which
discovery message comprises a multicast destination address defining a

number of destinations.

A prior art access mulliplexer system is of common general
knowledge. A discovery message is for example defined in RFC 2461 and
2462 and is used for requesting or allocating Internet Protocol addresses.

The discovery message originates from a source, such as a customer

premises equipment or a node respectively, and is destined for a number

of destinations, such “as nodes or customer premises equipments
respectively. This number of destinations is defined by a multicast
desfination address forming part of a header of the discovery message.
The access multiplexer system for performing a stateless auto-configuration
process forms part of a network. In this network (such as for example an
Internet Protocol Version 6 network], states of sources and destinations are
not kept, contrary to a network in which a stateful auto-configuration
process is performed (such as for example an other Internet Protocol
Version 6 network or an Internet Protocol Version 4 network). Owing to the
fact that the states are not kept in this kind of network, each discovery
message must be sent to a relatively large number of destinations.

The known access multiplexer system is disadvantageous, inter alia,
owing fo the fact that the stateless auto-configuration process is relatively
insecure in a shared and/or non-trusted network. A source must send each

discovery message to a relatively large number of destinations, with only
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one destination being interested in this discovery message but with all the

other destinations also receiving this discovery message.

It is an object of the invention, inter alia, to provide an access
multiplexer system for performing a stateless auto-configuration process
which is relatively secure.

The access multiplexer system according 1o the invention s
characterized in that the access multiplexer system further comprises an
agent for replacing the multicast destination address in the discovery
message by a further destination address defining a further number of
destinations, which further number of destinations is smaller than the
number of destinations.

By infroducing the agent, the discovery message is no longer sent to
the relatively large number of destinations (a relatively large group}, but is
sent to a relatively small number of destinations {a relatively small group
being a sub-group of the relatively large group). As a result, the stateless
auvto-configuration process has become relatfively secure. A further
advantage is that less bandwidth is consumed.

An embodiment of the access multiplexer system according to the
invention is characterized in that the access mulliplexer system comprises
detecting means for detecting at least a part of the discovery message
and comprises replacing means for, in response to a detection, performing
said replacing.

The detecting means form part of the access multiplexer or form part
of the agent. The replacing means form part of the access multiplexer or
form part of the agent.

An embodiment of the access multiplexer system according to the
invention is characterized in that the discovery message comprises a
solicitation message, with the source comprising a host and with the

destinations comprising network-units.
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The solicitation message is well defined in RFC 2441 and 2462 and
originates from the host. This host for example comprises a customer
premises equipment, such as a personal computer or a modem. The
network-units for example comprise Internet Protocol EDGE nodes.

An embodiment of the access multiplexer system according to the
invention is characterized in that the agent comprises interfacing means for
contacting information means for authenticating and/or billing a host and
for in response providing the agent with information defining the further
number of destinations.

By contacting the information means, such as a network
management which authenticates and bills hosts, the agent is provided
with the further number of destinations. This further number of destinations
for example comprises one destination in the form of one network-unit.

An embodiment of the access multiplexer system according to the
invention is characterized in that the discovery message comprises an
advertisement message, with the source comprising a network-unit and
with the destinations comprising hosts.

The advertisement message is well defined in RFC 2441 and 2462 and
originates from the network-unit in reply to the solicitation message. This
network-units for example comprises an Internet Protocol EDGE unit. The
hosts for example comprise . customer premises equipments, such as
personal computers or modems. An embodiment of the access
mulitiplexer system according to the invention is characterized in that the
agent comprises interfacing means for contacting information means for
linking a network-unit to a host and for in response providing the agent with
information defining the further number of destinations.

By contacting the information means, such as a network
management which links a network-unit to one or more hosts, for example
by checking which hosts have communicated with this network-unit before
or by checking which hosts are subscribed to one or more services serviced

by the network-unit, the agent is provided with the further number of
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destinations. This further number of destinations for example comprises a
relatively small number of destinations in the form of a relatively small
number of hosts such as a few hosts.

The invention also relates to an agent for use in an access multiplexer
system for performing a stateless auto-configuration process in a network
and comprising an access multiplexer for receiving a discovery message
from a source, which discovery message comprises a mullicast destination
address defining a number of destinations, which agent according to the
invention is characterized in that the agent is arranged to replace the
multicast destination address in the discovery message by a further
destination address defining a further number of destinations, which further
number of destinations is smaller than the number of destfinations.

The invention yet also relates to a network comprising an access
multiplexer system for performing a stateless auto-configuration process
and comprising an access multiplexer for receiving a discovery message
from a source, which discovery message comprises a multicast destination
address defining a number of destinations, which network according to the
invention is characierized in that the network further comprises an agent
for replacing the multicast destination address in the discovery message by
a further destination address defining a further number of destinations,
which further number of destinations is smaller than the number of
destinations.

The invention further relates to a method for access multiplexing for
performing a stateless auto-configuration process in a network and
comprising a receiving step of receiving a discovery message from d
source, which discovery message comprises a multicast destination
address defining a number of destinations, which method according to the
invention is characterized in that the method further comprises a replacing
step of replacing the multicast destination address in the discovery

message by a further destination address defining a further number of
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destinations, which further number of destinations is smaller than the
number of destinations.

The invention yet further relates to a processor program product for
access mulfiplexing for performing a stateless auto-configuration process in
a network and comprising a receiving function of receiving a discovery
message from a source, which discovery message comprises a multicast
destination address defining a number of destinations, which processor
program product according to the invention is characterized in that the
processor program product further comprises a replacing function of
replacing the multicast destination address in the discovery message by o
further destination address defining a further number of destinations, which
further number of destinationsis smaller than the number of destinations.

Embodiments of the agent according to the invention and of the
network according to the invention and of the method according to the
invention and of the processor program product according to the
invention correspond with the embodiments of the access multiplexer
system according to the invention.

The invention is based upon an insight, inter alia, that, when a
discovery message intended for only one destination is sent to many
destinations, the security risk is increased, and is based upon a basic ideq,
inter alia, that an agent is o be used for limiting a number of destinations
that receive the same discovery message.

The invention solves the problem, inter alia, to provide an access
multiplexer system for performing a stateless auto-configuration process
which is relatively secure, and is further advantageous, inter aiia, in that
that less bandwidth is consumed.

These and other aspects of the invention will be apparent from and

elucidated with reference to the embodiments(s} described hereinafter.
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The network 10 according to the invention shown in Fig. 1 such as for
example an access network comprises an access mulfiplexer system 1
according to the invention for performing a stateless auto-configuration
process. The access multiplexer system 1 comprises an access multiplexer
2,3 comprising a coupler 2 and a conftroller 3. The conftroller 3 comprises an
agent 4 according to the invention. The controller 3 further comprises o
processor 31 and a memory 32 coupled to a link between the coupler 2
and the agent 4. The agent comprises defecting means 41 and replacing
means 42 and inferfacing means 43 and further interfacing mearns 44. The
further interfacing means 44 are coupled to the link and are further
coupled via a bus to the other means 41-43. The inferfacing means 43 are
further coupled o information means 11.

The network 10 further comprises respective network-units 12-14
coupled via respective switches 15-17 to the coupler 2. The coupler 2 is
further coupled 1o hosts 21-23. The network-units 12-14 for example
comprise Internet Protocol EDGE nodes, the hosts for example comprise
customer premises equipments, such as personal computers or modems,
and the information means for example comprise a network management
or a local database.

In a prior art situation, to get {a part of} an Internet Protocol address,
a host 21 generates a solicitation message as defined in RFC 2461 and 2462
in a way common in the art. This solicitation message comprises a multicast
destination address defining the hosts 22,23 and the network-units 12-14 in
the network 10. In case of an other access multiplexer not shown being

present in the same layer-2 segment, its hosts not shown will also be
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reached by this solicitation message. The access muitiplexer system |
detects this multicast destination address in a way common in the art, for
example via a detector forming part of the processor 31, and in response
copies the solicitation message and sends three solicitation messages to
the network-units 12-14. For example owing to the fact that the host 21
prefers the network-unit 12 to serve this host 21 where both other network-
units are not preferred to serve this host 21, only the network-unit 12
responds to the solicitation message by generating an advertisement
message as defined in RFC 2461 and 2462 in a way common in the art. This
advertisement message comprises a multicast destination address defining
the hosts 21-23 (all hosts in the layer-2 segment) and is supplied via the
switch 15 to the access multiplexer system 1. The access muitiplexer system
I detects this multicast address in a way common in the art, for example
via a detector forming part of the processor 31, and in response copies the
advertiserment message and sends three advertisement messages to the
hosts 21-23. Owing to the fact that only the host 21 is interested in this
response to its solicitation message, only the host 21 reacts to the
advertisement message in a way common in the art, both other hosts 22,23
do not react.

Owing to the fact that one original solicitation message is copied
and then sent to the hosts 22,23 and to all network-units 12-14, and owing
fo the fact that one original advertisement message is copied and then
sent to all hosts 21-23, in the prior art situation there is a large security risk.
Each host can reach each network-unit and each other host including
those which the host should not be able to reach. And each host of a
group of hosts receives each advertisement message including those
which are not destined for this host.

According fo the invention, the security of the stateless auto-
configuration process is increased by infroducing the agent 4. The agent 4
comprises the detecting means 4] for detecting a solicitation message

originating from for example the host 21 by for example detecting a
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solicitation code in this message. The agent 4 further comprises the
replacing means 42 for, in response to a detected solicitation message,
replacing the multicast destination address in this solicitation message by a
further destination address defining the network-unit 12. Thereto, the agent
4 contacis the information means 11 via the interfacing means 43. These
information means 11 authenticate and bill the hosts 21-23 and provide the
agent 4 with the further destination address defining the network-unit 12.
This is possible because the information means 11 for example either have
knowledge or can estimate which network-unit 12 {or limited group of
network-units 12,13) is to be reached by this host 21 (for example by
checking which hosts have communicated with this network-unit before or
by checking which hosts are subscribed to one or more services serviced
by the network-unit). As a result, the solicitation message is no longer
multicasted to all network-units 12-14, but is only sent to the network-unit 12
(or the limited group of network-units 12,13).

The network-unit 12 reacts by supplying an advertisement message
via the switch 15 to the access multiplexer system 1. The agent comprises
the defecting means 41 for detecting the advertisement message
originating from the network-unit 12 by for example detecting an
advertisement code in this message. The agent 4 furiher comprises the
replacing means 42 for, in response to a detected advertisement message,
replacing the multicast destination address in this advertisement message
by a further destination address (a unicast destination address) defining the
host 21. Thereto, the agent 4 contacts the information means 11 via the
intferfacing means 43. These information means 11 can link a network-unit
to a host and provide the agent 4 with the further destination address
defining the host 21. This is possible because the information means 11 for
example either have knowledge or can estimate which host 21 {or limited
group of hosts 21,22} is o be reached by this network-unit 12 (for example
by checking which hosts have communicated with this network-unit before

or by checking which hosts are subscribed to one or more services serviced
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by the network-unit). As a result, the advertisement message is no ionger
mulficasted to all hosts 21-23, but is only sent to the host 21 {or the limited
group of hosts 21,22).

So, generdlly, the access multiplexer system 1 for performing a
stateless auto-configuration process for use in a network 10 comprises an
access multiplexer 2,3 for receiving a discovery message from a source,
which discovery message comprises a multicast destination address
defining a number of destinations, and further comprises an agent 4 for
replacing the multicast destination address in the discovery message by a
further destination address defining a further number of destinations, which
further number of destinations is smaller than the number of destinations.

The discovery messages are firstly used for requesting (soliciting) an
Internet Protocol version 6 address comprising 128 bytes. Of these 128 bytes,
the first 64 bytes also known as prefix are supplied by the network 10 {more
precisely: by the network-units 12-14) and the last 64 bytes for example
correspond with the MAC address (Medium Access Confrol) of the host 21-
23. Before this MAC address may be used, the network 10 will check its
unigueness by checking all the hosts 21-23 coupled to this network 10. The
discovery messages are secondly used for allocating {advertising} the prefix,
by supplying this prefix from the network-units 12-14 to the hosts 21-23 in
response to the request (solicitation).

The agent 4 shown in Fig. 1 is just an embodiment, many altematives
are possible without departing from the scope of this invention. For
example, one or more parts (41-44) of the agent 4 may be shifted into the
access multiplexer 2,3. The detecting and replacing means 41,42 may be
shiffed and/or integrated into the processor 31. The information means 11
or a part of the information means may be shifted and/or integrated into
the memory 32. The further interfacing means 44 form an interface
between the iink and the bus and can be avoided in case the link and the
bus are combined and/or infegrated. Alternatively, in that case the link

and the bus represent the further interfacing means 44, The interfacing
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means 43 form an interface between the bus and the information means
11 and can be avoided in case the information means 11 are (partly)
shifted and/or integrated into the memory 32 or in case the information
means 11 are to be reached via the coupler 2. Alternatively, in that case
the link and the bus or the coupler 2 represent the interfacing means 43.
The agent 4 may further be located outside the access multiplexer system |
etc. The advertisement messages may be sent in response to a reception
of a solicitation message and may alternatively be sent regularly for
information purposes and without being a response to a solicitation
message. The information means i1 may be coupled directly to the
network-units 12-14 and/or to the switches 15-17, and further network-units,
further switches and further access multiplexer systems may be present,
and further couplings and links may be present.

The expression 'for" in for example "for receiving” and “for
replacing” etc. does not exclude that other functions are performed as
well, simulianeously or not. The expressions "X coupled to Y" and "a
coupling between X and Y" and "coupling/couples X and Y" efc. do not
exclude that an element Z is in between X and Y. The expressions "P
comprises Q" and “P comprising Q" etc. do not exclude that an element R
is comprised/included as well. The terms "a" and “an” do not exclude the
possible presence of one or more pluralities.

The steps/functions of receiving and replacing do not exclude further
steps/functions, like for example, inter alia, the steps/functions as described

for the Fig.
Brief Description of Drawings
Fig. 1 shows diagrammatically a network according to the invention

comprising an-access multiplexer system according to the invention for
performing a stateless auto-configuration process and an agent according

fo the invention.
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Claims
1. Access multiplexer system (1) for performing a stateless auto-

configuration process for use in a network (10) and comprising an access
multiplexer (2,3) for receiving a discovery message from a source, which
discovery message comprises a multicast destination address defining a
number of destinations, characterized in that the access multiplexer system
(1} further comprises an agent (4) for replacing the multicast destination
address in the discovery message by a further destination address defining
a further number of destinations, which further number of destinations is

smaller than the number of destinafions.

2. Access multiplexer system (1} as defined in claim 1, characterized in
that the access multiplexer system (1} comprises detecting means (41) for
detecting at least a part of the discovery message and comprises
replacing means (42) for, in response to a detection, performing said

replacing.

3. Access multiplexer system (1) as defined in claim 2, characterized in
that the discovery message comprises a solicitation message, with the
source comprising a host {21-23) and with the destinations comprising

network-units {12-14).

4, Access multiplexer system (1) as defined in claim 3, characterized in

“that the agent [(4) comprises interfacing means {43) for contacting

information means (11) for authenticating and/or billing a host {21-23) and
for in response providing the agent (4) with information defining the further

number of destinations.

5. Access multiplexer system (1) as defined in claim 2, characterized in

that the discovery message comprises an advertisement message, with the
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source comprising a network-unit {12-14) and with the destinations

comprising hosts (21-23).

6. Access multiplexer system (1) as defined in claim 5, characterized in
that the agent (4) comprises interfacing means (43) for contacting
information means (11) for linking a network-unit (12-14) to a host ({21-23)
and for in response providing the agent (4) with information defining the

further number of destinations.

7. Agent {4) for use iIn an access multiplexer system (1) for performing a
stateless auto-configuration process in a network {10) and comprising an
access multiplexer (2,3} for receiving a discovery message from a source,
which discovery message comprises a multicast destination address
defining a number of destinations, characterized in that the agent (4} is
arranged to replace the multicast destination address in the discovery
message by a further destination address defining a further number of
destinations, which further number of destinations is smaller than the

number of destinations.

8. Network (10} comprising an access multiplexer system (1) for
performing a stateless auto-configuration process and comprising an
access multiplexer (2,3) for receiving a discovery message from a source,
which discovery message comprises a multicast destination address
defining a number of destinations, characterized in that the network (10)
further comprises an agent (4) for replacing the multicast destination
address’in the discovery message by a further destination address defining
a further number of destinations, which further number of destinations is

smaller than the number of destinations.

9. Method for access multiplexing for performing a stateless auto-

configuration process in a network (10} and comprising a receiving step of
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receiving a discovery message from a source, which discovery message
comprises a multicast destination address defining a number of
destinations, characterized in that the method further comprises A
replacing step of replacing the multicast destination address in the
discovery message by a further destination address defining a further
number of destinations, which further number of destinations is smaller than

the number of destinations.

10. Processor program product for access multiplexing for performing a
stateless auto-configuration process in a network (10) and comprising a
receiving function of receiving a discovery message from a source, which
discovery message comprises a mulficast destination address defining a
number of destinations, characterized in that the processor program
product further comprises a replacing function of replacing the multicast
destination address in the discovery message by a further destination
address defining a further number of destinations, which further number of

destinations is smaller than the number of destinations.
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1. Abstract

Access multiplexer systems {1) for performing stateless auto-
configuration processes for use in networks (10) comprising access
multiplexers (2,3) for receiving discovery messages from sources, which
discovery messages comprise multicast destination addresses defining
numbers of destinations, are, to increase the security of the networks (10},
provided with agents (4) for replacing the multicast destination addresses
in the discovery messages by further destination addresses defining further
numbers of destinations, which further numbers of destinations are smaller
than the numbers of destinations. Discovery messages are defined in RFC
2461 and 2462 and comprise solicitation messages, with the sources
comprising hosts (21-23) and with the destinations comprising network-units
(12-14), or comprise advertisement messages, with the sources comprising

network-units {12-14) and with the destinations comprising hosts (21-23).

2. Representative Drawing
Fig.1
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Fig. 1
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