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1. 

SYSTEMAND METHOD FORA 
DISTRIBUTED VIRTUAL DESKTOP 

INFRASTRUCTURE 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

This application claims benefit of priority from U.S. Pro 
visional Patent Application No. 61/546,701, filed Oct. 13, 
2011, and U.S. patent application Ser. No. 12/338,452, filed 
Dec. 18, 2008, both of which are incorporated by reference in 
their entirety. 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 
This invention relates generally to virtual desktop infra 

structures and, more specifically, to systems and methods for 
providing, executing, and/or interacting with a distributed 
virtual desktop infrastructure. 

2. Description of Related Art 
Traditionally, virtual desktop infrastructures (VDIs) 

require a large amount of infrastructure to run all of the virtual 
machine workloads in a data center. At the same time, thin 
clients used by end-users to access the VDI sessions generally 
serve no greater purpose than normal thick clients. The price 
differential between a suitably configured thin client and a 
fully robust thick client is small. Further, users often want or 
need to perform Some local processing while accessing a 
VDI, which results in them accessing their VDI session from 
a traditional laptop or desktop computing system. 

However, thin clients for accessing VDI sessions pose 
advantages over traditional thick client computing because 
information technology (IT) Support can offer a guaranteed 
service-level agreement (SLA) for VDI sessions since IT 
controls the complete environment. Further, environments 
with fixed client equipment can offer session portability that 
is not possible with traditional computing (e.g., doctors/ 
nurses moving between patients rooms can use the hardware 
in each room to connect to an existing VDI session). 

SUMMARY OF THE INVENTION 

It is, therefore, an object of the present invention to provide 
systems and methods for providing, executing, and/or inter 
acting with distributed VDIs that address some or all of the 
above-mentioned drawbacks associated with existing sys 
temS. 

In one preferred and non-limiting embodiment of the 
present invention, provided is a computer-implemented 
method for providing distributed virtualized desktops, the 
method performed on at least one computer including at least 
one processor, the method comprising: receiving, at a first 
computer, user credential data for at least one user, transmit 
ting, to a management server, at least a portion of the user 
credential data and identifying information of the first com 
puter, receiving, from central management server, an identi 
fication of a home system for the at least one user based at 
least partially on the user credential data, the home system 
comprising a second computer executing at least one virtual 
machine including a desktop; and receiving, at the first com 
puter, display data from the second computer, the display data 
configured to generate a representation of at least a portion of 
the desktop on the first computer, such that the at least one 
user is able to access the desktop while the at least one virtual 
machine on the second computer is executing. 
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2 
In one example, the first computer and the second com 

puter comprise a client management application configured 
to communicate with the management server. In a further 
example, the first computer and the second computer are in 
communication through a local area network (LAN). In 
another example, the display data from the second computer 
is received by the first computer through a direct connection 
facilitated by a traversal of at least one network address trans 
lation (NAT) gateway. Moreover, the computer-implemented 
method may further include the steps of receiving a copy of a 
memory state from the first computer, and identifying at least 
one portion of the memory state that was modified during the 
receiving of the copy of the memory state from the first 
computer. 

In some instances, the method may continue with the steps 
of receiving a copy of the at least one portion of the memory 
state; identifying at least one other portion of the memory 
state that was modified during the receiving of the copy of the 
at least one portion of the memory state, wherein the at least 
one other portion of the memory state is a subset of the at least 
one portion of the memory state; and receiving a copy of the 
at least one other portion of the memory state. It will be 
further appreciated that the method may further involve 
repeatedly identifying parts of the memory state that changed 
during a previous iteration of copying and receiving the iden 
tified parts of the memory state until no further changed parts 
of the memory state are identified or the changed parts of the 
memory state are below a predetermined threshold. 

According to another preferred and non-limiting embodi 
ment of the present invention, provided is a system for pro 
viding distributed virtualized desktops, the system compris 
ing at least one management server including at least one 
processor, the at least one management server configured to: 
process user credential data for a user and device identifica 
tion data for a first computing device, the user credential data 
and the device identification data received from the first com 
puting device; determine a home system for the user based at 
least partially on at least a portion of the user credential data 
and the device identification data, the home system compris 
ing a second computing device executing at least one virtual 
machine including at least one desktop; and transmit, to the 
first computing device, data configured to facilitate a direct 
connection between the first computing device and the second 
computing device. Such that the first computing device dis 
plays the at least one desktop while the at least one virtual 
machine continues to execute on the second computing 
device. 

In one example of the system, the management server may 
be further configured to cause at least one of the first and 
second computing devices to migrate the virtual machine 
from the second computing device to the first computing 
device while the virtual machine is executing. The virtual 
machine may be migrated by copying a memory state of the 
virtual machine from the second computer, identifying at 
least one portion of the memory state that changed during the 
copying of the memory state, and copying the at least one 
portion of the memory state from the second computing 
device. 

In one embodiment, the first and second computing devices 
may comprise a client management application configured to 
communicate with the management server. Moreover, in one 
example, the first and second computing devices may be in 
communication through a local area network (LAN). In 
another embodiment, the management server may be further 
configured to receive at least one of a desktop state and a 
desktop status for at least one desktop on the second comput 
ing device. The at least one of a desktop state and a desktop 
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status may be transmitted to the first computing device at 
predetermined intervals. In a further embodiment, the man 
agement server may be further configured to power on at least 
one of the first computing device and the second computing 
device. 

According to a further preferred and non-limiting embodi 
ment of the present invention, provided is a distributed virtual 
desktop infrastructure system, comprising at least one man 
agement server comprising at least one processor, the at least 
one management server configured to provide a plurality of 
centrally managed virtual machines to a plurality of client 
systems, the at least one management server further config 
ured to determine a home system of the plurality of client 
systems for at least one user, and a plurality of client man 
agement applications in communication with the at least one 
management server, the plurality of client management appli 
cations configured to execute on the plurality of client sys 
tems, and display, on at least one client system, a virtual 
desktop of at least one virtual machine executing on the home 
system. 

In one embodiment of the distributed virtual desktop infra 
structure system, if the home system is local to a first com 
puting device being used by the at least one user, the virtual 
desktop is displayed from the at least one virtual machine 
local to the first computing device. In another embodiment, 
the plurality of client management applications are config 
ured to migrate the at least one virtual machine from the home 
system to the at least one client system while the at least one 
virtual machine is executing on the home system. In a further 
embodiment, the distributed virtual desktop infrastructure 
system may further include a storage area network in com 
munication with the plurality of client systems. In one 
example, the home system is at least one other client system 
of the plurality of systems, and the at least one client system 
displays the virtual desktop through a communication link 
with the at least one other client system. 

These and other features and characteristics of the present 
invention, as well as the methods of operation and functions 
of the related elements of structures and the combination of 
parts and economies of manufacture, will become more 
apparent upon consideration of the following description and 
the appended claims with reference to the accompanying 
drawings, all of which form a part of this specification, 
wherein like reference numerals designate corresponding 
parts in the various figures. It is to be expressly understood, 
however, that the drawings are for the purpose of illustration 
and description only and are not intended as a definition of the 
limits of the invention. As used in the specification and the 
claims, the singular form of “a”, “an', and “the' include 
plural referents unless the context clearly dictates otherwise. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic view of a distributed VDI system 
according to the principles of the present invention; 

FIG. 2 is another schematic view of a distributed VDI 
system according to the principles of the present invention; 

FIG. 3 is a further schematic view of a distributed VDI 
system according to the principles of the present invention; 

FIG. 4 is a flow diagram for a method for providing a 
distributed VDI system according to the principles of the 
present invention; and 

FIG. 5 is a flow diagram for a method for migrating a 
virtual machine in a distributed VDI system according to the 
principles of the present invention. 
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4 
DESCRIPTION OF THE PREFERRED 

EMBODIMENTS 

For purposes of the description hereinafter, it is to be under 
stood that the invention may assume various alternative varia 
tions and step sequences, except where expressly specified to 
the contrary. It is also to be understood that the specific 
devices and processes illustrated in the attached drawings, 
and described in the following specification, are simply 
exemplary embodiments of the invention. Hence, specific 
arrangements, protocols, hardware components, interfaces, 
and/or other characteristics related to the embodiments dis 
closed herein are not to be considered as limiting. 
As used herein, the terms “communication' and "commu 

nicate” refer to the receipt or transfer of one or more signals, 
messages, commands, and/or other types of data. For one unit 
or component to be in communication with another unit or 
component means that the one unit or component is able to 
receive data from and/or transmit data to the other unit or 
component. This may refer to a direct or indirect connection 
that may be wired and/or wireless in nature. Additionally, two 
units or components may be in communication with each 
other even though the data transmitted may be modified, 
processed, routed, etc., between the first and second unit or 
component. For example, a first unit may be in communica 
tion with a second unit even though the first unit passively 
receives data, and does not actively transmit data to the sec 
ond unit. As another example, a first unit may be in commu 
nication with a second unit if an intermediary unit processes 
data from one unit and transmits processed data to the second 
unit. It will be appreciated that numerous other arrangements 
are possible. 

According to one preferred and non-limiting embodiment 
of the present invention, the distributed video desktop infra 
structure (VDI) system may be used with a system for pro 
viding centrally managed virtual machines (VM) in the form 
of disk images and/or other forms of data that are distributed 
to and executed by client systems on a hypervisor platform. 
The systems and methods described in incorporated U.S. 
patent application Ser. No. 12/338,452, including but not 
limited to the virtual workspaces management architecture 
and the workspaces execution engine described therein, may 
be used to provide and execute the virtual machines. For 
example, a management server may centrally store several 
virtual machines and allow for the central management of the 
same. The management server may provide disk images of 
the virtual machines to client systems for execution of the 
virtual machines locally on the client systems. However, it 
will be appreciated that various other implementations of the 
distributed VDI system may be possible. 
As used herein, the term “management server” refers to 

one or more computing devices capable of transmitting and 
receiving data from multiple client systems, including hard 
ware and/or software components, modules, functions, and/ 
or the like. The management server includes or has access to 
one or more data structures including identifying information 
for the multiple client systems. Such data structures may 
include, for example, relational databases that associate mul 
tiple users with respective client systems. As used herein, the 
term “home system” refers to a client system associated with 
and/or assigned to a particular user. The databases may also 
indicate what client systems do not have a particular user 
associated with and/or assigned to it. Identifying information 
for the multiple client systems may include, as an example, 
system names, IP addresses, MAC addresses, and/or the like. 
The management server may also provide connection infor 
mation for client systems, such as port numbers, statuses, 
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operating systems, memory information, and/or the like, to 
facilitate direct connections (e.g., remote desktop protocol 
(RDP) sessions, or other means) between client systems. 
The terms "client system”, “client computer”, “client 

device”, “computing device', and/or the like, as used herein, 
refer to one or more computing devices including hardware 
and/or Software configured to communicate with a network 
and the management server. In one preferred and non-limiting 
embodiment, each client system is provided with a client 
management application that runs as a background process 
and helps manage the distributed VDI from the client-side. In 
one non-limiting embodiment, the client management appli 
cation is a daemon that runs as a background process on a 
client system. The processing capabilities of the client sys 
tems are used to provide at least a portion of the distributed 
VDI, and facilitate the functionality of the distributed VDI 
system described herein. However, it will be appreciated that 
embodiments of the client systems may take on various 
forms. 

With reference to FIG. 1, shown is a distributed VDI sys 
tem 1000 according to one preferred and non-limiting 
embodiment. The distributed VDI system 1000 includes cli 
ent systems client1102, client2104, and client3 106. Further, 
the system 1000 includes a management server 114 in com 
munication with each of the client systems 102,104,106. As 
can be seen, the client systems 102, 104, 106 communicate 
with the management server 114 through a network environ 
ment 116, such as a local area network (LAN), a wide area 
network (WAN), the Internet, and/or the like. In this example, 
client1102 and client 2 104 are in communication with each 
other through a communication link 118. Such as a direct 
connection, that is not routed through the management server 
114. In this example, client1102 is a home system for a first 
user, and client2 104 is a home system for a second user. 
Likewise, client1 102 is associated with a virtual machine, 
including a desktop 108, that is being executed on client1102. 

With continued reference to FIG. 1, when the first user 
enters user credentials into client2 104, client2 104 displays 
the desktop 108 (i.e., as a virtual desktop) of the virtual 
machine assigned to and/or associated with the first user, 
while that virtual machine is simultaneously executing on 
client1102. This remote desktop communication 118 may be 
performed without having to stop the execution of the virtual 
machine and virtual desktop 108 on client1 102. Thus, the 
first user is able to remotely access and interact with the 
desktop 108 on client2 while the client1 102 client system 
performs the necessary processing to run that virtual desktop 
108. It will be appreciated that the communication link 118 
for the virtual desktop 108 may be established through the 
remote desktop protocol (RDP), or by any other means. Cli 
ent3 106 is in communication with the management server 
114 and is executing a virtual machine including a desktop 
110. 
As used herein, the terms “credentials' and “user creden 

tials' refer to identifying and/or authenticating data for at 
least one user. For example, a particular user's credentials 
may include a name, login, password, IP address, identifica 
tion number, key, certificate, and/or the like. It will be appre 
ciate that credentials may also include any form of data input 
that serves to identify and/or authenticate a user. Such as 
biometric inputs, visual input, audible inputs, and the like. 
When a user inputs credentials into a client system, the 

client system determines whether the client system is a home 
system for that particular user, based at least on the user's 
credentials. With continued reference to FIG. 1, the determi 
nation may also be performed by the management server 114, 
which receives at least a portion of the credential data and, in 
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6 
Some instances, identifying information from a client system 
(e.g., client2 104) and makes a determination based on the 
received data. In one preferred but non-limiting embodiment, 
the client system (e.g., client2 104) being used first deter 
mines if it is the home system for the user based on informa 
tion it has locally and, if the client system 104 is not the home 
system for the user, it communicates identifying information 
for the client system 104 and/or credential data to the man 
agement server 114 and receives data configured to allow the 
client system 104 to establish a communication link 118 with 
a second client system (e.g., client1 102) that is the home 
system for that user, and is executing a virtual machine 
including a desktop 108. 

Still referring to FIG. 1, the desktops of the remote virtual 
machines are presented transparently on the client systems 
102,104,106. Thus, whether or not a particular client system 
is the home system for a local user, the local user of that 
particular client system is provided with substantially the 
same experience as if he or she were using his or her home 
system locally. If the client system is the home system for the 
local user, the client management application may immedi 
ately display the user's desktop provided by a virtual machine 
executing on that system. Otherwise, the client system may 
identify the home system for the local user, establish commu 
nication with the home system, and display a virtual desktop 
of a virtual machine that is simultaneously executing on the 
home system. 
The home system for a particular user can be changed from 

one client system to another client system by storing the 
user's data on a storage area network (SAN) and allowing 
different client systems in the SAN to mount that data. In one 
preferred and non-limiting embodiment, a SAN-based migra 
tion of a home system can be provided if the user's virtual 
machines are not actively running on the home system when 
the user logs onto a different client system, or if the user wants 
to move his home system through a home relocation process. 
However, it will be appreciated that a home relocation process 
may be initiated in various other ways, and using various 
methods of data transfer. If the user's virtual machines are not 
actively running on the home system when the user logs onto 
a different client system, the home system receives a com 
mand to unmount the SAN logical memory unit (e.g., one or 
more logical unit numbers (LUN), one or more SCSI device 
IDs, and/or the like) and clears information that it stored 
indicating that it is the home system for that user. Once the 
SAN logical memory unit is unmounted from the home sys 
tem, the client system that will become the new home system 
for the user (i.e., the client system that the virtual machine will 
be migrated to) is caused to mount the SAN LUN, or other 
memory unit(s), and become the home system for that user. 

Referring now to FIG.2, shown is a distributed VDI system 
1000 according to another preferred and non-limiting 
embodiment. Client systems client 1 102, client2 104, and 
client3 106 are in communication with a SAN 120, including 
a network storage device 124. The SAN is also in communi 
cation with an external network 122, such as the internet. A 
management server 114 is in communication with the exter 
nal network 122 and a management server storage device 126, 
including a client information database 128. For example, a 
user at client2 104 may wish to use his or her home system on 
client2 104. After providing user credentials to client2 104, 
the credentials are communicated to the management server 
114. The management server 114 uses the client information 
database 128 to determine that the user (e.g., user1) is asso 
ciated with client1 102. In this example, user1 is associated 
with client1 in the client information database 128, user2 is 
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associated with client2 104, and client3 106 does not have a 
particular user associated with it. 

With continued reference to FIG. 2, the management 
server, after identifying client1 102 as the home system for 
the user local to client2 104, communicates this information 
to client2104, and the client management application execut 
ing thereon. With the information that it receives, the client 
system client2 104 establishes communication with client 
system client1 102 over a connection 118 through the SAN 
120. In this example, a port number and/or internal IP address 
of client1102 may be provided to client2 104, although other 
identifiers may be used. If client2 and client1 are not part of 
the same SAN 120, an external IP address and port number 
may be used to assist in connecting client1 102 and client2 
104 through a NAT gateway. Once the communication link 
118 is established between client1 102 and client2 104, the 
desktop 108 of a virtual machine running on client1 102 is 
transported to client2 104 and input data from client2 104 is 
relayed to client1102. 

In some instances, a user may want to migrate his or her 
home system in order to receive a fully localized run-time 
environment, or if errors are encountered in communicating 
between local client systems to the remote virtual machines 
running on the current home system for the user. A home 
relocation process may be performed to migrate the virtual 
machine by first transferring a copy of the virtual machine 
memory state while the virtual machine is running. Since the 
virtual machine is running, this process can be performed 
transparently while the user is interacting with the virtual 
machine through RDP, or by some other method. 

With continued reference to FIG. 2, the user (e.g., user1) 
using client2 104 to access client1102 may wish to migrate 
the virtual machine, including the desktop 108, from client1 
102 to client2 104. In this instance, a live migration may be 
performed while the virtual machine is accessed on the client 
system client1102, utilizing the SAN and a memory storage 
device 124 in communication with the SAN 120, client1 102 
and client2 104. In a live migration, client1102 has mounted 
at least a portion of the memory storage device 124 and 
receives a command to migrate the virtual machine to client2 
104. In response, client1 102 transfers the entire memory 
state of the virtual machine to the memory storage device 124 
and tracks the portions of memory (e.g., memory pages, 
blocks, or other units) that are changed during the transfer. 
The tracked portions of memory are Subsequently transferred, 
and the process of tracking new changes is repeated until 
there are no changed portions of memory, until a predeter 
mined number of iterations have been performed, until a 
predetermined time interval expires, and/or until the number 
of changed portions of memory is below a predetermined 
threshold. 
A suitable home relocation process is depicted by FIG. 5, 

although it will be appreciated that any number of methods 
may be employed. In the illustrated example, the virtual 
machine memory state of a first device is migrated to a second 
device within a SAN. During this transfer, the memory units 
that change are tracked. Although this method shows a loop 
ing process that occurs until the number of changed units is 
less than a predetermined value, other parameters may be 
used to determine when to stop tracking and transferring 
changed memory units. For example, and as explained herein, 
the looping may occur until there are no changed portions of 
data, until the amount of changed portions of data drops 
below a predefined threshold, and/or until a predefined num 
ber of iterations have been performed. 

During the home relocation process, or other form of vir 
tual machine migration, portions of data (e.g., memory pages, 
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8 
blocks, or other units) that are changed while the memory is 
being transferred may be tracked by a tracking function of the 
client management application. In this way, after each com 
plete transfer is performed, the portions that changed during 
the complete transfer may be copied. The process of tracking 
changed portions of data during a transfer of the data may be 
performed repeatedly, as already explained, until there are no 
changed portions of data, until the amount of changed por 
tions of data drops below a predefined threshold, and/or until 
a predefined number of iterations have been performed. Once 
this looping process ends, the virtual machine is paused and 
the final portions of changed data are transferred. At this 
stage, the complete virtual machine State is present on both 
client systems. The virtual machine files are then closed on 
the current home system and the LUN is unmounted from that 
client system. The LUN can then be mounted on the new 
home system (i.e., a target client system) and the virtual 
machine files reopened. The RDP session or other connection 
previously used to remotely access the virtual machine and 
desktop can then be terminated and a new desktop can be 
created on the new home system to resume the virtual 
machine locally. 

In one preferred and non-limiting embodiment, the func 
tionality of the distributed VDI system 1000 may appear to be 
the same to an end user regardless of the client system used by 
that user. Referring now to FIG.4, a flow diagram is shown for 
a method for providing the distributed VDI to client systems 
according to one preferred and non-limiting embodiment of 
the present invention. The method begins by a user providing 
credential information to a first device (i.e., client system). 
For example, a user may approach a client system and enter 
credentials into a login prompt, Scan a Smartcard, or other 
wise provide credentials. If the client system is the user's 
home system (e.g., a client system that is assigned to and/or 
associated with the user), the user will immediately see the 
normal, local desktop for that system. 

If the client system is not the user's home system, the client 
system provides access to their desktop(s), running on their 
home system, as if executing locally. In this latter circum 
stance, any desktops that actually do run on the client system 
may not be visible to the user. If the user does not have a home 
system assigned to and/or associated with it, and the client 
system is not associated with and/or assigned to any user, then 
the client system may be assigned and/or associated with that 
user, the client system becoming that user's home system. If 
the client system is associated and/or assigned to another user, 
the user may be assigned a further client system as its home 
system. If the user's data associated with the user's home 
system is stored on a SAN accessible to both a home system 
and a different client system being accessed by the user, a 
transfer of the user's desktops can be completed as described 
herein. The desktop migration may be controlled by network 
policy on a managed LAN and/or SAN, as an example. 

In one preferred and non-limiting embodiment, the man 
agement server 114 includes one or more protocols to per 
form a number of functions. For example, the management 
server 114 may be configured to communicate to a client 
system what user is associated with and/or assigned to the 
client system, and associate and/or assign an “unowned cli 
ent system (i.e., not established a home system for any par 
ticular user) to be a home system for a user. Further, the 
management server 114 may be configured to communicate 
to a client system to indicate that a different client system is 
being utilized to access the desktop(s) associated with the 
user's home system. Such an indication may cause the client 
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management application to change the frequency that it 
updates the management server 114, reducing the check-in 
time with the server 114. 

The client management application may manage client 
identifying information for the client system the application 
is running on, and transmit the same to the management 
server 114 and/or other client management applications run 
ning on different client systems. The client identifying infor 
mation may be used by the different client systems in access 
ing the virtual machine This information may include, for 
example, an IP tuple to identify each client system and/or 
desktop that may be used to initiate RDP sessions, such as an 
IP address and port number. If the client systems communi 
cating with each other are not on the same LAN, or are 
otherwise behind Network Address Translation (NAT) gate 
ways, the client identifying information for a remote client 
system may be used by a local connecting client system to 
traverse the NAT gateway of the other client system or other 
wise facilitate the establishment of a communication link. For 
example, if a NAT mode is in effect, the client management 
application may use port forwarding to provide remote access 
to another client management application running on a dif 
ferent client system. 

Further, the client identifying information for a client sys 
tem may also include a state and/or status of each desktop on 
that client system. This identifying information allows for 
other client systems to implement an interface that gives the 
appearance that the desktop running on the client system is 
running locally on the other client systems. The other client 
systems, connecting to the client system remotely, may 
receive this identifying information by way of the manage 
ment server on a regular basis, maintaining the security of the 
client system Such that it may prevent incoming connections 
and only allow outgoing connections to the management 
SeVe. 

With continued reference to FIG. 2, the client management 
application may also be used to control the state of each 
desktop running on a client system (e.g., client1 102). For 
example, the client management application may be able to 
start a stopped virtual machine, or stop an executing virtual 
machine A client system (e.g., client2 104) being used by a 
user to remotely access a remote client system 102, the home 
system for that user, may communicate requests to the man 
agement server 114 to change the state of the virtual machine 
executing on the user's home system 102. The management 
server 114 would then provide a request to the home system 
102 the next time it polls. Therefore, the client system 102 
being accessed remotely would communicate with the man 
agement server 114 at a rapid frequency. However, it will be 
appreciated that varying frequencies, and non-frequent poll 
ing, may be used as well. 

In some examples, instead of exchanging status informa 
tion at every interval, it may only be communicated when 
changed. The communication exchange between the home 
system 102 and the client system 104 being used may involve 
the exchange of messages, such that the home system sends 
state changes and receives commands, and the client system 
104 being used receives state changes and sends commands. 
The frequency of these communications may be set by admin 
istrative policy, or may be preset by the client management 
application and/or management server 114. 

With continued reference to FIGS. 1 and 2, the client man 
agement application running on the client2 104 client system 
receives graphical data from the client1 102 client system. 
The client management application running on the client1 
102 client system may be configured to generate graphical 
user interface (GUI) data, such as information conveyed in 
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extended mark-up language (XML) format or related meta 
data, and transmit the same to the management server 114. 
For each desktop to be virtualized on the client2 104 client 
system, the client management application may create a win 
dow manager workspace and provide a full-screeninstance of 
the desktop in that workspace using the identifying informa 
tion of the client1 102 client system received from the man 
agement server 114. The window manager workspace may be 
treated like any other virtual machine workspace by the win 
dow manager workspace. For example, the workspace may 
be run in the Dom0 or DomS domains with a hypervisor 
client. 
When a user commands a stopped virtual machine to be 

started, the client system being used by the user transmits a 
command to the management server 114. State changes are 
displayed and, when the client system indicates that the Vir 
tual machine is running and has an IP address, or other iden 
tifying information sufficient for the RDP client, the client 
system being used creates a desktop and executes the RDP 
client. A virtual networking computing (VNC) client may be 
executed initially, so that the boot process can be seen by the 
user, and subsequently the RDP session may be switched to 
once the virtual machine is running. An RDP server may also 
be implemented in the Dom0 domain, as an example, which 
integrates with a frame buffer for the virtual machine, such 
that only screen updates need to be transmitted between client 
systems instead of the whole screen representing the desktop. 

In one preferred and non-limiting embodiment, the man 
agement server 114 may be configured to remotely manage 
and control the power of the client systems. In this embodi 
ment, if a user's home system is powered off or sleeping, and 
is remote from the user, it would need to be turned on to allow 
remote access to the virtual machine and desktop. Further, an 
unowned system may have to be turned on if it is to be 
assigned to or associated with the user as the user's home 
system, and is off or sleeping. The power management func 
tionality may be implemented with Active Management 
Technology (AMT), using Intel VPRO technology, as an 
example. It will be appreciated that the power may be man 
aged through any otherhardware and/or software means. The 
management server 114 may also be configured to deal with 
errors. For example, if communication cannot be established 
with a user's home system, or if the user's home system is not 
powered on, the client system being used by that user may be 
notified by the management server 114 and any number of 
Scripts and/or predetermined error messages to allow the user 
to understand and possibly alleviate the error. 

Referring now to FIG.3, shown is a distributed VDI system 
according to one preferred and non-limiting embodiment. A 
management server 114 is in communication with a first 
client system 140 and a second client system 142. Each client 
system includes one or more virtual machines 148, 150, 144, 
146 that may be accessible on either of the client systems. In 
the illustrated example, first client system 140 is currently 
executing a Windows 7 virtual machine 148 for Joe and a 
Windows XP virtual machine 150 for Joe, and the second 
client system 142 is currently executing a Windows 7 virtual 
machine 144 for Fred and a Linux virtual machine 146 for 
Fred. In this example, the first client system 140 is a home 
system for Joe and is currently being used by Fred. 
With continued reference to FIG. 3, the second client sys 

tem 142 is the home system for user Fred. User Fred logs into 
first client system 140 by presenting his credentials. These 
credentials may be forwarded to the management server 114 
which may determine that user Fred desires to access his 
desktops 144, 146 through the first client system 140. Alter 
natively, Fred's credentials may be examined by the client 
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management application running on the first client system 
140 which makes the determination that the first client system 
104 is not Fred's home system. After such a determination, 
Fred may be presented with a distributed VDI startup screen 
152 that may be similar to the NXTop virtual machine user 
access screen described in United U.S. patent application Ser. 
No. 12/338,452. The startup screen 152 facilitates communi 
cation with the management server 114 for the purpose of 
allowing Fred to access his home system 142 Virtual machine 
desktops 144, 146. In one example, the distributed VDI star 
tup screen 152 may be identical to the user access screen that 
would be presented to Fred if he were to log into his home 
system 142. 

With continued reference to FIG.3, Fred selects an existing 
virtual machine desktop or starts up a new virtual machine 
desktop. Communication between user Fred on the first client 
system 140 and Fred's home system 142 is brokered through 
the management server 114 to facilitate Smooth operation and 
consistency of state information among the client systems 
140,142 and the management server 114. Once user Fred has 
selected a virtual machine desktop 144, conventional remote 
desktop communication between the remote client system 
142 and a host client system 140 executing the virtual 
machine desktop 144 may be enabled. Machine and client 
state information, and other data that may facilitate proper 
synchronization among the clients 140,142 and the manage 
ment server 114, may continue to be communicated among 
the client systems to maintain status of the virtual machine on 
the management server 114, as an example. 

The distributed VDI system may be used in hospital envi 
ronments, as an example, where doctors, nurses, and other 
staff move from room to room and use different computer 
hardware throughout a shift. In this instance, the user would 
be able to continue to access a running virtual desktop on any 
number of terminals in any number of rooms. The terminals 
(e.g., computing devices) may be on the same LAN and/or 
SAN, and may mount and unmount the virtual machine from 
centralized SAN data storage each time a new terminal is 
used, or use RDP to simply virtualize the running desktop that 
the user wishes to access. 

Although the invention has been described in detail for the 
purpose of illustration based on what is currently considered 
to be the most practical and preferred embodiments, it is to be 
understood that such detail is solely for that purpose and that 
the invention is not limited to the disclosed embodiments, but, 
on the contrary, is intended to cover modifications and 
equivalent arrangements that are within the spirit and scope of 
the appended claims. For example, it is to be understood that 
the present invention contemplates that, to the extent pos 
sible, one or more features of any embodiment can be com 
bined with one or more features of any other embodiment. 

The invention claimed is: 
1. A computer-implemented method for providing distrib 

uted virtualized desktops, the method being performed at a 
first computer including at least one processor, the method 
comprising: 

receiving user credential data for at least one user; 
transmitting, to a management server, at least a portion of 

the user credential data and identifying information of 
the first computer; 

receiving, from the management server, an identification of 
a home system for the at least one user based at least 
partially on the user credential data, the home system 
comprising a second computer executing at least one 
virtual machine including a desktop; 

establishing communication between the first computer 
and the second computer; 
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12 
receiving, at the first computer, display data from the sec 

ond computer, the display data configured to generate a 
representation of at least a portion of the desktop on the 
first computer, such that the at least one user is able to 
access the desktop while the at least one virtual machine 
on the second computer is executing; 

receiving, at the first computer, a copy of a memory state of 
the at least one virtual machine from the second com 
puter; 

identifying, at the first computer, at least one portion of the 
memory state that was modified while receiving the 
copy of the memory state; and 

repeatedly identifying portions of the memory state that 
changed during a previous iteration of copying and 
receiving the identified portions of the memory state 
until no further changed portions of the memory state are 
identified or the changed portions of the memory state 
are less than a predetermined threshold. 

2. The computer-implemented method of claim 1, wherein 
the first computer and the second computer comprise a client 
management application configured to communicate with the 
management server. 

3. The computer-implemented method of claim 1, wherein 
the first computer and the second computer are in communi 
cation through a local area network (LAN). 

4. The computer-implemented method of claim 1, wherein 
the communication between the second computer and the first 
computer is established through a direct connection facili 
tated by a traversal of at least one network address translation 
(NAT) gateway. 

5. The computer-implemented method of claim 1, further 
comprising, prior to the repeated identification: 

receiving a copy of the at least one portion of the memory 
State; 

identifying at least one other portion of the memory state 
that was modified while receiving the copy of the at least 
one portion of the memory state, wherein the at least one 
other portion of the memory state is a subset of the at 
least one portion of the memory state; 

receiving a copy of the at least one other portion of the 
memory state. 

6. A system for providing distributed virtualized desktops, 
the system comprising at least one management server 
including at least one processor, the at least one management 
server being configured to: 

receive, from a first computer, user credential data for a 
user and device identification data for the first computer; 

identify a home system for the user based at least partially 
on the user credential data, the home system comprising 
a second computer executing at least one virtual 
machine including at least one desktop; 

transmit, to the first computer, data configured to facilitate 
a direct connection between the first computer and the 
second computer, such that the first computer displays 
the at least one desktop while the at least one virtual 
machine continues to execute on the second computer; 
and 

cause at least one of the first and second computers to 
migrate the at least one virtual machine from the second 
computer to the first computer while the at least one 
virtual machine is executing, 

wherein the at least one virtual machine is migrated by 
copying, at the first computer, a memory state of the at 
least one virtual machine from the second computer, and 
identifying, at the first computer, at least one portion of 
the memory state that is changed during the copying of 
the memory state, and 
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wherein the at least one virtual machine is migrated by 
repeated identification of portions of the memory state 
that changed during a previous iteration of copying and 
receipt of the identified portions of the memory state 
until no further changed portions of the memory state are 
identified or the changed portions of the memory state 
are less than a predetermined threshold. 

7. The system of claim 6, wherein the at least one virtual 
machine is migrated by a further copying, prior to the 
repeated identification, of the at least one portion of the 
memory state that is changed during the copying of the 
memory state from the second computer. 

8. The system of claim 6, wherein the first and second 
computers comprise a client management application config 
ured to communicate with the management server. 

9. The system of claim 6, wherein the first and second 
computers are in communication through a local area net 
work (LAN). 

10. The system of claim 6, wherein the management server 
is further configured to receive at least one of a desktop state 
and a desktop status for at least one desktop on the second 
computer. 

11. The system of claim 10, wherein the at least one of a 
desktop state and a desktop status is transmitted to the first 
computer at predetermined intervals. 

12. The system of claim 6, wherein the management server 
is further configured to power on at least one of the first 
computer and the second computer. 

13. A distributed virtual desktop infrastructure system, 
comprising: 

at least one management server comprising at least one 
processor, wherein the at least one management server is 
configured to provide a plurality of centrally managed 
Virtual machines to a plurality of client systems, the at 
least one management server is further configured to 
determine a home system of the plurality of client sys 
tems for at least one user; and 

the plurality of client systems comprising a plurality of 
client management applications that are in communica 
tion with the at least one management server, the plural 
ity of client management applications being configured 
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to execute on the plurality of client systems, and to 
display, on at least one client system, a virtual desktop of 
at least one virtual machine executing on the home sys 
tem, 

wherein the plurality of client management applications 
are configured to migrate the at least one virtual machine 
from the home system to the at least one client system 
while the at least one virtual machine is executing on the 
home system, wherein the migration of the at least one 
Virtual machine includes copying a memory state of the 
at least one virtual machine from the home system, and 
identifying at least one portion of the memory state that 
is changed during the copying of the memory state, and 
wherein the migration of the at least one virtual machine 
includes repeated identification of portions of the 
memory state that changed during a previous iteration of 
copying and receipt of the identified portions of the 
memory state until no further changed portions of the 
memory state are identified or the changed portions of 
the memory state are less than a predetermined thresh 
old. 

14. The distributed virtual desktop infrastructure system of 
claim 13, wherein, if the home system is local to a first 
computer being used by the at least one user, the virtual 
desktop is displayed from the at least one virtual machine 
local to the first computer. 

15. The distributed virtual desktop infrastructure system of 
claim 13, wherein the migration of the at least one virtual 
machine further includes a copying, prior to the repeated 
identification, of the at least one portion of the memory state 
that is changed during the copying of the memory state from 
the home system. 

16. The distributed virtual desktop infrastructure system of 
claim 13, further comprising a storage area network in com 
munication with the plurality of client systems. 

17. The distributed virtual desktop infrastructure system of 
claim 13, wherein the home system is at least one other client 
System of the plurality of systems, and wherein the at least one 
client system displays the virtual desktop through a commu 
nication link with the at least one other client system. 


