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TECHNOLOGIES FOR CORRECTING FLIPPED BITS FOR AN ERROR CORRECTION
DECODE PROCESS

CROSS-REFERENCE TO RELATED PATENT APPLICATION

[0001] The present application claims priority to U.S. Utility Patent Application Serial
No. 15/059,642, entitled “TECHNOLOGIES FOR CORRECTING FLIPPED BITS FOR AN
ERROR CORRECTION DECODE PROCESS,” which was filed on March 03, 2016.

BACKGROUND

[0002] Some data storage devices, when writing data, may determine whether a
particular section of memory is defective and “stuck” to a particular logical value, such as a
logical one or zero. When data to be written includes a logical one while the corresponding
section of memory is stuck to a logical zero, or vice versa, the data storage device may flip the
bits associated with that section of data, and store the flipped bits. In doing so, the data storage
device may store an indicator, such as a binary flag, indicating that the section of data in the
memory has been flipped due to the defective memory section. Accordingly, when reading the
data, the data storage device may detect the indicator and flip the bits associated with the
defective section of memory to recreate the original data. However, in some instances, the
indicator may be corrupted when the data storage device reads the data, causing the data storage
device to incorrectly flip or not flip the bits associated with a particular section of the data. An
error correction decode algorithm that receives such data may determine that there are too many

errors in the data and subsequently fail.

BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The concepts described herein are illustrated by way of example and not by way
of limitation in the accompanying figures. For simplicity and clarity of illustration, elements
illustrated in the figures are not necessarily drawn to scale. Where considered appropriate,
reference labels have been repeated among the figures to indicate corresponding or analogous
elements.

[0004] FIG. 1 is a simplified block diagram of at least one embodiment of a data storage
device that includes a data storage controller for correcting flipped bits in read data prior to

performing an error correction decode process on the data;
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[0005] FIG. 2 is a simplified block diagram of at least one embodiment of an
environment that may be established by a data storage controller included in the data storage
device of FIG. 1;

[0006] FIGS. 3 and 4 are a simplified flow diagram of at least one embodiment of a
method for writing data that may be executed by the data storage device of FIG. 1;

[0007] FIGS. 5-7 are a simplified flow diagram of at least one embodiment of a method
for reading data that may be executed by the data storage controller of FIG. 1;

[0008] FIG. 8 is a simplified block diagram of example data written to memory by the
data storage device of FIG. 1;

[0009] FIG. 9 is a simplified block diagram of example data read from memory by the
data storage device of FIG. 1; and

[0010] FIG. 10 is a simplified block diagram of at least one embodiment of a computing

device including the data storage device of FIG. 1.

DETAILED DESCRIPTION OF THE DRAWINGS

[0011] While the concepts of the present disclosure are susceptible to various
modifications and alternative forms, specific embodiments thereof have been shown by way of
example in the drawings and will be described herein in detail. It should be understood,
however, that there is no intent to limit the concepts of the present disclosure to the particular
forms disclosed, but on the contrary, the intention is to cover all modifications, equivalents, and
alternatives consistent with the present disclosure and the appended claims.

e

[0012] References in the specification to “one embodiment,” “an embodiment,” “an
illustrative embodiment,” etc., indicate that the embodiment described may include a particular
feature, structure, or characteristic, but every embodiment may or may not necessarily include
that particular feature, structure, or characteristic. Moreover, such phrases are not necessarily
referring to the same embodiment. Further, when a particular feature, structure, or
characteristic is described in connection with an embodiment, it is submitted that it is within the
knowledge of one skilled in the art to effect such feature, structure, or characteristic in
connection with other embodiments whether or not explicitly described. Additionally, it should
be appreciated that items included in a list in the form of “at least one A, B, and C” can mean
(A); (B); (C); (A and B); (A and C); (B and C); or (A, B, and C). Similarly, items listed in the
form of “at least one of A, B, or C” can mean (A); (B); (C); (A and B); (A and C); (B and C); or
(A, B, and C).
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[0013] The disclosed embodiments may be implemented, in some cases, in hardware,
firmware, software, or any combination thereof. The disclosed embodiments may also be
implemented as instructions carried by or stored on a transitory or non-transitory machine-
readable (e.g., computer-readable) storage medium, which may be read and executed by one or
more processors. A machine-readable storage medium may be embodied as any storage device,
mechanism, or other physical structure for storing or transmitting information in a form
readable by a machine (e.g., a volatile or non-volatile memory, a media disc, or other media
device).

[0014] In the drawings, some structural or method features may be shown in specific
arrangements and/or orderings. However, it should be appreciated that such specific
arrangements and/or orderings may not be required. Rather, in some embodiments, such
features may be arranged in a different manner and/or order than shown in the illustrative
figures. Additionally, the inclusion of a structural or method feature in a particular figure is not
meant to imply that such feature is required in all embodiments and, in some embodiments, may
not be included or may be combined with other features.

[0015] As shown in FIG. 1, an illustrative data storage device 100 for correcting flipped
bits in data prior to performing an error correction decode process on the data includes a data
storage controller 102 and a memory 114, which illustratively includes non-volatile memory
116 and volatile memory 118. In the illustrative embodiment, a “codeword” is a combination
of a data set and parity bits, as described in more detail herein. As discussed in more detail
below, during use, the data storage controller 102 is configured to perform a read operation on
data, such as a codeword, from redundant data (e.g., redundant codewords) stored in the
memory 114. The redundant codewords may be stored using a scheme similar to a redundant
array of inexpensive disks (RAID) storage scheme, in which for a selected codeword, the
corresponding redundant codewords may be XORed together to recreate or rebuild the selected
codeword. The data storage controller 102 may be configured to read a selected codeword,
rebuild the codeword by XORing the corresponding redundant codewords, compare sections of
the selected codeword with the rebuilt codeword to detect sections that are significantly
different from each other (e.g., 90% different), and flip the values of the bits in the selected
codeword in those sections. It should be appreciated that the detected sections may have been
flipped during an earlier write process to account for memory cells that are “stuck™ to a
particular logical value, as described above. By flipping the values of the bits in these detected
sections back to their original values during the read process, the data storage controller 102

may correct sections of the codeword that an error correction decode process would be
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otherwise unable to correct. The data storage controller 102 may be configured to then identify
any remaining differences between the selected codeword and the rebuilt codeword, generate a
combined codeword based on the selected codeword and the rebuilt codeword, with confidence
values corresponding to similarities and differences between the selected codeword and the
rebuilt codeword, and subsequently perform a “soft” error correction decode process on the
combined codeword that takes into account the confidence values as discussed in more detail
below.

[0016] The data storage device 100 may be embodied as any type device capable of
storing data and performing the functions described herein. In the illustrative embodiment, the
data storage device 100 is embodied as a solid state drive; however, in other embodiments, the
data storage device 100 may embodied as a hard disk drive, a memory module device, a cache
memory device, and/or other data storage device.

[0017] The data storage controller 102 of the data storage device 100 may be embodied
as any type of control device, circuitry, or collection of hardware devices capable of detecting
and correcting flipped sections of bits prior to performing an error correction decode process
when reading from the memory 114. In the illustrative embodiment, the data storage controller
102 includes a processor or processing circuitry 104, local memory 106, a host interface 108, a
buffer 110, and memory control logic (also referred to herein as a “memory controller”) 112.
The memory controller 112 can be in same die or integrated circuit as the processor 104 or the
memory 106, 114 or in a separate die or integrated circuit than those of the processor 104 and
the memory 106, 114. In some cases, the processor 104, the memory controller 112, and the
memory 106, 114 can be implemented in a single die or integrated circuit. Of course, the data
storage controller 102 may include additional devices, circuits, and/or components commonly
found in a drive controller of a solid state drive in other embodiments.

[0018] The processor 104 may be embodied as any type of processor capable of
performing the functions described herein. For example, the processor 104 may be embodied
as a single or multi-core processor(s), digital signal processor, microcontroller, or other
processor or processing/controlling circuit. Similarly, the local memory 106 may be embodied
as any type of volatile and/or non-volatile memory or data storage capable of performing the
functions described herein. In the illustrative embodiment, the local memory 106 stores
firmware and/or other instructions executable by the processor 104 to perform the described
functions of the data storage controller 102. In some embodiments, the processor 104 and the
local memory 106 may form a portion of a System-on-a-Chip (SoC) and be incorporated, along

with other components of the data storage controller 102, onto a single integrated circuit chip.
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[0019] The host interface 108 may also be embodied as any type of hardware processor,
processing circuitry, input/output circuitry, and/or collection of components capable of
facilitating communication of the data storage device 100 with a host device or service (e.g., a
host application). That is, the host interface 108 embodies or establishes an interface for
accessing data stored on the data storage device 100 (e.g., stored in the memory 114). To do so,
the host interface 108 may be configured to utilize any suitable communication protocol and/or
technology to facilitate communications with the data storage device 100 depending on the type
of data storage device. For example, the host interface 108 may be configured to communicate
with a host device or service using Serial Advanced Technology Attachment (SATA),
Peripheral Component Interconnect express (PCle), Serial Attached SCSI (SAS), Universal
Serial Bus (USB), and/or other communication protocol and/or technology in some
embodiments.

[0020] The buffer 110 of the data storage controller 102 is embodied as volatile memory
used by data storage controller 102 to temporarily store data that is being read from or written
to the memory 114. The particular size of the buffer 110 may be dependent on the total storage
size of the memory 114. The memory control logic 112 is illustrative embodied as hardware
circuitry and/or device configured to control the read/write access to data at particular storage
locations of memory 114.

[0021] The non-volatile memory 116 may be embodied as any type of data storage
capable of storing data in a persistent manner (even if power is interrupted to non-volatile
memory 116). For example, in the illustrative embodiment, the non-volatile memory 116 is
embodied as one or more non-volatile memory devices. The non-volatile memory devices of
the non-volatile memory 116 are illustratively embodied as three dimensional NAND (“3D
NAND”) non-volatile memory devices. However, in other embodiments, the non-volatile
memory 116 may be embodied as any combination of memory devices that use chalcogenide
phase change material (e.g., chalcogenide glass), three-dimensional (3D) crosspoint memory, or
other types of byte-addressable, write-in-place non-volatile memory, ferroelectric transistor
random-access memory (FeTRAM), nanowire-based non-volatile memory, phase change
memory (PCM), memory that incorporates memristor technology, Magnetoresistive random-
access memory (MRAM) or Spin Transfer Torque (STT)-MRAM.

[0022] The volatile memory 118 may be embodied as any type of data storage capable
of storing data while power is supplied volatile memory 118. For example, in the illustrative
embodiment, the volatile memory 118 is embodied as one or more volatile memory devices,

and is periodically referred to hereinafter as volatile memory 118 with the understanding that
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the volatile memory 118 may be embodied as other types of non-persistent data storage in other
embodiments. The volatile memory devices of the volatile memory 118 are illustratively
embodied as dynamic random-access memory (DRAM) devices, but may be embodied as other
types of volatile memory devices and/or memory technologies capable of storing data while
power is supplied to volatile memory 118.

[0023] Referring now to FIG. 2, in use, the data storage controller 102 of the data
storage device 100 may establish an environment 200. The illustrative environment 200
includes a data reader module 210, a data writer module 220, and an interface module 230.
Each of the modules and other components of the environment 200 may be embodied as
firmware, software, hardware, or a combination thereof. For example the various modules,
logic, and other components of the environment 200 may form a portion of, or otherwise be
established by, the data storage controller 102 or other hardware components of the data storage
device 100. As such, in some embodiments, any one or more of the modules of the
environment 200 may be embodied as a circuit or collection of electrical devices (e.g., a data
reader circuit 210, a data writer circuit 220, an interface circuit 230, etc.). In the illustrative
environment 200, the environment 200 includes codewords 202 and error correction code
(ECC) algorithms, each of which may be accessed by the various modules and/or sub-modules
of the data storage controller 102.

[0024] In the illustrative embodiment, the data reader module 210 is configured to read
codewords from the memory 114 in response to a read request, to detect and correct any
sections with flipped bits by comparing a selected codeword with a rebuilt codeword, combine
the selected codeword with the rebuilt codeword, and decode the combined codeword. To do
so, the data reader module 210 includes an ECC decoder module 212, a codeword rebuilder
module 214, and a codeword combiner module 216. In the illustrative embodiment, the ECC
decoder module 212 is configured to perform an error correction decode process, using one of
the ECC algorithms 204, on a codeword. The ECC decoder module 212 may also be
configured to determine whether the selected codeword contains a number of errors that
exceeds a threshold number of errors that the ECC decoder module 212 is able to correct, based
on the error correction decode process that the ECC decoder module 212 is configured to
perform. In the illustrative embodiment, the ECC decoder module 212 is configured to perform
a soft error correction process, that takes into account confidence or certainty values associated
with one or more portions in a codeword. In the illustrative embodiment, the soft error

correction process may be a low-density parity-check code (“LDPC”) error correction process.
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[0025] In the illustrative embodiment, the codeword rebuilder module 214 is configured
to identify redundant codewords stored in the memory 114 that correspond to the selected
codeword that is to be read. Further, the codeword rebuilder module 214 may be configured to
combine the identified redundant codewords, such as by XORing the redundant codewords
together, to obtain a rebuilt codeword. The rebuilt codeword theoretically matches the selected
codeword. However, due to potentially defective memory cells in the memory 114, errors in
reading the codewords, and/or sections of data where the bits were flipped during a write
operation, the rebuilt codeword may differ from the selected codeword in one or more sections.
[0026] In the illustrative embodiment, the codeword combiner module 216 is configured
to compare the selected codeword to the rebuilt codeword, identify sections in which the
selected codeword differs from the rebuilt codeword by a threshold amount (e.g., 90%), flip the
bits in the identified sections of the selected codeword that differ from the rebuilt codeword by
the threshold amount, and then, after flipping the bits in any such sections, compare the selected
codeword to the rebuilt codeword again to identify any remaining differences between the
selected codeword and the rebuilt codeword. The codeword combiner module 216 may be
further configured to generate a combined codeword based on the comparison between the
selected codeword and the rebuilt codeword. In the illustrative embodiment, the codeword
combiner module 216 may be configured to store a relatively high confidence value for bits that
are the same between the selected codeword and the rebuilt codeword, and store a relatively
low confidence value for bits that are different between the selected codeword and the rebuilt
codeword. As described above, these confidence values of the combined codeword may then
be used by the ECC decoder module 212 to decode the combined codeword and thereby extract
the data within the combined codeword in response to the read request.

[0027] In the illustrative embodiment, the data writer module 220 is configured to write
data to the memory 114 in a manner that enables the data reader module 210 to operate as
described above. More specifically, in the illustrative embodiment, the data writer module 220
is configured to detect faulty cells in the memory 114 where a codeword that contains a data set
is to be stored, flip the bits in sections of the data set that correspond to the faulty cells, encode
the data set using an error correction encode process based on one of the ECC algorithms 204 to
generate a complete codeword that contains the data set and parity bits, and store corresponding
redundant codewords in the memory 114. To do so, the data writer module 220 includes an
ECC encoder module 222 and a redundant codeword module 224. The ECC encoder module
222 may be configured to encode the data set using the error correction encode process, as

described above, to generate a complete codeword that includes the data set and associated
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parity bits. The redundant codeword module 224 is configured to generate and store redundant
codewords that correspond to the codeword generated by the ECC encoder module 222. In the
illustrative embodiment, the redundant codeword module 224 is configured to store each
redundant codeword in a separate physical section of the memory 114, such as on separate dies.
Further, in the illustrative embodiment, the redundant codeword module 224 is configured to
generate and store the redundant codewords using a scheme that enables all but a selected one
of the codewords to be combined to obtain the selected codeword. In the illustrative
embodiment, the redundant codeword module 224 generates the redundant codewords such that
they can be combined with an XOR operation to obtain the selected codeword. In other words,
in the illustrative embodiment, any codeword in the set can be recreated by XORing all of the
other corresponding codewords together.

[0028] The interface module 230 is configured to handle write requests and read
requests received from a host 240, which may be embodied as an application, service, and/or
other device. To do so, the interface module 230 may be configured to identify a received
request and any data or parameters associated with the request, and transmit these items to the
data reader module 210 or the data writer module 220, depending on the type of request. In
response to a read request, the interface module 234 may be configured to transmit the data read
(i.e., the data from the codeword in memory 114) by the data reader module 210 to the host
240. In response to a write request, the interface module 230 may be configured to transmit a
result of the request to the host 240, for example a confirmation that the write request was
received and/or completed.

[0029] Referring now to FIG. 3, in use, the data storage controller 102 of the data
storage device 100 may execute a method 300 for writing data in which the data is encoded in a
codeword and in which the bits of one or more sections of the codeword (e.g., sections of the
data set in the codeword) may be flipped to compensate for a faulty memory cell of the memory
114. The method 300 begins with block 302 in which the data storage controller 102
determines whether a write request has been received (e.g., from the host 240). If a write
request has been received, the method 300 advances to block 304. In block 304, the data
storage controller 102 receives a data set to store to the memory 114. For example, in some
embodiments, the write instruction may include a memory address to the data set, and the data
storage controller 102 accesses the data set from the memory using the address. In other
embodiments, such as when the data set is relatively small, the data set may be included as a
parameter of the write instruction. As described herein, in the illustrative embodiment, the data

set is a portion of a codeword and a complete codeword includes the data set as well as parity
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bits associated with the data set. In block 306, the data storage controller 102 generates one or
more redundant data sets associated with the received data set. The redundant data sets may be
combined, such as through an XOR operation, to obtain the data set received in block 304. In
block 308, the data storage controller 102 selects a memory device in which to store a codeword
that will contain the data set received in block 304. In the illustrative embodiment, the data
storage controller 102 may select a location within the non-volatile memory 116 to store the
codeword. In block 310, the data storage controller 102 analyzes the selected memory device
(e.g., the non-volatile memory 116) for a section that has a faulty cell. For example, the data
storage controller 102 may analyze a die of the non-volatile memory 116, where the codeword
is to be stored, to determine whether any memory cells are “stuck™ at a particular value (e.g., a
logical one or zero).

[0030] In block 312, if the data storage controller 102 detects a faulty memory cell, the
method 300 advances to block 314, in which the data storage controller 102 performs a “flip
and write” process. To do so, in the illustrative embodiment, the data storage controller 102
flips the values of all bits in the section of the data set that correspond to the section of the
selected memory device with the faulty cell. In the illustrative embodiment, the data storage
controller 102 may generate an indicator of whether the bits in the section have been flipped, as
indicated in block 316. In the illustrative embodiment, the indicator may be one of the bits in
the section of the codeword, such as the first bit or the last bit of the section. In block 318, the
data storage controller 102 determines whether to analyze for more faulty cells of the memory
device where the codeword is to be stored. In the illustrative embodiment, the data storage
controller 102 may analyze every memory cell that will be used to store one of the bits of the
data set of the codeword. If the data storage controller 102 determines to analyze the memory
device for more faulty cells, the method 300 loops back to block 310 to analyze another faulty
memory cell in the memory device. As an example of the above process, if the data set of the
codeword contains a first section having the values “00000” and a second section containing the
values “00000”, and the memory cell selected to store the first zero of the second section is
stuck at the value “1”, the data storage controller 102 may flip the bits in the second section,
such that the values are “11111”. Accordingly, in the present example, the first and second
sections of the data set of the codeword are “00000” and “11111” respectively. In some
embodiments, the data storage controller 102 may perform the above analysis and flip and write
operations for each of the redundant data sets as well.

[0031] If the data storage controller does not detect any faulty cells in block 312 or

determines not to analyze for more faulty cells in block 318, the method 300 advances to block
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320 of FIG. 4, in which the data storage controller 102 performs an error correction encode
process on the data set to generate a complete codeword that includes both the data set and
parity bits. Accordingly, in the illustrative embodiment, the codeword may later be decoded
using the parity bits to obtain the data set. Further, in the illustrative embodiment, the data
storage controller 102 may encode the data set such that the resulting codeword may be
decoded using a soft error correction decode process, such as a low-density parity-check
process, to obtain the data set. In block 322, the data storage controller 102 stores the codeword
in the selected memory device (e.g., in the non-volatile memory 116). In block 324, the data
storage controller 102 generates corresponding codewords for each redundant codeword set to
be stored. As described above, in the illustrative embodiment, a complete codeword includes a
data set and parity bits. Accordingly, in the illustrative embodiment, the data storage controller
102 may perform an error correction encode process on each of the redundant data sets
generated in block 306 to obtain corresponding parity bits, thereby generating each redundant
codeword. In the illustrative embodiment, when combined together such as in an XOR
operation, the redundant codewords will provide the data set of the codeword generated in step
320. In block 326, the data storage controller 102 stores the corresponding codewords for the
redundant codeword set in the memory 114, such as at various physical locations in the non-
volatile storage 116. After the data storage controller 102 stores the corresponding codewords
of the redundant codeword set, the method 300 loops back to block 302 to await another data
write instruction.

[0032] Referring now to FIG. 5, in use, the data storage controller 102 of the data
storage device 100 may execute a method 400 for reading data that takes into account the
potential flip and write operations that may have occurred when the data was written in the
method 300, and to compensate for potential corruption of the data that may have occurred
between the time the data was written and when it is read. The method 500 begins in block 502
in which the data storage controller 102 determines whether a read request has been received
(e.g., from the host 240). In some embodiments, the read request may specify an address of a
data set to read from the memory 114 (e.g., the non-volatile memory 116). If such a read
request is received, the method 500 advances to block 504 in which the data storage controller
102 selects the codeword to read from the set of redundant codewords associated with the data
set to be read. As described above, during the data write process, the codewords are generated
to encode the data set, such that the codeword may be decoded to obtain the data set.

[0033] In block 506, the data storage controller 102 analyzes the selected codeword for

uncorrectable errors. In the illustrative embodiment, as indicated in block 508, the data storage
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controller 102 may analyze a result of an attempted error correction decode process on the
codeword to determine whether the selected codeword contains uncorrectable errors. For
example, if the attempted error correction decode process fails, then the selected codeword may
contain uncorrectable errors. At least some ECC algorithms 204 are limited in the number of
errors they can correct. Accordingly, in such embodiments, if a codeword has more errors than
the amount of errors that the ECC algorithm 204 is capable of correcting, then the codeword
contains uncorrectable errors. In block 510, the data storage controller 102 determines whether
the codeword contains uncorrectable errors. If not, the method 500 advances to block 512 in
which the data storage controller 102 decodes the codeword to extract the data set in response
to the read request, and loops back to block 502 to await another read request. However,
referring back to block 510, if the data storage controller 102 determines that the codeword
does contain uncorrectable errors, the method 500 advances to block 514 in which the data
storage controller 102 reads the corresponding codewords in the redundant set. In the
illustrative embodiment, the data storage controller 102 may maintain a table of memory
locations where each of the codewords in a redundant set of codewords is stored. Accordingly,
in the illustrative embodiment, the data storage controller 102 may reference the table to locate
and read the redundant codewords.

[0034] In block 516, the data storage controller 102 combines the corresponding
codewords in the redundant set, such as by XORing them together, to generate a rebuilt
codeword. As described above, the redundant codewords are generated in the data write
method 300 such that, when combined, they provide the selected codeword. Accordingly, the
rebuilt codeword theoretically is exactly equal to the selected codeword. However, in practice,
the selected codeword may contain sections that were flipped, due to faulty memory cells, and
may have other portions that were corrupted. Likewise, the redundant codewords may have
similar corruptions. Regardless, once any sections containing flipped values have been
addressed, the selected codeword and the redundant codeword are substantially similar. In the
illustrative embodiment, at least about 90% of the bits in the selected codeword will match the
corresponding bits of the rebuilt codeword.

[0035] In block 518, the data storage controller 102 compares a section of the rebuilt
codeword to a corresponding section of the selected codeword. For example, the data storage
controller 102 may compare a first section of the rebuilt codeword to the first section of the
selected codeword. In block 520, the data storage controller 102 determines whether the
compared sections differ by at least a threshold amount. In the illustrative embodiment, the

data storage controller 102 may determine whether the sections are at least 90% different,
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meaning that 90% of the bits in the section of the rebuilt codeword differ from the
corresponding bits of the section of the selected codeword.

[0036] In block 524 of FIG. 6, the data storage controller 102 determines whether the
compared sections differ by at least the threshold amount. If so, the data storage controller 102
flips the values of the bits in the compared section of the rebuilt codeword, as indicated in block
526. In other words, based on the assumption that the rebuilt codeword and the selected
codeword should be at least about 90% the same, when a section of the selected codeword is
more than 90% different from the corresponding section of the rebuilt codeword, the selected
codeword must have had its bits flipped in that section during a flip and write operation in the
data write method 300, to compensate for a faulty memory cell. By performing the above
comparison to determine whether the bits were previously flipped, the data storage controller
102 need not rely on a stored indicator of whether the bits in that section were previously
flipped. This is advantageous because the value of such an indicator could be corrupted. After
flipping the bits in block 526, or if the data storage controller 102 determined that the sections
do not differ by the threshold amount in block 524, the method 500 advances to block 528, in
which the data storage controller 102 determines whether to compare another section of the
rebuilt codeword to the selected codeword.

[0037] In the illustrative embodiment, the data storage controller 102 may compare all
of the sections of the rebuilt codeword to the corresponding sections of the selected codeword.
If the data storage controller 102 determines to compare another section, the method 500 loops
back to block 518 of FIG. 5, to compare the next section of the rebuilt codeword to the
corresponding section of the selected codeword and the above-described process is repeated.
However, if the data storage controller 102 determines, in block 528, not to compare another
section (e.g., if all of the sections have been compared), the method 500 advances to block 530,
in which the data storage controller 102 compares a bit of the selected codeword to a
corresponding bit of the rebuilt codeword. In block 532, the data storage controller 102
determines whether the compared bits are different. If the compared bits are different, the
method 500 advances to block 534, in which the data storage controller 102 assigns a low
confidence value to the bits. If the compared bits are the not different, then the method instead
advances to block 536, in which the data storage controller 102 assigns a high confidence value
to the bits. In the illustrative embodiment, a low confidence value may be a decimal number
that is closer to the middle between a logical zero and a logical one (e.g., 0.4) while a high
confidence value may be a decimal number that is closer to a logical one than to a logical zero

(e.g., 0.9). In block 538, the data storage controller 102 determines whether to compare
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additional bits. If so, the method loops back to block 530 to compare the next bit of the selected
codeword to the corresponding bit of the rebuilt codeword. In the illustrative embodiment, the
method 500 repeats the loop until the data storage controller 102 determines not to compare any
more bits. In some embodiments, the data storage controller 102 may compare only the bits of
the data sets included in the codewords, and not compare the parity bits. In other embodiments,
the data storage controller 102 may compare all of the bits of the codewords.

[0038] After the bits of the rebuilt codeword have been compared, the method 500
advances to block 540 of FIG. 7 in which the data storage controller 102 generates a combined
codeword based on the selected codeword, the rebuilt codeword, and the confidence values. In
the illustrative embodiment, the combined codeword may be embodied as the confidence values
generated in blocks 534 and 536. In some embodiments, the data storage controller 102 may
average the selected codeword with the rebuilt codeword to generate combined codeword. In
block 542, the data storage controller 102 decodes the combined codeword using a “soft” ECC
algorithm 204 to obtain the data set. A soft ECC algorithm uses confidence data associated
with a codeword, such as the confidence values generated in the method 500, to more
accurately decode data from a codeword than an ECC algorithm that does not use confidence
data. As an example, in the illustrative embodiment, the data storage controller 102 may
decode the combined codeword using a low-density parity-check (LDPC) algorithm to obtain
the data set, as indicated in block 544. After the data set has been obtained to satisfy the data
read request, the method 500 loops back to block 502 to await another data read request.

[0039] Referring now to FIG. 8, a simplified block diagram 800 of data that may be
written to the memory 114 (e.g., the non-volatile memory 116) during execution of the method
300 is shown. In the illustrative embodiment, a codeword 802 includes a first section having
the values “00000”, a second section having the values “00000”, a third section having the
values “00000”, and a fourth section having the values “00000”. The sections of the codeword
may be sections of the data set of the codeword 802 described above with reference to the
method 300. The data storage controller 102 may select a location, such as a particular die of
the non-volatile memory 116 for storage of the codeword 802. The data storage controller 102
may select different physical locations in the memory (e.g., various other dies of the non-
volatile memory 116) for storage of corresponding redundant codewords 804, 806, 808 in a
redundant codeword set 810. As described above, the corresponding redundant codewords 810
are configured such that, when combined, such as through an XOR operation, the result is the
codeword 802. The data storage controller 102 may detect that a memory cell where the first

zero of the second section of the codeword 802 is faulty, as it is “stuck” to a logical one, and
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cannot store a logical zero. Accordingly, the data storage controller 102 may flip the bits of the
second section of the codeword 802, such that the second section is “11111”, rather than
“00000”. The result of the flip operation is the codeword 812. In the illustrative embodiment,
the last bit (i.e., the rightmost bit) in the second section of the codeword 812 is an indicator that
the bits in the second section have been flipped. As shown, the indicator is set to a logical one.
Similarly, the data storage controller 102 may flip the bits of the redundant codewords 810 as
needed to compensate for any faulty memory cells. The resulting codewords 814, 816, 818
contain the flipped bits. The data storage controller 102 may then generate ECC parity bits for
use in later decoding the codewords, and write the codewords to the memory 114 (e.g., to the
non-volatile memory 116).

[0040] Referring now to FIG. 9, a simplified block diagram 900 of data that may be
read from the memory 114 (e.g., the non-volatile memory 116) during execution of the method
500 is shown. In the illustrative embodiment, a codeword 902, corresponding to the codeword
802, is read from the memory 114, in response to a data read request. Similarly, redundant
codewords 904, 906, 908 in the redundant codeword set 910 are read from the memory 114.
The redundant codeword set 910 corresponds to the redundant codeword set 810 of FIG. 8.
While the codewords were stored in the memory 114 and/or during the read operation, some of
the values in the codewords were inadvertently corrupted. The illustrative data storage
controller 102 may combine the redundant set of codewords 910, for example through an XOR
operation, to produce the rebuilt codeword 920. Additionally, the illustrative data storage
controller 102 may compare the sections of the codeword 902 to corresponding sections of the
rebuilt codeword 920 to identify the sections that differ by a threshold amount (e.g., 90%).
These sections represent bits that were flipped in the flip and write operation described above,
with reference to FIG. 8. As shown, the data storage controller 102 determines that the second
and third sections of the rebuilt codeword 920 differ from the codeword 902 by at least the
threshold amount, and flips the bits in those sections to produce the revised rebuilt codeword
930.

[0041] Subsequently, the illustrative data storage controller 102 compares the bits of the
revised rebuilt codeword 930 to the corresponding bits of the codeword 902 to generate a
combined codeword 940 with confidence values. For example, the combined codeword 940
may include a relatively low confidence value associated with the third bit in the first section
because the third bit in the first section of the codeword 902 is a logical one while the third bit
in the first section of the revised rebuilt codeword 930 is a logical zero. After all of the

confidence values for the combined codeword 940 are established, the illustrative data storage
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controller 102 may perform a soft error correction decode process, such as a low-density parity-
check (LDPC) process on the combined codeword 940 to obtain the encoded data for the data
read request.

[0042] Referring now to FIG. 10, in some embodiments, the data storage device 100
may be incorporated in, or form a portion of, a computing device or other apparatus 1000. The
computing device 1000 may be embodied as any type of computing device in which the data
storage device 100 may be used. For example, the computing device 1000 may be embodied as
a smart phone, a tablet computer, a notebook, a laptop computer, a netbook, an Ultrabook™, a
wearable computing device, a pair of smart glasses, a head-mounted computing device, a
cellular phone, a desktop computer, a smart device, a personal digital assistant, a mobile
Internet device, a server, a data storage device, and/or any other computing/communication
device. As shown in FIG. 10, the illustrative computing device 1000 includes a processor 1010,
an input/output (“I/O”) subsystem 1012, and a main memory 1014. Of course, the computing
device 1000 may include other or additional components, such as those commonly found in a
typical computing device (e.g., various input/output devices and/or other components), in other
embodiments. Additionally, in some embodiments, one or more of the illustrative components
may be incorporated in, or otherwise form a portion of, another component. For example, the
memory 1014, or portions thereof, may be incorporated in the processor 1010 in some
embodiments.

[0043] The processor 1010 may be embodied as any type of processor capable of
performing the functions described herein. For example, the processor 1010 may be embodied
as a single or multi-core processor(s), digital signal processor, microcontroller, or other
processor or processing/controlling circuit. Similarly, the memory 1014 may be embodied as
any type of volatile or non-volatile memory or data storage capable of performing the functions
described herein. In operation, the memory 1014 may store various data and software used
during operation of the computing device 1000 such as operating systems, applications,
programs, libraries, and drivers. The memory 1014 is communicatively coupled to the
processor 1010 via the I/O subsystem 1012, which may be embodied as circuitry and/or
components to facilitate input/output operations with the processor 1010, the memory 1014, and
other components of the computing device 1000. For example, the I/O subsystem 1012 may be
embodied as, or otherwise include, memory controller hubs, input/output control hubs,
firmware devices, communication links (i.e., point-to-point links, bus links, wires, cables, light
guides, printed circuit board traces, etc.) and/or other components and subsystems to facilitate

the input/output operations.
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[0044] As shown in FIG. 10, the data storage device 100 may be incorporated in, or
form a portion of, one or more other components of the computing device 1000. For example,
the data storage device 100 may be embodied as, or otherwise be included in, the main memory
1014. Additionally or alternatively, the data storage device 100 may be embodied as, or
otherwise included in, a solid state drive 1020 of the computing device 1000. Further, in some
embodiments, the data storage device 100 may be embodied as, or otherwise included in, a hard
disk drive 1030 of the computing device 1000. Of course, in other embodiments, the data
storage device 100 may be included in or form a portion of other components of the computing
device 1000.

[0045] Reference to memory devices can apply to different memory types, and in
particular, any memory that has a bank group architecture. Memory devices generally refer to
volatile memory technologies. Volatile memory is memory whose state (and therefore the data
stored on it) is indeterminate if power is interrupted to the device. Nonvolatile memory refers
to memory whose state is determinate even if power is interrupted to the device. Dynamic
volatile memory requires refreshing the data stored in the device to maintain state. One example
of dynamic volatile memory includes DRAM (dynamic random access memory), or some
variant such as synchronous DRAM (SDRAM). A memory subsystem as described herein may
be compatible with a number of memory technologies, such as DDR4 (DDR version 4, initial
specification published in September 2012 by JEDEC), DDR4E (in development by JEDEC),
LPDDR4 (LOW POWER DOUBLE DATA RATE (LPDDR) version 4, JESD209-4, originally
published by JEDEC in August 2014), WIO2 (Wide I/O 2 (WidelO2), JESD229-2, originally
published by JEDEC in August 2014), HBM (HIGH BANDWIDTH MEMORY DRAM,
JESD235, originally published by JEDEC in October 2013), DDRS (DDR version 5, currently
in discussion by JEDEC), LPDDRS (currently in discussion by JEDEC), HBM2 (HBM version
2), currently in discussion by JEDEC), and/or others, and technologies based on derivatives or
extensions of such specifications.

[0046] In addition to, or alternatively to, volatile memory, in one embodiment, reference
to memory devices can refer to a nonvolatile memory device whose state is determinate even if

power is interrupted to the device.

EXAMPLES

[0047] Mlustrative examples of the technologies disclosed herein are provided below.
An embodiment of the technologies may include any one or more, and any combination of, the

examples described below.
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[0048] Example 1 includes an apparatus comprising a memory to store a set of
redundant codewords; and a controller to read data from the memory, wherein the controller is
to compare a first codeword associated with the set of redundant codewords to a second
codeword associated with the set of redundant codewords to determine whether a section of the
first codeword differs from a corresponding section of the second codeword by at least a
predefined threshold amount; flip, in response to a determination that the section of the first
codeword differs from the corresponding section of the second codeword by at least the
predefined threshold amount, one or more bits in the section of the first codeword; and perform
an error correction decode process based on the first codeword.

[0049] Example 2 includes the subject matter of Example 1, and wherein the controller
is further to select, in response to a read request, the second codeword from the redundant set of
codewords, to read from the memory; analyze the selected codeword to determine whether the
selected codeword contains uncorrectable errors; read, in response to a determination that the
selected codeword contains uncorrectable errors, remaining codewords in the redundant set,
wherein the remaining codewords correspond to the selected codeword; and XOR the
remaining codewords together to generate a rebuilt codeword, wherein the rebuilt codeword is
the first codeword, wherein to flip one or more bits in the section of the rebuilt codeword
comprises to flip every bit in the section of the rebuilt codeword.

[0050] Example 3 includes the subject matter of any of Examples 1 and 2, and wherein
the controller is further to compare the rebuilt codeword to the selected codeword to determine
differences between the rebuilt codeword and the selected codeword; and generate a combined
codeword based on the comparison of the rebuilt codeword and the selected codeword, wherein
the combined codeword includes confidence information in which bits that differ between the
combined codeword and the selected codeword are assigned a low confidence value and bits
that do not differ are assigned a high confidence value; and wherein to perform an error
correction decode process based on the rebuilt codeword comprises to perform the error
correction decode process based on the combined codeword.

[0051] Example 4 includes the subject matter of any of Examples 1-3, and wherein to
generate the combined codeword comprises to average the selected codeword with the rebuilt
codeword.

[0052] Example 5 includes the subject matter of any of Examples 1-4, and wherein to
perform the error correction decode process comprises to perform a low-density parity-check

(LDPC) error correction decode process.
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[0053] Example 6 includes the subject matter of any of Examples 1-5, and wherein to
analyze the selected codeword to determine whether the selected codeword contains
uncorrectable errors comprises to perform an error correction decode process on the selected
codeword; and analyze a result of the error correction decode process.

[0054] Example 7 includes the subject matter of any of Examples 1-6, and wherein the
controller is further to write, in response to a write request received before the read request, the
redundant set of codewords to the memory, wherein any codeword in the redundant set is equal
to an XOR of every other codeword in the redundant set.

[0055] Example 8 includes the subject matter of any of Examples 1-7, and wherein the
controller is further to receive a write request prior to the read request; determine that at least
one cell in the memory is faulty; determine a section in the selected codeword that corresponds
to the faulty cell; flip the values of every bit in the determined section of the selected codeword;
and write, in response to the write request, the selected codeword to the memory.

[0056] Example 9 includes the subject matter of any of Examples 1-8, and wherein the
controller is further to store an indicator that the values have been flipped in the determined
section.

[0057] Example 10 includes the subject matter of any of Examples 1-9, and wherein the
controller is further to perform an error correction encode process on a data set associated with
the write request to generate the selected codeword.

[0058] Example 11 includes the subject matter of any of Examples 1-10, and wherein to
perform the error correction encode process comprises to perform an LDPC error correction
encode process.

[0059] Example 12 includes the subject matter of any of Examples 1-11, and wherein
the predefined threshold amount is 90 percent.

[0060] Example 13 includes the subject matter of any of Examples 1-12, and wherein
the memory is non-volatile memory.

[0061] Example 14 includes a method comprising comparing, by a controller of an
apparatus, a first codeword associated with a redundant set of codewords stored in a memory of
the apparatus to a second codeword associated with the set of redundant codewords to
determine whether a section of the first codeword differs from a corresponding section of the
second codeword by at least a predefined threshold amount; flipping, by the controller and in
response to a determination that the section of the first codeword differs from the corresponding

section of the second codeword by at least the predefined threshold amount, one or more bits in
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the section of the first codeword; and performing, by the controller, an error correction decode
process based on the first codeword.

[0062] Example 15 includes the subject matter of Example 14, further including
selecting, by the controller and in response to a read request, the second codeword from the
redundant set of codewords, to read from the memory; analyzing, by the controller, the selected
codeword to determine whether the selected codeword contains uncorrectable errors; reading,
by the controller and in response to a determination that the selected codeword contains
uncorrectable errors, remaining codewords in the redundant set, wherein the remaining
codewords correspond to the selected codeword; and XORing, by the controller, the remaining
codewords together to generate a rebuilt codeword, wherein the rebuilt codeword is the first
codeword, wherein flipping one or more bits in the section of the rebuilt codeword comprises
flipping every bit in the section of the rebuilt codeword.

[0063] Example 16 includes the subject matter of any of Examples 14 and 15, further
including comparing, by the controller, the rebuilt codeword to the selected codeword to
determine differences between the rebuilt codeword and the selected codeword; and
generating, by the controller, a combined codeword based on the comparison of the rebuilt
codeword and the selected codeword, wherein the combined codeword includes confidence
information in which bits that differ between the combined codeword and the selected
codeword are assigned a low confidence value and bits that do not differ are assigned a high
confidence value; and wherein performing an error correction decode process based on the
rebuilt codeword comprises performing the error correction decode process based on the
combined codeword.

[0064] Example 17 includes the subject matter of any of Examples 14-16, and wherein
generating the combined codeword comprises averaging the selected codeword with the rebuilt
codeword.

[0065] Example 18 includes the subject matter of any of Examples 14-17, and wherein
performing the error correction decode process comprises performing a low-density parity-
check (LDPC) error correction decode process.

[0066] Example 19 includes the subject matter of any of Examples 14-18, and wherein
analyzing the selected codeword to determine whether the selected codeword contains
uncorrectable errors comprises performing, by the controller, an error correction decode process
on the selected codeword; and analyzing, by the controller, a result of the error correction

decode process.
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[0067] Example 20 includes the subject matter of any of Examples 14-19, further
including writing, by the controller and in response to a write request received before the read
request, the redundant set of codewords to the memory, wherein any codeword in the redundant
set is equal to an XOR of every other codeword in the redundant set.

[0068] Example 21 includes the subject matter of any of Examples 14-20, further
including receiving, by the controller, a write request prior to the read request; determining, by
the controller, that at least one cell in the memory is faulty; determining, by the controller, a
section in the selected codeword that corresponds to the faulty cell; flipping, by the controller,
the values of every bit in the determined section of the selected codeword; and writing, by the
controller and in response to the write request, the selected codeword to the memory.

[0069] Example 22 includes the subject matter of any of Examples 14-21, further
including storing, by the controller, an indicator that the values have been flipped in the
determined section.

[0070] Example 23 includes the subject matter of any of Examples 14-22, further
including performing, by the controller, an error correction encode process on a data set
associated with the write request to generate the selected codeword.

[0071] Example 24 includes the subject matter of any of Examples 14-23, and wherein
performing the error correction encode process comprises performing an LDPC error correction

encode process.

[0072] Example 25 includes the subject matter of any of Examples 14-24, and wherein
the predefined threshold amount is 90 percent.

[0073] Example 26 includes the subject matter of any of Examples 14-25, further
including reading, by the controller, the selected codeword from a non-volatile memory of the
apparatus.

[0074] Example 27 includesone or more machine-readable storage media comprising a

plurality of instructions stored thereon that, when executed, cause an apparatus to perform the
method of any of Examples 14-26.

[0075] Example 28 includes an apparatus comprising means for comparing a first
codeword associated with a redundant set of codewords stored in a memory of the apparatus to
a second codeword associated with the set of redundant codewords to determine whether a
section of the first codeword differs from a corresponding section of the second codeword by at
least a predefined threshold amount; means for flipping, in response to a determination that the

section of the first codeword differs from the corresponding section of the second codeword by
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at least the predefined threshold amount, one or more bits in the section of the first codeword;
and means for performing an error correction decode process based on the first codeword.
[0076] Example 29 includes the subject matter of Example 28, further including means
for selecting, in response to a read request, the second codeword from the redundant set of
codewords, to read from the memory; means for analyzing the selected codeword to determine
whether the selected codeword contains uncorrectable errors; means for reading, in response to
a determination that the selected codeword contains uncorrectable errors, remaining codewords
in the redundant set, wherein the remaining codewords correspond to the selected codeword;
and means for XORing the remaining codewords together to generate a rebuilt codeword,
wherein the rebuilt codeword is the first codeword, wherein the means for flipping one or more
bits in the section of the rebuilt codeword comprises means for flipping every bit in the section
of the rebuilt codeword.

[0077] Example 30 includes the subject matter of any of Examples 28 and 29, further
including means for comparing the rebuilt codeword to the selected codeword to determine
differences between the rebuilt codeword and the selected codeword; means for generating a
combined codeword based on the comparison of the rebuilt codeword and the selected
codeword, wherein the combined codeword includes confidence information in which bits that
differ between the combined codeword and the selected codeword are assigned a low
confidence value and bits that do not differ are assigned a high confidence value; and wherein
the means for performing an error correction decode process based on the rebuilt codeword
comprises means for performing the error correction decode process based on the combined
codeword.

[0078] Example 31 includes the subject matter of any of Examples 28-30, and wherein
the means for generating the combined codeword comprises means for averaging the selected
codeword with the rebuilt codeword.

[0079] Example 32 includes the subject matter of any of Examples 28-31, and wherein
the means for performing the error correction decode process comprises means for performing a
low-density parity-check (LDPC) error correction decode process.

[0080] Example 33 includes the subject matter of any of Examples 28-32, and wherein
the means for analyzing the selected codeword to determine whether the selected codeword
contains uncorrectable errors comprises means for performing an error correction decode
process on the selected codeword; and means for analyzing a result of the error correction

decode process.
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[0081] Example 34 includes the subject matter of any of Examples 28-33, further
including means for writing, in response to a write request received before the read request, the
redundant set of codewords to the memory, wherein any codeword in the redundant set is equal
to an XOR of every other codeword in the redundant set.

[0082] Example 35 includes the subject matter of any of Examples 28-34, further
including means for receiving a write request prior to the read request; means for determining
that at least one cell in the memory is faulty; means for determining a section in the selected
codeword that corresponds to the faulty cell; means for flipping the values of every bit in the
determined section of the selected codeword; and means for writing, in response to the write

request, the selected codeword to the memory.

[0083] Example 36 includes the subject matter of any of Examples 28-35, further
including means for storing an indicator that the values have been flipped in the determined
section.

[0084] Example 37 includes the subject matter of any of Examples 28-36, further

including means for performing an error correction encode process on a data set associated with
the write request to generate the selected codeword.

[0085] Example 38 includes the subject matter of any of Examples 28-37, and wherein
the means for performing the error correction encode process comprises means for performing
an LDPC error correction encode process.

[0086] Example 39 includes the subject matter of any of Examples 28-38, wherein the
predefined threshold amount is 90 percent.

[0087] Example 40 includes the subject matter of any of Examples 28-39, further
including means for reading the selected codeword from a non-volatile memory of the

apparatus.
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WHAT IS CLAIMED IS:

1. An apparatus comprising:

a memory to store a set of redundant codewords; and

a controller to read data from the memory, wherein the controller is to:

compare a first codeword associated with the set of redundant codewords to a
second codeword associated with the set of redundant codewords to determine whether a
section of the first codeword differs from a corresponding section of the second codeword by at
least a predefined threshold amount;

flip, in response to a determination that the section of the first codeword differs
from the corresponding section of the second codeword by at least the predefined threshold
amount, one or more bits in the section of the first codeword; and

perform an error correction decode process based on the first codeword.

2. The apparatus of claim 1, wherein the controller is further to:

select, in response to a read request, the second codeword from the redundant set
of codewords, to read from the memory;

analyze the selected codeword to determine whether the selected codeword
contains uncorrectable errors;

read, in response to a determination that the selected codeword contains
uncorrectable errors, remaining codewords in the redundant set, wherein the remaining
codewords correspond to the selected codeword; and

XOR the remaining codewords together to generate a rebuilt codeword, wherein
the rebuilt codeword is the first codeword,

wherein to flip one or more bits in the section of the rebuilt codeword comprises

to flip every bit in the section of the rebuilt codeword.

3. The apparatus of claim 2, wherein the controller is further to:

compare the rebuilt codeword to the selected codeword to determine differences
between the rebuilt codeword and the selected codeword; and

generate a combined codeword based on the comparison of the rebuilt codeword
and the selected codeword, wherein the combined codeword includes confidence information in
which bits that differ between the combined codeword and the selected codeword are assigned a

low confidence value and bits that do not differ are assigned a high confidence value; and
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wherein to perform an error correction decode process based on the rebuilt
codeword comprises to perform the error correction decode process based on the combined

codeword.

4. The apparatus of claim 3, wherein to generate the combined codeword

comprises to average the selected codeword with the rebuilt codeword.

5. The apparatus of claim 2, wherein to perform the error correction decode
process comprises to perform a low-density parity-check (LDPC) error correction decode

process.

6. The apparatus of claim 2, wherein to analyze the selected codeword to
determine whether the selected codeword contains uncorrectable errors comprises to:
perform an error correction decode process on the selected codeword; and

analyze a result of the error correction decode process.

7. The apparatus of claim 2, wherein the controller is further to write, in
response to a write request received before the read request, the redundant set of codewords to
the memory, wherein any codeword in the redundant set is equal to an XOR of every other

codeword in the redundant set.

8. The apparatus of claim 2, wherein the controller is further to:

receive a write request prior to the read request;

determine that at least one cell in the memory is faulty;

determine a section in the selected codeword that corresponds to the faulty cell;

flip the values of every bit in the determined section of the selected codeword;
and

write, in response to the write request, the selected codeword to the memory.

9. The apparatus of claim 8, wherein the controller is further to store an

indicator that the values have been flipped in the determined section.
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10. The apparatus of claim 8, wherein the controller is further to perform an
error correction encode process on a data set associated with the write request to generate the

selected codeword.

11. The apparatus of claim 10, wherein to perform the error correction

encode process comprises to perform an LDPC error correction encode process.

12. The apparatus of claim 2, wherein the predefined threshold amount is 90

percent.

13. A method comprising:

comparing, by a controller of an apparatus, a first codeword associated with a
redundant set of codewords stored in a memory of the apparatus to a second codeword
associated with the set of redundant codewords to determine whether a section of the first
codeword differs from a corresponding section of the second codeword by at least a predefined
threshold amount;

flipping, by the controller and in response to a determination that the section of
the first codeword differs from the corresponding section of the second codeword by at least the
predefined threshold amount, one or more bits in the section of the first codeword; and

performing, by the controller, an error correction decode process based on the

first codeword.

14. The method of claim 13, further comprising:

selecting, by the controller and in response to a read request, the second
codeword from the redundant set of codewords, to read from the memory;

analyzing, by the controller, the selected codeword to determine whether the
selected codeword contains uncorrectable errors;

reading, by the controller and in response to a determination that the selected
codeword contains uncorrectable errors, remaining codewords in the redundant set, wherein the
remaining codewords correspond to the selected codeword; and

XORing, by the controller, the remaining codewords together to generate a
rebuilt codeword, wherein the rebuilt codeword is the first codeword,

wherein flipping one or more bits in the section of the rebuilt codeword

comprises flipping every bit in the section of the rebuilt codeword.
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15. The method of claim 14, further comprising:

comparing, by the controller, the rebuilt codeword to the selected codeword to
determine differences between the rebuilt codeword and the selected codeword; and

generating, by the controller, a combined codeword based on the comparison of
the rebuilt codeword and the selected codeword, wherein the combined codeword includes
confidence information in which bits that differ between the combined codeword and the
selected codeword are assigned a low confidence value and bits that do not differ are assigned a
high confidence value; and

wherein performing an error correction decode process based on the rebuilt
codeword comprises performing the error correction decode process based on the combined

codeword.

16. The method of claim 15, wherein generating the combined codeword

comprises averaging the selected codeword with the rebuilt codeword.

17. The method of claim 14, wherein performing the error correction decode
process comprises performing a low-density parity-check (LDPC) error correction decode

process.

18. The method of claim 14, wherein analyzing the selected codeword to
determine whether the selected codeword contains uncorrectable errors comprises:

performing, by the controller, an error correction decode process on the selected
codeword; and

analyzing, by the controller, a result of the error correction decode process.

19. The method of claim 14, further comprising writing, by the controller and
in response to a write request received before the read request, the redundant set of codewords
to the memory, wherein any codeword in the redundant set is equal to an XOR of every other

codeword in the redundant set.

20. The method of claim 14, further comprising:
receiving, by the controller, a write request prior to the read request;

determining, by the controller, that at least one cell in the memory is faulty;
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determining, by the controller, a section in the selected codeword that
corresponds to the faulty cell;

flipping, by the controller, the values of every bit in the determined section of
the selected codeword; and

writing, by the controller and in response to the write request, the selected

codeword to the memory.

21. The method of claim 20, further comprising storing, by the controller, an

indicator that the values have been flipped in the determined section.

22. The method of claim 20, further comprising performing, by the
controller, an error correction encode process on a data set associated with the write request to

generate the selected codeword.

23. The method of claim 22, wherein performing the error correction encode

process comprises performing an LDPC error correction encode process.
24. One or more machine-readable storage media comprising a plurality of
instructions stored thereon that, when executed, cause an apparatus to perform the method of

any of claims 13-23.

25. An apparatus comprising means for performing the method of any of

claims 13-23.
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