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(57) Abstract: Audit reporting applications provide audit users the ability to perform reviews of compliance procedures used
throughout a business that require supervisors to take actions on the communication between personnel. The action analyzer tool
compiles, filters, and sorts message and action information, allows more advance analytics about the information, and answers
complex questions that are not easily available by looking at the raw message and action information. The action analyzer tool
breaks down the actions taken in order to determine if the supervisors are trying to take credit for an action that they did not actu-
ally perform or otherwise violating the accepted procedures for proper supervision and compliance. The message and action infor-
mation can be sorted into number of actions taken within a specific time frame, the number of actions performed after a specified
date, and/or the number of actions taken without the message being reviewed, to name a few.
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AUDIT ACTION ANALYZER

FIELD

[0001] This invention relates generally to the field of audit analytics, and more
particularly embodiments of the invention relate to apparatuses and methods for online audit
portals that provide advanced analytics for identifying potential process violations within

message tracking audit reviews.

BACKGROUND

[0002] Governments (both states and federal), or in some cases businesses on their own
accord, require that tasks performed by lines of business or individual employees are monitored
for risk management, compliance, or regulatory reporting, to name a few. In some cases, the
government monitors the audit procedures of businesses and requires businesses to submit
reports of the results of the businesses’ audits. For example, the government may ask a business
to prove that the supervisors within the business are reviewing employees, systems, or processes
that they are required to review for regulatory compliance. In other cases, the businesses in
general or lines of business within the businesses, may develop and implement their own
compliance procedures to review employees, systems, or processes in order to, for example,
reduce risk in business processes that deal with large sums of money, or as a way to provide
checks and balances for the responsibilities of employees.

[0003] In some cases audit systems are set up electronically to monitor actions taken by
employees, systems, or processes within various applications that are running within the
business. The audit systems, in particular, allow for the supervision of the electronic
communication flowing through the network, such as e-mail, instant message (“IM”), Bloomberg
messaging, etc. Typical audit systems of electronic communications in businesses simply
provide a time stamp as to when a particular message was opened by a supervisor, which does
not provide relevant information for determining if the supervisor reviewed the message and
performed his/her audit responsibilities properly. Therefore, there is a need to develop

apparatuses and methods that help businesses to provide improved audit monitoring systems.
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BRIEF SUMMARY

[0004] Embodiments of the present invention address the above needs and/or achieve
other advantages by providing apparatuses (e.g., a system, computer program product, and/or
other device) and methods that provide improved internal and external reporting of employees,
systems, or processes within applications that businesses use.

[0005] The audit reporting application, generally provides audit users the ability to
perform reviews of compliance procedures used throughout the business that require supervisors
to take actions on the communication sent and received between the regulated personnel at the
business.  The supervisors may be required by the compliance procedures to review any
messages that have been flagged as inappropriate or violating a business compliance policy.
After reviewing the message, the supervisors take actions on the message, which comprise of
accepting or rejecting the message as being appropriate or compliant, and/or adding comments or
sending warning notifications, as appropriate. Information related to the flagged messages and
the associated actions are stored in an audit log. The audit reporting application extracts the
information from the audit log about the flagged messages and actions taken by the supervisors
for analysis by the action analyzer tool. The message and action information could include, for
example, the date the action was taken, the action taken, the person who took the action, a
reference to what message the person took the action on, etc.

[0006] The action analyzer tool compiles, filters, and sorts the message and action
information, allows more advance analytics about the information, and answers complex
questions that are not easily available by looking at the raw message and action information.
The action analyzer tool breaks down the actions taken by the supervisors by running a number
of different types of analytic usage patterns in order to determine if the supervisor is trying to
take credit for an action that the supervisor did not actually perform or otherwise violating the
accepted procedures for proper supervision and compliance. The usage patterns are custom
threshold parameters that users of the tool can use to sort the message and action information
into results that are more meaningful to the audit user. The message and action information can
be sorted into number of actions taken within a specific time frame, the number of actions
performed after a specified date, and/or the number of actions taken without the message being

reviewed, to name a few. Various embodiments of the invention are described below.
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[0007] One embodiment of the invention is an audit system comprising, a memory
device, a communication device, and a processing device operatively coupled to the memory
device and the communication device. The processing device is configured to execute computer-
readable program code to extract message information from messages in an application, wherein
the message information includes information regarding actions taken or not taken with respect
to the message. The processing device is further configured to receive input related to a custom
threshold for identifying the message information that meets the custom threshold. The
processing device is also configured to generate a list of custom message information that meets
the custom threshold. The processing device is further configured to display the list of custom
message information that meets the custom threshold.

[0008] In further accord with an embodiment of the invention, the messages in an
application that the message information is extracted from are messages that have been identified
as inappropriate or do not comply with business practices.

[0009] In another embodiment of the invention, the supervisor is tasked with assigning
an action to the messages in the application. In yet another embodiment of the invention, the
action assigned is either to reject or accept the message as inappropriate or not complying with
business practices.

[0010] In still another embodiment of the invention, the processing device is further
configured to execute computer-readable program code to display the message information for
filtering, sorting, or grouping.

[0011] In another embodiment of the invention, the processing device is further
configured to execute computer-readable program code to receive input related to users that have
access to the audit system.

[0012] In yet another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message within a specified time period.

[0013] In still another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message a number of days after the

message was identified in the application.
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[0014] In another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message without viewing the content of
the message.

[0015] One embodiment of the invention is a computer program product for an audit
system. The computer program product comprises at least one non-transitory computer-readable
medium having computer-readable program code portions embodied therein. The computer-
readable program code portions comprise an executable portion configured for extracting
message information from messages in an application, wherein the message information includes
information regarding actions taken or not taken with respect to the message. The computer-
readable program code portions further comprise an executable portion configured for receiving
input related to a custom threshold for identifying the message information that meets the custom
threshold. The computer-readable program code portions also comprise an executable portion
configured for generating a list of custom message information that meets the custom threshold.
The computer-readable program code portions further comprise an executable portion configured
for displaying the list of custom message information that meets the custom threshold.

[0016] In further accord with an embodiment of the invention, the messages in an
application that the message information is extracted from are messages that have been identified
as inappropriate or do not comply with business practices.

[0017] In another embodiment of the invention, a supervisor is tasked with assigning an
action to the messages in the application. In yet another embodiment of the invention, the action
assigned is either to reject or accept the message as inappropriate or not complying with business
practices.

[0018] In still another embodiment of the invention, the computer program product
further comprises an executable portion configured for displaying the message information for
filtering, sorting, or grouping.

[0019] In another embodiment of the invention, the computer program product further
comprises an executable portion configured for receiving input related to users that have access
to the audit system.

[0020] In yet another embodiment of the invention, the custom threshold comprises a

number of instances where an action was performed on a message within a specified time period.
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[0021] In still another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message a number of days after the
message was identified in the application.

[0022] In another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message without viewing the content of
the message.

[0023] One embodiment of the invention is an audit analyzer method. The method
comprises extracting message information from messages in an application, using a processing
device operatively coupled to a memory device, and a communication device, and configured to
execute computer-readable program code, wherein the message information includes information
regarding actions taken or not taken with respect to the message. The method further comprises
receiving input related to a custom threshold for identifying the message information that meets
the custom threshold, using a processing device. The method also comprises generating a list of
custom message information that meets the custom threshold, using a processing device. The
method further comprises displaying the list of custom message information that meets the
custom threshold, using a processing device.

[0024] In further accord with an embodiment of the invention, the messages in an
application that the message information is extracted from are messages that have been identified
as inappropriate or do not comply with business practices.

[0025] In another embodiment of the invention, a supervisor is tasked with assigning an
action to the messages in the application. In yet another embodiment of the invention, the action
assigned is either to reject or accept the message as inappropriate or not complying with business
practices.

[0026] In still another embodiment of the invention, the method further comprises
displaying the message information for filtering, sorting, or grouping.

[0027] In another embodiment of the invention, the method further comprises receiving
input related to users that have access to the audit system.

[0028] In yet another embodiment of the invention, the custom threshold comprises a

number of instances where an action was performed on a message within a specified time period.
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[0029] In still another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message a number of days after the
message was identified in the application.

[0030] In another embodiment of the invention, the custom threshold comprises a
number of instances where an action was performed on a message without viewing the content of
the message.

[0031] The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined in yet other
embodiments, further details of which can be seen with reference to the following description

and drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

[0032] Having thus described embodiments of the invention in general terms, reference
will now be made to the accompanying drawings, wherein:

[0033] Figure 1 provides a block diagram illustrating an audit system environment, in
accordance with an embodiment of the present invention;

[0034] Figure 2 provides a process map illustrating an audit action analyzer process, in
accordance with one embodiment of the present invention;

[0035] Figure 3 provides an interface illustrating an audit action interface, in accordance
with one embodiment of the present invention; and

[0036] Figure 4 provides an interface illustrating an audit action interface and custom

threshold interface, in accordance with one embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

[0037] Embodiments of the present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure will satisfy applicable legal

requirements. Like numbers refer to like elements throughout.
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[0038] As will be appreciated by one of ordinary skill in the art in view of this disclosure,
the present invention may be embodied as an apparatus (including, for example, a system,
machine, device, computer program product, and/or the like), as a method (including, for
example, a business process, computer-implemented process, and/or the like), or as any
combination of the foregoing. Accordingly, embodiments of the present invention may take the
form of an entirely software embodiment (including firmware, resident software, micro-code,
etc.), an entirely hardware embodiment, or an embodiment combining software and hardware
aspects that may generally be referred to herein as a “system.” Furthermore, embodiments of the
present invention may take the form of a computer program product that includes a computer-
readable storage medium having computer-executable program code portions stored therein. As
used herein, a processor may be “configured to” perform a certain function in a variety of ways,
including, for example, by having one or more general-purpose circuits perform the function by
executing one or more computer-executable program code portions embodied in a computer-
readable medium, and/or by having one or more application-specific circuits perform the
function.

[0039] It will be understood that any suitable computer-readable medium may be
utilized. The computer-readable medium may include, but is not limited to, a non-transitory
computer-readable medium, such as a tangible electronic, magnetic, optical, electromagnetic,
infrared, and/or semiconductor system, apparatus, and/or device. For example, in some
embodiments, the non-transitory computer-readable medium includes a tangible medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), and/or some other tangible optical and/or magnetic storage
device. In other embodiments of the present invention, however, the computer-readable medium
may be transitory, such as a propagation signal including computer-executable program code
portions embodied therein.

[0040] It will also be understood that one or more computer-executable program code
portions for carrying out operations of the present invention may include object-oriented,
scripted, and/or unscripted programming languages, such as, for example, Java, Perl, Smalltalk,

C++, SAS, SQL, Python, Objective C, and/or the like. In some embodiments, the one or more



WO 2011/130128 PCT/US2011/031813

computer-executable program code portions for carrying out operations of embodiments of the
present invention are written in conventional procedural programming languages, such as the
“C” programming languages and/or similar programming languages. The computer program
code may alternatively or additionally be written in one or more multi-paradigm programming
languages, such as, for example, F#.

[0041] It will further be understood that some embodiments of the present invention are
described herein with reference to flowchart illustrations and/or block diagrams of systems,
methods, and/or computer program products. It will be understood that each block included in
the flowchart illustrations and/or block diagrams, and combinations of blocks included in the
flowchart illustrations and/or block diagrams, may be implemented by one or more computer-
executable program code portions. These one or more computer-executable program code
portions may be provided to a processor of a general purpose computer, special purpose
computer, and/or some other programmable data processing apparatus in order to produce a
particular machine, such that the one or more computer-executable program code portions, which
execute via the processor of the computer and/or other programmable data processing apparatus,
create mechanisms for implementing the steps and/or functions represented by the flowchart(s)
and/or block diagram block(s).

[0042] It will also be understood that the one or more computer-executable program code
portions may be stored in a transitory or non-transitory computer-readable medium (e.g., a
memory, etc.) that can direct a computer and/or other programmable data processing apparatus to
function in a particular manner, such that the computer-executable program code portions stored
in the computer-readable medium produce an article of manufacture including instruction
mechanisms which implement the steps and/or functions specified in the flowchart(s) and/or
block diagram block(s).

[0043] The one or more computer-executable program code portions may also be loaded
onto a computer and/or other programmable data processing apparatus to cause a series of
operational steps to be performed on the computer and/or other programmable apparatus. In
some embodiments, this produces a computer-implemented process such that the one or more
computer-executable program code portions which execute on the computer and/or other

programmable apparatus provide operational steps to implement the steps specified in the
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flowchart(s) and/or the functions specified in the block diagram block(s). Alternatively,
computer-implemented steps may be combined with operator- and/or human-implemented steps
in order to carry out an embodiment of the present invention.

[0044] Figure 1 illustrates an audit system environment 1, in accordance with an
embodiment of the present invention. As illustrated in Figure 1, the audit reporting server 4 is
operatively coupled, via a network 2 to messaging database servers 6 and user computer systems
8. In this way, the audit reporting system 10 can receive messaging data from electronic
communications that take place through various applications and are tracked and stored in the
messaging system 20, and audit users 9 can view the messaging data in the audit reporting
system 10 through user computer systems 8. In some embodiments of the invention, the audit
user 9 is an employee of the business using the audit reporting system 10, however, in other
embodiments of the invention the audit user 9 is an agent, contractor, or other person designated
to act on behalf of the business. The network 2 may be a global area network (GAN), such as the
Internet, a wide area network (WAN), a local area network (LAN), or any other type of network
or combination of networks. The network 2 may provide for wireline, wireless, or a combination
of wireline and wireless communication between devices on the network.

[0045] As illustrated in Figure 1, the audit reporting system 10 is located on the audit
reporting server 4, and generally comprises a communication device 12, a processing device 14,
and a memory device 16. As used herein, the term “proéessing device” generally includes
circuitry used for implementing the communication and/or logic functions of a particular system.
For example, a processing device may include a digital signal processor device, a microprocessor
device, and various analog-to-digital converters, digital-to-analog converters, and other support
circuits and/or combinations of the foregoing. Control and signal processing functions of the
system are allocated between these processing devices according to their respective capabilities.
The processing device may include functionality to operate one or more software programs
based on computer-readable instructions thereof, which may be stored in a memory device.

[0046] The processing device 14 is operatively coupled to the communication device 12,
and the memory device 16. The processing device 14 uses the communication device 12 to
communicate with the network 2, and other devices on the network 2, such as, but not limited to,

messaging database servers 6 and the user computer systems 8. As such, the communication
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device 12 generally comprises a modem, server, or other device for communicating with other
devices on the network 2.

[0047] As further illustrated in Figure 1, the audit reporting system 10 comprises
computer-readable instructions 18 stored in the memory device 16, which in one embodiment
include the computer-readable instructions 18 of an audit reporting application 100, which
includes an action analyzer tool 150, as well as other audit reporting tools 50. In some
embodiments, the memory device 16 includes a datastore 19 for storing data related to the audit
reporting system 10, including but not limited to data created and/or used by the audit reporting
application 100 and the action analyzer tool 150.

[0048] In the embodiment illustrated in Figure 1 and described throughout much of this
specification, the action analyzer tool 150 is illustrated as a tool that runs inside of and in
conjunction with the audit reporting application 100. It is to be understood that in other
embodiments of the invention, the action analyzer tool 150 is a part of the audit reporting
application 100 itself, or in other embodiments is a separate application outside of the audit
reporting application 100 that works in conjunction with the audit reporting application 100.
Regardless of the configuration of the audit reporting application 100 and action analyzer tool
150, it is to be understood that they will work in substantially the same or similar way as they are
described herein. Similarly, it will be understood that systems, devices, servers, processors,
computers, networks, and other devices described herein may be made up of one system, device,
server, processor, computer, network, etc., or numerous systems, devices, servers, processors,
computers, networks, etc. working in conjunction with each other.

[0049] The audit reporting application 100, generally provides an audit user 9 the ability
to perform reviews of compliance procedures used throughout the business that require
supervisors to monitor, review, supervise, and take action on the communication sent and
received between the regulated personnel at the business. Supervisors can include employees,
agents, contractors, or any other person that the business has delegated to monitor, review,
supervise, and take actions on the communication sent and received between the regulated
personnel at the business. The communications sent and received between the regulated
personnel at the business are described herein as messages. The supervisors are required by the

compliance procedures to review any messages that have been flagged by the messaging system

-10-
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20, explained in greater detail later, as inappropriate or as violating a business compliance
policy. After reviewing the message, the supervisors take an action on the message, which in
some embodiments comprises accepting or rejecting the message. Accepting the message
indicates that the message passes the supervisor review and is determine to not be inappropriate
or violating a business compliance policy. Rejecting the message indicates that the message fails
the supervisor review and is determined to be inappropriate or violates a business compliance
policy.

[0050] The audit reporting application 100 extracts information from the audit log in the
messaging application 30 regarding the flagged messages and actions taken by the supervisors
with respect to the flagged messages and stores them. As explained in greater detail later, the
action analyzer tool 150 compiles, filters, and sorts the message information, allows more
advance analytics about the information, and answers complex questions that are not easily
available by looking at the raw message information or by using reports available in the
messaging application 30. The action analyzer tool 150 breaks down the actions taken by the
supervisors by running a number of different types of analytic usage patterns in order to
determine if the supervisor is trying to take credit for an action that the supervisor did not
actually perform or otherwise violating the accepted procedures for proper supervision and
compliance.

[0051] As further illustrated in Figure 1, the messaging systems 20 are located on
messaging database servers 6. The messaging systems 20 generally comprise a communication
device 22, a processing device 24, and a memory device 26. The processing device 24 is
operatively coupled to the communication device 22 and the memory device 26. The processing
device 24 uses the communication device 22 to communicate with the network 2, and other
devices on the network 2, such as, but not limited to, the audit reporting server 4, and/or user
computer systems 8. As such, the communication device 22 generally comprises a modem,
server, or other device(s) for communicating with other devices on the network 2.

[0052] As illustrated in Figure 1, the messaging systems 20 comprise computer-readable
program instructions 28 stored in the memory device 26, which in one embodiment includes the

computer-readable instructions 28 of a messaging application 30. In some embodiments, the
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memory device 26 includes a datastore 29 for storing data related to the messaging system 20,
including but not limited to data created and/or used by the messaging application 30.

[0053] The messaging application 30 captures messages that are flagged as inappropriate
or as violating a compliance policy at the business from the various applications used at the
business that have the capability of sending or receiving messages. The various applications
include, but are not limited to, e-mail applications, investing applications, system monitoring
applications, instant messenger applications, as well as other messaging applications that allow
for electronic communication over the network 2. The messages that are captured include
messages in stand alone electronic communication applications or messages from a messaging
component of a larger application that performs other functions. The messaging application 30
also captures information related to the actions that a supervisor has taken or failed to take with
respect to reviewing a message and stores the information in an audit log table. The information
includes what actions are being taken, by whom are they taken, what time they were taken, etc.
When the audit reporting application extracts information from the messaging application the
information is extracted from the audit log table. In some embodiments of the invention the
messaging application 30 and the audit reporting application 100 can be contained within one
application.

[0054] As further illustrated in Figure 1, the user computer systems 8 are operatively
coupled to the audit reporting server 4 and messaging database servers 6. The user computer
systems 8 have devices the same or similar to the devices described for the audit reporting
system 10 or the messaging system 20 (i.e. communication device, processing device, memory
device with computer-readable instructions, datastore, etc.). Thus, the user computer systems 8
will communicate with the audit reporting system 10 and the messaging system 20 in the same or
similar way as previously described with respect to the audit reporting system 10 and the
messaging system 20. In this way, the audit users 9 can utilize the user computer systems 8 to
communicate with the audit reporting application 100 and action analyzer tool 150 in order to
view and use the audit reporting interface 300, action analyzer interface 330, and custom
threshold interface 410 described in more detail later.

[0055] Figure 2 illustrates an audit action analyzer process 200, in accordance with one

embodiment of the present invention. In some embodiments of the invention administrators of
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the audit reporting application 100 provide view privileges to audit users 9 who require access to
the audit reporting application 100. As illustrated in block 202 of Figure 2, an audit user 9 who
has been granted view privileges is authenticated for access to the audit reporting application 100
in order to view the audit reporting interface 300 as illustrated in Figure 3. The audit reporting
interface 300 includes a report tab 302, configuration setting tab 304, and security tab 306.
Within the report tab 302 there is a capacity monitoring tab 308, messaging monitoring tab 310,
investing monitoring tab 312, or other tabs 314 for other monitoring. By selecting the messaging
monitoring tab 310, the audit user 9 can select either an audit tab 320, an employee and message
metrics tab 322, or a system performance tab 324. The audit user 9 can further drill down to an
action analyzer tab 326 or an action counts tab 328 after selecting the audit tab 320.

[0056] Once in the action analyzer tab 326 the audit user 9 is shown the action analyzer
interface 330. As illustrated in block 204 of Figure 2, the audit reporting application 100 extracts
message action information from the action log in the messaging application 30, organizes the
information, and displays the information in the action analyzer interface 330. In some
embodiments, the action analyzer interface 330 displays information about the action date 332,
the audit action 334, the audit actor 336, the group name 338, the message ID 340, the process
date 342, and the direction 344 of the messages extracted from the audit log. In other
embodiments of the invention other information related to the message is displayed in the action
analyzer interface 330.

[0057] As illustrated in block 206 of Figure 3 the audit reporting application 100 receives
input for filtering, sorting, or grouping the information for the message action information
extracted in block 204. In one embodiment, the action analyzer tool 150 automatically filters,
sorts, or groups the information related to the messages based on system or audit user 9
preferences. In other embodiments of the invention, the audit user 9 determines how to filter,
sort, or group the information related to the messages based on audit user input in the analyzer
interface 330. As illustrated in Figure 3, in some embodiment there is a date range filter 350 that
allows an audit user 9 to filter the information in the action analyzer interface 330 by a date
range or a number of days prior to the current day or some other specified date. The action
analyzer interface 330 also includes a group filter 352, an audit action filter 354, a direction filter

356, an audit action filter 360, a message ID filter 364, and a process date filter 366 which allows
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an audit user 9 to add or remove the column related to each filter in the action analyzer interface
330. In some embodiments, the environmental filter 358 includes a drop down selection feature
that allows the audit user 9 to separate message data into lines of business in order to analyze
data for any current line of business or legacy line of business. The audit actor filter 360, also
includes a drop-down feature 362 in some embodiments that allows the audit user to show the
full name, employee ID or name/ID of the employee who performed the action. The message ID
filter 364, in some embodiments, comprises a message ID search 370 section that allows the
audit user 9 to search for a specific message by typing in the message ID illustrated in the
message ID column 340.

[0058] In some embodiments of the invention there is also an apply changes click-button
380 or a save/apply changes click-button 382. These buttons allow an audit user 9 to either
apply the changes to the filters on a one time only bases, by selecting the apply changes click-
button 380, or to save the changes as permanent preferences, by selecting the save/apply choices
click-button 382. In other embodiments of the invention the audit users 9 can also sort the order
of the results in any of the columns by selecting the sorting arrows 390, in order to display the
results in ascending or descending order. The audit user 9 may also export the messages to a
table, chart, word processing, or other document by selecting the export click-button 392.

[0059] Audit users 9 can also perform custom filters on the messages extracted by
selecting the custom threshold filter 400. The custom threshold filter 400 sorts through the raw
message information displayed in the action analyzer interface 330 and answers questions that
are not obvious to individual supervisors viewing the message information.

[0060] After selecting the custom threshold filter 400 the audit reporting application 100
provides a custom threshold interface 410 window, such as a pop-up window, to display the
custom filter options, as illustrated in Figure 4. In other embodiments of the invention the
custom threshold interface 410 could be displayed in another tab or interface in the audit
reporting application 100 or in the action analyzer interface 330. The custom threshold interface
400 allows an audit user 9 to further identify messages that are not meeting the compliance and
regulatory metrics set by the government, business, or the individual lines of business. Without

the action analyzer tool 150 it would be impossible for an audit user 9 to scan through the
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messages to determine if a supervisor was compliant with respect to the audit requirements set
up by the government, business, or the individual lines of business.

[0061] As illustrated in the custom threshold interface 410 window in Figure 4, in one
embodiment, the standard default custom threshold filter is the no threshold selection 412. The
audit user 9 can then choose to create custom thresholds for actions per minute 414, actions
overdue 416, or actions not viewed 418, to name a few.

[0062] As illustrated by block 208 in Figure 2, the audit user 9 can create a customized
threshold to filter the messages displayed in the action analyzer interface 330 based on a specific
number of actions taken within one minute by the same user by selecting the actions per minute
414 option. Using the actions per minute 414 option the audit user 9 can specify to the action
analyzer tool 150 to identify users who looked at or acted upon a number of messages within a
specific time frame. In some embodiments none, one, or both of the number of audit actions
and time period can be set by the audit user 9. In other embodiments none, one, or both of the
audit actions and time period can be set automatically by the audit reporting application 100
based on targets set by the government or the business. For example, the audit user 9 can
identify supervisors who preformed actions on fifteen (15) messages within a one (1) minute
time frame. The audit reporting application 100 searches the messages extracted from the audit
log in the message application 30 for any users who completed fifteen (15) audit actions within a
minute. This allows an audit user 9 to identify supervisors that did not properly perform their
compliance duties. If the supervisor performed (15) actions within one (1) minute it may be
evidence that they did not perform their job, since it likely takes more than one (1) minute to
read one message and perform an action on it.

[0063] As illustrated by block 210 in Figure 2, in other embodiments, the audit user 9 can
also create a customized threshold to filter the messages in the action analyzer interface 330 to
only display messages where the reviewer performed an action a number of days after the
process date by selecting the actions overdue 416 option. Using the actions overdue 416 option
the audit user 9 can specify to identify any supervisors that performed an audit action a specified
number of days after the set process date or after the date the message first appeared in the
messaging application 30. In some embodiments, an action should be performed on a message

within a certain number of days as required by the government or the line of business. This
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customized threshold feature allows the audit user 9 to capture supervisors who are performing
actions on messages after the dates on which the actions should be performed.

[0064] As illustrated by block 212 in Figure 2, in other embodiments the audit user 9 can
also create a customized threshold to filter the messages displayed in the action analyzer
interface 330 to only display actions where a user performed an action on a message without
actually viewing the content of the message by selecting the actions not viewed 418 option. This
feature allows audit users 9 to capture supervisors that simply performed an action without
viewing the contents of the messages by analyzing the differences in time from when the user
first viewed the message until performing an action on the message. The allowable time between
viewing and performing an action can be pre-set by the government, business, or line of
business. In other embodiments of the invention the time between viewing and performing an
action can be set by the audit user 9 in the custom threshold interface 410.

[0065] In other embodiments of the invention, other customized thresholds can be set up
by the audit user 9 or audit system. For example, analyzing message type (e.g. internet email,
corporate email, instant message, market data communication) or message direction (e.g.
inbound, outbound, internal) reveals user review patterns against specific populations of
messages. The analysis could be utilized for, but not limited to enforcing business compliance
policies requiring certain supervision processes for instant messages or inbound internet email
messages that may be more sensitive than other messages.

[0066] The audit user 9 could use one or more of the custom threshold filters described
above at a time, in order to search for messages that meet one or more of the customer threshold
filters.

[0067] After receiving the filter requirements from the audit user 9, the action analyzer
tool 150 searches the message information extracted from the audit log to identify any
supervisors or message information that meets the customized threshold criteria entered by the
audit user 9 or set by the government or other compliance group. The action analyzer tool 150
then generates the list of supervisors or message information that meets the customized threshold
criteria, as illustrated in block 214 of Figure 2. The action analyzer tool 150 displays, through
the use of the audit reporting application 100, the results of the search to the audit user 9 in the

action analyzer interface 330, as illustrated by block 216 in Figure 2.
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[0068] The thresholds that are entered by the audit user 9 or set automatically in the
customized threshold filter 400 are determine based on the compliance requirements of the
government or based on the requirements of the business or each line of business. Therefore, for
example the government may require that investment supervisors check messages and take
actions within ten (10) days after they appear in the system. While the risk management line of
business may only require supervisors to check messages and take actions within thirty (30) days
after the messages appear in the system. Therefore the customized threshold search provides the
audit system with the flexibility to determine the proper customized threshold searches for
various requirements while providing the ability to quickly search, filter, and identify raw
message information into usable message information. The audit system 10, and in particular the
action analyzer tool 150 provides a mechanism to identify supervisors that are not performing
timely reviews of messages (wherein timely reviews are defined by the government, business, or
each individual line of business) and correct the problem.

[0069] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of,
and not restrictive on, the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible. Those skilled in the art will appreciate that various adaptations, modifications, and
combinations of the just described embodiments can be configured without departing from the
scope and spirit of the invention. Therefore, it is to be understood that, within the scope of the

appended claims, the invention may be practiced other than as specifically described herein.
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WHAT IS CLAIMED IS:

1. An audit system, comprising:

a memory device;

a communication device; and

a processing device operatively coupled to the memory device and the communication

device, wherein the processing device is configured to execute computer-readable program code

to:

extract message information from messages in an application, wherein the
message information includes information regarding actions taken or not taken with

respect to the message;

receive input related to a custom threshold for identifying the message

information that meets the custom threshold;

generate a list of custom message information that meets the custom threshold;

and

display the list of custom message information that meets the custom threshold.

2.  The audit system of claim 1, wherein the messages in an application that the

message information is extracted from are messages that have been identified as inappropriate or

do not comply with business practices.

3. The audit system of claim 1, wherein a supervisor is tasked with assigning an action

to the messages in the application.

4.  The audit system of claim 3, wherein the action assigned is either to reject or accept

the message as inappropriate or not complying with business practices.

5.  The audit system of claim 1, wherein the processing device is further configured to
execute computer-readable program code to display the message information for filtering,

sorting, or grouping.
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6.  The audit system of claim 1, wherein the processing device is further configured to

execute computer-readable program code to receive input related to users that have access to the

audit system.

7.  The audit system of claim 1, wherein the custom threshold comprises a number of

instances where an action was performed on a message within a specified time period.

8.  The audit system of claim 1, wherein the custom threshold comprises a number of
instances where an action was performed on a message a number of days after the message was

identified in the application.

9.  The audit system of claim 1, wherein the custom threshold comprises a number of
instances where an action was performed on a message without viewing the content of the

message.

10. A computer program product for an audit system, the computer program product
comprising at least one non-transitory computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising;:

an executable portion configured for extracting message information from messages in an
application, wherein the message information includes information regarding actions taken or not
taken with respect to the message;

an executable portion configured for receiving input related to a custom threshold for
identifying the message information that meets the custom threshold;

an executable portion configured for generating a list of custom message information that
meets the custom threshold; and

an executable portion configured for displaying the list of custom message information

that meets the custom threshold.
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11. The computer program product of claim 10, wherein the messages in an application
that the message information is extracted from are messages that have been identified as

inappropriate or do not comply with business practices.

12.  The computer program product of claim 10, wherein a supervisor is tasked with

assigning an action to the messages in the application.

13. The computer program product of claim 12, wherein the action assigned is either to

reject or accept the message as inappropriate or not complying with business practices.

14. The computer program product of claim 10, further comprising an executable

portion configured for displaying the message information for filtering, sorting, or grouping.

15. The computer program product of claim 10, further comprising an executable

portion configured for receiving input related to users that have access to the audit system.

16. The computer program product of claim 10, wherein the custom threshold
comprises a number of instances where an action was performed on a message within a specified

time period.

17.  The computer program product of claim 10, wherein the custom threshold
comprises a number of instances where an action was performed on a message a number of days

after the message was identified in the application.

18. The computer program product of claim 10, wherein the custom threshold
comprises a number of instances where an action was performed on a message without viewing

the content of the message.

19. An audit analyzer method comprising:
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extracting message information from messages in an application, using a processing
device operatively coupled to a memory device, and a communication device, and configured to
execute computer-readable program code, wherein the message information includes information
regarding actions taken or not taken with respect to the message,

receiving input related to a custom threshold for identifying the message information that

meets the custom threshold, using a processing device;

generating a list of custom message information that meets the custom threshold, using a

processing device; and

displaying the list of custom message information that meets the custom threshold, using

a processing device.

20. The audit analyzer method of claim 19, wherein the messages in an application that
the message information is extracted from are messages that have been identified as

inappropriate or do not comply with business practices.

21. The audit analyzer method of claim 19, wherein a supervisor is tasked with

assigning an action to the messages in the application.

22. The audit analyzer method of claim 21, wherein the action assigned is either to

reject or accept the message as inappropriate or not complying with business practices.

23. The audit analyzer method of claim 19, further comprising:

displaying the message information for filtering, sorting, or grouping.

24. The audit analyzer method of claim 19, further comprising:

receiving input related to users that have access to the audit system.

25. The audit analyzer method of claim 19, wherein the custom threshold comprises a

number of instances where an action was performed on a message within a specified time period.
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26. The audit analyzer method of claim 19, wherein the custom threshold comprises a
number of instances where an action was performed on a message a number of days after the

message was identified in the application.

27. The audit analyzer method of claim 19, wherein the custom threshold comprises a
number of instances where an action was performed on a message without viewing the content of

the message.
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