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(54) Title: DATA RECOVERY METHOD AND STORAGE DEVICE

DETERMINE A FILE TO BE RECOVERED AGGORDING TO AN
INPUT OF A JSER

SEND AN IDENTIFIER OF THE FILE TO BE R2COVERED TO A
PRODUCTION HOST

SEARCH ZOR, ACCORDING TO THE IDENTIFIER OF THE FILE
TO BE RECOVERZD, METADATA CF # FI_E SYSTEM TO WHICH
THE FILE TO BE RECOVERED BELONGS

LOOK UP ACCORDING TO THE METADATA OF THE FILE
SYSIEM, A FIRS| PHYSICAL ALDRESS OF A DAIA SLOCK IN
THE FILE TO BE RECOVERED

SEND T-E FIRST P-YSICAL ADDRESS OF THE DATA BLOCK IN
THE FILE TO BE RECOVERED TO THE SERVER

SEND T-E AGQUIRED FIRST PHYSICAL ADDRESS OF THE
DATA 3LOCK IN THE FILE TO BE RECOVERED TO THE
STORAGE DEVICZ

RECEIVE AN ID CF A RECOVERY SNAPSHOT INPUT BY THE
USER, AND THEN SEND THE ID OF THE RECOVERY SNAPSHOT
TO THE STORAGE DEVICE

RECEIVE THE FIRST PHYSICAL ADDRESE OF THE DATA BLOCK
IN THE FI_E TO BE RECGYERED AND THE ID OF THE
RECOVERY SNAPSHOT SENT BY THE SERVER

DETERMINE ACGORDING TO THE REGEIVEL 12 OF THE
RECOVERY SNAPSHOT, THE RECOVERY SHAPSHOT FROM A
PLURALITY OF SNAPSHOT VOLLMES IN THE STORAGE DEVICE
SEARCH =OR, ACGORDING TO THE FIRST PHYSICAL ADDRESS
OF THE CATA BLOCK IN THE FILE TO BE RECOVERED A
RECOVERY SNAPSHOT, AND ACQLIRE, ACCORDING TO A
CORRESPONDENCE BETWEEN ~HE FIRS™ PHYSISAL
ADDRESS 07 A MODIFIEG DATA BLOSK RESORIZD IN THE
RECOVERY SNAPSHOT AND A SZCOND PYSICAL ADDRESS
OF THF MODIFIFD ATA Rl OCK IN & RFSOLRCF YOI UMF THF
SECONC: PHYSICA_ ADDIESS OF T4= MODIFIED DATAB_OCK,
OF TIIC MILE TO BE RECOVERLE IN TI I RCSOURCE VOLUNE
ACCORDING TO “HE SECOND PHVSICAL ADDRESS OF THE
MCDIFIED DATA BLOCK OF THE FILE TO BE RECOVERED IN
THE RESOURCE VO_UHE, THE STORASE DEVICE RECOVERS
THE FILE TO BE RECOVERED IN T-Z RESOURCE VOLUM=
SERVER

STORAGE DEVICE

PRODUCTION HOST

(57) Abstract: Disclosed are a data recovery method and storage device for increasing data recovery efticiency. The method com-
prises: receiving, from a server, a first physical address of a data block in a file to be recovered (108); searching for, according to the
first physical address of the data block in the file to be recovered, a recovery snapshot, and acquiring, according to a correspondence
between the first physical address of a modified data block recorded in the recovery snapshot and a second physical address of the
modified data block in a resource volume, the second physical address of the modified data block of the file to be recovered in the
resource volume, the recovery snapshot being a snapshot volume used for recovering the file to be recovered (110); recovering, ac-
cording to the second physical address of the modified data block of the file to be recovered in the resource volume, the file to be re -
covered in the resource volume (111).
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e EEE (Flde Windows HERATH D, E &£ £, Linux #FRAT
/opt/datal. Jopt/data2 ). A3k BIZ R 5B BE B & Ay 69 ST 7 & .

205, PTiRAR % BARIE Bl P 69 i N AR BT iE -y A 69 A ) AR A5 IR
iﬁ%%ﬁk%kiiﬁ%ﬁbﬁ& 5% R E M,

BYHEP, APERAREREE, AED IO IH7 A PRBAKRE
B A, ZIR S B IZAERE AR REST #0 A #4445 R £
M, &R 2AGE L PR E 69K Agent 19 BT R R B AR BT 6L 36 69 2L 3B
Bty B —dp i abht, FFR S — bt K AL PTAR SR, R E R £
FRERPT R 5 — M 3 Mo bk 69 J7 ik BAK @, 3640 T 4 3% 206~208:

206, & B EAARIE PT R F W B S AF 09 AR IR B 8 TR IR B SO PT B U
ENE N D

207, Pk & A ZAUARYE BT L S AF R 469 TR T 08 Pk AR B SUAH A6
IR IEI G F — IR AL,

208, ATt & A E AW PT LB IR B A PT L3600 BB 3R 09 5 — S B M bt K

ELTARF B

;%mwawﬁ@%ﬁ%ﬁ%&ﬁﬁﬁ%ﬁﬁiﬁ%ﬁ@%%ﬁ%%%“
—Ap AL G, SR E R A, WA A T R B R 4 P R 6tk 4s
PI A GIR E T RBP4 3R 106, 108-111 48R, AR RBEHRRE,

Tikey, EFKR24 PAHEREIHKRE T ARG, BR$ S Tidd REST 4
Ol & F AR E R B R L e S R AR AR AL FE, R A
BB AL & ) EALERRIR B SE, VAR A& R EALG TR & R, B BB IR AR
T &SRR &

KR BIFEHA P, e R R P& BT AT T AL R GG R B b AR A P8y
RAWMIR A3 LA ATHIBKRE, AP REAERSE LRFHAKEL A,
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IR %25 8 1 AR B AR A9 AR IR K BRAF IR B S P L35 69 AR 3R 6 5 — M
WH AL G, RELBAERE, WG IR & NARYE PR Ak B S BT 6,46 69 2048
et o — A AL T IR E B FRBTEIR B B P AL R AT R AT 4y
A BAIE M, RIS ARIB T RAE TR A P G5 S B3R R A P IR B AT iR
WE L. BT ARG IR E T LRI (] de 2L IRIRAG STAF)
HITHEKRE, MARERFRBET AR BEERENEZRE, Bk, Faxtik
BTG LR AT LA RATHE L, LAY K s RIBIR E8E,

AR TR, T h— B R 5 3t A K SR A P a9 AR R B T kit
B AREH A

K3 3t IR A P 3P SUAF AL PR 1 DU T 38 1T B BE AT BT R A4S P8G9 2R
S AFHATR B AP, 3T LA IR 69 35 % T A 2 A F K.

42 B 6P, DB Server (33 : Database Server, ¥ X: #IEERFH)
EiZ4#70racle (Oracle h ¥ L NS —R X ZAHBEEETEZ %, HLAMRIER
&R FEPIL) KA E, B P %4038 E A 24438 LA DateFilel 5
DateFile2, H A7 & &8 LUNI, PPiR#& E. fRi%DateFilel £LUNI1 L3t 2 69
ARG ALAE M H A R0, SR A A3, B HHGEIESNH1. 2,
3. 4; DateFile2 £ELUN1 L3t &7 69 5L HE 3k 69 A2 45 2 ok A4, 25 R HL Ay
7, BB FESHAS, 6. 7. 8 BFETTHIEIA 5K I 49342,
Lo K K6 BEARAEAEA T

ke IR 425 £ 4F8: 00 ALUNI & 32 7 — AN % fif b B Snapshot 1, 4= & 75777,
He B B ) & 8:00 | 2k Bf 4 LUNI1 _E DateFilel 5 DateFile2 5t 57 649 4 4% €1 3£ 49
Snapshotl ;

oK 6 AK 8, L4 8: 30, DataFilel #AA A, Hlhest ¥ £ LUNI
LA R A G ALy 0~1 ERGEAE 1, 2 &k (B 6, B 8 F4IE 1.
2 WA A a. b); DataFile2 Lay 2k 44k 247, Hled 8 BAE T HHEMH 4 E
AR ZAA A,

4 3 DataFile2 £ &9 4% 82 4k & 37 69 8 3 A A M &%, A4 R E 3 3T 8
DataFilel /T & 4B 5 Bp =T, #8h KA R AR K 7%, # 2 stDataFilel 8t /T4 4%
W mBO6FTT, EF9: 00, ARBKE TRE GRS, BWRKE T4 T



10

15

20

25

OP150729 19

WO 2017/132790 PCT/CN2016/073038

i% € Snapshot 1k 7 A sk Wk 2 DataFilel 69 1% 5 B B8, IR -5 4R 48 A P 69 NAA 2
Fk B A DataFilel, VAFRECiZDataFilel FT @35 69 8B 3k a9 38 du bt (E 6P
HAE1-AST B a9 B Hoht | 2 Hb A B8P H0~-3), MRHE B EKRIKI %
DataFilel A 6, 45 69 3L 3532 69 4 B X bt & | iz DataFilel PT €L 45 69 $ 45 3k 69 4 32
Hoht & Snapshot] 891D & % 45 Bk 18 &« %GR & BB ZIRF B KiZ 6%
DataFilel P &1, 45 89 2L 4 3k 69 4 22 #o. bt & Snapshot1 491D JG, & 26 5 & Snapshotl
891D*T k2 &9 Wk & Bk B8 Snapshotl, #X J& AR #& Snapshot]1 F 12 3 &9 #5145 2 2 38 He 49
32 bt (B 8HTTAZ BB & P bt 0~1) 5T #5 B H I 3 2 R A
b M (BSFTTR R R A P AIEL, 209 M)t B £ R, RIRAFK
5 L #FDataFilel F &9 45 BUK AR 3R AL PTE TR B P 69438 ik, ARIE B 8T
T RB AL, 209 bt 1% TR B KRB AEL, 230 2 ey B3k, JHA
BAE T IZMIE]. 245 N EDataFilel £LUNT LA 44 269 381, 2573 2 49 4L
P b o de BIPTT, £49:00, Wk AP #9431, 22 # N £DataFile] £LUN1
LR AR B A SR P . Bsb, B Z A IRIR A Tk, T AT Ay
DataFilel #F /7 & 48 W& 2, H <%} "0 & M0 8] & )5 DataFile2 L 5 N 694 3%, M
LA BAGE T BEARIE N 09 77 XA DataFilel #=DataFile235 1k £ £ R &, Bt ia
XAPE LT, i A R PR AR IR B 5 R AT AR IR B, RNE R R A
VPR AR ERE N ZRE, B, Rt XA MBS IT RS, ik
9% KRR S IR A B E,

3t P AR A A M IR A9 7 T AT A F LK AR, Blde, 4o R B
DataFilel & #H1%, W5 &2 £ LUNI L &9 2% 38 3 69 40 32 sk 5 0~3 L 69 8 1~44%
M, B, tDataFilel #/7 K LK E, WEEBKRELREFHOKIEI4. 51
W EAR B R B Z & £ F, & FDataFilel 69 A4 M, A T 3 B DataFilel 49 #%

M a9 bl ) & & A P NS A LAY AR IR AR B R BB ARIR, B i

BT iR % ) EHURIR B e B8 3R Bpk M 69 F 1R B S DataFilel 49 47 3 bk, )5 4
F AW E G ITAZN T A F LR FAH], bR B R,

AT R R BB G BB B k3t AT T, TEEMREE A Ext
RAEPPTH BRI RZEE AR RTHA, F5HE10, KR PTG 564
eI R

iy
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BIE 301, ATEMIRS S KEOFRE AT OB RIERG
MRt IR 5 BRI AR AT FE — a0 77 X5 FEE 4k
Bl agaRE, ELARFRA,

R P #3302, A TARIEIT AR B P Q3609 B AR e 69 5 — A B Mo bt
TR BB PR AR P SRR A B B P 1T R A ARG I AR S 09 B — B Mokt 5 BT
HANE R HAEIEITAR T RE T 69 H MR 63T £ R, FRIUHT R R 2
AR B AAS ERAR S PT IR TR AP 69 5 —Ap 2 e bk P IR B R E A A T
W BRI A R B S A 64 B R

VAR, A P s A IR B S A P 89 ARG PR AE SR R TR IR B P 69 5 — 438
Hohb, EPTRIRE PR PR AR I

kb, ARG IXEOEESNRBE R HRBFEG SR
B0 BT BAEIREOTE S NVRBEN,

ﬁﬁﬁ«ﬁ%#ﬁ?i 301 & A TARI P IR 4 25 R £ 69 AT R IR B B BB A AR IR

AL E T302:8 AT, AR PR B R A AR IR AR BT E S AN B BB K
fﬁ&ﬁfr R B BB,

ST e, fEPTIRAR B S MR SO, BT IR T 301 S8 R T AR K
ﬁkﬁ% > R 89 & A ALY ARIR

WAL ZE ¥ T, 302 28 A T AT R B B BBk AT 2 AT &R E AL, VAE BT R
% A ifm#&%‘%ﬁﬁu‘ki'kﬂﬁzﬁﬂiﬁﬁu%‘kixﬁﬁﬁ O IEEH AR 0y 5 —ah3E
Hnk, FEPTE AW AT QA6 0 R AE 0y B — M M bk K 3% E TR IR &
%o

STk 0, Pl AL 3R 3 T 302 R T ARIE AT i A5 IR B A P a9 B B
PR FTR A P69 5% — 3@ seht, BPTERE PRGBS, BAKA:
P e B ¥ 7T 302, B TARIE BT AR B SUAF o 69 418 B A8 e 2 P 3T
AT 69 F I M b PR TR B AR B TR A B AR S, ARG R BT AR AR
% B A A PR R P IR B AT AR B A

B 10FT 7= 69 5% 36450 AN 20 66 32 L 64 A B 5T B iR & 09 AR EM Bt 7 T 39,
VATF 256 B 11 BT 7 64 5% 36 19) AR A 7R 53T 741X & 6 BAR S8 My e AT 3L 9

4o BT, AXARBEG MR EZSHEAEHOIERLT R, 5HE
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402, L VAR R K403, 813 H 2404,

HP, R EA01, F4% S 40243845 3 0 4037 AR TS K404 5K AL
W6y iE R, L B I L&A LT H R AR,

B BA02°T VAL 46 B R M G453 (2 X: volatile memory), #lhefAALGE
B3 (3£ X : random-access memory, 485 : RAM); & 540247 A&,
#HAEH R M A#E (2L non-volatile memory), Plde R G % (L.
read-only memory, 4 %5: ROM), BN A% % (3£ : flash memory), #2%&
(3% Lhard disk drive, 4% : HDD) R B A& A A (3£ L: solid-state drive, %7

: SSD); A HA402:L VT AGLIE LAY K8 B 50946, A TRILAKH
%&EK%TM%@E@% 54029, FEAEEL01 KRBT,

Bt BA02 544 T e T LA, TTHATRBERFHIRLEH, FCMNGT
&, RFBFECMNGT REE:

WA S GBS RMERS, A TERESARME,

BAFRAY: QESHAGER, ATHEASMH ALY S AR EL T4
#94E %o

KR FE AT B G RETAEFIRENIATHE S RE ) a530
H, TS AANRE ZAEM, RETALF AR HEESRRE, &4
AT VAL QLI —ANREANMEFT LR o/ R R EIE AN R, B
B A Fo B A 6 20652 I,

ﬁﬁ%?ﬁ%* P A 3 25401 R T 347 4 108~111.

3 E a9 A8 KRR T AT A 77 ik SR AR I 09 48 K R fe AR 3
ﬁf»ﬁf‘lﬁ%, Y N SR N

BB A B ARAR T RF AT BE, AREN T RAHE, Lk
K9 R %, FERL TG ERIAELIE, TUEE AL T EFE P P T 2
AL, ERARFERLE,

ERFIFREGIUAFE BT, HiZHEEE, HMBEEGER, £E
ik, STVAGBIE R CH T XEN., Blde, A ETREEGE E F P LT
B, Plhe, PTERETEHR S, A —FFHD XS, FFRFINT
K BRI 577 R, Blde ZAF T REAFT AL LS RH T IAE KRB —A
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R, R— BT ALE, R ARPHIT. F— &, TR fe a9+ L )
3B RAERORBEEETURLB T —FEo, T RE LN ENEHS
RiBAZHEE, TUALEM, PRIEEHT K.

Fr i A B E T AR RE LT AR HE Lo ey, 44
HE TR T T AR RF LT ARZEGIL LT, BT D4z T — A7,
RELTUARHE S AR E T E, TURBEEIFRGE 2B L P IR
FAIE TR FEIMRE RN LB Y,

Fo, BEREPEANARHEGPHEDEELTAERE MR T
P, T AREANE AL BWRELE, LTURANARTA A ELETE SAE—
AN, LRI R A TUBE T VAR R A6 XKL, AT LUK R B Ao
e T XL,

P 5 AR 89 3 de R A B S L X E A A k269 7 B4
A R uE, TG AE AT EMNTIEREEAMNR T AT XHGER, K
AAGHR T ERR LR F AT AFHRARABEE THKGH S RFZHAR T EY
AR RERG T A ABAR F e 69 XKL ok, %t AL S S AR —AS
BREANRF, OHEETHRESRAAER— G T EMNRE CTURNAGT EM, R
$ 5, AHEREIREF) PIT R K EAN R M) PTE 75 k09 23R 4H5F K
mAl R GRS U K, shmE, R44%5 (ROM, Read-Only
Memory) . MM EG B A% % (RAM, Random Access Memory) . BhEE 34
HF BAP T LB AL RAB YA o

VA ERTIR, A BB AL ARG R T £, mIEs LRH, A
ARG AT R R AP AT A R BB AT T I may Lo, KA L3R ARKAR Y M
R HARAR ST AST AT R & F 3P ATt B o9 B AR 7 #1455, RE T H P45
HARAFIEH T F R B, MmX GRS ik, A H R B AR T 69 AR
BREAEFEAPIER T ENTEE.
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A & XK

1. —#&%BRETH, RRATHBRE, HSEET, HEAMBREO
HRE, TARRECIESANRIER, £F — B bR &t A R Ak 17 R B A7
Bl BB A, PTaR BB A Bl TILRPTE R B PT QL1609 B AN HAE S 2 P it 5 — B B8
B8] BB T 2 649 35 — 3R e bt | 35 A 5 Bk RERE A] B Z AT AT R IR A P A9 R
MG, PR B A9RGB AR AL A4S B R BB AT B8, SRR —
BB A | 3 5 TR AAS A AR H 0 B — A 3 s bk 5 BT A A B R e R TR R
BB A H 3T A3t g K R, TR B B BB BT ) & R BT R 5 — bk BR B 1]
BT — AN b BB BT ]

Bk 7 ik 6,36

MR F 35 KB G AF IR B AR P QL4609 2B 3 b9 B — W 3 bk

ARE PR ST LB G BB 09 3 — 3 M b & R B BB AR 4B
BT A MR B B B8 P 1T R GG AR AL P AR S 09 B — W AL B AT R A S B AR e R
T # R B P 89 % 3 ek dy 3t 2 X &, FRIPT R IR B A 694045 v 4
B AEFTATRETOE @it PR EHRBAH R TR EFEFRE
A0 B B8 K.

ARAE P A W B I P 89 S BB AR S A BT SR TR B P 89 B 3 Mt
TE PR R A P IR B PT R AR B A

2. MAEMFIELK PR K, KR4FIEET, HEABREOLEESA
e BB ) B AT R BB AT R B BN B A, PR AL 646

BT AR IR F B A E G P R B B IR 4718

ARG PR IR B IR PR BG AR IR AP i 5 IR PR P A S Pt R B PR R

3. MERANEK 1 R 2R Tk, AAFRAET, EMEABKRSFER
FOITARFR A AT L4098 N RAE 0 F — AL Z AT, ATk 75 ik &
5

BT ARG B R A& R ZHARIR

T R K B B BRI At B RTIR & B AL, VAEPTIE & B EAULARIE T R IR BB
PR IR BRI iR AW B A P L 36 09 A AR 3 09 5 — 4 bt | FE PR A3 B A
FTeLIE0 M B30 5 — M K Z Z AT AR5,
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4, HBERAEK EI3EE—RATRG Tk, LWL ET, AR
AR E AP 09 PRSPPI TR B P 69 5 A e, B PTR R B
PR BT R AR B A BAR L 45

AR PT R AF W A P 89S BB S R PP R TR B P 89 5 — 33 it
TR TR A P AR B AT SR A AL BB 3R

BT ARG AR S A2 P R R B IR B AT R AR B A

5. — M BRE, AMEET, MEABMREOERE, MARELE
ZABAEH, B H— PR ST TR R R AT R B AT B I A, TR B RE K
A TR AT R R BT O35 69 B AN BAE R A PR B — B PR AT ) & BT S R 69 5 —
M eht, 5 TR RE AT 1] R AT AR R A P A R AR A AS P, PTRRIR A P
B AANG PR AR A AL B TR B BAT Bk, FEPTEF — BB P, 25 Prifsl
BB AR 69 5 — bt BT R AR B S A T A TR 69 5 4
A3t 2 X R, BTIE 5 B BB ) B A AR 5 — B BB BT ) &89 T — N R BB RS
B & TR BRI A L4

BT, ATEMIRS B R E G FIRE AT 63609 B3B3 09 5 — 4 32
Hohb

Sb 3R T, R FARIE PR AR A P LA R AR 3R 09 B — A B ML AL 3K,
W B B BB AR AR P IR BB R T SR A ARG U B 3R 69 B — M B bt B AT R AR
B BB AEPF AT RE TR E bt i3t % R, IR AF IR B
YA AR AP R R BT 69 F At PRI BRI A TR A
Pl A5 B S8 B B R

AR, AR P A5 IR B A P 0 A BB BT A TR BP0 — e
bt AT IR TR BT IR B A,

6. RIBEAAEK 5 PTG B RE, RIEET, MMEAMEILEOIEA
% A e BB ) B 3 AT B BB AT 2 09 B AN R K

FrR B E LE RN T, BAOTERS B KE 09T IR 2 B B Y478

P 4 32 3 SUAE R T, AR AT IR IR B B BB AR TR AT I S AN B BB K P A 2
BT R BB RR

7. BRERAEKS X6 T FHXE, AFELET,
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PR 30 UL AT, BMATEIR S B R Z 694 R ZALE9ARIR
Pt A ¥ L AT, FrAr ik bk Bk gt Z TR & A 4L, VUERTE &

A EAARIEPT R R B B BRI S AR B A BT L 46 69 4 B 2 09 5 — 32 3
b, FRRE TR AR A AT LIS A AR IR B — MR R X E AT RIR G B

8. MFMANEKS £ 7T HEE—JATLEN FHRE, L&IEET, AL
TR TAAR AT A AR L AP a9 B R E T AT RE T E —
ML AL AEPTR R A PR E TR E A, BARR:

Pk AL 33 70, R FARIE Pl A IR B S P 69 A8 0% BOAAE S A2 PR R A
TG 5 B A AL BT TR B T AR B P A AR M

AR, FBTRMAG BRI A BT R R B T IR BT AR B A

9, —FPAAEKL, OiE: REZUAGHE, A&FREAET, HEBME
AT Atk s, TR E R THRITITAEE S, Al 484 E 4R ) 32 35 AT
B, EATR B EPAT A K 1 £ 4 PR Tk,
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