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table; converting the permission information into a data
model corresponding to the Matter protocol, and execut-
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Description

[0001] This application claims priority to Chinese Pa-
tent Application No. 202211049556.0, filed on August 30,
2024, the entire contents of which are incorporated here-
in by reference.

TECHNICAL FIELD

[0002] The present application relates to the technical
field of communication, and in particular to a method and
a device for controlling a shared device, a client, a server
and a storage medium.

BACKGROUND

[0003] In recent years, the sharing economy has be-
come a hot topic, and more and more products are being
shared. Shared air conditioners are purchased through
centralized procurement and installed in dormitories in
multi-person residential places such as campuses and
factories. Everyone in the dormitory can obtain the right to
use the air conditioner (comprising usage time, control-
lable functions, etc.) through the operation platform after
paying a certain fee according to the payment rules.
[0004] In the relevant technical scheme, the premise
for the use of shared air conditioners is that the shared air
conditioner and the server corresponding to the shared
air conditioner are in communication connection, and the
client of the shared air conditioner also needs to maintain
a communication connection with the server, so that the
user can control the shared air conditioner through the
client.

[0005] However, this scheme relies on the cloud server
for management when the air conditioner is in use. If the
client cannot communicate with the server, the shared air
conditioner cannot be used.

[0006] The above content is only used to assist in
understanding the technical solution of the present ap-
plication, and does not mean that the above content is
recognized as prior art.

SUMMARY

TECHNICAL PROBLEM

[0007] The main purpose of the present application is
to provide a method for controlling a shared device,
aiming to solve the problem that how to control a shared
device when a client cannot communicate with a server.
TECHNICAL SOLUTION

[0008] To achieve the above purpose, the present
application provides a method for controlling a shared

device, applied to the shared device, comprising:

receiving a permission information table sent by a
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server;
in response to receiving an operation instruction sent
by a client, determining permission information cor-
responding to the client according to the permission
information table; and

converting the permission information into a data
model corresponding to a Matter protocol, and ex-
ecuting the operation instruction based on converted
permission information.

[0009] In an embodiment, the Matter protocol com-
prises a highest operation permission and a plurality of
independent normal operation permissions of the shared
device, and a control session is established between the
shared device and at least one of the clients under the
Matter protocol.

[0010] In an embodiment, before the step of receiving
the permission information table sent by the server, the
method comprises:

receiving a networking request sent by the client;
determining owner information of the client accord-
ing to the networking request; and

sending the owner information to the server.

[0011] In order to achieve the above objective, the
present application provides a method for controlling a
shared device, applied to a client, comprising:

in response to receiving a control operation of the
shared device, determining whether a control ses-
sion is able to be established with the server;

in response to that the control session is not able to
be established with the server, establishing a com-
munication connection with the shared device based
on a Matter protocol, and sending an operation in-
struction corresponding to the control operation of
the shared device to the shared device; or

in response to that the control session is successfully
established with the server, sending the operation
instruction to the server.

[0012] In an embodiment, the step of determining
whether the control session is able to be established with
the server comprises:

sending a connection request to the server based on
a preset frequency;

in response to that a connection success request fed
back by the server is received within a preset time,
determining that the control session is successfully
established with the server; or

in response to that the connection success request
fed back by the server is not received within a preset
time, determining that the control session is not able
to be established with the server.

[0013] Inan embodiment, before the step of determin-
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ing whether the control session is able to be established
with the server, the method further comprises:

when establishing the control session with the
shared device for a first time, sending a networking
request to the shared device and sending a server
application for permission to the server; and
receiving a permission information table generated
and sent by the server according to the server ap-
plication for permission.

[0014] In order to achieve the above objective, the
present application provides a method for controlling a
shared device, applied to a server, comprising:

in response to receiving an operation instruction sent
by a client, determining permission information cor-
responding to the client according to a permission
information table; and

converting the permission information into a data
model corresponding to a Matter protocol, and send-
ing a control instruction corresponding to the opera-
tion instruction to the shared device based on con-
verted permission information, enabling the shared
device to execute the operation instruction.

[0015] Inanembodiment, after the step of determining
the permission information corresponding to the client
according to the permission information table, the meth-
od further comprises:

in response to that the permission information does
not exist in the permission information table, receiv-
ing a server application for permission sent by the
client;

based on the server application for permission, up-
dating the permission information corresponding to
the client in the permission information table; and
returning to the step of determining the permission
information corresponding to the client according to
the permission information table.

[0016] Inan embodiment, before the step of determin-
ing the permission information corresponding to the client
according to the permission information table, the meth-
od further comprises:

receiving owner information sent by the shared de-
vice;

generating the permission information table accord-
ing to the owner information; and

sending the permission information table to the
shared device and the client.

[0017] Besides, in order to achieve the above objec-
tive, the present application further provides a shared
device, comprising: a memory; a processor, and a pro-
gram for controlling the shared device stored in the
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memory and executable on the processor, wherein the
program for controlling the shared device, when exe-
cuted by the processor, implements the steps of the
method for controlling the shared device as described
above.

[0018] Besides, in order to achieve the above objec-
tive, the present application further provides a client,
comprising: a memory, a processor, and a program for
controlling the shared device stored in the memory and
executable on the processor, and the program for con-
trolling the shared device, when executed by the proces-
sor, implements the steps of the method for controlling
the shared device as described above.

[0019] Besides, in order to achieve the above objec-
tive, the present application further provides a server,
comprising: @ memory, a processor, and a program for
controlling the shared device stored in the memory and
executable on the processor, and the program for con-
trolling the shared device, when executed by the proces-
sor, implements the steps of the method for controlling
the shared device as described above.

TECHNICAL EFFECT

[0020] The embodiment of the present application pro-
vides a method and a device for controlling a shared
device, a client, a server and a storage medium. The
method comprises: receiving a permission information
table sent by a server; in response to receiving an opera-
tion instruction sent by a client, determining the permis-
sion information corresponding to the client according to
the permission information table; converting the permis-
sion information into a data model corresponding to the
Matter protocol, and executing the operation instruction
based on the converted permission information. By send-
ing a permission information table to the shared device
terminal, and establishing a Matter protocol on the
shared device terminal, so that when the shared device
receives an operation instruction sent by the client, the
shared device can verify whether the client has control
permission, and when it is determined that the client has
control permission, the permission information is con-
verted into a data model corresponding to the Matter
protocol, so that the operation instruction is executed
based on the converted permission information, thereby
avoiding the phenomenon that the shared device cannot
respond to the client’s operation instruction in time when
a network failure occurs on the client.

BRIEF DESCRIPTION OF THE DRAWINGS
[0021]

FIG. 1 is a schematic diagram of a hardware archi-
tecture of a shared device involved in an embodi-
ment of the present application.

FIG. 2 is a schematic flowchart of a method for
controlling a shared device according to a first em-
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bodiment of the present application.

FIG. 3 is a flowchart of a configuration of a permis-
sion information table of the method for controlling
the shared device according to a first embodiment of
the present application.

FIG. 4 is a diagram of a permission structure of the
method for controlling the shared device according
to a first embodiment of the present application.
FIG. 5 is a schematic diagram of a hardware archi-
tecture of a client involved in an embodiment of the
present application.

FIG. 6 is a schematic flowchart of the method for
controlling the shared device according to a second
embodiment of the present application.

FIG. 7 is a schematic diagram of a hardware archi-
tecture of a server involved in an embodiment of the
present application.

FIG. 8 is a schematic flowchart of the method for
controlling the shared device according to a third
embodiment of the present application.

FIG. 9 is an access flowchart of a shared system
composed of the user client, shared device and
server involved in the method for controlling the
shared device of the present application.

FIG. 10 is a schematic flowchart of the method for
controlling the shared device according to a fourth
embodiment of the present application.

FIG. 11 is a schematic flowchart of a local area
network communication between the user client
and a device of the method for controlling the shared
device according to a fourth embodiment of the pre-
sent application.

FIG. 12 is a schematic flowchart of the method for
controlling the shared device according to a fifth
embodiment of the present application.

FIG. 13 is a schematic flowchart of a wide area
network communication between the user client,
the device and the server of the method for control-
ling the shared device according to a fourth embodi-
ment of the present application.

[0022] The realization of the objective, functional char-
acteristics, and advantages of the present application are
further described with reference to the accompanying
drawings and in conjunction with the embodiments.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0023] In the present application, users can control
shared devices through local area networks and wide
area networks. The air conditioning device verifies the
user’s operation through the permission information ta-
ble stored therein. Since the permission information table
is stored locally, even without an external network, the
user can still use the device correctly and effectively
through the local area network.

[0024] In order to better understand the above techni-
cal solution, the exemplary embodiments of the present
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application will be described in more detail with reference
to the accompanying drawings. Although the exemplary
embodiments of the present application are shown in the
accompanying drawings, it should be understood that the
present application can be implemented in various forms
and should not be limited by the embodiments described
here. On the contrary, these embodiments are provided
to enable a more thorough understanding of the present
application and to fully convey the scope of the present
application to those in the art.

[0025] As an implementation scheme, the hardware
architecture of the shared device can be shownin FIG. 1.
[0026] The solution of the embodiment involves the
hardware architecture of the shared device, and the
hardware architecture comprises: a processor 101, such
as a CPU, amemory 102, and a communication bus 103.
Among them, the communication bus 103 is used to
realize the connection and communication between
these components.

[0027] The memory 102 can be a high-speed RAM
memory or a stable memory (nonvolatile memory), such
as adiskmemory. As shownin FIG. 1, the memory 102 as
a computer-readable storage medium may comprise a
program for controlling a shared device. The processor
101 can call the program for controlling the shared device
stored in the memory 102 and perform the following
operations:

receiving a permission information table sent by the
server;

inresponse to receiving an operation instruction sent
by the client, determining permission information
corresponding to the client according to the permis-
sion information table; and

converting the permission information into a data
model corresponding to the Matter protocol, and
executing the operation instruction based on con-
verted permission information.

[0028] In an embodiment, the processor 101 can call
the program for controlling the shared device stored in the
memory 102, and perform the following operations:

receiving a networking request sent by the client;
determining owner information of the client accord-
ing to the networking request; and

sending the owner information to the server.

[0029] Based on the hardware architecture of the
above-mentioned shared device based on communica-
tion technology, a first embodiment of the method for
controlling the shared device of the present application is
provided.

[0030] AsshowninFIG. 2, in the first embodiment, the
method for controlling the shared device comprises the
following steps:

Step S10, receiving a permission information table sent
by a server.
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[0031] Inanembodiment, asshowninFIG. 3,whenthe
shared device is used for the first time, it is necessary to
configure the owner information of the shared device (for
example, the user information, device information and
permission information of the operator of the shared
device, etc.). As shown in FIG. 4, for the owner of the
shared device (i.e., the administrator Admin), he has the
highest management permission (i.e., the administrator
permission) of the shared device. The user with the
highest management permission (i.e., the operator)
can assign the permission information table (Access
Control) to other users (i.e., clients) user1, user2, user3...
The permission information table comprises information
such as the user’s account information, device informa-
tion and usage permission. Due to the existence of the
permission information table, the control permission be-
tween different users is independent of each other. The
permission information table is stored in the device,
client, and server respectively. After the initial configura-
tion is completed, the owner obtains the highest manage-
ment permission of the air conditioner. Other users need
to apply to the client when they want to use the shared
device. When the shared device is in the networked state,
the permission information table can be updated syn-
chronously with the client and the server.

[0032] In some embodiments, when other users use
the shared device, they need to apply to the owner for the
control permission of the shared device according to
certain rules.

[0033] Step S20, inresponse to receiving an operation
instruction sent by a client, determining permission in-
formation corresponding to the client according to the
permission information table.

[0034] In an embodiment, when receiving the opera-
tion instruction sentby the client, the operation instruction
contains the device identification of the clientand the user
information corresponding to the client. The shared de-
vice verifies whether there is a device identification an-
d/or user information corresponding to the client in the
table according to the permission information table.
When the device identification and/or user information
corresponding to the client is verified in the permission
information table, it is determined that the client has the
control permission of the shared device.

[0035] Itshould be noted that when a control session is
not established between the client and the server, the
operation instruction will be sent to the shared device in
this embodiment. Since no control session is established
between the client and the server, itis impossible to send
a message to the server in time, and the shared device
may not respond to the operation instruction input by the
client in time, resulting in a decrease in the user experi-
ence of the shared device. However, since the shared
device and the client both store a permission information
table, when a control session is not established between
the client and the server, based on the permission in-
formation table between the two and the Matter protocol
corresponding to the table, a local area network that does
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not require server intervention can be built between the
client and the shared device. The client and the shared
device communicate and connect based on the local
area network, so that even if a control session is not
established between the client and the server, the shared
device can be controlled.

[0036] Step S30, converting the permission informa-
tion into a data model corresponding to a Matter protocol,
and executing the operation instruction based on con-
verted permission information.

[0037] After determining that the client has the control
permission of the shared device, the permission informa-
tion is converted into a data model corresponding to the
Matter protocol. The converted permission information
after the data model conversion comprises the operation
permission of various operations in the shared device
(such as mode switching control, power on/off control,
etc.).

[0038] In an embodiment, the Matter protocol is an
application protocol built on IPv6, which comprises a
highest operation permission and a plurality of indepen-
dent normal operation permissions of the shared device.
Under the Matter protocol, a control session is estab-
lished between the shared device and at least one of the
clients, which has at least the following characteristics:

1. Cross-device connection. Devices that comply
with the Matter protocol can access different ecolo-
gical networks at the same time. For example, light-
ing lamps that comply with the Matter protocol stan-
dard can access both smart devices of the 10S
system and smart devices of the Android system
at the same time.

2. Local operation. When a client that complies with
the Matter protocol is disconnected from the server
orthe transmission is unstable, the client can directly
communicate and connect with the shared device
that complies with the Matter protocol.

3. Cross-protocol connection. Through Border Rou-
ters (BR), different connection protocols can be
bridged. Forexample, the same network can support
Thread protocol, Zwave protocol, Bluetooth Mesh
protocol, etc.

4. Protocol layering. Multiple Fabrics in the Matter
protocol can enable devices connected to Matter
protocol to have multiple administrators, and the
permissions of multiple administrators are isolated
and do not affect each other.

[0039] In the solution provided by the embodiment, by
sending a permission information table to the shared
device terminal, the Matter protocol is established on
the shared device terminal, so that when the shared
device receives the operation instruction sent by the
client, the shared device can verify whether the client
has the control permission, and when itis determined that
the client has the control permission, the permission
information is converted into a data model corresponding
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to the Matter protocol, so that the operation instruction is
executed based on the converted permission informa-
tion, avoiding the phenomenon that the shared device
cannotrespondto the client’s operationinstructionintime
when a network failure occurs on the client.

[0040] As an implementation solution, the hardware
architecture of the client can be shown in FIG. 5.
[0041] The solution of the embodiment involves the
hardware architecture of the client, which comprises: a
processor 101, such as a CPU, a memory 102, and a
communication bus 103. Among them, the communica-
tion bus 103 is used to realize the connection and com-
munication between these components.

[0042] The memory 102 can be a high-speed RAM
memory or a stable memory (nonvolatile memory), such
as adisk memory. As shownin FIG. 5, the memory 102 as
a computer-readable storage medium can comprise a
program for controlling a shared device. The processor
101 can call the program for controlling the shared device
stored in the memory 102, and perform the following
operations:

in response to receiving a control operation of the
shared device, determining whether a control ses-
sion can be established with a server;

in response to that the control session cannot be
established with the server, establishing a commu-
nication connection with the shared device based on
a Matter protocol, and sending an operation instruc-
tion corresponding to the control operation of the
shared device to the shared device; or

inresponse to that the control session is successfully
established with the server, sending the operation
instruction to the server.

[0043] In an embodiment, the processor 101 can call
the program for controlling the shared device storedin the
memory 102, and perform the following operations:

sending a connection request to the server based on
a preset frequency;

in response to that a connection success request fed
back by the server is received within a preset time,
determining that the control session is successfully
established with the server; or

in response to that the connection success request
fed back by the server is not received within a preset
time, determining that the control session cannot be
established with the server.

[0044] In an embodiment, the processor 101 can call
the program for controlling the shared device storedin the
memory 102, and perform the following operations:

when establishing the control session with the
shared device for a first time, sending a networking
request to the shared device and sending a server
application for permission to the server; and
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receiving a permission information table generated
and sent by the server according to the server ap-
plication for permission.

[0045] Based onthe hardware architecture of the client
based on the communication technology, a second em-
bodiment of the method for controlling the shared device
of the present application is provided.

[0046] Asshownin FIG. 6, in the second embodiment,
the method for controlling the shared device comprises
the following steps:

Step S10, in response to receiving a control operation of
the shared device, determining whether a control session
can be established with a server.

[0047] In an embodiment, in response to receiving a
control operation of the shared device input by the user,
the client determines whether a control session can be
established with the server. If the control session cannot
be established with the server, it means that the client is
not connected to the network or the network connectionis
poor; if the control session can be successfully estab-
lished with the server, it means that the client is con-
nected to the network and/or the network connection is
good.

[0048] In an embodiment, the method for determining
whether the control session can be established may be to
send a connection request to the server based on a
preset frequency. If a connection success request fed
back by the server is received within a preset time, it is
determined that the client successfully establishes a
control session with the server; if a connection success
request fed back by the server is not received within a
preset time, it is determined that the establishment of a
control session with the server fails.

[0049] Exemplarily, when the user inputs a control
operation of the shared device, the preset frequency is
set to once every 5 seconds, and the client initiates a
connection request to the server every 5 seconds. If a
connection success request fed back by the client is not
received within a preset time of 15 seconds, the connec-
tion request is marked as DOWN, that is, the establish-
ment of a control session with the server fails.

[0050] Step S20,inresponse tothatthe control session
cannot be established with the server, establishing a
communication connection with the shared device based
on a Matter protocol, and sending an operation instruc-
tion corresponding to the control operation of the shared
device to the shared device.

[0051] In an embodiment, when the client cannot es-
tablish a control session with the server, the client can
establish a communication connection with the shared
device based on the Matter protocol, and send an opera-
tion instruction corresponding to the control operation of
the shared device to the shared device. Since both the
client and the shared device have stored the permission
information table generated based on the Matter proto-
col, the client and the shared device can establish a
communication connection based on the Matter protocol
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after verification, so that when the connection between
the client and the server is poor or not connected, a local
area network without server intervention can be built
between the client and the shared device, so that the
client can input operation instructions to the shared de-
vice through the local area network.

[0052] StepS30,inresponse tothatthe control session
is successfully established with the server, sending the
operation instruction to the server.

[0053] Inanembodiment, when the client successfully
establishes a control session with the server, the client
directly sends the operation instruction to the server, that
is, the client obtains and controls the permission by
connecting to the server.

[0054] In an embodiment, by sending a permission
information table to the client, and establishing the Matter
protocol on the client, so that when receiving control
operation of the shared device input by the user, the
client is controlled to send the operation instruction to
the shared device or to the server according to whether a
control session is established between the client and the
server. The phenomenon that the shared device cannot
respond to the client’s operation instruction in time when
a network failure occurs on the client is avoided.

[0055] As an implementation scheme, the hardware
architecture of the server can be shown in FIG. 7.
[0056] The solution of the embodiment involves the
hardware architecture of the server, and the hardware
architecture comprises: a processor 101, suchas a CPU,
a memory 102, and a communication bus 103. Among
them, the communication bus 103 is used to realize the
connection and communication between these compo-
nents.

[0057] The memory 102 can be a high-speed RAM
memory or a stable memory (nonvolatile memory), such
as adisk memory. As shownin FIG. 7, the memory 102 as
areadable storage medium may comprise a program for
controlling a shared device. The processor 101 can call
the program for controlling the shared device storedin the
memory 102 and perform the following operations:

in response to receiving an operation instruction sent
by a client, determining permission information cor-
responding to the client according to a permission
information table; and

converting the permission information into a data
model corresponding to a Matter protocol, and send-
ing a control instruction corresponding to the opera-
tion instruction to the shared device based on con-
verted permission information.

[0058] In an embodiment, the processor 101 can call
the program for controlling the shared device storedin the
memory 102 and perform the following operations:

in response to that the permission information does
not exist in the permission information table, receiv-
ing a server application for permission sent by the
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client;

based on the server application for permission, up-
dating the permission information corresponding to
the client in the permission information table; and
determining the permission information correspond-
ing to the client according to the permission informa-
tion table.

[0059] In an embodiment, the processor 101 can call
the program for controlling the shared device stored in the
memory 102 and perform the following operations:

receiving owner information sent by the shared de-
vice;

generating the permission information table accord-
ing to the owner information; and

sending the permission information table to the
shared device and the client.

[0060] Based on the hardware architecture of the ser-
ver based on the communication technology, a third
embodiment of the method for controlling the shared
device of the present application is provided.

[0061] AsshowninFIG. 8, inthe third embodiment, the
method for controlling the shared device comprises the
following steps:

Step S10, in response to receiving an operation instruc-
tion sent by a client, determining permission information
corresponding to the client according to a permission
information table.

[0062] In an embodiment, when the server and the
client successfully establish a control session, the server
receives the operation instruction from the client, and the
server checks whether there is a device identification
and/or user information corresponding to the client pre-
stored in the table according to its pre-stored permission
information table. When the device identification and/or
user information corresponding to the clientis checked in
the permission information table, it is determined that the
client has the control permission of the shared device.
[0063] It should be noted that the server will send the
pre-stored permission information table to the shared
device and the client which the control session is estab-
lished with.

[0064] Inanembodiment, if the permission information
of the client does not exist in the permission information
table, the server application for permission sent by the
clientis received. The server application for permission is
that when the user meets the rules set by the owner, the
client applies to the server for the control permission of
the shared device. When the server receives the server
application for permission sent by the client, based on the
user information and/or device identification of the client
contained in the server application for permission, the
server enters the permission information corresponding
to the updated client in the permission information table.
After the update is completed, the server returns to the
step of determining the permission information corre-
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sponding to the client.

[0065] Step S20, converting the permission informa-
tion into a data model corresponding to a Matter protocol,
and sending a control instruction corresponding to the
operation instruction to the shared device based on
converted permission information, enabling the shared
device to execute the operation instruction.

[0066] In an embodiment, after determining that the
clienthas the control permission of the shared device, the
server converts the permission information into a data
model corresponding to the Matter protocol. The permis-
sion information after the data model conversion com-
prises the operation permission of various operations in
the shared device (such as mode switching control,
power on/off control, etc.), and then sends the control
instruction corresponding to the operation instruction to
the shared device, so that the shared device performs the
corresponding operation of the operation instruction sent
by the client according to the control instruction sent by
the server.

[0067] Inthe technical solution provided in the embodi-
ment, by setting the permission information table on the
serverand sendingittothe shared device and the client, a
control session based on the Matter protocol is estab-
lished between the server, the client and the shared
device. When the clientis in a networked state, the server
receives the operation instruction sent from the client. Itis
convenient for the owner to check the client and prevent
illegal access by clients that do not conform to the ver-
ification information stored in the permission information
table.

[0068] In addition, based on the hardware architecture
of the above-mentioned shared device, client and server
based on communication technology, an embodiment of
the method for controlling the shared device of the pre-
sent application is provided.

[0069] The access flowchart of the shared system
composed of the user client, shared device and server
is shown in FIG. 9. First, the user client sends a connec-
tion request to the shared device, the shared device
accesses the server, and uploads the owner information
ofthe user clientto the server. Then, when the user needs
to use the shared device, the user client sends the server
application for permission to the server. After receiving
the server application for permission, the server gener-
ates the user’s permission information table with the
owner information, and sends the permission information
table to the client and the shared device, so that a control
session based on the Matter protocol is established
between the server, the client and the shared device.
When the shared device receives the permission infor-
mation table, it saves the permission information table in
the memory of the shared device to complete the device
networking.

[0070] AsshowninFIG. 10, in the fourth embodiment,
the method for controlling the shared device comprises
the following steps:

10

15

20

25

30

35

40

45

50

55

Step S10, the client determines whether a control
session can be established with the server after
receiving control operation of the shared device;
Step S20, when the client cannot establish a control
session with the server, a communication connec-
tion is established with the shared device based on
the Matter protocol, and an operation instruction
corresponding to control operation of the shared
device is sent to the shared device;

Step S30, when the shared device receives the
operation instruction sent by the client, the shared
device determines the permission information cor-
responding to the client according to the permission
information table;

Step S40, the shared device converts the permission
information into a data model corresponding to the
Matter protocol, and executes the operation instruc-
tion based on converted permission information.

[0071] Inan embodiment, when the client receives the
control operation of the shared device input by the user, it
determines whether a control session can be established
with the server. If a control session cannot be established
with the server, it means that the clientis not connected to
the network or the network connection is poor; if a control
session can be successfully established with the server, it
means that the client is connected to the network and/or
the network connection is good.

[0072] As shown in FIG. 11, FIG. 11 is a schematic
flowchart of the local area network communication be-
tween the user client and the device. When the client
cannot establish a control session with the server, the
client connects to the shared device based on the Matter
protocol and sends the shared device an operation in-
struction corresponding to control operation of the shared
device input by the user. Since both the client and the
shared device store the permission information table
generated based on the Matter protocol, the client and
the shared device can establish a communication con-
nection based on the Matter protocol after verification, so
that when the connection between the client and the
server is poor or not connected, a local area network
without server intervention can be built between the client
and the shared device, so that the client can input opera-
tion instructions to the shared device through the local
area network.

[0073] In an embodiment, when the client cannot es-
tablish a control session with the server, the shared
device receives the operation instruction sent by the
client, and the shared device can verify whether the client
has the control permission, and whenitis determined that
the client has the control permission, it executes the
corresponding operation of the operation instruction,
thereby avoiding the phenomenon that the shared device
cannotrespond to the client’s operation instructionin time
when a network failure occurs on the client.

[0074] As shown in FIG. 12, in the fifth embodiment,
after step S10, the method further comprises:
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Step S40, when the client successfully establishes
the control session with the server, sending the
operation instruction to the server;

Step S50, when the server receives the operation
instruction sent by the client, it determines the per-
mission information corresponding to the client ac-
cording to the permission information table;

Step S60, the server converts the permission infor-
mation into a data model corresponding to the Matter
protocol, and based on converted permission infor-
mation, sends the control instruction corresponding
to the operation instruction to the shared device.

[0075] In an embodiment, when the server and the
client successfully establish a control session, the server
receives an operation instruction from the client, and the
server checks whether there is a device identification
and/or user information corresponding to the client pre-
stored in the table according to the pre-stored permission
information table. When the device identification and/or
user information corresponding to the clientis checked in
the permission information table, it is determined that the
client has the control permission of the shared device.
[0076] As shown in FIG. 13, the server converts the
permission information into a data model corresponding
to the Matter protocol. The permission information after
the data model conversion comprises the operation per-
mission of various operations in the shared device (such
as mode switching control, power on/off control, etc.),
and then sends the control instruction corresponding to
the operation instruction to the shared device, so that the
shared device performs the corresponding operation of
the operation instruction sent by the client according to
the control instruction sent by the server, thereby building
a wide area network connection between the user client,
the shared device and the server.

[0077] Inthe technical solution provided in the embodi-
ment, when the client is in a networked state, the server
receives the operation instructions sent from the client. It
is convenient for the owner to check the client and pre-
vent the client that does not match the verification infor-
mation stored in the permission information table from
illegally accessing.

[0078] Inaddition, it can be understood by those skilled
in the artin this field that all or part of the processes in the
method of the above embodiment can be completed by
instructing the relevant hardware through a computer
program. The computer program comprises program
instructions, and the computer program can be stored
in a storage medium, which is a computer-readable
storage medium. The program instructions are executed
by atleast one processor in the server, the shared device
and the client to implement the process steps of the
embodiment of the above method.

[0079] Therefore, the present application also pro-
vides a computer-readable storage medium, which
stores a program for controlling the shared device, and
when the program for controlling the shared device is
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executed by the processor, the various steps of the
method for controlling the shared device described in
the above embodiment are implemented.

[0080] Among them, the computer-readable storage
medium can be a U disk, a mobile hard disk, a read-only
memory (ROM), a disk or an optical disk, etc., which can
store program codes.

[0081] It should be noted that, in this article, the terms
"comprise", "comprises" or any other variants thereof are
intended to cover non-exclusive inclusion, so that a pro-
cess, method, article or device comprising a series of
elements comprises not only those elements, but also
other elements not explicitly listed, or also comprises
elements inherent to such process, method, article or
device. In the absence of further restrictions, an element
defined by the sentence "comprises a..." does not ex-
clude the existence of other identical elements in the
process, method, article or device comprising the ele-
ment.

[0082] Throughthe description ofthe aboveimplemen-
tation methods, those skilled in the art can clearly under-
stand that the above-mentioned embodiment method
can be implemented by means of software plus the
necessary general hardware platform, of course, it can
also be implemented by hardware, butin many cases the
formeris a betterimplementation method. Based on such
an understanding, the technical solution of the present
application is essentially or the part that contributes to the
prior art can be embodied in the form of a software
product, which is stored in a computer-readable storage
medium (such as ROM/RAM, disk, optical disk) as de-
scribed above, and comprises several instructions for a
terminal device (which can be a mobile phone, computer,
server, air conditioner, or network device, etc.) to execute
the methods described in each embodiment of the pre-
sent application.

[0083] The above are only some embodiments of the
present application, and do not limit the scope of the
present application thereto. Under the inventive concept
of the present application, equivalent structural transfor-
mations made according to the description and drawings
of the present application, or direct/indirect application in
other related technical fields, are comprised in the scope
of the present application.

Claims

1. A method for controlling a shared device, applied to
the shared device, characterized by comprising:

receiving a permission information table sent by
a server;

in response to receiving an operation instruction
sent by a client, determining permission infor-
mation corresponding to the client according to
the permission information table; and
converting the permission information into a
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data model corresponding to a Matter protocol,
and executing the operation instruction based
on converted permission information.

The method for controlling the shared device accord-
ing to claim 1, wherein the Matter protocol comprises
a highest operation permission and a plurality of
independent normal operation permissions of the
shared device, and a control session is established
between the shared device and at least one of the
clients under the Matter protocol.

The method for controlling the shared device accord-
ing to claim 1, wherein before the step of receiving
the permission information table sent by the server,
the method comprises:

receiving a networking request sent by the cli-
ent;

determining owner information of the client ac-
cording to the networking request; and
sending the owner information to the server.

A method for controlling a shared device, applied to a
client, characterized by comprising:

in response to receiving a control operation of
the shared device, determining whether a con-
trol session is able to be established with the
server;

in response to that the control session is notable
to be established with the server, establishing a
communication connection with the shared de-
vice based on a Matter protocol, and sending an
operation instruction corresponding to the con-
trol operation of the shared device to the shared
device; or

in response to that the control session is suc-
cessfully established with the server, sending
the operation instruction to the server.

The method for controlling the shared device accord-
ing to claim 4, wherein the step of determining
whether the control session is able to be established
with the server comprises:

sending a connection request to the server
based on a preset frequency;

in response to that a connection success re-
quest fed back by the server is received within
a preset time, determining that the control ses-
sion is successfully established with the server;
or

in response to that the connection success re-
quest fed back by the server is not received
within a preset time, determining that the control
session is not able to be established with the
server.
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10

6.

7.

The method for controlling the shared device accord-
ing to claim 4, wherein before the step of determining
whether the control session is able to be established
with the server, the method further comprises:

when establishing the control session with the
shared device for afirst time, sending a network-
ing request to the shared device and sending a
server application for permission to the server;
and

receiving a permission information table gener-
ated and sent by the server according to the
server application for permission.

A method for controlling a shared device, appliedtoa
server, characterized by comprising:

in response to receiving an operation instruction
sent by a client, determining permission infor-
mation corresponding to the clientaccordingtoa
permission information table; and

converting the permission information into a
data model corresponding to a Matter protocol,
and sending a control instruction corresponding
to the operation instruction to the shared device
based on converted permission information, en-
abling the shared device to execute the opera-
tion instruction.

The method for controlling the shared device accord-
ing to claim 7, wherein after the step of determining
the permission information corresponding to the cli-
ent according to the permission information table,
the method further comprises:

in response to that the permission information
does not exist in the permission information
table, receiving a server application for permis-
sion sent by the client;

based on the server application for permission,
updating the permission information corre-
sponding to the client in the permission informa-
tion table; and

returning to the step of determining the permis-
sion information corresponding to the client ac-
cording to the permission information table.

The method for controlling the shared device accord-
ing to claim 7, wherein before the step of determining
the permission information corresponding to the cli-
ent according to the permission information table,
the method further comprises:

receiving owner information sent by the shared
device;

generating the permission information table ac-
cording to the owner information; and

sending the permission information table to the
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shared device and the client.
10. A shared device, characterized by comprising:

A memory; 5
a processor; and
a program for controlling the shared device
stored in the memory and executable on the
processor,
wherein the program for controlling the shared 70
device, when executed by the processor, imple-
ments steps of a method for controlling the
shared device according to any one of claims
1to 3.

15

11. A client, characterized by comprising:

a memory;
a processor, and

a program for controlling the shared device 20
stored in the memory and executable on the
processor,

wherein the program for controlling the shared
device, when executed by the processor, imple-
ments steps of a method for controlling the 25
shared device according to any one of claims

4 to 6.

12. A server, characterized by comprising:

30
A memory;
a processor; and
a program for controlling the shared device
stored in the memory and executable on the
processor, 35
wherein the program for controlling the shared
device, when executed by the processor, imple-
ments steps of a method for controlling the
shared device according to any one of claims
7t009. 40

13. A computer-readable storage medium, character-
ized in that a program for controlling a shared device
is stored in the computer-readable storage medium,
and the program for controlling the shared device, 45
when executed by a processor, implements steps of
amethod for controlling the shared device according
to any one of claims 1 to 9.

50

55
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