(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
14 October 2021 (14.10.2021)

(10) International Publication Number

WO 2021/205215 Al

WIPO I PCT

(51) International Patent Classification:
GO6F 21/62 (2013.01) Ho041 29/06 (2006.01)
Ho04L 9/32 (2006.01) G060 30/06 (2012.01)
Ho4W 12/02 (2009.01)

(21) International Application Number:
PCT/IB2020/053455

(22) International Filing Date:
10 April 2020 (10.04.2020)

(25) Filing Language: English
(26) Publication Language: English
(71) Applicant: TELEFONAKTIEBOLAGET LM

ERICSSON (PUBL) [SE/SE]; SE-164 83 Stockholm (SE).

(72) Inventors: GAVITA, Edoardo; 2000 Arthur-Rousseau,
Laval, Québec H7M 4N4 (CA). PAPALEONI-
DOPOULOS, George, 1632 Notre Dame de Fatima,
Laval, Québec H7G 4Y6 (CA). DONG, Taofei; 19065 Du
Traineau, Pierrefonds, Québec HIK 0A2 (CA).

(74) Agent: WEISBERG, Alan M., Christopher & Weisberg,
P.A., 1232 N. University Drive, Plantation, Florida 33322
(US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ,DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH, KN, KP,
KR,KW,KZ,LA,LC,LK,LR,LS,LU,LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, WS, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

(54) Title: PRIVACY ENFORCER

User
Equipment
12

Protection
Broker Node

$108: Bootstrapping
»

$112: Response (temp ID)

Data Service

Provider Node
14

$110: Assign a temporary ID and
initialize a temporary blockchain

$8114: Registration request (temp ID)

§120: 200 OK

»

$116: Request (temp ID) — request fo join the
 chainand verify the user using the{temp ID

8118: Authorization (temp ID) - the user
associated with the temp 1D is authorized
>

$122: Sign-up/register to the service

$126: 200 OK

8124: Sign-up/registration complete|
-

$130: Continue

$128: Begin
recording activities

FIG. 3

wo 20217205215 A1 |0 000 AN OO 0

(57) Abstract: A data protection broker node and methods are provided. In one embodiment, the data protection broker node is con-
figured to perform a bootstrap operation between a user and the data protection broker node, to initialize a blockchain; as a result of the
bootstrap operation, obtain a trusted temporary public identifier identifying the user; receive a request for a new transaction associated
with the user and join the new transaction to the blockchain; and authorize the user to use the trusted temporary public identifier to
perform a user transaction to protect a privacy of the user's data.

[Continued on next page]



WO 20217205215 AT [0 0000000 00O 0 0 O

MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted a
patent (Rule 4.17(ii))

Published:
—  with international search report (Art. 21(3))
— in black and white; the international application as filed

contained color or greyscale and is available for download
Jrom PATENTSCOPE



10

15

20

25

30

WO 2021/205215 PCT/IB2020/053455

PRIVACY ENFORCER
TECHNICAL FIELD
The present disclosure relates to network communications and in particular, to

a privacy enforcer.

BACKGROUND

As the amount of data transmitted over networks by users continues to grow,
the ability to maintain privacy of users’ data and, in particular, to enforce privacy
regulation over such data presents a challenge. For example, the General Data
Protection Regulation (GDPR) has proposed a regulation called the “Right to be
Forgotten” which allows a user to request to have the user’s data deleted, for example
from various public social media or other sites. However, existing networks do not
provide efficient procedures or methodologies to handle such end user data deletion

requests and/or to otherwise enforce data privacy rules.

SUMMARY

Some embodiments advantageously provide methods and apparatuses for a
privacy enforcer.

According to one aspect of the present disclosure, a method implemented in a
data protection broker node is provided. The method includes performing a bootstrap
operation between a user and the data protection broker node, to initialize a
blockchain; as a result of the bootstrap operation, obtaining a trusted temporary public
identifier identifying the user; receiving a request for a new transaction associated
with the user and joining the new transaction to the blockchain; and authorizing the
user to use the trusted temporary public identifier to perform a user transaction to
protect a privacy of the user’s data.

In some embodiments of this aspect, the trusted temporary public identifier is
a hashed value. In some embodiments of this aspect, the method further includes
sending the trusted temporary public identifier to the user to anonymously register the
user to at least one third-party service provider. In some embodiments of this aspect,
the method further includes receiving an identifier from the at least one third-party

service provider; and when the received identifier matches the trusted temporary
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public identifier, recording at least one activity of the user transaction involving the
user’s data in the blockchain. In some embodiments of this aspect, the method further
includes adding a smart contract to the blockchain, the smart contract being associated
to the trusted temporary public identifier; using the trusted temporary public identifier
to map the smart contract to the user’s data; and executing the smart contract to
control access, by at least one third-party service provider, to at least part of the user’s
data during the user transaction and according to at least one term of the smart
contract.

In some embodiments of this aspect, the at least one term of the smart contract
includes at least one self-executing term to handle delivery of a product ordered
during the user transaction to the user’s physical mailing address. In some
embodiments of this aspect, the at least one self-executing term includes: when a
predetermined destination code is received from a third-party delivery service
provider, providing the third-party delivery service provider with the user’s physical
mailing address, the destination code being different from the user’s physical mailing
address. In some embodiments of this aspect, executing the smart contract further
includes participating in the user transaction by communicating with at least one of at
least one third-party service provider on behalf of the user according to the at least
one term of the smart contract. In some embodiments of this aspect, the at least one
term of the smart contract includes at least one of: at least one type of personal
information; at least one third-party service provider; and at least one rule for
electronic access to the at least one type of personal information by the at least one
third-party service provider.

In some embodiments of this aspect, the at least one rule further includes
restricting electronic access to at least one of the at least one type of personal
information by one of the at least one third-party service provider; and permitting
electronic access to at least another of the at least one type of personal information by
the one of the at least one third-party service provider. In some embodiments of this
aspect, the at least one term of the smart contract is set by the user to control access to
the user’s data by the at least one third-party service provider participating in the user
transaction. In some embodiments of this aspect, the method further includes

responsive to receiving a request from one of the at least one third-party service
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provider to verify a purchase amount for the user transaction, using the obtained
trusted temporary public identifier to verify the purchase amount with a financial
institution associated with the user.

In some embodiments of this aspect, the method further includes receiving,
from one of the at least one third-party service provider, a request to receive at least
part of the user’s data, the request indicating the trusted temporary public identifier
that is associated to the user’s data; mapping the indicated trusted temporary public
identifier to the user; determining whether the user consents to providing the at least
the requested part of the user’s data to the one of the at least one third-party service
provider; and based at least in part on the determination of the user consent, one of
providing and not providing the at least the requested part of the user’s data to the one
of the at least one third-party service provider. In some embodiments of this aspect,
the user’s data includes personal information of the user that is used during the user
transaction. In some embodiments of this aspect, the personal information includes at
least one of a first name, a last name, a physical address, an email address, a telephone
number, a social security number, bank account information, credit card information,
a driver’s license number and a health insurance number.

According to another aspect of the present disclosure, a data protection broker
node is provided. The data protection broker node includes processing circuitry. The
processing circuitry is configured to cause the data protection broker node to perform
a bootstrap operation between a user and the data protection broker node, to initialize
a blockchain. The processing circuitry is configured to cause the data protection
broker node to, as a result of the bootstrap operation, obtain a trusted temporary
public identifier identifying the user. The processing circuitry is configured to cause
the data protection broker node to receive a request for a new transaction associated
with the user and join the new transaction to the blockchain. The processing circuitry
is configured to cause the data protection broker node to authorize the user to use the
trusted temporary public identifier to perform a user transaction to protect a privacy of
the user’s data.

In some embodiments of this aspect, the trusted temporary public identifier is
a hashed value. In some embodiments of this aspect, the processing circuitry is

further configured to cause the data protection broker node to send the trusted
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temporary public identifier to the user to anonymously register the user to at least one
third-party service provider. In some embodiments of this aspect, the processing
circuitry is further configured to cause the data protection broker node to receive an
identifier from the at least one third-party service provider; and when the received
identifier matches the trusted temporary public identifier, record at least one activity
of the user transaction involving the user’s data in the blockchain. In some
embodiments of this aspect, the processing circuitry is further configured to cause the
data protection broker node to add a smart contract to the blockchain, the smart
contract being associated to the trusted temporary public identifier; use the trusted
temporary public identifier to map the smart contract to the user’s data; and execute
the smart contract to control access, by at least one third-party service provider, to at
least part of the user’s data during the user transaction and according to at least one
term of the smart contract.

In some embodiments of this aspect, the at least one term of the smart contract
includes at least one self-executing term to handle delivery of a product ordered
during the user transaction to the user’s physical mailing address. In some
embodiments of this aspect, the at least one self-executing term includes when a
predetermined destination code is received from a third-party delivery service
provider, provide the third-party delivery service provider with the user’s physical
mailing address, the destination code being different from the user’s physical mailing
address. In some embodiments of this aspect, the processing circuitry is configured to
execute the smart contract by being configured to participate in the user transaction by
communicating with at least one of at least one third-party service provider on behalf
of the user according to the at least one term of the smart contract.

In some embodiments of this aspect, the at least one term of the smart contract
includes at least one of: at least one type of personal information; at least one third-
party service provider; and at least one rule for electronic access to the at least one
type of personal information by the at least one third-party service provider. In some
embodiments of this aspect, the at least one rule further includes restricting electronic
access to at least one of the at least one type of personal information by one of the at
least one third-party service provider; and permitting electronic access to at least

another of the at least one type of personal information by the one of the at least one



10

15

20

25

30

WO 2021/205215 PCT/IB2020/053455

third-party service provider. In some embodiments of this aspect, the at least one
term of the smart contract is set by the user to control access to the user’s data by the
at least one third-party service provider participating in the user transaction.

In some embodiments of this aspect, the processing circuitry is further
configured to cause the data protection broker node to responsive to receiving a
request from one of the at least one third-party service provider to verify a purchase
amount for the user transaction, use the obtained trusted temporary public identifier to
verify the purchase amount with a financial institution associated with the user. In
some embodiments of this aspect, the processing circuitry is further configured to
cause the data protection broker node to receive, from one of the at least one third-
party service provider, a request to receive at least part of the user’s data, the request
indicating the trusted temporary public identifier that is associated to the user’s data;
map the indicated trusted temporary public identifier to the user; determine whether
the user consents to providing the at least the requested part of the user’s data to the
one of the at least one third-party service provider; and based at least in part on the
determination of the user consent, one of provide and not provide the at least the
requested part of the user’s data to the one of the at least one third-party service
provider.

In some embodiments of this aspect, the user’s data includes personal
information of the user that is used during the user transaction. In some embodiments
of this aspect, the personal information includes at least one of a first name, a last
name, a physical address, an email address, a telephone number, a social security
number, bank account information, credit card information, a driver’s license number

and a health insurance number.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the present embodiments, and the attendant
advantages and features thereof, will be more readily understood by reference to the
following detailed description when considered in conjunction with the accompanying
drawings wherein:

FIG. 1 illustrates an example system architecture according to some

embodiments of the present disclosure;
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FIG. 2 is a flowchart of an example process in a privacy enforcer node
according to some embodiments of the present disclosure;

FIG. 3 is a call flow diagram illustrating an example process for user sign-
up/registration according to some embodiments of the present disclosure;

FIG. 4 is a call flow diagram illustrating an example process for a user
purchasing transaction according to some embodiments of the present disclosure; and

FIG. 5 is a call flow diagram illustrating an example process for authorized

provision of user data according to some embodiments of the present disclosure.

DETAILED DESCRIPTION

Some embodiments of the present disclosure provide a solution that may be
used for data privacy enforcement by e.g., GDPR authorities, which may ensure the
end user’s desire/option/preference to protect private data that has been determined by
interactions between the end user and one or more service providers, i.e., an entity
rendering a service e.g., bank, e-commerce/online shopping, delivery service, etc. to
the user.

Some embodiments of the present disclosure may be implemented via a data
protection broker node, e.g., GDPR data broker. The GDPR data broker may act as a
bookkeeper that is configured to fulfill one or more of the following functions:

. allow an end user to subscribe to the data protection service to store,
maintain and/or manage the user’s private data;

. act as a trusted agent between an end user and service providers (e.g., e-
commerce, etc.);

. support a network environment in which service providers no longer
possess the user’s private data; and/or

. provide for service providers and end users to exchange only a temporary
identifier, e.g., a hashed number, rather than the user’s actual personal information.

In some embodiments, a system arranged to implement one or more
embodiments of the present disclosure may include at least three actors:

1. an end user node (e.g., user equipment associated with the user);

2. a data protection broker node (e.g., GDPR data broker); and

3. a service provider node.
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Some embodiments of the present disclosure may include a system configured
to host and protect end users’ private data from external entities that offer services,
such as banking, online shopping, delivery services, retail stores, etc. Some
embodiments of the present disclosure may be used by e.g., GDPR authorities (e.g.,
law enforcement, official third-party broker, an authorized financial institution, etc.)
to enforce data privacy rules and/or regulations and/or to ensure that regulations
allowing end users to protect their private personal information (e.g., regulations
providing users with a right to have private data deleted after use), will be enforced.

In some embodiments, new functionality may be executed by a newly
proposed node, which may be called a data protection broker node. The data
protection broker node may act as a bookkeeper, data broker and/or guardian between
the end user(s) and the service provider(s). The data protection broker node may be
configured to protect and/or delete the user’s data and create a log of every event of a
user transaction. In some embodiments, the data protection broker node may require
that new protocols and interfaces be proposed and agreed within the industry.

Some embodiments of the present disclosure may provide for only one
location (e.g., at data protection node) in which the user’s private data may be stored,
and such location (e.g., data protection node) may be trusted by end users and service
providers. In some embodiments, users may set-up their profile to allow or not allow
the data protection node, also called ‘GDPR Broker’ to save the users’ personal
information using for example a SMART contract. The data protection node may
provide for one unique identifier (ID) to be associated to each user and service.

Private data (e.g., personal information) associated with a user and that may be
protected according to the arrangements in the present disclosure may include one or
more of the following, which may be considered a non-limiting list of examples:

. name;

. phone number;

. domain name;

. International Mobile Subscriber Identity (IMSD);

. Integrated Services Digital Network (ISDN);

. International Mobile Equipment Identity (IMEI);
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. Mobile Subscriber Integrated Services Digital Network Number
(MSISDN);

] Internet Protocol (IP) address;

. port number;

. contact name;

Ll Media Access Control (MAC) address information;

. emergency information;

. logs/file attachments including sensitive content;

. date of birth;

. driver’s license number;

. taxpayer identification number;

. social security number;

. financial data (e.g., debit or credit card number, payment card security
number, bank account number, etc.);

. customer authentication credentials;

] location-based information (LBI); and

. health information.

Before describing in detail example embodiments, it is noted that the
embodiments reside primarily in combinations of apparatus components and
processing steps related to a privacy enforcer, such as, for example, a data protection
broker. Accordingly, components have been represented where appropriate by
conventional symbols in the drawings, showing only those specific details that are
pertinent to understanding the embodiments so as not to obscure the disclosure with
details that will be readily apparent to those of ordinary skill in the art having the
benefit of the description herein.

As used herein, relational terms, such as “first” and “second,” “top” and
“bottom,” and the like, may be used solely to distinguish one entity or element from
another entity or element without necessarily requiring or implying any physical or
logical relationship or order between such entities or elements. The terminology used
herein is for the purpose of describing particular embodiments only and is not
intended to be limiting of the concepts described herein. As used herein, the singular

6,99 Gk

forms “a”, “an” and “the” are intended to include the plural forms as well, unless the
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context clearly indicates otherwise. It will be further understood that the terms

EEINT3 99 <l

“comprises,” “comprising,” “includes” and/or “including” when used herein, specify
the presence of stated features, integers, steps, operations, elements, and/or
components, but do not preclude the presence or addition of one or more other
features, integers, steps, operations, elements, components, and/or groups thereof.

In embodiments described herein, the joining term, “in communication with”
and the like, may be used to indicate electrical or data communication, which may be
accomplished by physical contact, induction, electromagnetic radiation, radio
signaling, infrared signaling or optical signaling, for example. One having ordinary
skill in the art will appreciate that multiple components may interoperate and
modifications and variations are possible of achieving the electrical and data
communication.

In some embodiments described herein, the term “coupled,” “connected,” and
the like, may be used herein to indicate a connection, although not necessarily
directly, and may include wired and/or wireless connections.

In some embodiments, the non-limiting term user equipment (UE) is used to
designate an electronic device enabling a user to make an electronic transaction. The
UE herein can be any type of user device, such as, for example, a wireless device
(WD) capable of communicating with a network node or another UE over radio
signals. The UE herein can by any type of communication device capable of
communicating with a data protection broker node, a service provider node, another
UE, an application server, a network node, a server, etc., via a wired connection
and/or a wireless connection. The UE may also be a radio communication device,
target device, device to device (D2D) UE, machine type UE or UE capable of
machine to machine communication (M2M), low-cost and/or low-complexity UE, a
sensor equipped with UE, Tablet, mobile terminals, smart phone, laptop embedded
equipped (LEE), laptop mounted equipment (LME), USB dongles, Customer
Premises Equipment (CPE), an Internet of Things (IoT) device, or a Narrowband IoT
(NB-IOT) device etc.

In some embodiments, the term “node” is used herein and can be any kind of

network node, such as, a data protection broker node, a service provider node, such
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as, for example, an e-commerce service provider node, a delivery provider node, a
financial institution node, etc.

A node may include physical components, such as processors, allocated
processing elements, or other computing hardware, computer memory,
communication interfaces, and other supporting computing hardware. The node may
use dedicated physical components, or the node may be allocated use of the physical
components of another device, such as a computing device or resources of a
datacenter, in which case the node is said to be virtualized. A node may be associated
with multiple physical components that may be located either in one location, or may
be distributed across multiple locations.

In some embodiments, the terms “user”, “end user”, and “user equipment” and
“UE” are used interchangeably since the user’s interaction in the arrangements
disclosed herein may be via a user equipment associated with the user (e.g., the user’s
smartphone or other computing device) and which may be configured to communicate
with one or more of the other nodes in the system over one or more communication
networks, according to the embodiments of the present disclosure.

In some embodiments, the general term “bootstrap operation” may be used to
indicate starting, initiating and/or initializing a blockchain.

In some embodiments, the term “trusted temporary public identifier” may be
used to indicate a public identifier (e.g., a hashed value) associated to the user, which
may be used to temporarily identify the user for a user transaction and which may be
trusted by service providers. The trusted temporary public identifier is not a private
personal identifier for the user (e.g., not the user’s first and last name or social
security number).

In some embodiments, the term “new transaction” may be used to indicate an
instance of purchasing a product/service, or a series of interactions initiated by a user
to receive services (e.g., products/services) which are provided by one or more service
providers.

Any two or more embodiments described in this disclosure may be combined
in any way with each other.

Note also that some embodiments of the present disclosure may be described

in terms of support for regulation rules such as General Data Protection Regulation
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(GDPR) rules and/or other privacy legislation. That is, some embodiments of the
description can be described to support enforcement of the privacy rules/legislation
above. In addition, all the terms disclosed in the present document may be described
by the above documents. It should be understood that the techniques disclosed herein
may be used to enforce privacy rules, legislation, standards and/or privacy terms
between parties, even those not expressly listed above.

Note further, that functions described herein as being performed by a data
protection broker node or another node described herein are not limited to
performance by a single physical device and, in fact, can be distributed among several
physical devices.

Unless otherwise defined, all terms (including technical and scientific terms)
used herein have the same meaning as commonly understood by one of ordinary skill
in the art to which this disclosure belongs. It will be further understood that terms
used herein should be interpreted as having a meaning that is consistent with their
meaning in the context of this specification and the relevant art and will not be
interpreted in an idealized or overly formal sense unless expressly so defined herein.

Referring again to the drawing figures, in which like elements are referred to
by like reference numerals, there is shown in FIG. 1 a schematic diagram of the
communication system 10, according to one embodiment, constructed in accordance
with the principles of the present disclosure. The communication system 10 in FIG. 1
is a non-limiting example and other embodiments of the present disclosure may be
implemented by one or more other systems and/or networks. Referring to FIG. 1,
system 10 includes a user equipment 12, a data protection broker node 14 and a
service provider node 16 in communication with one another over one or more wired
and/or wireless network connections.

It should be understood that the system 10 may include numerous nodes of
those shown in FIG. 1, as well as, additional nodes not shown in FIG. 1. In addition,
the system 10 may include many more connections/interfaces than those shown in
FIG. 1.

The system 10 may include a data protection broker node 14 having a
protector 18 which may be configured to one or more of: perform a bootstrap

operation between a user and the data protection broker node, to initialize a
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blockchain; as a result of the bootstrap operation, obtain a trusted temporary public
identifier identifying the user; receive a request for a new transaction associated with
the user and join the new transaction to the blockchain; and authorize the user to use
the trusted temporary public identifier to perform a user transaction to protect a
privacy of the user’s data.

Example implementations, in accordance with some embodiments, of user
equipment 12, data protection broker node 14 and service provider node 16, discussed
herein will now be described.

The UE includes a communication interface 20, processing circuitry 22, and
memory 24. The communication interface 20 may be configured to communicate with
any of the nodes in the system 10 according to some embodiments of the present
disclosure. In some embodiments, the communication interface 20 may be formed as
or may include, for example, one or more radio frequency (RF) transmitters, one or
more RF receivers, and/or one or more RF transceivers, and/or may be considered a
radio interface. In some embodiments, the communication interface 20 may also
include a wired interface.

The processing circuitry 22 may include one or more processors 26 and
memory, such as, the memory 24. In particular, in addition to a traditional processor
and memory, the processing circuitry 22 may comprise integrated circuitry for
processing and/or control, e.g., one or more processors and/or processor cores and/or
FPGAs (Field Programmable Gate Array) and/or ASICs (Application Specific
Integrated Circuitry) adapted to execute instructions. The processor 26 may be
configured to access (e.g., write to and/or read from) the memory 24, which may
comprise any kind of volatile and/or nonvolatile memory, e.g., cache and/or buffer
memory and/or RAM (Random Access Memory) and/or ROM (Read-Only Memory)
and/or optical memory and/or EPROM (Erasable Programmable Read-Only
Memory).

Thus, the UE 12 may further include software stored internally in, for
example, memory 24, or stored in external memory (e.g., database) accessible by the
UE 12 via an external connection. The software may be executable by the processing
circuitry 22. The processing circuitry 22 may be configured to control any of the

methods and/or processes described herein and/or to cause such methods, and/or
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processes to be performed, e.g., UE 12. The memory 24 is configured to store data,
programmatic software code and/or other information described herein. In some
embodiments, the software may include instructions stored in memory 24 that, when
executed by the processor 26 causes the processing circuitry 22 and/or configures the
UE 12 to perform the processes described herein with respect to the user and/or the
UE.

The data protection broker node 14 includes a communication interface 28,
processing circuitry 30, and memory 32. The communication interface 28 may be
configured to communicate with the UE 12 and/or service provider node 16 and/or
other nodes in the system 10 according to some embodiments of the present
disclosure. In some embodiments, the communication interface 28 may be formed as
or may include, for example, one or more radio frequency (RF) transmitters, one or
more RF receivers, and/or one or more RF transceivers, and/or may be considered a
radio interface. In some embodiments, the communication interface 28 may also
include a wired interface.

The processing circuitry 30 may include one or more processors 34 and
memory, such as, the memory 32. In particular, in addition to a traditional processor
and memory, the processing circuitry 30 may comprise integrated circuitry for
processing and/or control, e.g., one or more processors and/or processor cores and/or
FPGAs (Field Programmable Gate Array) and/or ASICs (Application Specific
Integrated Circuitry) adapted to execute instructions. The processor 34 may be
configured to access (e.g., write to and/or read from) the memory 32, which may
comprise any kind of volatile and/or nonvolatile memory, e.g., cache and/or buffer
memory and/or RAM (Random Access Memory) and/or ROM (Read-Only Memory)
and/or optical memory and/or EPROM (Erasable Programmable Read-Only
Memory).

Thus, the data protection broker node 14 may further include software stored
internally in, for example, memory 32, or stored in external memory (e.g., database)
accessible by the data protection broker node 14 via an external connection. The
software may be executable by the processing circuitry 30. The processing circuitry
30 may be configured to control any of the methods and/or processes described herein

and/or to cause such methods, and/or processes to be performed, e.g., by the data
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protection broker node 14. The memory 32 is configured to store data, programmatic
software code and/or other information described herein. In some embodiments, the
software may include instructions stored in memory 32 that, when executed by the
processor 34 and/or protector 18, causes the processing circuitry 30 and/or configures
the data protection broker node 14 to perform the processes described herein with
respect to the data protection broker node 14 (e.g., processes described with reference
to FIG. 2 and/or the other figures).

The service provider node 16 includes a communication interface 36,
processing circuitry 38, and memory 40. The communication interface 36 may be
configured to communicate with any of the nodes in the system 10 according to some
embodiments of the present disclosure. In some embodiments, the communication
interface 36 may be formed as or may include, for example, one or more radio
frequency (RF) transmitters, one or more RF receivers, and/or one or more RF
transceivers, and/or may be considered a radio interface. In some embodiments, the
communication interface 36 may also include a wired interface.

The processing circuitry 38 may include one or more processors 42 and
memory, such as, the memory 40. In particular, in addition to a traditional processor
and memory, the processing circuitry 38 may comprise integrated circuitry for
processing and/or control, e.g., one or more processors and/or processor cores and/or
FPGAs (Field Programmable Gate Array) and/or ASICs (Application Specific
Integrated Circuitry) adapted to execute instructions. The processor 42 may be
configured to access (e.g., write to and/or read from) the memory 40, which may
comprise any kind of volatile and/or nonvolatile memory, e.g., cache and/or buffer
memory and/or RAM (Random Access Memory) and/or ROM (Read-Only Memory)
and/or optical memory and/or EPROM (Erasable Programmable Read-Only
Memory).

Thus, the service provider node 16 may further include software stored
internally in, for example, memory 40, or stored in external memory (e.g., database)
accessible by the service provider node 16 via an external connection. The software
may be executable by the processing circuitry 38. The processing circuitry 38 may be
configured to control any of the methods and/or processes described herein and/or to

cause such methods, and/or processes to be performed, e.g., by the service provider
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node 16. The memory 40 is configured to store data, programmatic software code
and/or other information described herein. In some embodiments, the software may
include instructions stored in memory 40 that, when executed by the processor 42,
causes the processing circuitry 38 and/or configures the service provider node 16 to
perform the processes described herein with respect to the service provider node 16.

In FIG. 1, the connection between the devices, UE 12, data protection broker
node 14 and service provider node 16 is shown without explicit reference to any
intermediary devices or connections. However, it should be understood that
intermediary devices and/or connections may exist between these devices, although
not explicitly shown.

Although FIG. 1 shows the protector 18, as being within the processor 34 of
data protection broker node 14, it is contemplated that the protector 18 may be
implemented such that a portion of the protector 18 is stored in a corresponding
memory 32 within the processing circuitry 30. In other words, the protector 18 may
be implemented in hardware or in a combination of hardware and software within the
processing circuitry 30.

FIG. 2 is a flowchart of an example process in a data protection broker node
(e.g., data protection broker node 14) according to some embodiments of the present
disclosure. One or more Blocks and/or functions and/or methods performed by the
data protection broker node 14 may be performed by one or more elements of data
protection broker node 14 such as by protector 18 in processing circuitry 30, memory
32, processor 34, communication interface 28, etc. according to the example
process/method. The example process includes performing (Block S100), such as via
protector 18, processing circuitry 30, memory 32, processor 34 and/or communication
interface 28, a bootstrap operation between a user and the data protection broker node,
to initialize a blockchain. The process includes, as a result of the bootstrap operation,
obtaining (S102), such as via protector 18, processing circuitry 30, memory 32,
processor 34 and/or communication interface 28, a trusted temporary public identifier
identifying the user. The process includes receiving (S104), such as via protector 18,
processing circuitry 30, memory 32, processor 34 and/or communication interface 28,
from the user (e.g., via UE 12) a request for a new transaction associated with the user

and joining the new transaction to the blockchain. The process includes authorizing
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(S106), such as via protector 18, processing circuitry 30, memory 32, processor 34
and/or communication interface 28, the user to use the trusted temporary public
identifier to perform a user transaction to protect a privacy of the user’s data.

In some embodiments, the trusted temporary public identifier is a hashed
value. In some embodiments, the method further includes sending, such as via
protector 18, processing circuitry 30, memory 32, processor 34 and/or communication
interface 28, the trusted temporary public identifier to the user (e.g., via UE 12) to
anonymously register the user to at least one third-party service provider (e.g., service
provider node 16). In some embodiments, the method further includes receiving, such
as via protector 18, processing circuitry 30, memory 32, processor 34 and/or
communication interface 28, an identifier from the at least one third-party service
provider (e.g., service provider node 16); and when the received identifier matches the
trusted temporary public identifier, recording at least one activity of the user
transaction involving the user’s data in the blockchain.

In some embodiments, the method further includes adding, such as via
protector 18, processing circuitry 30, memory 32, processor 34 and/or communication
interface 28, a smart contract to the blockchain, the smart contract being associated to
the trusted temporary public identifier; using, such as via protector 18, processing
circuitry 30, memory 32, processor 34 and/or communication interface 28, the trusted
temporary public identifier to map the smart contract to the user’s data; and executing,
such as via protector 18, processing circuitry 30, memory 32, processor 34 and/or
communication interface 28, the smart contract to control access, by at least one third-
party service provider (e.g., service provider node 16), to at least part of the user’s
data during the user transaction and according to at least one term of the smart
contract.

In some embodiments, the at least one term of the smart contract includes at
least one self-executing term to handle delivery of a product ordered during the user
transaction to the user’s physical mailing address. In some embodiments, the at least
one self-executing term includes: when a predetermined destination code is received
from a third-party delivery service provider, providing the third-party delivery service
provider with the user’s physical mailing address, the destination code being different

from the user’s physical mailing address. In some embodiments, executing the smart
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contract further includes participating, such as via protector 18, processing circuitry
30, memory 32, processor 34 and/or communication interface 28, in the user
transaction by communicating with at least one of at least one third-party service
provider (e.g., service provider node 16) on behalf of the user according to the at least
one term of the smart contract.

In some embodiments, the at least one term of the smart contract includes at
least one of: at least one type of personal information; at least one third-party service
provider; and at least one rule for electronic access to the at least one type of personal
information by the at least one third-party service provider. In some embodiments,
the at least one rule further includes restricting, such as via protector 18, processing
circuitry 30, memory 32, processor 34 and/or communication interface 28, electronic
access to at least one of the at least one type of personal information by one of the at
least one third-party service provider (e.g., service provider node 16); and permitting,
such as via protector 18, processing circuitry 30, memory 32, processor 34 and/or
communication interface 28, electronic access to at least another of the at least one
type of personal information by the one of the at least one third-party service provider
(e.g., service provider node 16).

In some embodiments, the at least one term of the smart contract is set by the
user (e.g., via UE 12) to control access to the user’s data by the at least one third-party
service provider (e.g., service provider node 16) participating in the user transaction.
In some embodiments, the method further includes responsive to receiving a request
from one of the at least one third-party service provider (e.g., service provider node
16) to verify a purchase amount for the user transaction, using the obtained trusted
temporary public identifier to verify the purchase amount with a financial institution
associated with the user.

In some embodiments, the method further includes receiving, such as via
protector 18, processing circuitry 30, memory 32, processor 34 and/or communication
interface 28, from one of the at least one third-party service provider (e.g., service
provider node 16), a request to receive at least part of the user’s data, the request
indicating the trusted temporary public identifier that is associated to the user’s data;
mapping, such as via protector 18, processing circuitry 30, memory 32, processor 34

and/or communication interface 28, the indicated trusted temporary public identifier
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to the user; determining, such as via protector 18, processing circuitry 30, memory 32,
processor 34 and/or communication interface 28, whether the user consents to
providing the at least the requested part of the user’s data to the one of the at least one
third-party service provider; and based at least in part on the determination of the user
consent, one of providing, such as via protector 18, processing circuitry 30, memory
32, processor 34 and/or communication interface 28, and not providing the at least the
requested part of the user’s data to the one of the at least one third-party service
provider (e.g., service provider node 16).

In some embodiments, the user’s data includes personal information of the
user that is used during the user transaction. In some embodiments, the personal
information includes at least one of a first name, a last name, a physical address, an
email address, a telephone number, a social security number, bank account
information, credit card information, a driver’s license number and a health insurance
number.

Having generally described arrangements for privacy enforcement, a more
detailed description of some of the embodiments are provided as follows with
reference to FIGS. 3-5, and which may be implemented by UE 12, data protection
broker node 14 and/or service provider node 16.

Some embodiments of the present disclosure may provide data privacy
enforcement according to the user’s selection of which types of personal information
to restrict access to and/or which service providers are permitted access to certain
types of the personal information. The following table, Table 1, provides an example
of a user’s selection of which types of personal information to permit access to on a
per service provider basis.

Table 1. Personal information access permission on a per service provider

basis (*depends on the service; ** depends on the requirements for delivery).

Personal GDPR Service Bank Delivery
Data Broker Provider

(User)

Name YES YES YES **YES
Address YES *YES NO YES
SSN YES NO YES NO
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Email / YES YES No **YES
Phone #
Bank Card YES NO YES NO
#
Driver’s YES *YES NO NO
License #
Health YES *YES NO NO
Card #
Health YES *YES NO NO
Information
Temp ID YES YES YES YES

As can be seen in Table 1, in the example, the user (e.g., via UE 12) indicates
in e.g., the user’s profile with the data protection broker node 14, that a particular
service provider is permitted (‘yes’) to obtain access to the user’s name, physical
address, email address and telephone number, driver’s license, health card number,
health information and temporary ID; but, the user indicates (e.g., via UE 12) that the
service provider may not (‘no’) obtain access to the user’s social security number
(SSN) and bank card number. For the delivery service provider, the user (e.g., via UE
12) has indicated that the delivery service provider is permitted (‘yes’) to obtain
access to the user’s name, physical address, email address and telephone number and
temporary ID; but, the user indicates (e.g., via UE 12) that the delivery service
provider may not (‘no’) obtain access to any of the user’s bank card numbers, drivers
license number, health card number and health information. The data protection
broker node 14 (e.g., GDPR broker) is permitted access to all of the user’s personal
information, as indicated in Table 1. The financial institution/bank is permitted
access only to the user’s name, SSN and bank card number; but is not permitted to
access any of the user’s other personal information. In some embodiments, the user
may indicate how the user desires to protect the user’s data via e.g., a user
registration/sign-up process, which is described in more detail below with reference to
FIG. 3.

Some embodiments of the present disclosure may use blockchain and/or smart

contract technology, which is briefly described below.
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Block Chain

Blockchain is based on a peer-to-peer (P2P) topology. Blockchains that utilize
distributed ledger technology allow for contracts that are self-verifying, self-
executing, and autonomous (i.e., smart contracts). Actors, such as UE 12, data
protection broker node 14 and service provider nodes 16 (e.g., e-commerce, delivery
service, financial institution) can automatically and securely exchange terms, events
and/or other information throughout the lifecycle of a transaction without relying on
e.g., real world brokers or middlemen.

Blockchain may provide for transactional transparency — the ability to create
secure, real-time communication networks with partners, domestic and international,
to support supply chains, payment networks, etc.

Smart contracts

A smart contract (also known as a digital contract) may be considered a
program (software code) that is stored on a blockchain. A smart contract may hold all
the information required to automatically execute the transaction according to the
contract terms. Because a smart contract is stored on a blockchain, smart contracts
are considered immutable and distributed. Smart contracts encode contractual
agreements. Stated another way, a smart contract may be enforced by the software
code itself, i.e., self-executing with the terms/instructions of the agreement/operation
directly written into the lines of software code (e.g., if electronic payment is received
of x amount, an authorization to deliver a product is transmitted to a delivery service).

Having generally described examples of personal information that may be
protected according to the arrangements in the present disclosure, as well as, a general
description of the blockchain and smart contract technologies which may be used in
some embodiments, some example use cases are described below with reference to
the flow diagrams depicted in FIGS. 3-5.

FIG. 3 is a flowchart illustrating an example process for initiating a privacy
protection procedure for an e-commerce use case according to one embodiment. In
some embodiments, FIG. 3 may represent an example of a user registering with a
service provider to utilize the privacy protection service according to the techniques
disclosed herein. The data protection broker node 14 may be configured to set-up a

temporary blockchain including one or more of the entities participating in the e-
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commerce transaction (e.g., Amazon, bank, post office and user) and manage the life
cycle of the transaction. For example, in step S108, the UE 12 initiates bootstrapping.
In step S110, the data protection broker node 14 performs a bootstrap operation to
initialize a temporary blockchain for the user’s transaction and also assigns a
temporary identifier (ID) (e.g., a hash value) to the user’s transaction. The temporary
ID may be considered a trusted temporary public identifier identifying the user. In
step S112, the data protection broker node 14 sends a response message to the UE 12.
In some embodiments, the response message may include the temporary ID and/or a
confirmation that the temporary blockchain has been successfully initialized. In step
S114, after the UE 12 obtains the temporary ID, the UE 12 may initialize or initiate a
registration request to a service provider node 16 (e.g., via e-commerce website). For
example, the UE 12 may indicate to the service provider node 16 a request to conduct
an e-commerce transaction that is privacy protected by the data protection broker
node 14 (as opposed to e.g., a conventional e-commerce transaction without the data
protection broker node 14). As aresult of the UE’s 12 request, in step S116, the
service provider node 16 may request to join the blockchain (that was initialized in
step S110) and may further verify the user with the data protection broker node 14.
For example, the user’s registration request to the service provider node 16 in step
S114 may include an indication of the trusted, temporary public ID, which ID may be
forwarded to the data protection broker node 14 by the service provider node 16 to
verify the user and identify the temporary blockchain initialized for the user.

In step S118, the data protection broker node 14 inquires that the user is an
authorized user of the data protection broker node 14. The data protection broker
node 14 may join the new transaction to the blockchain. In step S120, the service
provider node 16 confirms that the transaction request is approved by e.g., a 200 OK
message. In some embodiments, the signaling between the nodes (UE 12, data
protection broker node 14, one or more service provider nodes 16) is via session
initiation protocol (SIP) messaging. In this example, SIP messaging is used; however,
it is contemplated that the messaging between nodes may be via other communication
protocols in other embodiments.

After the temporary blockchain has been initialized by the data protection

broker node 14 and the new transaction joined to the blockchain, the user may
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conduct e-commerce activities with the service provider node 16. For example, in
step S122, the UE 12 may sign-up/register to the service provider node 16, e.g., the
user may sign-in to or register an account at the e-commerce website. In step S124,
the service provider node 16 may confirm to the data protection broker node 14 that
the user is signed-in/registered to his/her account. In step S126, the service provider
node 16 may send a 200 OK message to the UE 12 to confirm to the user that the user
has signed-in and/or registered to the user’s account. In step S128, the data protection
broker node 14 begins recording activities occurring during the user’s transaction
(e.g., use of the user’s personal information, purchasing and browsing activities,
delivery information, financial information, etc.). The user’s activities may be
recorded in the blockchain as part of the new transaction. In step S130, the user may
continue with the e-commerce transaction, while the data protection broker node 14
records the user’s activities.

FIG. 4 is a flowchart illustrating yet another example process for conducting a
purchase transaction that is privacy protected and enforced according to one
embodiment of the present disclosure. In step S132, after the user (via UE 12) has
signed-in to his/her account with the service provider node 16 (e.g., using the
procedure described in FIG. 3), the user may initiate a purchase of a product e.g., via
an e-commerce website provided by the service provider node 16. In step S134, the
service provider node 16 sends a request to the data protection broker node 14 to
check/verify the user’s financial account for sufficient funds to cover the amount of
the purchase. In step S136, the data protection broker node 14 sends a request to the
financial institution node to check/verify the user’s financial account for the amount.
The request may include the user’s financial information (e.g., bank account number
and pin), which only the data protection broker node 14 has access to (not the service
provider node 16). The request may also include the temporary ID associated to the
user. In step S138, the financial institution node joins the blockchain and, in step
S140, indicates to the data protection broker node 14 that the user’s financial account
does indeed have sufficient funds to cover the purchase amount (‘yes’). In step S142,
the data protection broker node 14 authorizes the transaction to the service provider
node 16 and, in step S144, the service provider node 16 uses the temporary ID to

obtain the funds for the purchase. In step S146, the financial institution node transfers
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the funds to the service provider node 16. In step S148, the financial institution node
may also optionally, notify the UE 12 that the funds were transferred to the service
provider.

In step S150, as a result of obtaining the funds for the purchase, the service
provider node 16 may send a delivery information request to the data protection
broker node 14. The delivery information request may also include an indication of
the delivery partner (e.g., FedEx) so that the delivery partner can be incorporated into
the smart contract, as discussed in more detail below. In step S152, the data
protection broker node 14 may forward the delivery information request to the UE 12,
as well as, the indication of the delivery partner. In step S154, the service provider
node 16 may invite the delivery service provider to the blockchain (“chain”). In step
S156, the UE 12 may provide and/or initiate a smart contract, which may include the
delivery partner as a party to the smart contract. The data protection broker node 14
forwards the smart contract to the service provider node 16 in step S158. In step
S160, the service provider node 16 may request product delivery to the delivery
provider node per the terms of the smart contract. In step S162, the data protection
broker node 14 may send the smart contract to the delivery provider node as well. In
step S164, the delivery service provider node may open the smart contract and follow
the instructions/terms of the smart contract, such as where to deliver the product.

The smart contract may include an indication as to a location to deliver the
product packages to, as well as, the user’s name, bar code, expiration date of the
contract, etc. In some embodiments, the smart contract may include one or more of
the following contract fields:

° trusted temporary ID associated to the user;

° the service(s) involved in the transaction;

° an indication of whether the service(s) are allowed to keep the
information or not (e.g., whether or not the service is required to delete the user’s
information per regulation);

° amount of money allowed and verified by the financial institution;

° date of purchase;

° user profiles allowed; and/or
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° mailing address to use (e.g., home, trusted post office, depends on user’s
preference).

The user may issue the smart contract (e.g., as in step S156), which may be
joined to the blockchain (e.g., by data protection broker node 14).

In some embodiments, the smart contract may facilitate delivery of the
purchased good(s) according to a temporary address ID or local post office address if
the user supplies the information to the delivery provider. For example, if the user
supplies a trusted post office address (e.g., local post office) e.g., via the smart
contract, a temporary address ID may be generated (e.g., by data protection broker
node 14) for the goods for this user transaction. The temporary address ID may be
forwarded to the local post office. The user may then use the temporary address ID
associated to the purchase in order to pick up the good(s) at the local post office. For
example, in step S168, after the delivery vendor delivers the product to the local post
office the delivery provider node may send a delivery notification to the data
protection broker node 14, in step S166. In step S168, the delivery notification may
then be forwarded to the user’s UE 12. When the user physically obtains the goods, in
step S170, the user may verify that the goods have been obtained (e.g., in step S172,
UE 12 transmits a notification that the user picked up the goods at the pick-up
location). The data protection broker node 14 may forward the notification to the
service provider node 16 in step S174 and to the delivery provider node in step S176.
In step S178, since the transaction is complete (e.g., payment submitted and
verification of delivery), a subset or all of the temporary IDs (e.g., trusted temporary
ID generated in step S110 and temporary address ID generated for the post office
delivery, etc.) may be deleted and the blockchain associated to the transaction may be
terminated and/or discarded.

Steps 132-178 may be repeated for consecutive transactions involving the
same service provider node 16 when the user initiates additional transactions.

In an alternate embodiment, the user’s trusted temporary 1D generated in step
S110 may be stored and/or maintained by the data protection broker node 14 in order
to continue to permit the user to purchase products from the service provider node 16
using the temporary ID. In some embodiments, the data protection broker node 14

may maintain the records for this user’s behavior or preference of shopping. The data
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protection broker node 14 may store the IDs for the user and for future use of the
services.

In some embodiments, the smart contract may include a destination code (e.g.,
barcode). The destination code may be used to maintain the privacy of the user’s
geographic location from the service provider node 16, while also permitting the
delivery service provider to deliver the product(s) directly to the user’s physical
address. In one embodiment, the destination code may be provided to the service
provider node 16 (e.g., via the smart contract) and the service provider node 16 may
provide the destination code to its delivery vendor. The delivery provider node
associated to the vendor may then send the destination code to the data protection
broker node 14. Per the terms of the smart contract, as a result of receiving the
destination code from the vendor (e.g., as authorization/verification), the data
protection broker node 14 may then send the user’s actual physical mailing address to
the delivery provider node so that the delivery driver can deliver the products to the
user’s home address. In the above examples, it can be seen that the smart contract
may provide self-executing terms to handle e.g., delivery of a product to a user
specified location, e.g., local post office or home address.

In some embodiments, because the data protection broker node 14 may have
access to the user’s personal information and/or may be configured to enforce privacy
regulation at the user’s request toward service providers (e.g., e-commerce, etc.), the
data protection broker node 14 may be supervised and/or provided by a government
entity, or an otherwise trusted third-party group. The data protection broker node 14
may maintain the end user’s personal information. The following is a non-exhaustive
list of functionality that may be provided by the data protection broker node 14:

¢ store the end user’s information, and communicate with financial

institutions to verify funds for purchase transactions;

® store the services information and communicate with service providers to

guarantee the transaction;

® coordinate with deliver service providers to guarantee the delivery to the

user;

¢ administrate the registration for end users, financial institutions and

services;
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* manage the temporary blockchain;

* manage the temporary ID associated to the user and/or the user

transaction;

¢ maintain the records of the user transaction;

® anonymizing the personal information according to the user’s preference;

and/or

® generate reports to assist service providers for statistical purposes.

In some embodiments of the present disclosure, service providers may be
permitted to perform statistical analysis and track the behaviors of users with
assistance from the data protection broker node 14, and without compromising the
user’s preference for maintaining a privacy of the user’s personal information. For
example, the data protection broker node 14 may provide one or more of the
following:

® generate the reports for this service;

e track the user’s behavior, and share such tracking information with
service providers, without leaking the user’s personal information (unless
authorized by the user); and/or

e  set-up the permissions in the user’s profile (for example, the data
protection broker node 14 is only permitted to obtain and/or analyze the
user’s history data without including any personal information, i.e.,
anonymize the data).

FIG. 5 is a flowchart illustrating an example of providing statistical
information to a service provider according to one embodiment of the present
disclosure. In step S180, the service provider node 16 may request a history of a
user’s behavior. The request may include an identifier (ID), such as the temporary
identifier (temp ID) identifying the user (e.g., temporary ID) in the ongoing user
session. In step S182, the data protection broker node 14 may map the received ID to
the user and determine whether the user has allowed access to the user’s information.
Depending on the user’s preference, the process may proceed according to one of
options A, B or C. In option A, the user has indicated permission to allow access to

the user’s information; thus, in step S184, the data protection broker node 14 may
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map each temp ID associated to the user and aggregate the history information. If the
process proceeds to either of options A or B (the user has permitted history
information to be released), the process may include mapping each temporary ID
associated with the user. Such mapping may be performed by the data protection
broker node 14 because each temp ID may be different every/each time the user logs
into the service provider node 16 and/or data protection broker node 14 (e.g., each
user session). The data protection broker node 14 maps the temp ID to the user
profile every time there is a transaction. The data protection broker node 14 may map
the current temp ID (e.g., the temp ID received in step S180 for the ongoing user
session) to all previous temp IDs of the user (e.g., which may be stored by the data
protection broker node 14) and extracts all transaction history that is associated to all
such temp IDs of the user. In step S186, the data protection broker node 14 may then
package the extracted transaction histories for transmission to the requesting service
provider node 16. The data protection broker node 14 may package the user’s
information as anonymized data (e.g., remove personal information, providing only
the user’s history/behavior unassociated to any information that may personally
identify the user) and then, in step S186, send the package to the service provider
node 16.

In option B, in step S188, the data protection broker node 14 determines that
the user has not specified a preference. In step S190, the data protection broker node
14 sends an alert to the user’s UE 12 to request that the user indicate if the user
prefers to allow the service provider to obtain anonymized data of the user’s behavior,
or not. In step S192, the user answers with ‘yes’ and, in step S194, as a result of the
yes indication, the data protection broker node 14 maps each temp ID associated to
the user and aggregates the user’s history information, as described above with
respect to step S184 for option A and which will not be repeated here for brevity. As
with option A, for option B the data protection broker node 14 packages the user’s
information as anonymized data (e.g., remove personal information, providing only
the user’s history/behavior unassociated to any information that may personally
identify the user) and, in step S196, sends the package to the service provider node 16.

After the data protection broker node 14 sends the package with the

anonymized data to the service provider node 16 (step S186 for option A, or step
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5196 for option B), the process may proceed to step S198, where the service provider
node 16 may, e.g., based on an analysis of the user’s history information, determine a
preference for a particular advertisement to be pushed to the user. In step S200, the
service provider node 16 may push the determined advertisement to the user’s UE 12.

In option C, instead of indicating yes as with options B and C discussed above,
in step $S202, the user indicates no (i.e., permission is not granted). As a result of the
no indication, the data protection broker node 14 sends a response to the service
provider node 16 indicating that the request is not allowed in step S204. The process
may terminate here.

As described in this disclosure, the data protection broker node 14 may be
provided to initialize a temporary blockchain for a user’s transaction and join the
transaction to the blockchain. The data protection broker node 14 may also use a
temporary ID to identify the user (to protect the user’s personal identification) and/or
the data protection broker node 14 may use a smart contract to process the transaction
actions and/or enforce the user’s privacy preferences. Even in the smart contract,
there may not be any personal information stored. In some embodiments, the
blockchain may be configured to have a life cycle that is as long as the user’s
transaction (e.g., from the user’s initiation to a confirmed pick-up of the product). The
data protection broker node 14 may be considered to be a trusted partner and may
grant authentication and authorization to peer nodes in the blockchain. In some
embodiments, the data protection broker node 14 may also provide anonymized data
to service providers to permit statistical analysis of the user’s behavior, without
providing the user’s personal information.

As will be appreciated by one of skill in the art, the concepts described herein
may be embodied as a method, data processing system, and/or computer program
product. Accordingly, the concepts described herein may take the form of an entirely
hardware embodiment, an entirely software embodiment or an embodiment
combining software and hardware aspects all generally referred to herein as a
“circuit” or “module.” Furthermore, the disclosure may take the form of a computer
program product on a tangible computer usable storage medium having computer
program code embodied in the medium that can be executed by a computer. Any

suitable tangible computer readable medium may be utilized including hard disks,
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CD-ROMs, electronic storage devices, optical storage devices, or magnetic storage
devices.

Some embodiments are described herein with reference to flowchart
illustrations and/or block diagrams of methods, systems and computer program
products. It will be understood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer
program instructions may be provided to a processor of a general purpose computer,
special purpose computer, or other programmable data processing apparatus to
produce a machine, such that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus, create means for
implementing the functions/acts specified in the flowchart and/or block diagram block
or blocks.

These computer program instructions may also be stored in a computer
readable memory or storage medium that can direct a computer or other
programmable data processing apparatus to function in a particular manner, such that
the instructions stored in the computer readable memory produce an article of
manufacture including instruction means which implement the function/act specified
in the flowchart and/or block diagram block or blocks.

The computer program instructions may also be loaded onto a computer or
other programmable data processing apparatus to cause a series of operational steps to
be performed on the computer or other programmable apparatus to produce a
computer implemented process such that the instructions which execute on the
computer or other programmable apparatus provide steps for implementing the
functions/acts specified in the flowchart and/or block diagram block or blocks.

It is to be understood that the functions/acts noted in the blocks may occur out of the
order noted in the operational illustrations. For example, two blocks shown in
succession may in fact be executed substantially concurrently or the blocks may
sometimes be executed in the reverse order, depending upon the functionality/acts
involved. Although some of the diagrams include arrows on communication paths to
show a primary direction of communication, it is to be understood that

communication may occur in the opposite direction to the depicted arrows.
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Computer program code for carrying out operations of the concepts described
herein may be written in an object oriented programming language such as Java® or
C++. However, the computer program code for carrying out operations of the
disclosure may also be written in conventional procedural programming languages,
such as the "C" programming language. The program code may execute entirely on
the user's computer, partly on the user's computer, as a stand-alone software package,
partly on the user's computer and partly on a remote computer or entirely on the
remote computer. In the latter scenario, the remote computer may be connected to the
user's computer through a local area network (LAN) or a wide area network (WAN),
or the connection may be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Many different embodiments have been disclosed herein, in connection with
the above description and the drawings. It will be understood that it would be unduly
repetitious and obfuscating to literally describe and illustrate every combination and
subcombination of these embodiments. Accordingly, all embodiments can be
combined in any way and/or combination, and the present specification, including the
drawings, shall be construed to constitute a complete written description of all
combinations and subcombinations of the embodiments described herein, and of the
manner and process of making and using them, and shall support claims to any such
combination or subcombination.

It will be appreciated by persons skilled in the art that the embodiments
described herein are not limited to what has been particularly shown and described
herein above. In addition, unless mention was made above to the contrary, it should
be noted that all of the accompanying drawings are not to scale. A variety of
modifications and variations are possible in light of the above teachings without

departing from the scope of the following claims.
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What is claimed is:

1. A method implemented in a data protection broker node (14), the
method comprising:

a. performing (S100) a bootstrap operation between a user and the data
protection broker node (14), to initialize a blockchain;

b. as a result of the bootstrap operation, obtaining (S102) a trusted temporary
public identifier identifying the user;

c. receiving (S104) a request for a new transaction associated with the user and
joining the new transaction to the blockchain; and

d. authorizing (S106) the user to use the trusted temporary public identifier to

perform a user transaction to protect a privacy of the user’s data.

2. The method of Claim 1, wherein the trusted temporary public identifier

is a hashed value.

3. The method of any one of Claims 1 and 2, further comprising:
sending the trusted temporary public identifier to the user to anonymously

register the user to at least one third-party service provider.

4. The method of any one of Claims 1-3, further comprising:

receiving an identifier from the at least one third-party service provider; and

when the received identifier matches the trusted temporary public identifier,
recording at least one activity of the user transaction involving the user’s data in the

blockchain.

5. The method of any one of Claims 1-4, further comprising:

adding a smart contract to the blockchain, the smart contract being associated
to the trusted temporary public identifier;

using the trusted temporary public identifier to map the smart contract to the

user’s data; and
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executing the smart contract to control access, by at least one third-party
service provider, to at least part of the user’s data during the user transaction and

according to at least one term of the smart contract.

6. The method of any one of Claims 1-5, wherein the at least one term of
the smart contract includes at least one self-executing term to handle delivery of a

product ordered during the user transaction to the user’s physical mailing address.

1. The method of Claim 6, wherein the at least one self-executing term
includes:

when a predetermined destination code is received from a third-party delivery
service provider, providing the third-party delivery service provider with the user’s
physical mailing address, the destination code being different from the user’s physical

mailing address.

8. The method of any one of Claims 5-7, wherein executing the smart
contract further comprises:

participating in the user transaction by communicating with at least one of at
least one third-party service provider on behalf of the user according to the at least

one term of the smart contract.

9. The method of any one of Claims 5-8, wherein the at least one term of
the smart contract includes at least one of:

at least one type of personal information;

at least one third-party service provider; and

at least one rule for electronic access to the at least one type of personal

information by the at least one third-party service provider.

10. The method of Claim 9, wherein the at least one rule further
comprises:
restricting electronic access to at least one of the at least one type of personal

information by one of the at least one third-party service provider; and
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permitting electronic access to at least another of the at least one type of

personal information by the one of the at least one third-party service provider.

11. The method of any one of Claims 5-10, wherein the at least one term
of the smart contract is set by the user to control access to the user’s data by the at

least one third-party service provider participating in the user transaction.

12. The method of any one of Claims 1-4, further comprising:

responsive to receiving a request from one of the at least one third-party
service provider to verify a purchase amount for the user transaction, using the
obtained trusted temporary public identifier to verify the purchase amount with a

financial institution associated with the user.

13. The method of any one of Claims 1-4, further comprising:

receiving, from one of the at least one third-party service provider, a request to
receive at least part of the user’s data, the request indicating the trusted temporary
public identifier that is associated to the user’s data;

mapping the indicated trusted temporary public identifier to the user;

determining whether the user consents to providing the at least the requested
part of the user’s data to the one of the at least one third-party service provider; and

based at least in part on the determination of the user consent, one of
providing and not providing the at least the requested part of the user’s data to the one

of the at least one third-party service provider.

14. The method of any one of Claims 1-13, wherein the user’s data

includes personal information of the user that is used during the user transaction.

15. The method of Claim 14, wherein the personal information includes at
least one of a first name, a last name, a physical address, an email address, a telephone
number, a social security number, bank account information, credit card information,

a driver’s license number and a health insurance number.
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16. A data protection broker node (14) comprising processing circuitry
(30), the processing circuitry (30) configured to cause the data protection broker node
(14) to:

a. perform a bootstrap operation between a user and the data protection broker
node (14), to initialize a blockchain;

b. as a result of the bootstrap operation, obtain a trusted temporary public
identifier identifying the user;

c. receive a request for a new transaction associated with the user and join the
new transaction to the blockchain; and

d. authorize the user to use the trusted temporary public identifier to perform a

user transaction to protect a privacy of the user’s data.

17. The data protection broker node (14) of Claim 16, wherein the trusted

temporary public identifier is a hashed value.

18. The data protection broker node (14) of any one of Claims 16 and 17,
wherein the processing circuitry (30) is further configured to cause the data protection
broker node (14) to:

send the trusted temporary public identifier to the user to anonymously

register the user to at least one third-party service provider.

19. The data protection broker node (14) of any one of Claims 16-18,
wherein the processing circuitry (30) is further configured to cause the data protection
broker node (14) to:

receive an identifier from the at least one third-party service provider; and

when the received identifier matches the trusted temporary public identifier,
record at least one activity of the user transaction involving the user’s data in the

blockchain.

20. The data protection broker node (14) of any one of Claims 16-19,
wherein the processing circuitry (30) is further configured to cause the data protection

broker node (14) to:
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add a smart contract to the blockchain, the smart contract being associated to
the trusted temporary public identifier;

use the trusted temporary public identifier to map the smart contract to the
user’s data; and

execute the smart contract to control access, by at least one third-party service
provider, to at least part of the user’s data during the user transaction and according to

at least one term of the smart contract.

21. The data protection broker node (14) of any one of Claims 16-20,
wherein the at least one term of the smart contract includes at least one self-executing
term to handle delivery of a product ordered during the user transaction to the user’s

physical mailing address.

22. The data protection broker node (14) of Claim 21, wherein the at least
one self-executing term includes:

when a predetermined destination code is received from a third-party delivery
service provider, provide the third-party delivery service provider with the user’s
physical mailing address, the destination code being different from the user’s physical

mailing address.

23. The data protection broker node (14) of any one of Claims 20-22,
wherein the processing circuitry (30) is configured to execute the smart contract by
being configured to:

participate in the user transaction by communicating with at least one of at
least one third-party service provider on behalf of the user according to the at least

one term of the smart contract.

24. The data protection broker node (14) of any one of Claims 20-23,
wherein the at least one term of the smart contract includes at least one of:
at least one type of personal information;

at least one third-party service provider; and
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at least one rule for electronic access to the at least one type of personal

information by the at least one third-party service provider.

25. The data protection broker node (14) of Claim 24, wherein the at least
one rule further comprises:

restricting electronic access to at least one of the at least one type of personal
information by one of the at least one third-party service provider; and

permitting electronic access to at least another of the at least one type of

personal information by the one of the at least one third-party service provider.

26. The data protection broker node (14) of any one of Claims 20-25,
wherein the at least one term of the smart contract is set by the user to control access
to the user’s data by the at least one third-party service provider participating in the

user transaction.

27. The data protection broker node (14) of any one of Claims 16-19,
wherein the processing circuitry (30) is further configured to cause the data protection
broker node (14) to:

responsive to receiving a request from one of the at least one third-party
service provider to verify a purchase amount for the user transaction, use the obtained
trusted temporary public identifier to verify the purchase amount with a financial

institution associated with the user.

28. The data protection broker node (14) of any one of Claims 16-19,
wherein the processing circuitry (30) is further configured to cause the data protection
broker node (14) to:

receive, from one of the at least one third-party service provider, a request to
receive at least part of the user’s data, the request indicating the trusted temporary
public identifier that is associated to the user’s data;

map the indicated trusted temporary public identifier to the user;

determine whether the user consents to providing the at least the requested part

of the user’s data to the one of the at least one third-party service provider; and



10

WO 2021/205215 PCT/IB2020/053455

37

based at least in part on the determination of the user consent, one of provide
and not provide the at least the requested part of the user’s data to the one of the at

least one third-party service provider.

29. The data protection broker node (14) of any one of Claims 16-28,
wherein the user’s data includes personal information of the user that is used during

the user transaction.

30. The data protection broker node (14) of Claim 29, wherein the personal
information includes at least one of a first name, a last name, a physical address, an
email address, a telephone number, a social security number, bank account
information, credit card information, a driver’s license number and a health insurance

number.
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