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DESCRIPTION

TECHNICAL FIELD

[0001] The present disclosure relates generally to the field of data communications, and more
particularly to a method and an apparatus for routing data packets using virtual routing and
forwarding.

BACKGROUND

[0002] VRF (Virtual Routing and Forwarding) is a technology implemented in a network
apparatus or in a network device such as a router device that enables the creation of operation
of multiple instances of a routing table simultaneously. VRF enables the router to configure the
instances of router within it, each of which operates separately and has its distinct and
overlapping set of Internet Protocol (IP) addresses. VRF can also be called Virtual Router and
Forwarder.

[0003] VRF works like a typical router with its unique routing table, table entries and routing
protocols and may also be used to create VPN (Virtual Private Network) tunnels.

[0004] Figure 1 illustrates an example of a network scenario 100 involving a first network
denoted customer A (Cust A) 110 having an IP network address 8.8.8.0/24 and a second
network denoted customer B (Cust-B) 120 having an IP network address 7.7.7.0/24. Figure 1
also shows four routers R1 101, R2 102, R3 103 and R4 104. Router R3 103 is shown
connected to Cust-A 110 and router R4 104 is connected to Cust-B 120. The network between
R1 101 and R2 102 may be the internet or any type of network.

[0005] Two VRFs named L-VRF 105 and R-VRF 106 are also shown. L-VRF 105 is assigned
to physical interface e1/0 of router R1 101 and R-VRF 106 is assigned to physical interface
e1/0 of router R2 102. The physical interfaces of the other routers are also depicted.

[0006] If a connection is to be stablished between the networks Cust-A 110 and Cust-B 120
through existing VRFs, a standard solution is to run dynamic routing and using MP-BPG
(MultiProtocol-Boarder Gateway Protocol) to advertise the prefixes between the VRFs.

[0007] Another option would be to use static routes to route traffic or data packets destined to
prefix 7.7.7.0/24 from L-VRF 105 towards R-VRF 106 using e.g. the following command line on
router R1 101:

R1# ip route vrf 1-vrf 7.7.7.0/24 40.0.0.1

[0008] Actually, it is not a static route from L-VRF 105 towards R-VRF 106. Instead it is a static
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route from L-VRF 105 to a destination IP address 40.0.0.1. But the reason it is possible to
have, in this case, a static route is because the destination IP address on R-VRF 106 is placed
on a physical interface of another router and hence it does not matter what VRF is assigned to
that physical interface.

[0009] Hence, in view of the scenario depicted in Figure 1, routing traffic statically from a
source VRF to a destination VRF requires that the destination VRF be placed on a physical
interface, which is thus a limitation.

[0010] Figure 2 illustrates another example of a network scenario involving additional VRF(s).
In this scenario, the two VRFs L-VRF 105 and R-VRF 106 are both placed on different physical
interfaces of router R1 101 e1/1 respectively e1/0.

[0011] Assume that we want to route traffic or data packets between two VRFs either in the
same router or in different routers, when the VRFs are not placed on any physical interface.
Figure 2 depicts two additional VRFs which are here considered to be inside or within router
R1 101. These VRFs are denoted VRF1 107 and VRF2 108.

[0012] A connection between Cust-A 110 and Cust-B 120 could be:
8.8.8.0/24 <-> L-VRF <-> VRF1 <-> VRF2 <-> R-VRF <->7.7.7.0/24

[0013] The issue with this configuration is that by simply using a static route between these
internal interfaces VRF1 107 <-> VRF2 108, the traffic would not be allowed to leak between
these two internal interfaces.

[0014] One solution would be to design the configuration of Figure 2 such that both VRF1 107
and VRF2 108 are placed on physical interfaces and connect them through an external
network device/equipment such as a switch device.

[0015] Figure 3 illustrates such a scenario involving a switch device 109. As shown, VRF1 107
is placed on physical interface e1/2 of router R1 101 and VRF2 108 is placed on physical
interface €1/3 of R1 101. With this design involving the external switch device 109, it is possible
to configure or create a static route between VRF1 107 and VRF2 108 because the source and
destination VRF are placed on physical interfaces so traffic can be routed.

[0016] It should also be mentioned that network Cust-A 110 and network Cust-B 120 are not
directly connected to the VRFs. Instead they are behind the VRFs with one or more hop
distances. If Cust-A 110 and Cust-B 120 were directly connected to the VRFs through physical
interfaces, a standard solution to connect them is by using the BGP MPLS (MultiProtocol Label
Switching) Route leaking technique.

[0017] There are however drawbacks with the above solution which requires extra hardware
equipment, including:
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1. a) Two or more physical interfaces on the router device

2. b) An external switch or at least two switch ports if a switch is already included in the
network scenario

3. ¢) Small Form-factor Pluggable(s) (SFPs) maybe required on the router and/or on the
switch

4. d) Physical cables are required to connect the router to the switch

[0018] In addition, the routing process increases and introduces latency because of having
back and forth traffic between the router and the external switch. Further, service stability level
may be affected and is not scalable. Further, the required redundancy increases with the
number of extra hardware needed.

[0019] Prior art document, Aruba: "SOLUTION GUIDE FOR INTER-VRF ROUTING LEAKING",
30 April 2019 (2019-04-30), available using the URL below:
"URL:https://higherlogicdownload.s3.amazonaws.com/HPE/MigratedAssets/InterVRF%20Route
%20Leaking%20ArubaOS-CX.pdf"

[0020] This prior art document provides instruction on how to validate Inter VRF
communication using route leaking and static routes on ArubaOS-CX. The above prior art
document, however, requires the use of two hardware devices for the solution to work.

[0021] Prior art document WO 2019/129236 A1 discloses a tunnel-based data transmission
method and device. In this document VRFs and loopback interface are used in addition to
encapsulating a packet in a tunnel and configuring an outlet of the tunnel as a loopback por,
and looping back the packet encapsulated in the tunnel at the loopback port. The encapsulated
packets are forwarded in the tunnel by means of a plurality of forwarding ports corresponding
to the plurality of next hop IP addresses. Encapsulating increases the overhead and induces
delays.

[0022] There is therefore a need for a solution that allows configuring static routes between
VRFs within a router device for advertising prefixes between the VRFs and successfully route
packets between the networks through the internal VRFs of the router device. It should be
mentioned that the networks are not directly connected to the router device. Instead they are
behind the VRFs with one or more hop distances.

SUMMARY

[0023] It is an object of embodiments herein to solve the above problems by providing a
method performed by a router device and a router device that allow configuration of static
routes between virtual route forwarders within the router device for advertising prefixes
between the VRFs and successfully route packets between the internal VRFs.
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[0024] According to an aspect of embodiments herein, there is provided a method performed
by a router device, the method comprising: configuring a first loopback interface and assigning
an internal Virtual Route Forwarder (VRF1) to the first loopback interface; configuring a second
loopback interface and assigning an internal Virtual Route Forwarder (VRF2) to the second
loopback interface; said internal VRF2 being different from the internal VRF1,; creating or
configuring at least a first Generic Routing Encapsulation (GRE) tunnel and a second GRE
tunnel to be used by interfaces within the router device; assigning the first GRE tunnel to the
internal VRF1 and assigning the second GRE tunnel to the internal VRF2. For the first GRE
tunnel, assigning the first loopback interface as a source point of the first GRE tunnel and
assigning the second loopback interface as a destination point of the first GRE tunnel. For the
second GRE tunnel, assigning the second loopback interface as a source point of the second
GRE tunnel and assigning the first loopback interface as a destination point of the second GRE
tunnel. The method further comprises: configuring a source Internet Protocol (IP) address and
a destination IP address of both the first GRE tunnel and the second GRE tunnel to use the
same routing table from a routing table of VRF1 or from a routing table of VRF2; creating or
configuring a first static route on VRF1 to route data packets destined to a network behind
VRF2 by defining the IP address of the second GRE tunnel as the destination IP address in the
first static route; and creating or configuring a second static route on VRF2 to route data
packets destined to a network behind VRF1 by defining the IP address of the first GRE tunnel
as the destination IP address in the second static route.

[0025] According to another aspect of embodiments herein, there is provided a router device
comprising a processor and a memory, said memory containing instructions executable by said
processor whereby the router device is operative to: configure a first loopback interface and
assign an internal Virtual Route Forwarder (VRF1) to the first loopback interface; configure a
second loopback interface and assign an internal Virtual Route Forwarder (VRF2) to the
second loopback interface; said internal VRF2 being different from the internal VRF1; create or
configure at least a first Generic Routing Encapsulation (GRE) tunnel and a second GRE
tunnel to be used by interfaces within the router device; assign the first GRE tunnel to the
internal VRF1 and assigning the second GRE tunnel to the internal VRF2. For the first GRE
tunnel, assign the first loopback interface as a source point of the first GRE tunnel and assign
the second loopback interface as a destination point of the first GRE tunnel. For the second
GRE tunnel, assigning the second loopback interface as a source point of the second GRE
tunnel and assigning the first loopback interface as a destination point of the second GRE
tunnel; The router device is further operative to assign the first GRE tunnel to the internal
VRF1 and assigning the second GRE tunnel to the internal VRF2; configure a source IP
address and a destination IP address of both the first GRE tunnel and the second GRE tunnel
to use the same routing table from a routing table of VRF1 or from a routing table of VRF2;
create or configure a first static route on VRF1 to route data packets destined to a network
behind VRF2 by defining the Internet Protocol (IP) address of the second GRE tunnel as the
destination IP address in the first static route; and create or configure a second static route on
VRF2 to route data packets to a network behind VRF1 by defining the IP address of the first
GRE tunnel as the destination IP address in the second static route.
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[0026] An advantage with embodiments herein is to achieve routing between internal VRFs by
configuring static routes between the internal VRFs within a router device for advertising non-
directly connected prefixes.

[0027] Another advantage with embodiments herein is that there no need to have extra
hardware equipment or resource to achieve the routing between the internal VRFs or through
the VRFs.

[0028] Yet another advantage with embodiments herein is that the solution is more scalable
compared to standard solutions.

[0029] A further advantage with embodiments herein is that running the router internally is
much faster instead of back and forth traffic between a router device and e.g. an external
switch device.

[0030] Additional advantages achieved by the embodiments of the present invention will
become apparent from the following detailed description when considered in conjunction with
the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0031] Example of embodiments herein are described in more detail with reference to attached
drawings in which:

Figure 1
is an example of a network scenario involving routers and an example of two VRFs
placed on two separate physical interfaces in separate routers.
Figure 2
is another example of a network scenario involving routers and VRFs placed on physical
interfaces in one router and also involving internal VRFs placed in the same router.
Figure 3
illustrates the network scenario of Figure 2 with the addition of an external switch
device/equipment connected to a router device.
Figure 4
illustrates a network scenario wherein embodiments herein may be employed.
Figure 5
depicts another network scenario depicting a router device wherein embodiments herein
may be employed.
Figure 6
illustrates a flowchart of a method performed by a router device according to some
embodiments herein.
Figure 7
illustrates a block diagram of a router device according to some embodiments herein.
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DETAILED DESCRIPTION

[0032] In the following, a detailed description of the exemplary embodiments is presented in
conjunction with the drawings to enable easier understanding of the solutions(s) described
herein. Hereinafter, is described according to embodiments herein, a solution performed by a
router device for configuring or creating static routes between VRFs within the router device for
enabling routing of packets.

[0033] It should be noted that the embodiments herein may be employed in any network
involving any number router devices with the capability to configure virtual routing forwarding.

[0034] Referring to Figure 4 and Figure 5, there are illustrated two network scenarios wherein
embodiments herein may be employed. As shown in Figure 4, there is no need for an extra
switch device compared to the scenario of Figure 3.

[0035] Instead, and according to embodiments herein and as shown in Figure 4 and Figure 5
two loopback interfaces are configured or created and are denoted Loopback1 (or LB1) 107A
and Loopback2 (or LB2) 108A.

[0036] LB1 107A is assigned to VRF1 107 and LB2 108A is assigned to VRF2 108.

[0037] An example of commands used to create or configure, in Router R1 101, the loopback
interfaces (or loopback adapters) and assign each one of them to a VRF is shown below with
reference to Figure 5§ which shows router R1 101 connected to two networks, Network A (e.g.
Cust-A) and Network B (e.g. Cust-B) via e.g. internet or other networks by means physical
interfaces 1 and 2:

1) Creating/configuring Loopback 1 (or LB1) 107A and assigning to internal VRF1 107 (or first
VRF) and creating or configuring Loopback 2 (or LB2) 108A and assigning to internal VRF2
108 (or second VRF) in Router R1 101. A short explanation of each command line is also

provided:

R1#

interface Loopback1 \\create loopback interface (Loopbackl)
ip vrf forwarding VRF1 \\assign the loopback to VRF1

ip address 20.20.20.1/24 \\assign IP address to Loopback1
interface Loopback2 \\create loopback interface (Loopback2)
ip vrf forwarding VRF2 \\assign the loopback to VRF2

ip address 30.30.30.1/24 \\assign IP address to Loopback2
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[0038] The IP addresses of Loopback1 107A and Loopback2 108A are in different subnets i.e.:

s Subnet-1 20.20.20.0/24 for Loopback1 (or LB1) having IP address 20.20.20.1/24
» Subnet-2 30.30.30.0/24 for Loopback2 (or LB2) having IP address 30.30.30.1/24

[0039] It must be noted that the IP address or addresses 20.20.20.1/24 and 30.30.30.1/24 or
the subnets 20.20.20.0/24 and 30.30.30.0/24 are only examples.

[0040] According to embodiments herein, at least a first tunnel and a second tunnel are
configured or created to be used by interfaces within the router device R1. The tunnels may be
Generic Routing Encapsulation (GRE) tunnels.

[0041] As shown in Figure 5, the first GRE tunnel (or tunnel interface) 107B is assigned to
VRF1 107 and the second GRE tunnel (or tunnel interface) 108B is assigned to VRF2 108. An
example of commands used for the creation/configuration of the GRE tunnels and the
assignment of the GRE tunnels in router device R1 101 are shown below:

2) Creating/configuring GRE tunnels (denoted GRE Tunnel1 interface and GRE Tunnel2
interface) and assigning to VRF1 107 and VRF2 108 respectively in Router R1 101. A short
explanation is also given for each command line:

R1#

interface Tunnel1 \\create GRE tunnel interface (Tunnel1)
ip vrf forwarding VRF1 \\assign Tunnel1 to VRF1

interface Tunnel2 \\create GRE tunnel interface (Tunnel2)
ip vrf forwarding VRF2 \\assign Tunnel2 to VRF2

[0042] According to an embodiment, the tunnel interface IP address on each tunnel is defined
or configured. These tunnel interface IP addresses or endpoint IP addresses are automatically
placed to assigned VRF to the respective tunnel.

3) Define or assign tunnel interface IP address on each tunnel:

[0043] R1#
interface Tunnel1

ip vrf forwarding VRF1
ip address 10.10.10.1/24 \\assign IP address to Tunnel1
interface Tunnel2

ip vrf forwarding VRF2
ip address 10.10.10.2/24 \\assign IP address to Tunnel2
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[0044] In the command lines above we assign for the first GRE tunnel (Tunnel1) 107B an IP
address (here 10.10.10.1/24) and we assign for the second GRE tunnel (Tunnel2) 108B an IP
address (here 10.10.10.2/24). According to an embodiment, the IP addresses of the first GRE
tunnel 107B and the second GRE tunnel 108B are different but they are in the same subnet
10.10.10.0/24.

[0045] The IP address 10.10.10.1/24 is only an example of an |IP address for the tunnel
interface IP address for Tunnel1 107B and 10.1010.2/24 is also only an example for the tunnel
interface IP address for Tunnel2 108B.

[0046] According to yet another embodiment, for the first GRE tunnel (Tunnell) 107B we
assign the first loopback interface (Loopback1 or LB1) 107A as a source point of Tunnel1 and
we assign the second loopback interface (Loopback2 or LB2) 108A as a destination point of
Tunnell.

[0047] Similarly, for the second GRE tunnel (Tunnel2) 108B, we assign the second loopback
interface (Loopback2 or LB2) 108A as a source point of Tunnel2 and assign the first loopback
interface (Loopback1 or LB1) 107A as a destination point of Tunnel2. This is shown in the
following configuration:

4) Define tunnel source and destination in R1.

[0048] R1#

interface Tunnel1

ip vrf forwarding VRF1

ip address 10.10.10.1/24
tunnel source Loopback1
tunnel destination 30.30.30.1
interface Tunnel2

ip vrf forwarding VRF2

ip address 10.10.10.2/24
tunnel source Loopback2

tunnel destination 20.20.20.1
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[0049] As shown above, 20.20.20.1 is the |IP address of Loopback1 and 30.30.30.1 is the IP
address of Loopback2. Command line "tunnel source Loopback1"” means that we define or
assign Loopback1l as a source point of the first GRE tunnel and command line "tunnel
destination 30.30.30.1" means that we define or assign the second loopback interface having
address 30.30.30.1 as a destination point of the first GRE tunnel, Tunnel1.

[0050] Similarly, command line "tunnel source Loopback2" means that we define or assign
Loopback2 as a source point of the second GRE tunnel and command line "tunnel destination
20.20.20.1" means that we define or assign the first loopback interface having address
20.20.20.1 as a destination point of the second GRE tunnel, Tunnel2.

[0051] As previously described, VRF technology allows multiple instances of a routing table to
coexist in the same router simultaneously. This means that each VRF has its own routing table.
Hence, VRF1 has one routing table and VRF2 has one routing table being different than the
routing table of VRF1.

[0052] According to embodiments herein, the source IP address and the destination IP
address of both the first GRE tunnel 107B and the second GRE tunnel 108B are configured to
use the same routing table from a routing table of VRF1 107 or from a routing table of VRF2
108. As shown in the configurations below, the source IP address of the first GRE tunnel is
Loopback1 IP address and the destination IP address of the first GRE tunnel is 30.30.30.1.
The source IP address of the second GRE tunnel is Loopback2 IP address and the destination
IP address of the second GRE tunnel is 20.20.20.1.

[0053] These source and IP addresses of the first respectively the second GRE tunnels are
configured to use the same routing table from a routing table of VRF1 or from a routing table of
VRF2 as described above.

[0054] This is defined by the last command line "tunnel vrf VRF1" in the following
configurations, one for each tunnel. In this example it is the routing table of VRF1 that is
considered.

R1#

interface Tunnel1

ip vrf forwarding VRF1

ip address 10.10.10.1/24
tunnel source Loopback1
tunnel destination 30.30.30.1

tunnel vrf VRF1
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interface Tunnel2

ip vrf forwarding VRF2

ip address 10.10.10.2/24
tunnel source Loopback2
tunnel destination 20.20.20.1

tunnel vrf VRF1

[0055] It should be noted that the same applies if, instead of using command line "tunnel vrf
VRF1", we use command line "tunnel vrf VRF2". Importantly is that the last command line is
the same for both configurations so to point both tunnels, Tunnell and Tunnel2, to use the
same routing table from a routing table of either VRF1 107 (using command line "tunnel vrf
VRF1") or of VRF2 108 (using command line "tunnel vrf VRF2").

[0056] Now that the GRE tunnels are configured and there is a tunnel establishment between
them, two static routes between the VRFs may be configured or created according to
embodiments herein.

[0057] A first static route may be configured on VRF1 107 to route packets destined to a
network behind VRF2 108 by defining the IP address of the second GRE tunnel 108B as the
destination. In the example of Figure 5, the network behind VRF2 108 is Network B (or a first
network).

[0058] In a similar way, the second static route may be configured on VRF2 108 to route traffic
destined to a network behind VRF1 107 by defining the IP address of the first GRE tunnel 107B
as the destination. The network behind VRF1 107 is Network A (or a second network).

[0059] An example of the configuration of the first static route used to route packets to
Network-B is shown below:

R1#

ip route vrf VRF1 Network-B 10.10.10.2

[0060] An example of the configuration of the second static route used to route packets to
Network A is shown below:

R1#

ip route vrf VRF2 Network-A 10.10.10.1

[0061] As shown above the IP addresses 10.10.10.1 and 10.10.10.2 for the first GRE tunnel
and for the second GRE tunnel respectively are in the same subnet which is 10.10.10.0/24. As
an example, Network-B may have IP address 7.7.7.0/24 as |P address of Cust-B and Network-
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A may have IP address 8.8.8.0/24 as IP address of Cust-A. Note however that these
addresses are only examples.

[0062] Using the configurations of the static routes above, traffic or data packets is
successfully routed between Network A and Network B (or vice versa), through the internal
VRF1 107 and the internal VRF2 108 i.e. routing between the two internal VRFs is achieved
without the use of an external switch and also without using internal physical interfaces inside
the router for VRF1 107 and VRF2 108.

[0063] Another advantage with the solution presented above is that it is scalable and additional
latency is avoided because running the router internally is much faster instead of back and
forth traffic between a router device and e.g. an external switch device.

[0064] Referring to Figure 6, there is illustrated a flowchart of a method accordance with some
embodiments herein.

[0065] As shown, the main steps comprise:

(601) configuring a first loopback interface (e.g. LB1) and assigning an internal virtual route
forwarder (VRF1) to the first loopback interface;

(602) configuring a second loopback interface (e.g. LB2) and assigning an VRF2, to the
second loopback interface; said internal VRF2 being different from the internal VRF1;

(603) creating or configuring at least a first GRE tunnel (e.g. Tunnel1) and a second GRE
tunnel (e.g. Tunnel2) to be used by interfaces within the router device;

(604) assigning the first GRE tunnel to the internal VRF1 and assigning the second GRE tunnel
to the internal VRF2;

(605) for the first GRE tunnel, assigning the first loopback interface as a source point of the
first GRE tunnel and assigning the second loopback interface as a destination point of the first
GRE tunnel;

(606) for the second GRE tunnel assigning the second loopback interface as a source point of
the second GRE tunnel and assigning the first loopback interface as a destination point of the
second GRE tunnel;

(607) configuring a source IP address and a destination |P address of both the first GRE tunnel
and the second GRE tunnel to use the same routing table from a routing table of VRF1 or from
a routing table of VRF2;

(608) creating or configuring a first static route on VRF1 to route data packets destined to a
network behind VRF2 by defining the IP address of the second GRE tunnel as the destination;
and

(609) creating or configuring a second static route on VRF2 to route traffic destined to a
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network behind VRF1 by defining the IP address of the first GRE tunnel as the destination.

[0066] The network behind VRF2 may be a first network such as Network B shown in Figure 5;
and the network behind VRF1 may be a second network such as Network A shown in Figure 5.

[0067] As previously described the method further comprises assigning to the source point of
the first GRE tunnel, the first loopback interface as a source |IP address and assigning to the
destination point of the first GRE tunnel, the second loopback interface as a destination IP
address.

[0068] The method further comprises assigning to the source point of the second GRE tunnel,
the second loopback interface as a source |IP address and assigning to the destination point of
the second GRE tunnel, the first loopback interface as a destination IP address.

[0069] Assigning the first GRE tunnel to the internal VRF1 and assigning the second GRE
tunnel to the internal VRF2 further comprises assigning an IP address for the first GRE tunnel
and assigning an IP address for the second GRE tunnel, and wherein the assigned IP address
for the first GRE tunnel and the assigned IP address for the second GRE tunnel are in a same
subnet, as previously described.

[0070] As described above, the IP address of the first GRE tunnel and the IP address of the
second GRE tunnel are in a same subnet. But the IP address of the first loopback and the IP
address of the second loopback are in different subnets.

[0071] Further, IP addresses of the first loopback interface and IP addresses of the second
loopback interface are in different subnets, and the subnet used for the first and second GRE
tunnels is different from each of the subnets of the first loopback interface and the subnet of
the second loopback interface.

[0072] To perform the method described above, a router device 700 is provided as shown in a
simplified block diagram of Figure 7. It should be noted that the router device 700 is configured
to perform functions or operations of router device R1 101 previously described and shown
with reference to Figure 5. Therefore, in Figure 7, both reference numbers 700 and 101 are
used for the router device. As shown, the router device 700 comprises a processing circuit or a
processing module or a processor 710; a memory module 720; a receiver circuit or receiver
module 740; a transmitter circuit or transmitted module 750; and a transceiver circuit or
transceiver module 730 which may include the transmitter circuit 750 and the receiver circuit
740. The router may be a wireless router device or fix router device that can be connected
through cables to hosts and to other network devices. The router device 700 may support any
radio access technology including 2G, 3G, 4G, 5G, Wifi, Wimax or a combination thereof.

[0073] The processing module/circuit 710 includes a processor, microprocessor, an application
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specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 710." The processor 710 controls the operation of the router
400 and its components. Memory (circuit or module) 720 includes a random-access memory
(RAM), a read only memory (ROM), and/or another type of memory to store data and
instructions that may be used by processor 710. In general, it will be understood that the router
device 700 in one or more embodiments includes fixed or programmed circuitry that is
configured to carry out the operations in any of the embodiments disclosed herein.

[0074] The processor 710 is configured to execute computer program instructions from a
computer program stored in a non-transitory computer-readable medium that is in or is
accessible to the processing circuitry. Here, "non-transitory” does not necessarily mean
permanent or unchanging storage, and may include storage in working or volatile memory, but
the term does connote storage of at least some persistence. The execution of the program
instructions stored in the memory specially adapts or configures the processor 710 to carry out
the operations of the router device 700 disclosed herein. The figure also shows a simplified
example of a physical interface module 760 which comprises at least two physical interfaces
(not shown) such as the ones shown in Figure 5. It will be appreciated that the router device
700 may comprise additional components not shown in Figure 7.

[0075] The router device 700, 101, by means of processor 710, is operative to: configure a
first loopback interface and assign an internal virtual route forwarder (VRF1) to the first
loopback interface; configure a second loopback interface and assign an internal virtual route
forwarder (VRF2) to the second loopback interface; said internal VRF2 being different from the
internal VRF1; create or configure at least a first GRE tunnel and a second GRE tunnel to be
used by interfaces within the router device; assign the first GRE tunnel to the internal VRF1
and assigning the second GRE tunnel to the internal VRF2. For the first GRE tunnel, assign the
first loopback interface as a source point of the first GRE tunnel and assign the second
loopback interface as a destination point of the first GRE tunnel. For the second GRE tunnel,
assigning the second loopback interface as a source point of the second GRE tunnel and
assigning the first loopback interface as a destination point of the second GRE tunnel. The
router device is further operative to assign the first GRE tunnel to the internal VRF1 and
assigning the second GRE tunnel to the internal VRF2; configure a source IP address and a
destination IP address of both the first GRE tunnel and the second GRE tunnel to use the
same routing table from a routing table of VRF1 or from a routing table of VRF2; create or
configure a first static route on VRF1 to route data packets destined to a network behind VRF2
by defining the IP address of the second GRE tunnel as the destination; and create or
configure a second static route on VRF2 to route data packets to a network behind VRF1 by
defining the IP address of the first GRE tunnel as the destination. As mentioned earlier, the
network behind VRF2 may be a first network (e.g. Network-B) and the VRF behind VRF1 may
be a second network (e.g. Network-A) which is different from the first network.

[0076] The router device 700, 101 is operative to assign to the source point of the first GRE
tunnel the first loopback interface as a source IP address and assign to the destination point of
the first GRE tunnel the second loopback interface as a destination IP address. The router
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device is further operative to configure to the source point of the second GRE tunnel, the
second loopback interface as a source IP address and assign to the destination point of the
second GRE tunnel, the first loopback interface as a destination IP address. The router device
700 is operative to assign an IP address for the first GRE tunnel and assign an IP address for
the second GRE tunnel, and wherein the assigned IP address for the first GRE tunnel and the
assigned IP address for the second GRE tunnel are in a same subnet.

[0077] Further, IP addresses for the first loopback interface and IP addresses for the second
loopback interface are in different subnets, and wherein the subnet used for the first and
second GRE tunnels is different from each of the subnets of the first loopback and the subnet
of the second loopback. As previously described VRF1 and VRF2 are both internal VRFs of the
router device 700, 101.

[0078] There is also provided a computer program comprising instructions which when
executed on at least one processor 710 of the router device 700 according to embodiments
herein, cause the at least one processor 710 to carry out the method previously described.
Also, a carrier containing the computer program is provided, wherein the carrier is one of a
computer readable storage medium; an electronic signal, optical signal or a radio signal.

[0079] Throughout this disclosure, the word "comprise” or "comprising" has been used in a
non-limiting sense, i.e. meaning "consist at least of". Although specific terms may be employed
herein, they are used in a generic and descriptive sense only and not for purposes of limitation.
In particular, the embodiments herein may be applicable is any wired or wireless systems,
including 2G, 3G, 4G, 5G, Wifi, WiMax etc.
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FREMGANGSMADE OG ANORDNING TIL ROUTING AF DATAPAKKER I ET
NETVARK

Patentkrav

1. Fremgangsmade, der udfgres af en routeranordning (700, 101), hvilken
fremgangsmade omfatter:

- konfiguration (601) af en fgrste loopback-greenseflade og tildeling af en intern Virtual
Route Forwarder, VRF1, til den farste loopback-greenseflade;

- konfiguration (602) af en anden loopback-graenseflade og tildeling af en intern Virtual
Route Forwarder, VRF2, til den anden loopback-graenseflade; hvor den interne VRF2 er
forskellig fra den interne VRF1;

- frembringelse eller konfiguration (603) af mindst en forste Generic Routing
Encapsulation-, GRE, tunnel og en anden GRE-tunnel, der skal bruges af graenseflader i
routeranordningen;

- tildeling (604) af den farste GRE-tunnel til den interne VRF1 og tildeling af den anden
GRE-tunnel til den interne VRF2;

- for den farste GRE-tunnel tildeling (605) af den farste loopback-greenseflade som et
kildepunkt for den farste GRE-tunnel og tildeling af den anden loopback-greenseflade som
et destinationspunkt for den farste GRE-tunnel;

- for den anden GRE-tunnel tildeling (606) af den anden loopback-greenseflade som et
kildepunkt for den anden GRE-tunnel og tildeling af den farste loopback-greenseflade som
et destinationspunkt for den anden GRE-tunnel;

- konfiguration (607) af en kildeinternetprotokol-, IP, adresse og en destinations-IP-
adresse for bade den farste GRE-tunnel og den anden GRE-tunnel til at anvende den
samme routingtabel fra en routingtabel for VRF1 eller fra en routingtabel for VRF2;

- frembringelse eller konfiguration (608) af en forste statisk rute pa VRF1 til at rute
datapakker destineret til et netveerk bag VRF2 ved at definere IP-adressen for den anden
GRE-tunnel som destinations-IP-adressen i den farste statiske rute og

- frembringelse eller konfiguration (609) af en anden statisk rute pa VRF2 til at rute
datapakker destineret til et netvaerk bag VRF1 ved at definere IP-adressen for den faorste
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GRE-tunnel som destinations-IP-adressen i den anden statiske rute.

2. Fremgangsmade ifalge krav 1, og som omfatter tildeling til kildepunktet for den farste
GRE-tunnel af den farste loopback-greenseflade som en kilde-IP-adresse og tildeling til
destinationspunktet for den forste GRE-tunnel af IP-adressen for den anden loopback-
greenseflade som en destinations-IP-adresse.

3. Fremgangsmade ifglge krav 1 eller krav 2, og som omfatter konfiguration til
kildepunktet for den anden GRE-tunnel af den anden loopback-graenseflade som en
kilde-IP-adresse og tildeling til destinationspunktet for den anden GRE-tunnel af IP-

adressen for den farste loopback-graenseflade som en destinations-IP-adresse.

4. Fremgangsmade ifglge et hvilket som helst af kravene 1-4, hvor tildeling (604) af den
forste GRE-tunnel til den interne VRF1 og tildeling af den anden GRE-tunnel til den
interne VRF2 endvidere omfatter tildeling af en IP-adresse til den forste GRE-tunnel og
tildeling af en IP-adresse til den anden GRE-tunnel, og hvor den tildelte IP-adresse for
den fgrste GRE-tunnel og den tildelte IP-adresse for den anden GRE-tunnel er i det

samme undernet.

5. Fremgangsmade ifglge et hvilket som helst af kravene 1-5, hvor IP-adresserne for
den farste loopback-graenseflade og IP-adresserne for den anden loopback-graenseflade
er i forskellige undernet, og hvor undernettet, der anvendes til den farste og anden GRE-
tunnel, er forskelligt fra hvert af undernettene for den forste loopback-greenseflade og
undernettet for den anden loopback-greenseflade.

6. Routeranordning (700, 101), der omfatter en processor (710) og en hukommelse
(720), hvilken hukommelse (720) indeholder instruktioner, der kan udfgres af processoren
(710), hvorved routeranordningen (700, 101) kan anvendes til at:

- konfigurere en farste loopback-graenseflade (107A) og tildele en intern Virtual Route
Forwarder, VRF1, (107) til den forste loopback-graenseflade (107A);

- konfigurere en anden loopback-greenseflade (108A) og tildele en intern Virtual Route
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Forwarder, VRF2, (108) til den anden loopback-graenseflade (108A); hvor den interne
VRF2 (108) er forskellig fra den interne VRF1 (107);

- frembringe eller konfigurere mindst en fgrste Generic Routing Encapsulation-, GRE,
tunnel (107B) og en anden GRE-tunnel (108B) til brug for greenseflader i
routeranordningen (700, 101);

- tildele den forste GRE-tunnel (107B) til den interne VRF1 (107) og tildele den anden
GRE-tunnel (108B) til den interne VRF2 (108);

- for den fgrste GRE-tunnel (107B) tildele den forste loopback-greenseflade (107A)
som et kildepunkt for den forste GRE-tunnel (107B) og tildele den anden loopback-
greenseflade (108A) som et destinationspunkt for den farste GRE-tunnel (107B);

- for den anden GRE-tunnel (108B) tildele den anden loopback-graenseflade (108A)
som et kildepunkt for den anden GRE-tunnel (108B) og tildele den farste loopback-
greenseflade (107A) som et destinationspunkt for den anden GRE-tunnel (108B);

- konfigurere en kildeinternetprotokol-, IP, adresse og en destinations-IP-adresse for
bade den farste GRE-tunnel (107B) og den anden GRE-tunnel (108B) til at anvende den
samme routingtabel fra en routingtabel for VRF1 (107) eller fra en routingtabel for VRF2
(108);

- frembringe eller konfigurere en farste statisk rute pa VRF1 (107) til at rute datapakker
destineret til et netveerk bag VRF2 (108) ved at definere IP-adressen for den anden GRE-
tunnel (108B) som destinations-IP-adressen i den fgrste statiske rute og

- frembringe eller konfigurere en anden statisk rute pa VRF2 (108) til at rute datapakker
destineret til et netveerk bag VRF1 (107) ved at definere IP-adressen for den forste GRE-

tunnel (107B) som destinations-IP-adressen i den anden statiske rute.

7. Routeranordning (700, 101) ifelge krav 6, der kan anvendes til at tildele til
kildepunktet for den farste GRE-tunnel (107B) den farste loopback-greenseflade (107A)
som en kilde-IP-adresse og tildele til destinationspunktet for den forste GRE-tunnel
(107B) IP-adressen for den anden loopback-greenseflade (108A) som en destinations-IP-

adresse.

8. Routeranordning (700, 101) ifglge krav 6 eller krav 7, der kan anvendes til at
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konfigurere til kildepunktet af den anden GRE-tunnel (108B) den anden loopback-
greenseflade (108A) som en kilde-IP-adresse og tildele til destinationspunktet for den
anden GRE-tunnel (108B) IP-adressen for den fgrste loopback-graenseflade (107A) som

en destinations-IP-adresse.

9. Routeranordning (700, 101) ifelge et hvilkket som helst af kravene 6-8, der kan
anvendes il at tildele en IP-adresse for den farste GRE-tunnel og tildele en IP-adresse
til den anden GRE-tunnel, og hvor den tildelte IP-adresse for den fgrste GRE-tunnel og

den tildelte IP-adresse for den anden GRE-tunnel er i samme undernet.

10. Routeranordning ifglge et hvilket som helst af kravene 6-9, hvor IP-adresserne pa
den forste loopback-greenseflade (107A) og IP-adresserne pa den anden loopback-
greenseflade (108A) er i forskellige undernet, og hvor undernettet, der anvendes til den
forste og anden GRE-tunnel, er forskelligt fra hvert af undernettene for den forste

loopback og undernettet for den anden loopback.

11. Routeranordning ifglge et hvilket som helst af kravene 6-10, hvor VRF1 (107) og
VRF2 (108) begge er interne VRF'er i routeranordningen (700, 101).
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Configuring LB1 and assigning an internal VRF1 to LB1

— 601

|

Configuring LB2 and assigning an internal VRF2 to LB2

— 602

l

Configuring at least a GRE Tunnell and GRE Tunnel2

- 603

l

Assigning GRE Tunneil to VRF1 and GRE Tunnel2 to VRF2

— 604

Assigning LB1 as a source point of GRE Tunnell and LB2 as a
destination point of GRE Tunnell

— 605

|

Assigning LB2 As a source point of GRE Tunnel2 and LB1 as a
destination point of GRE Tunnel2

— 606

Configuring a source IP address and a destination IP address of both
GRE Tunnell an GRE Tunnel? to use the same routing table from a
routing table of VRF1 or of VRF2

L 607

i

Creating a first static route on VRF1 to route packets destined to a
network behind VRF2 by defining the IP address of GRE Tunnel2 as the
destination

— 608

I

Creating a second static route on VRF2 to route packets destined to a
network behind VRF1 by defining the IP address of GRE Tunnell as the
destination

L 609

FIGURE 6
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