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(57) Abstract: A method, computer system and computer program for rout-
ing calls from a network identity in a communications network are provided.
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tions. The nuisance call duration distributions are each generated from a plu-
rality of calls placed by a respective nuisance caller. The method classifies a
plurality of calls made by the network identity based on a similarity between
a call duration distribution of the plurality of calls and the common charac-
teristics of the nuisance call duration distributions. The method routes further
calls from the network identity in accordance with the classification.
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Communications Network
Field of the Invention

The present invention relates to a method of routing calls from a network identity in a
communications network. In particular, the present invention classifies a plurality of calls
made by the network identity and routes further calls from the network identity in accordance
with the classification.

Background to the Invention

Nuisance (or unwanted) telephone calls have become problematic for many users and it
is known to use telephone answering machines or systems to block calls which are from
unidentified numbers, numbers held in a list of blocked numbers (or alternatively numbers
which are not present on a list of allowed numbers), or numbers of a particular category
(such as, for example, numbers associated with international calls). However, it would be
preferable if such calls could be blocked within the operator’s networks, such that the
customer does not need to take significant action or acquire specific equipment in order to
avoid being disturbed by nuisance calls.

Commonly, nuisance telephone calls are automated telephone calls. That is to say, calls
which are automatically initiated by a computer dialler (which may also be referred to as a
robot or automatic dialler) as opposed to human-generated calls which are dialled (or
otherwise initiated) by a human operator. In some cases, when an automated call is
answered by a called party, the computer dialler will play a pre-recorded message to the
called party. In other cases, the computer dialler will connect the called party to a human
operator (or agent) once the automated telephone call has been answered. These
approaches are also combined in some cases, with the computer dialler playing a pre-
recorded message and then connecting the call to a human operator. Where a human
operator is involved, they may typically structure their conversation according to a pre-
planned script. Through the use of computer diallers to initiate nuisance calls, a significant
number of nuisance calls can be generated within a limited period of time.

Summary of the Invention

It is therefore desirable to provide a mechanism that allows unwanted nuisance calls to
be detected and routed in an appropriate manner.

According to a first aspect of the invention, there is provided a method of routing calls

from a network identity in a communications network, the method comprising: using a



10

15

20

25

30

WO 2022/207488 PCT/EP2022/057916

dimensionality reduction technique to determine one or more common characteristics of a
plurality of nuisance call duration distributions, each of the nuisance call duration
distributions being generated from a plurality of calls placed by a respective nuisance caller;
classifying a plurality of calls made by the network identity based on a similarity between a
call duration distribution of the plurality of calls and the common characteristics of the
nuisance call duration distributions; and routing further calls from the network identity in
accordance with the classification.

The plurality of nuisance call duration distributions may comprise a plurality of sets of
nuisance call duration distributions, each set being associated with a respective period of
time, wherein the nuisance call duration distributions in each set are generated from a
plurality of calls placed by nuisance callers during the respective period of time. Using the
dimensionality reduction technique to determine one or more common characteristics of the
plurality of nuisance call duration distributions may comprise using the dimensionality
reduction technique to determine one or more common characteristics of each set of
nuisance call duration distributions. The classification of the plurality of calls made by the
network identity may be based on a similarity between the call duration distribution of the
plurality of calls and the common characteristics of each set of nuisance call duration
distributions. The plurality of calls may be classified as nuisance calls when the similarity
between the call duration distribution and any of the nuisance call duration distributions is
greater than a predetermined threshold.

The method may further comprise combining the common characteristics of each set of
nuisance call duration distributions. The classification of the plurality of calls may be based
on a similarity between the call duration distribution of the plurality of calls and the combined
common characteristics of the plurality of sets of nuisance call duration distributions.

The respective periods of time for the plurality of sets of nuisance call duration
distributions may be consecutive adjoining preceding time periods. The periods of time may
each have a duration of a day.

The respective periods of time for the plurality of sets of nuisance call duration
distributions are consecutive occurrences of a periodically occurring time period. The
periodically recurring time period may be daily and the periods of time may have a duration
which covers a particular portion of the day. The particular portion of the day may be one of:
morning; early-afternoon; late-afternoon; and evening.
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The common characteristics may be represented by principal components obtained from
carrying out a principal component analysis of the nuisance call duration distributions. The
similarity between the call duration distribution of the plurality of calls and the common
characteristics may be determined by: projecting the call duration distribution onto a domain
defined by the principal components that represent the common characteristics to create a
projected call duration distribution; projecting the projected call duration distribution back into
its original domain to create a reconstructed call duration distribution; and determining a
measure of loss between the reconstructed call duration distribution and the call duration
distribution of the plurality of calls, the measure of loss indicating the similarity between the
call duration distribution and the common characteristics.

The network identity making the plurality of calls to be classified may be selected for
classification in response to a total number of calls made by the network identity in a
particular period of time exceeding a predetermined threshold.

According to a second aspect of the invention, there is provided a computer system
comprising a processor and a memory storing computer program code for performing the
steps of a method according to the first aspect.

According to a third aspect of the invention, there is provided a computer program which,
when executed by one or more processors, is arranged to carry out a method according to
the first aspect.

Brief Description of the Figures

In order that the present invention may be better understood, embodiments thereof will
now be described, by way of example only, with reference to the accompanying drawings, in
which:

Figure 1 is a schematic depiction of an exemplary telephone network within which
embodiments of the invention may operate; and

Figure 2 is a flowchart describing how a method according to the present invention can
be implemented.

Detailed Description of Embodiments

Figure 1 is a schematic depiction of an exemplary telephone network 100 within which
embodiments of the invention may operate. The exemplary telephone network 100 is a
conventional telephone network comprising a plurality of core exchanges 110, a plurality of
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local exchanges 120, a plurality of customer telephony terminals 130, one or more domestic
gateways 140, one or more international gateways 150, one or more voicemail servers 160,
one or more call data stores 170 and one or more analyst terminals 180.

The core exchanges 110 are interconnected by a plurality of communications links 190.
Each of the plurality of core exchanges 110 are further connected to one or more local
exchanges by further communications links 190 (although, for the sake of clarity, not all of
the core exchanges 110 illustrated in figure 1 are shown as being connected to local
exchanges 120).

The local exchanges 120 are each connected to a respective core exchange 110 via a
respective communication link 190. Each of the local exchanges 120 is also connected to a
respective subset of the customer telephony terminals 130 via yet further communications
links 190 (although again, for the sake of clarity, this is not shown for each of the local
exchanges 120 in figure 1).

The customer telephony terminals 130 are each connected to a respective local
exchange 120 via a respective communication link 190. The customer telephony terminals
130 can include devices such as telephones, private branch exchanges (PBX), conference

phones, computer diallers, fax machines, modems, answering machines and so on.

The domestic gateways 140 are each connected to one or more other telephony
networks (not shown) in the same country. The domestic gateways 140 enable calls to be
routed between the telephone network 100 and the other telephony networks. That is to
say, the domestic gateways 140 enable the customer telephony terminals 130 within the
telephone network 100 to place calls to and/or receive calls from telephony terminals within
the other telephony networks.

The international gateways 150 are each connected to one or more other international
telephony networks (not shown). The international gateways 150 enable calls to be routed
between the telephone network 100 and the other international telephony networks. That is
to say, the international gateways 150 enable the customer telephony terminals 130 within
the telephone network 100 to place calls to and/or receive calls from telephony terminals
within the other international telephony networks.

The voicemail servers 160 are connected to the telephone network 100 via respective
communications links 190. They may be connected at any point in the telephone network
100, such as at core exchange 110 as shown in figure 1. Although not illustrated in figure 1,
voicemail servers 160 may also or alternatively be connected to a local exchange 120. Each
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of the voicemail servers 160 provides a voicemail facility to a plurality of customers of the
telephone network 100. For example, a voicemail server 160 connected to a local exchange
120 might provide a voicemail facility for the customers whose telephony terminals 130 are
directly connected to that local exchange 120. Of course it will be appreciated that a
multitude of other arrangements are possible.

The call data stores 170 each store a plurality of call data records representing some or
all of the telephony calls made over the telephone network 100 for a given period of time.
Each call data record will comprise the telephone number (or indeed any other suitable
identifier) used by the calling party, the telephone number (or other suitable identifier) of the
called party, the time that the call started and the time that the call was terminated (or a time
that the call started or ended and a duration of the call). The call data is provided
periodically to the data stores by the one or more local exchanges 120 (and/or, in some
embodiments, by the core exchanges 110) as calls are placed, connected and terminated in
the telephone network 100. The provision of the call data to the call data stores 170 can be
achieved using any appropriate means of communication, such as by using a data network
that is separate from the telephone network 100. As will be appreciated, each data store,
may receive data from different sets of local exchanges 170, such that call data for the
network 100 as a whole is spread across the data stores 170.

The analyst terminals 180 are computer systems which can access the data stored in the
data stores 170 (or at least, in some of the data stores 170). Programs may run on the
analyst terminals 180 to analyse the call data stored in the data stores 170 including, for
example, to classify whether particular callers are a source of nuisance (or unwanted)

telephone calls, in accordance with embodiments of this invention.

As is well known, calls made by a customer telephony terminal 130 are initially handled
by the local exchange 120 to which the terminal 130 is connected via its respective
communication link 150. If the destination of the call is another terminal 130 that is
connected to the same local exchange 120, that local exchange 120 can route the call
directly to its destination without involving any of the other components of the telephone
network 100. Otherwise, if the destination terminal 130 is not on the same local exchange
120, the local exchange 120 routes the call to the respective core exchange 110 to which it
is connected to handle the further routing of the call. If the call is destined for another
terminal 130 on the network, the core exchange 110 routes the call, possibly via one of the
other core exchanges 110, to the local exchange 120 to which that terminal 130 is
connected. However, if the call is destined for a terminal on another network, the core
exchange 110 routes the call to one of the gateways for onward routing to that network. In
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some cases, instead of routing a call to a customer’s telephony terminal 160, the telephone
network 100 can instead route a call to one of the voicemail servers 60 which provides a
voicemail facility for that customer. The caller can then leave a message which will be
recorded by the voicemail server 160 and can later be replayed by the customer at a time
convenient to them. If a call is routed to the voicemail server a notification, such as a
computer or smartphone notification, an SMS message and/or an email will be sent to the
customer informing them of the presence of an unheard voicemail on the voicemail server
160. The decision to route a call to one of the voicemail servers 160 may be made if, for
example, there is no answer from the customer’s telephony terminal 160 after a
predetermined number of rings or if a customer has specified that all call should be
redirected to their voicemail.

It will be understood that the telephone network illustrated in figure 1 is merely exemplary
and that various modifications may be made according to the needs of a specific telephone
network. In some embodiments, various components described above may be absent from
the telephone network 100. For example, the network may not include domestic gateways
140 and/or international gateways 150 if such connectivity to other networks is not required.
Similarly, the telephone network 100 may not include voicemail servers 160 if no voicemail
service is offered to customers of the network. Furthermore, a wide range of other
components not illustrated in figure 1 may be present in the telephone network 100. Indeed,
in general, it will be appreciated that there are many different forms that telephone network
100 may take using different combinations, numbers, types and/or arrangements of these

components.

Figure 2 shows a flowchart illustrating how a method 200 according to the present
invention can be implemented. The method 200 is operable to route calls from a network
identity in a communications network, such as the telephone network 100 discussed in
relation to figure 1. The method 200 starts with an operation 210.

At operation 210, the method 200 generates call duration distributions for nuisance

callers.

A nuisance caller is an entity which is identified by a particular network identity, such as a
Call Line Identification (CLI) number, which has already been determined to have placed
nuisance calls via the network. For example, callers placing unusually large volumes or
frequencies of calls, or who are the subject of numerous complaints, may be investigated
and determined to have been making nuisance calls within the network and so are identified
as being nuisance callers. A list of previously identified (or ‘known’) nuisance callers may be



10

15

20

25

30

35

WO 2022/207488 PCT/EP2022/057916

maintained. As new nuisance callers are identified, they may be added to this known
nuisance caller list. The list may include an indication of a period during which each
nuisance caller is determined to have been making nuisance calls. That is to say, the list
may indicate a point in time at which a particular network identity started being a source of
nuisance calls and, if applicable, a point in time at which that network identity ceased being a
source of nuisance calls (for example, when measures preventing that network identity
placing nuisance calls via the network took effect or when the network identity becomes
associated with a different entity that is not a source of nuisance calls). Alternatively, a
separate list may be maintained to cover a particular period of time. For example, a
separate list may be maintained for each day which indicates the network identities that were
determined to have made nuisance calls on that particular day. Of course it will be
appreciated that separate lists covering any other suitable period of time (e.g. week, month,
quarter, year, etc.) could be used instead. In any case, the list, or lists, enable those callers
which were known to be placing nuisance calls via the network 100 during a particular period
of time, to be identified.

A call duration distribution for a known nuisance caller (which may be referred to as a
nuisance call duration distribution) is generated from call data associated with the network
identity (e.g. CLI) of the nuisance caller. The call duration distribution is a frequency
distribution which represents the number (or frequency) of calls made by the nuisance caller
which have a duration which lies in each of a plurality of ranges of durations. For example,
the plurality of ranges of durations used to generate the call duration distribution may each
span a particular time period, such as one minute. Accordingly, a first value in the
distribution may represent the number of calls that were made by the nuisance caller which
had a duration of up to 1 minute, whilst a second value in the distribution may represent the
number of calls that were made by the nuisance caller which had a duration of at least 1
minute but less than 2 minutes, a third distribution may represent the number of calls that
were made by the nuisance caller which had a duration of at least 2 minutes but less than 3
minutes, and so on. Of course it will be appreciated that the use of 1 minute intervals to
define the ranges in the distribution is merely exemplary and any other suitable time period
(whether longer or shorter) may be used to define the intervals for the ranges in the call
duration distribution instead. Accordingly, these nuisance call duration distributions
characterise how long customers spend on the phone when they are contacted by each of

the nuisance callers.

Each call duration distribution may be associated with a respective period of time. That is
to say, it may represent the duration distribution of the calls placed by a network identity
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within a particular period of time. For example, each call duration distribution may be
associated with a particular day and may reflect the durations of the calls made by the
network identity on that particular day (although again, it will be appreciated that periods of
time either shorter or longer than a day may be used instead).

To generate the nuisance call duration distributions, the method 200 may use the list of
known nuisance callers to identify the network identities of nuisance callers that were active
(i.e. making nuisance calls) during a particular time period. For example, the method 200
may refer to the list containing all known nuisance callers that were identified as placing
nuisance calls on a given day. The method 200 may then obtain call data relating to those
network identities which covers that particular time period. For example, where the method
200 is being performed by an analyst terminal 180 in network 100, the analyst terminals may
access the call data stored in the data stores 170 to retrieve call data for the network
identities which covers that time period. The call data represents a plurality of calls that
were made by the network identities during that time period and indicates the durations of
each call placed by the network identity via the network 100, either explicitly or implicitly (e.g.
by providing a start time and an end time of the call, thereby allowing its duration to be
determined). A distribution can then be formed for each nuisance caller by determining a
number of calls that were made by that nuisance caller which fall within each of the plurality
of ranges of duration intervals within the distribution, as discussed above.

In some cases, the method 200 may determine the nuisance call duration distributions for
a single period of time. This means that a single set of call duration distributions is
generated by generating a call duration distribution for each known nuisance caller that was
active during that period of time. Accordingly, the call duration distribution for each known
nuisance caller is generated based on call data covering the same single period of time.

However, in other cases, multiple sets of nuisance call duration distributions may be
generated, wherein each set of nuisance call duration distributions relates to a different
period of time. Whilst the nuisance call duration distributions in a particular set are all
generated based on call data covering the same period of time, multiple nuisance call
duration distributions may be generated for a particular network identity each covering a
different time period and being associated with a different set of nuisance call duration
distributions that all relate to that same time period. It will be appreciated that nuisance call
duration distributions may only be generated for a particular network identity during those
periods of time in which that network identity was determined to have been making nuisance
calls via the network 100. Accordingly, the set of nuisance callers that is used to generate
each set of nuisance call duration distributions may differ between different time periods



10

15

20

25

30

35

WO 2022/207488 PCT/EP2022/057916

where different network identities have been identified as making nuisance calls during those
time periods.

Where multiple time periods are considered, those time periods may be consecutive
adjoining (i.e. non-overlapping) time periods. Accordingly, the multiple time periods may
subdivide a larger time period such that each point of the larger time period is associated
with exactly one of the time periods. For example, a number k of sets of nuisance call
duration distributions N; may be generated to cover a period of k preceding days (i.e.
{N,N,,...,N;}), each set containing nuisance call duration distributions for a respective one
of the k preceding days (although, again, any other suitable time period could be used
instead). These sets may be continually updated over time. For example, as each day
passes, a set of nuisance call duration distributions may be generated for all network
identities that have been identified as placing nuisance calls during that day and the set of
nuisance call duration distributions can be added to the sets of nuisance call duration
distributions that are available for use with the invention. It will be appreciated that this need
not be done in real time. That is to say, the nuisance call duration distribution for a particular
day may actually be determined sometime (such as a number of days) after that day has
passed. This may allow time for investigations from other sources (such as in response to
customer complaints) to identify (or confirm) nuisance callers that were active during that
time period.

In some cases, rather than being consecutive adjoining (i.e. non-overlapping) time
periods the time periods for which each set of nuisance call duration distributions are
determined may be consecutive occurrences of a periodically occurring time period. That is
to say, each of the time periods may be separated from each other by a regular pattern.
Under this approach, there are periods of time between time periods for which no nuisance
call duration distributions are generated. For example the time periods may have a duration
of a few hours and may recur daily. This means that each of the time periods covers a
particular portion of the day, such that a respective set of nuisance call duration distributions
will be produced to cover that same portion of each day. However, calls made outside of
that portion of the day may be ignored. For example, the portion of the day for which the
nuisance call duration distributions are generated may be one of morning (e.g. 8am — 12pm),
early afternoon (e.g. 12pm — 3pm), late-afternoon (e.g. 3pm — 6pm) and evening (e.g. 6pm
onwards), although it will be appreciated that other time period recurring in different patterns
may be used instead. As a further example, the time periods might be for a whole day and
repeat every seven days such that the nuisance call duration distributions all relate to a
particular day of the week and so on. As will be discussed in more detail below, the
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nuisance call duration distributions may exhibit more distinctive characteristics during certain

periods of time compared to others.

In any case, having generated one or more sets of nuisance call duration distributions for

one or more respective periods of time, the method 200 proceeds to an operation 220.

At operation 220, the method 200 determines common characteristics of the call duration
distributions for the nuisance callers. This is achieved by using a dimensionality reduction
technique, such as Principal Component Analysis (PCA), to analyse each set of nuisance
call duration distributions that was generated in operation 210 (which in some cases may
only be a single set) to determine the common characteristics of the call duration
distributions in each set. In some cases, the common characteristics may be represented by
the principal components of the set of nuisance call duration distributions. Accordingly, the
eigenvectors (which provide the principal components) of each set of nuisance call duration
distributions can be determined. As will be appreciated by those skilled in the art, who will
be familiar with PCA as well as other dimensionality reduction techniques, these
eigenvectors characterise the call duration distributions for the nuisance callers during the
period of time associated with the set of nuisance call duration distributions from which they
were determined. In some cases, the lower valued eigenvectors may be ignored, leaving
only the higher valued eigenvectors which are more representative of the nuisance call
duration distributions. Although this discussion of the invention mainly contemplates the use
of PCA, any other suitable technique for deriving the common characteristics of the sets of
call duration distributions may be used instead.

In cases where multiple time periods are being considered, there are generally two
approaches that may be taken to storing the common characteristics for the different sets of
nuisance call duration distributions associated with each time period.

A first approach is to store the common characteristics for each time period so that they
can be used individually. For example, the eigenvectors of the set of nuisance call duration
distributions for each day may be stored in a database, such that there are k days of stored
eigenvectors V; fori =0,1, ..., k generated from historical data which are individually
available for use (as will be discussed in relation to operation 230 below).

A second approach is to combine the common characteristics for each time period into a
single set of common characteristics which represent all of the time periods. This single set
of common characteristics may then be updated whenever a new set of common

characteristics for a further time period are derived. This set of common characteristics can
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then be updated whenever the common characteristics of another set of nuisance call
duration distributions becomes available (e.g. when a new day’s call data is processed). A
suitable approach for combining the common characteristics into a single set is provided by
the Recursive PCA technique that is described in in “Peturbation-Based Eigenvector
Updates for On-Line Principal Components Analysis and Canonical Correlation Analysis” by
Hedge et al published in the Journal of VLSI Signal Processing 45, 85-95, 2006 (DOI:
10.1007/s11265-006-9773-6), which is hereby incorporated by reference in its entirety (and
referred to herein as “Hedge et al”). The combination of the common characteristics may be
a straight forward combination where all of the time periods are treated equally (i.e. those
eigenvectors obtained in a more recent time period, such as yesterday, are treated the same
as those obtained in a less recent time period, such as the same day one year ago). This
means that there is no difference in the contribution from the common characteristics of an
older time period compared to those for a more recent time period. Alternatively, a forgetting
factor may be introduced, which weights the eigenvectors for more recent time periods more
strongly. This means that, eigenvectors from older time periods have less influence on the
combined common characteristics. Hence, the impact of the common characteristics
derived during a particular period of time may be considered to be “forgotten” once they
have reached a certain age. These approaches are discussed, for example, in section 3.2 of
Hedge et al., which introduces a memory depth parameter A, for a time period k that can be

used to weigh all samples equally (by setting A, = %) or can provide a first-order dynamical
forgetting strategy (by setting A, = A where A € (0, 1) which will give an average memory

depth of % samples).

The eigenvectors which are stored (and which represent the common characteristics of
nuisance calls over a particular period of time) may be truncated. That is to say, only those
eigenvectors associated with the largest eigenvalues may be stored, whilst those
eigenvectors with smaller eigenvalues may be ignored. As will be appreciated by those
skilled in the art, the eigenvectors with the larger eigenvalues will be more representative of
the characteristics of nuisance calls than eigenvectors with smaller eigenvalues. Similarly,
the eigenvectors with smaller eigenvalues may be more likely to represent characteristics
that are also present in non-nuisance calls. Accordingly, only a predetermined proportion of
the eigenvalues having the highest eigenvalues may be stored. Alternatively, a
predetermined threshold may be defined such that only those eigenvectors having an
eigenvalue higher than the threshold will be kept.
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In any case, having determined common characteristics of the call duration distributions
for the nuisance caller (whether by PCA or any other suitable technique), the method 200
proceeds to an operation 230.

At an operation 230, the method 200 classifies the calls made by a network identity. This
network identity may be referred to in the following description as a candidate nuisance
caller. The classification of the calls for the candidate nuisance caller provides an indication
of whether the calls are determined to be nuisance calls (or not). The method 200 classifies
the calls based on a similarity between a call duration distribution of the calls and the
common characteristics of the nuisance call duration distributions (as determined at
operation 220). Accordingly, at operation 230, the method 200 generates a call duration
distribution for the calls made by the network identity. This call duration distribution can be
generated in a similar manner to the generation of the nuisance call duration distributions for

the nuisance callers described above and so will not be discussed again here.

As will be appreciated, the method 200 may be used to classify the calls made by multiple
network identities, in which case, the operation 230 may be repeated in respect of the calls
made by each network identity to produce a respective classification of the calls made by
that network identity. Similarly, multiple sets of calls by the same network identity may be
considered separately be a respective repetition of operation 230. For example, the method
200 may operate to classify the calls made by a network identity on each of a plurality of
days.

In order to identify a network identity whose calls should be evaluated by operation 230,
the method 200 may monitor a total number of calls Vol.;; made by each of a plurality of
network identities (such as all of the network identities in use in the network) over a
particular period of time, such as a day (although other periods of time may be used
instead). Any network identities that place more than a predetermined threshold number of
calls (i.e. where Vol;;; > threshold) may be considered as a candidate nuisance caller and
operation 230 of method 200 may be performed in respect of that network identity’s calls
during that time period. This can be useful where limited computational resources are
available for performing method 200 because it can help focus resources on those network
identities that are more likely to be the source of nuisance calls (or at least whose nuisance
calls are likely to be causing a greater amount of nuisance). However, it will be appreciated
that this technique for selecting a nuisance caller need not be used with method 200 and
that other approaches are possible. For example, if sufficient computation resources are
available all network identities that placed calls in the network 100 could be evaluated.
Alternatively, a random sampling approach could be adopted. As a yet further example, the
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network identity may be one that is identified in a complaint that is received by an operator of
the network.

Any suitable technique for determining a similarity between the common characteristics of
the nuisance call duration distributions and the call duration distribution of the candidate

nuisance caller may be used.

As an example, where the common characteristics of the nuisance call duration
distributions are represented by a set of eigenvectors V that has been determined via
principle component analysis, the similarity between the call duration distribution x for the
candidate nuisance caller and the common characteristics can be determined by projecting
the call duration distribution onto a domain defined by the principal components that
represent the common characteristics of the nuisance call duration distributions and then
reconstructing the call duration distribution by projecting it back into the original domain.
That is to say, a projected call duration distribution p can be determined in the domain
defined by the principal components is generated by p = V7 x. A reconstructed call
distribution x™ can then by determined by projecting the projected call duration distribution
p back into the original domain by x™ = Vp. A measure of loss § can then be determined

between the original call duration distribution x for the candidate nuisance caller and the

reconstructed call distribution x™ by § = ||x — x(r)||2. Where the call duration distribution of
the candidate nuisance caller has the same common characteristics as the call duration
distributions of the known nuisance callers, there will be a minimal loss of information
between the projections into the domain defined by the principal components and back
again. Conversely, where the call duration distribution of the candidate nuisance caller does
not share many of the same common characteristics as the call duration distributions of the
known nuisance callers, there will likely be a much greater loss of information between the
projections into the domain defined by the principal components and back again.
Accordingly, the measure of loss & provides a measure of similarity between the call
duration distribution of a candidate nuisance caller and the common characteristics
represented by a set of eigenvectors V. The lower the measure of loss  the more similar
the call duration distribution of the candidate nuisance caller is to the common
characteristics of the nuisance call duration distributions (and vice-versa).

Therefore, where a single time period is considered when generating the nuisance call
duration distributions for the known nuisance callers such that a single set of common
characteristics is determined at operation 220, or where a single combined set of common

characteristics is maintained from the common characteristics determined for multiple time
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periods, the classification may be based on the similarity between the call duration
distribution for the candidate nuisance caller and that single set of common characteristics.
For example, following the approach outlined above, if the measure of loss § is less than a
predetermined threshold (i.e. where the similarity is greater than a predetermined threshold),
the calls of the candidate nuisance caller may be classified as nuisance calls.

However, where multiple sets of nuisance call duration distributions are stored by
operation 220 associated with a plurality of periods of time, the classification of the plurality
of calls made by the network identity may be based on a similarity between the call duration
distribution of the plurality of calls for the candidate nuisance caller and the common
characteristics of each set of nuisance call duration distributions. That is to say, a respective
measure of similarity may be determined between each of the sets and the call duration
distribution for the candidate nuisance caller. For example, returning to the approach
discussed above where the common characteristics of each of the sets of the nuisance call
duration distributions are determined via principle component analysis, k sets of
eigenvectors V; may be available, each set of eigenvectors V; being associated with a
respective one of k periods of time. For example, if a period of time of one day is used and
the common characteristics of nuisance call duration distributions on each day of the
preceding week are stored, there will be seven sets of eigenvectors V; available for use,
each representing the calling characteristics of known nuisance callers on a respective one
of the preceding seven days. Following the same approach, a set of k projections p; of the
call duration distribution x for the candidate nuisance caller an be created, one for each time
period k, by applying each of the stored eigenvectors V; to the call duration distribution, i.e.
{pr= Vix,p, = Vix, ..,p, = Vix}. Similarly, the k projections p; of the call duration
distribution x for the candidate nuisance caller can be projected back into the original
domain by an inverse operation to generate a set of k reconstructed call duration

distributions X = {xgr),xgr), . (r)} i.e. { O —yvTx P =v,Vix, ..., (r) =V, Vix } The
set of k reconstructed call duration distributions X can then be used to generate a set A of k

() ” el

measures of loss, i.e. A= {”x ) s ”x - x,@ ”2} whereby each of the

measures of loss represents the similarity between the call duration distribution x and the
common characteristics of the nuisance call duration distributions for nuisance calls made
within a respective one of the k periods of time. Accordingly, if a period of time of one day
is used and the common characteristics of nuisance call duration distributions on each day
of the preceding week are stored, seven measures of similarity may be generated, one for
each day. The set of calls for the candidate nuisance caller may be classified as nuisance
calls if any of the measures of loss in the set A are less than a given threshold (i.e. if the call
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duration distribution of the set of calls has similar characteristics to the call duration
distributions of known nuisance callers during any of the k periods of time).

Having classified the calls made by a candidate nuisance caller at operation 230, the
method proceeds to an operation 240.

At operation 240, the method 200 routes further calls from the network identity in
accordance with the classification that was determined at operation 230.

Where the classification indicates that the network identity is considered to have been
making nuisance calls, the network 100 may be configured to handle those calls
appropriately. For example, a list may be maintained by the network 100 to store the
network identity of callers who have been classified as nuisance callers at operation 230.
Any calls from network identities that are not on this list (i.e. which were not classified as
making nuisance calls during operation 230) may be handled as normal, for example by
routing them to the intended recipient. However, any calls from network identities that are
on this list may be handled differently from normal. For example, the network 100 may be
configured to route calls from network identities on this list to a voicemail server so that
customers are not disturbed by those calls. If a call is routed to a voicemail server, then a
notification (such as an email, SMS message, smartphone or PC notification and so on) may
be sent to the customer informing them that a calling party attempted to make a call to them
which was blocked due to it being classified as a suspected nuisance call. The notification
may provide a link to the voicemail message to allow the customer to listen to the voicemail
message if they so wish. Of course it will be appreciated that any other suitable method of
handling further calls from the network identities that have been classified as making
nuisance calls may be used. As a further example, calls from such numbers could simply be
blocked instead. Alternatively or additionally, the network identity may be flagged for further
investigation to confirm whether it is actually placing nuisance calls (and, in some cases,

such confirmation may be required before call routing is actually changed for such numbers).

If a particular network identity is added to this list (following the classification of a plurality
of calls made by that network identity as being nuisance calls at operation 230), then the
owner of that network identity may be informed by the network operator. It is known that
entities which place large numbers of nuisance calls typically lease telephone numbers from
third party brokers and thus are likely to move from number to number as they are added to
this list. Therefore, the network operator may also provide a mechanism by which such

numbers can be removed from this list.
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Having configured the network 100 to route further calls from the network identity based
on the classification of the plurality of calls from that network identity, the method 200 ends.
However, it will be appreciated that the method may be re-iterated to classify calls from a
different network identity (or for the same network identity in a different period of time). Of
course, it may not be necessary to repeat all operations of the method 200. In particular,
operations 210 and 220 need not be repeated unless there is new data for known nuisance
callers to be processed (e.g. where another period of time has passed when the method 200
is operated continuously). Furthermore, even though the method 200 ends, it will be
appreciated that the routing for calls from the network identity, as configured in operation
240, may continue to have effect.

It will be understood that the present invention relates to a method of classifying a source
of telephone calls to determine whether they can be classified as nuisance calls or non-
nuisance calls. It will be further understood that the exact details of how these calls are then
processed are not directly relevant to the present invention and that alternative schemes to
those outlined above may be used. It will be understood that some large users of the
telephony network (banks, government agencies, etc.) will make many calls each day but
that these calls are not nuisance calls and are not expected to have call duration
distributions which have the same common characteristics as nuisance calls. Nonetheless,
the network operator may also establish a permitted list of telephone numbers used by such
entities which will be generating large numbers of calls. Telephone numbers on this
permitted list will not be analysed in accordance with the method described above and, in
particular, will not be selected as candidate nuisance callers for operation 230.

The foregoing discussion has been focussed on the use of the present invention to
detect, and then re-route, nuisance calls in a conventional PSTN network. It will be
understood that the present invention could also be used to detect nuisance calls made
using IP-based voice services, for example Voice over IP calls. In this case, the network
identity may comprise an email address, a SIP address, a conventional telephone number or
any other unique identifier.

Through the use of dimensionality reduction techniques to identify the common
characteristics of known nuisance callers, the invention enables other (previously unknown)
nuisance callers to be identified. In particular, the call duration distributions of nuisance
callers, can be expected to differ from those of regular (i.e. non-nuisance) callers as they
reflect the recipients’ response to the incoming nuisance calls (e.g. as determined by the
length of time for users to figure out that the call is a nuisance call and/or the length of time
for a nuisance message to be completely relayed before terminating the call).
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It may be expected that the characteristics of call duration distributions for nuisance
callers change over time, for example, as different strategies for engaging the recipients of
nuisance calls are employed or different techniques for trying to mask their calls are
employed (such as by mixing nuisance and non-nuisance calls being made from the same
number) or simply as the types of scams being employed by nuisance callers vary on a
national level. However, these changing characteristics can be monitored and accounted for
through the analysis of nuisance call duration distributions over multiple periods of time,
possibly on an ongoing basis (e.g. daily). Therefore, a candidate nuisance caller’s calling
behaviour can be compared to the different types of behaviour that have been seen
previously and the invention can adapt to reflect changes in nuisance caller behaviour over

time.

It may further be expected that the recipient’s response to nuisance calls may be
especially distinctive at particular times of the day (or indeed on various other periodically
occurring time periods, such as at weekends). Indeed, it is known from operations at
legitimate call centres that customers tend to be willing to spend longer talking to operators
at certain times of day. Accordingly, there may be a greater contrast between the call
duration distributions of nuisance and non-nuisance calls at certain times of day (or during
other periodically occurring time periods), which may allow nuisance callers to be more
readily identified.

Ideally, where the common characteristics of the nuisance call duration distributions are
derived from nuisance calls made during a plurality of periods of time (such as each day
over the past week), the call duration distribution for the candidate nuisance caller will be
determined from a time period of similar duration (such as over the course of a single day).
This may help to provide a more accurate comparison. Similarly, where the plurality of
periods of time from which the nuisance call duration distributions are drawn cover a
periodically occurring time period, such as a particular portion of each day, the call duration
distribution for the candidate nuisance caller should ideally be generated from the same time
period, such as from the same portion of the day (e.g. if the nuisance call duration
distributions are generated from calls that were placed during the morning, the calls from
which the call duration distribution of the candidate nuisance caller should ideally also be
generated from calls that were placed during the morning). However, it will be appreciated
that this is not absolutely necessary, as even if the periods of time differ in duration, some of
the common characteristics are likely to still be present (if the candidate nuisance caller is
indeed a nuisance caller) allowing a comparison of characteristics between call duration

distributions to be made.
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Insofar as embodiments of the invention described are implementable, at least in part,
using a software-controlled programmable processing device, such as a microprocessor,
digital signal processor or other processing device, data processing apparatus or system, it
will be appreciated that a computer program for configuring a programmable device,
apparatus or system to implement the foregoing described methods is envisaged as an
aspect of the present invention. The computer program may be embodied as source code
or undergo compilation for implementation on a processing device, apparatus or system or
may be embodied as object code, for example. Suitably, the computer program is stored on
a carrier medium in machine or device readable form, for example in solid-state memory,
magnetic memory such as disk or tape, optically or magneto-optically readable memory
such as compact disk or digital versatile disk etc., and the processing device utilises the
program or a part thereof to configure it for operation. The computer program may be
supplied from a remote source embodied in a communications medium such as an
electronic signal, radio frequency carrier wave or optical carrier wave. Such carrier media
are also envisaged as aspects of the present invention. It will be understood by those skilled
in the art that, although the present invention has been described in relation to the above
described example embodiments, the invention is not limited thereto and that there are many
possible variations and modifications which fall within the scope of the invention. The scope
of the present invention includes any novel features or combination of features disclosed
herein. The applicant hereby gives notice that new claims may be formulated to such
features or combination of features during prosecution of this application or of any such
further applications derived therefrom. In particular, with reference to the appended claims,
features from dependent claims may be combined with those of the independent claims and
features from respective independent claims may be combined in any appropriate manner

and not merely in the specific combinations enumerated in the claims.
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CLAIMS

1. A method of routing calls from a network identity in a communications network, the
method comprising:

using a dimensionality reduction technique to determine one or more common
characteristics of a plurality of nuisance call duration distributions, each of the nuisance call
duration distributions being generated from a plurality of calls placed by a respective
nuisance caller;

classifying a plurality of calls made by the network identity based on a similarity
between a call duration distribution of the plurality of calls and the common characteristics of
the nuisance call duration distributions; and

routing further calls from the network identity in accordance with the classification.

2. The method of claim 1, wherein:
the plurality of nuisance call duration distributions comprise a plurality of sets of nuisance
call duration distributions, each set being associated with a respective period of time,
wherein the nuisance call duration distributions in each set are generated from a plurality of
calls placed by nuisance callers during the respective period of time; and

using the dimensionality reduction technique to determine one or more common
characteristics of the plurality of nuisance call duration distributions comprises using the
dimensionality reduction technique to determine one or more common characteristics of

each set of nuisance call duration distributions.

3. The method of claim 2, wherein the classification of the plurality of calls made by the
network identity is based on a similarity between the call duration distribution of the plurality
of calls and the common characteristics of each set of nuisance call duration distributions.

4. The method of claim 3, wherein the plurality of calls are classified as nuisance calls
when the similarity between the call duration distribution and any of the nuisance call
duration distributions is greater than a predetermined threshold.

5. The method of claim 2, further comprising combining the common characteristics of
each set of nuisance call duration distributions, wherein the classification of the plurality of
calls is based on a similarity between the call duration distribution of the plurality of calls and
the combined common characteristics of the plurality of sets of nuisance call duration
distributions.
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6. The method of any one of claims 2 to 5, wherein the respective periods of time for
the plurality of sets of nuisance call duration distributions are consecutive adjoining
preceding time periods.

7. The method of claim 6, wherein the periods of time each have a duration of a day.

8. The method of any one of claims 2 to 5, wherein the respective periods of time for
the plurality of sets of nuisance call duration distributions are consecutive occurrences of a
periodically occurring time period.

9. The method of claim 8, wherein the periodically recurring time period is daily and the
periods of time have a duration which covers a particular portion of the day.

10. The method of claim 9, wherein the particular portion of the day is one of: morning;

early-afternoon; late-afternoon; and evening.

11. The method of any one of the preceding claims, wherein the common characteristics
are represented by principal components obtained from carrying out a principal component
analysis of the nuisance call duration distributions.

12. The method of claim 11, wherein the similarity between the call duration distribution
of the plurality of calls and the common characteristics is determined by:

projecting the call duration distribution onto a domain defined by the principal
components that represent the common characteristics to create a projected call duration
distribution;

projecting the projected call duration distribution back into its original domain to
create a reconstructed call duration distribution; and

determining a measure of loss between the reconstructed call duration distribution
and the call duration distribution of the plurality of calls, the measure of loss indicating the
similarity between the call duration distribution and the common characteristics.

13. The method of any one of the preceding claims, wherein the network identity making
the plurality of calls to be classified is selected for classification in response to a total number
of calls made by the network identity in a particular period of time exceeding a
predetermined threshold.
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14. A computer system comprising a processor and a memory storing computer program

code for performing the steps of any one of the preceding claims.

15. A computer program which, when executed by one or more processors, is arranged

to carry out a method according to any one of claims 1 to 13.
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