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SECURE LOAD BALANCING IN A NETWORK

TECHNICAL FIELD

The present invention relates to a system comprising at least two resources
and a hash function, which system is arranged for distributing external users
to the resources, where the number of users is larger than the number of

resources.

The present invention also relates to a method according to the system

above.
BACKGROUND ART

In many application today, a large number of users access a considerable
fewer number of resources in a system. The users, on one hand, may be
devices handled by humans, the devices may for example be computers and
mobile equipment. The resources, on the other hand, may be processes,
processors, printers and many other things. A more wide definition of a
resource in this context is “something that performs a task for something
else”. Regarding functionality, the resources are equivalent, thus it is
unimportant which resource a certain user is guided to from a functional point

of view.

But in order to direct a certain user to the correct resource, it is of great
importance that the direction is performed in a balanced way, i.e. that the
large number of users is evenly distributed to the relatively few resources,
avoiding that some resources are used by very few users and some

resources are used by very many users.

CONFIRMATION COPY
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Today the above task is generally performed by feeding a user identification
code, IdX for user X, to the system comprising the resources. IdX is then fed
through a so called hash function.

In this context, a hash function is a transformation that takes data from a
definition set and transforms these data to output data in a value set, which
output data is called the hash value. The definition set is generally larger than
the value set. This means that the hash function is “many to one”, i.e. several
combinations of input data result in the same output data or hash value. The
hash function does not preserve structure. Ideally, for each input data, the
possibility for acquiring any of the possible output data should be equal. Any
inequalities in the frequency distribution of the input data is transformed into

a uniform distribution of output data.

A simple example is where 100 000 users, each one having a user number
IdX which is between 1-100 000 identifying each user, share 16 resources
numbered 1-16. The hash function may then be of such a sort that it evenly
distributes the users among the resources according to a simple algorithm.
For example, each sixteenth user is directed to the same resource. Then the
users 1, 17, 33, 49 ... are directed to resource number 1, the users 2, 18, 34,

50 ... are directed to resource number 2, and so on.

The main feature of the hash function is that it directs the user in question to
one of the resources 1-16. Generally, the hash function results in an identical
result for a number of different inputs, i.e. many different inputs result in

relatively few different outputs. This is called “many to one”.

If the resources, to which the users are guided, each one is adapted to
handle an equivalent amount of users, it is important that the hash function
produces a uniformly distributed output. Then the users are uniformly

distributed among the resources, causing a load balance.
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There may, however, be problems due to accident as well as on purpose.
Accidentally, the users may consist of different groups, requesting access to
the resources to different degrees. If these groups are unfortunately
balanced, the users that are guided to a certain resource by the hash
function may request access to the resources to a larger extent than the
other users. This certain resource is then subject to a larger load than the

other resources, resulting in a biased load balance among the resources.

On purpose, so-called “hash attacks” occur, which are intended to cause a
biased load balance among the resources. The hash attacks are generally
made possible by the attackers having sufficient knowledge about the system
and/or the attackers making use of information that is output from the system
comprising the resources. The attackers then see to that each request for
resources, when passing the hash function, is guided to one énd the same
resource. This resource is then subject to an unusually high load, and then
functions more or less inefficiently, which may result in a so called “denial of
service”, where the resource does not accept any more users. This may

affect the service efficiency of the whole system.

The reason for unleashing a hash attack is to achieve a “denial of service”,
i.e. making one or more resources unavailable for other users. The other
users that are guided to the attacked resource or resources, which other
users are unaware of that a hash attack is in progress, only perceive that the
service they are requesting is unavailable. This reveals a poor service
availability for the other users, which in turn impairs the good will and thus

the trademark of the service provider.

Today, there are server systems which are arranged to adapt the hash
function due to the current load balance, and prevent that a biased load
balance occur. This adaptive arrangement requires a lot of system resources
and maintenance, and may have difficulties keeping up with occurring load
imbalances that occur during a hash attack. Even if the adaptive system is

able to achieve a proper load balance during a hash attack, the adaptive
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procedure generally requires such an amount of system of resources that a
“denial of service” situation more or less occurs anyway, since the system is
busy defending itself. The attacker thus achieves its goal anyway.

DISCLOSURE OF THE INVENTION

It is an object of the present invention to provide a system and a method for
preventing hash attacks by assuring that a proper load balance is
maintained, only requiring a small amount of system resources.

This object is solved by means of a system according to the preamble of
claim 1, which system further comprises means for, at least to a part,

creating a uniform distribution.

This object is further solved by means of a method according to the preamble
of claim 10, which method further comprises the steps: inputting a unique
user identification code or number and creating a uniform distribution of the
users to the resources, where the distribution is accomplished by using a
hash function.

Preferably, the uniformness of the distribution according to the system and
method above is created by means of an encryption algorithm.

Preferred embodiments are disclosed in the dependent claims.

Several advantages are obtained by means of the present invention. For

example:

- An inexpensive means, requiring very little maintenance, for

preventing a hash attack is obtained.
- A hash attack may be prevented using very little system resources.

BRIEF DESCRIPTION OF THE DRAWINGS
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The invention will now be described more in detail with reference to the

enclosed drawings, where:

Figure 1 shows a general overview of a system according to a first

embodiment of the invention;

Figure 2  shows a general overview of a system according to a second

embodiment of the invention; and

Figure 3  shows a general overview of a system according to a third

embodiment of the invention.
EMBODIMENTS OF THE INVENTION

As shown in Figure 1, a number M of users 1, each one having an
identification code or number Id1 to IdM, is able to connect to a system 2
having a number N of resources 3, each one having an identification code or
number R1 to RN, where the number M of users 1 is much larger than the
number N of resources 3, i.e. M>>N. The users 1 may for example be mobile
equipment, such as. mobile telephones or mobile computers, handled by
mobile equipment owners, and the system 2 may be a mobile equipment
node, and where the resources 3 are services provided at the mobile

equipment system node.

If a certain user 1’, having a certain identification code or number IdX, wants
to access a resource in the system, it is unimportant which one of the
resources 3 the user should be guided to from a functional point of view. In
order to achieve an even load balance of users 1 for the resources 3, the 1dX
identification code or number is passed through a hash function 4, which
hash function 4 creates an even spread of the users 1, distributing them

among the available resources 3.

According to the present invention, in order to randomize which resource 3 a

certain user 1 is guided to, the input to the hash function 4 is first
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randomized. This is obtained by encrypting the input data to the hash
function 4, using an encryption algorithm 5, where the encryption produces a
cipher 6 by using at least a cipher key Kc 7. This cipher 6 is used as an input
to the hash function 4, which produces a hash value 8, guiding the user to a
certain resource 3’, having a certain identification code or number RY, among

the available resources 3.

The encryption algorithm 5 produces a unique output cipher 6 for a certain
input 9 at a certain time, this is called “one to one”. A good encryption
algorithm 5 provides a uniform output, which output ideally is completely
randomized. As the encryption is used as a randomizer, “whitening” the input
6 to the hash function 4, no decryption takes place at all. It is important that
the encryption is of a such kind that a non-repeating randomizing is acquired.
A certain input 9 should then result in any output 6 within the encryption
output range, having the same probability for acquiring any value within the
encryption output range every time. Thus a uniform distribution of the users 1

among the resources 3 is obtained.

A simple example, still with reference to Figure 1, is where 100 000 users 1,
each one having a user number IdX which is between 1-100 000, identifying
each user, share 16 resources 3, each resource having a user number RY
which is between 1 and 16. In other words, M = 100 000 and N = 16. The
hash function 4 evenly distributes the users among the resources 3. The
output of the hash function 4 directs the user to one of the resources 3.
Before feeding the user number IdX into the hash function 4, it is encrypted
by an encryption algorithm 5, randomizing the user number IdX. The range of
the encryption output 6, the cipher, may be much larger than the number M

of users 1, although it is not necessary.

If user number 50 000 wants to use a resource 3, the number 50 000 is
encrypted and the encryption then produces a number within the encryption
output range. Each time the number 50 000 is encrypted, any output within
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the output range is produced, having the same probability for acquiring any
value within the output range every time the number 50 000 is encrypted.
This is the case for any user number being fed into the encryption algorithm
5.

According to the example, the hash function 4 evenly produces a number in
the range 1-16 as an output 8. The hash function 4 according to this example
always produces the same output for a given input. As the encryption
algorithm 5 produces any number within the encryption output range every
time an input is fed into the encryption algorithm 5, the hash function 4 is fed
with any number within the encryption output range every time an input 9 is
fed into the encryption algorithm 5. As the input 6 to the hash function 4 is
randomized, the output 8 from the hash function 4 is also randomized,

making hash attacks unfeasible, since the distribution is uniformed.

As shown in Figure 2, according to a second embodiment, the user's input 9
into the system 2 is fed into a hash function 4 first, and then the output 8 of
the hash function 4 is randomized by means of an encryption algorithm 5.
The encryption algorithm 5 then preferably has an output which is easy to

translate to a certain identification code or number RY of the resources 3.

Further, as shown in Figure 3, according to a third embodiment, the user's
input 9 into the system is fed into a so-called keyed hash function 10, which
provides a randomized output 11. In order to achieve this, a hash key Kh 12
is used for the keyed hash function 10. As before, encryption has to be of
such a kind that each time when one certain input 9 into the system 2 is fed
into the keyed hash function 10, any output 11 within the output range is
produced, having the same probability for acquiring any value within the
output range every time. In this case, no separate encryption algorithm is
used, but the encryption and the load distribution is all taken care of by the
keyed hash function 10. The keyed hash function 10 preferably has an output
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the resources 3.

The efficiency of any randomizing procedure is purely dependent on the
efficiency of the encryption algorithm. The more randomized encryption that
is produced, the more randomized output from the hash function in question
is produced and then a more even load balance is acquired for the
resources. A wide variety of encryption algorithms exists, having different
kinds of cipher keys, and will not be discussed in more detail here. The main
feature of the present invention is to use a function that have randomizing
properties, and a suitable encryption function should not be difficult to find for
the skilled person. Any other randomizing means is also conceivable within

the scope of the present invention.

The invention is not limited to the above described embodiments, but may
vary freely within the scope of the appended claims. The users may for
example be computers, where the system is a computer network comprising
computer system resources, such as servers and printers, to which the users

are directed.

Encryption algorithms that may form basis for the encryption algorithm
according to the invention may for example be AES (Advanced Encryption
Standard).

Encryption algorithms may not only use a cipher key Kc for generating a

cipher, but other kinds of initializing data are also conceivable.
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CLAIMS

1. A system comprising at least two resources (3) and a hash
function (4), which system is arranged for distributing external users (1) to the
resources (3), where the number of users (1) is larger than the number of
resources (3), characterized in that the system further comprises

means (5) for, at least to a part, creating a uniform distribution.

2. A system according to claim 1, characterized in that
the uniformness of the distribution is created by means of an encryption

algorithm (5).

3. A system according to claim 2, characterized in that
the encryption algorithm (5) encrypts a unique user identification code or
number (IdX) and sends the cipher output (6) to the hash function (4).

4. A system according to claim 3, characterized in that
the hash function output (8) is arranged to be linked to a certain resource (3').

5. A system according to claim 2, characterized in that
the hash function (4) is arranged to be fed at its input with a unique user
identification code or number (IdX), and sends the hash function (4) output

(8) to the encryption algorithm (5).

6. A system according to claim 5, characterized in that
the cipher output (6) is arranged to be linked to a certain resource (3").

7. A system according to claim 2, characterized in that
the encryption algorithm is a part of the hash function, which hash function
thus constitutes a so-called keyed hash function (10).

8. A system according to any one of the previous claims,
characterized in that the users (1) are pieces of mobile equipment
handled by mobile equipment owners, and that the system (2) is a mobile
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equipment system node, and where the resources (3) are services provided

at the mobile equipment system node.

9. A system according to any one of the claims 1-7,
characterized in that the users (1) are computers, where the
system (2) is a computer network, and where the resources (3) are computer

system resources to which the computers are directed.

10. A method for distributing external users (1) to at least two
resources (3) in a system, where the number of users (1) is larger than the
number of resources (3), which method comprises the steps:

inputting a unique user identification code or number (IdX) into the system;
and

creating a uniform distribution of the users (1) to the resources (3), where the

distribution is accomplished by using a hash function (4).

11. A method according to claim 10, characterized in that
the uniformness of the distribution is created by means of an encryption

algorithm (5).

12. A method according to claim 11, characterized in that
the encryption algorithm (5) encrypts a unique user identification code or
number (1dX) and sends the cipher output (6) to the hash function (4).

13. A method according to claim 12, characterized in that
the hash function output (8) is linked to a certain resource (3’).

14. A method according to claim 11, characterized in that
the hash function (4) is fed at its input with the unique user identification code
or number (IdX), and sends the hash function output (8) to the encryption
algorithm (5).

15. A method according to claim 14, characterized in that
the cipher output (6) is linked to a certain resource (3').
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16. A method according to claim 11, characterized in that
the encryption algorithm is a part of the hash function, which hash function

thus constitutes a so-called keyed hash function (10).

17. A method according to any one of the claims 10-16,
characterized in that the users (1) are pieces of mobile equipment
handled by mobile equipment owners, and that the system (2) is a mobile
equipment system node, and where the resources (3) are services provided

at the mobile equipment system node.

18. A method according to any one of the claims 10-16,
characterized in that the users (1) are computers, where the
system (2) is a computer network, and where the resources (3) are computer
system resources to which the computers are directed.
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