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(57) ABSTRACT

An image forming system according to one embodiment of
the present invention has a user authentication mode for
granting only authorized users a setting change for an image
forming apparatus. This image forming apparatus 200
includes a user authentication section 203 to perform
authentication on receiving user information from a host
computer 100. The image forming apparatus 200 also issues
an authentication key for an authorized user and sends the
key to the host computer 100. The host computer 100 sends
a changed setting and the authentication key to the image
forming apparatus 200, whereby making the setting change
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with related art systems that send user information every
(30) Foreign Application Priority Data time a setting is changed and send a changed setting only
when a user is deemed to have authority where authentica-
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IMAGE FORMING SYSTEM,
COMPUTER-READABLE RECORDING MEDIUM
STORING A SETTING CHANGE PROGRAM, AND

SETTING CHANGE METHOD

BACKGROUND
[0001]

[0002] The present invention relates to an image forming
system including an image forming apparatus and a com-
puter or other terminal coupled to the apparatus. In particu-
lar, the invention relates to such an image forming system
that checks authentication information input from the ter-
minal to grant an authorized user a setting change for the
image forming apparatus.

[0003] 2. Related Art

1. Field of the Invention

[0004] When an unspecified number of people share a
single printer and each one of them has access to change its
default settings, they may not be able to get their documents
printed just as they expected. For example, when a user who
wants one-sided printing and gets his document printed with
a printer without knowing another user has just set two-sided
printing for the printer, this user will end up having a bunch
of two-sided prints. Another concern about sharing a printer
between two or more users, each of who can change its
settings, is leakage of data stored therein.

[0005] To cope with these problems, an image forming
apparatus (printer) typically has a user authentication mode
for granting only authorized users the authority to change
the default settings among those who have registered to use
the printer.

[0006] The user authentication mode, however, involves
another problem. When the mode is working, the terminal
coupled to the printer sends user information such as a user
ID and password every time the user tries to change the
settings for the printer. Then, only if the user is deemed to
have authority to make a change, the terminal sends the
setting change to the printer. If the user wants to make
multiple changes in the printer settings, this authentication is
repeated every time the user tries to send a setting change.
Therefore, it takes quite a long time to complete the setting
change through time-consuming means of communications
such as local connections.

[0007] For example, Japanese Patent Laid-Open Publica-
tion No. JP-2004-133906-A discloses an image forming
apparatus, a use authentication information issue method,
and a use authentication information issue system capable of
reducing an unnecessary authentication process for certain
services provided by the image forming apparatus (com-
pound machine) with printer, fax, and copier functions etc.
involving password authentication and used repeatedly.

[0008] When the image forming apparatus disclosed in
JP-2004-133906-A receives a session establishment request
including authentication information from external network
equipment, the apparatus executes an authentication process
on the basis of the session establishment request, generates
session information and session identification information,
and transmits the information to the network equipment.
When receiving a prescribed processing request using the
session identification information from the network equip-
ment, the image forming apparatus decides the session
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information corresponding to the session identification
information, and executes the prescribed processing request
received from the network equipment according to contents
of the session information.

[0009] Using the session identification information in this
manner can eliminate the need to repeat the authentication
process when processing is deemed to be executed by the
same session. It is therefore possible to avoid redundancy in
the authentication process.

[0010] Since the session identification information used in
JP-2004-133906-A includes the IP addresses of the network
equipment executing a processing request and of the image
forming apparatus having a session established as well as a
term of validity, the information may be abused by a third
party. Moreover, JP-2004-133906-A does not disclose the
use of an authentication key as the session identification
information so as to grant only authorized users specific
processing.

SUMMARY OF THE INVENTION

[0011] A primary advantage of the present invention is to
reduce time to complete processing for an image forming
apparatus requested by a terminal while the user authenti-
cation mode is working to grant limited users the processing.

[0012] Another advantage of the invention is to reduce the
number of user authentication for a processing request to the
image forming apparatus or a setting change for the appa-
ratus, thereby reducing the number of communications and
the amount of data transferred between the terminal and
image forming apparatus.

[0013] Still another advantage of the invention is to reduce
time to change the settings for the image forming apparatus
from the terminal.

[0014] Moreover, further another advantage of the inven-
tion is to achieve the above-mentioned aims in a highly
secure manner, for example, by preventing an abuse of user
information.

[0015] To address the above-described issues, an image
forming system according to claim 1 of the invention
includes a terminal; an image forming apparatus; commu-
nications means to couple to said terminal and said image
forming apparatus; user interface means to accept and send
an input of user information and a request of processing
from said terminal to said image forming apparatus via said
communications means; and user authentication means to
check said user information sent by said terminal, issue an
authentication key for a user deemed to have authority, and
send said key from said image forming apparatus to said
terminal via said communications means; said terminal
sending the authentication key received from said image
forming apparatus to said image forming apparatus via said
communications means when sending the request of pro-
cessing accepted by said user interface means to said image
forming apparatus.

[0016] An image forming system according to claim 2 of
the present invention includes a terminal; an image forming
apparatus; communications means to couple the terminal
and the image forming apparatus; user interface means to
accept an input of user information at login, send the user
information from the terminal to the image forming appa-
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ratus via the communications means, accept an input of a
request of processing after the login, and send the request
from the terminal to the image forming apparatus via the
communications means; and user authentication means to
check the user information sent from the terminal at the
login, issue an authentication key for an authorized user, and
send the key from the image forming apparatus to the
terminal via the communications means. According to claim
3 of the invention, in the image forming system according to
claim 2, the terminal sends the authentication key received
from the image forming apparatus to the image forming
apparatus via the communications means when sending the
request of processing accepted by the user interface means
to the image forming apparatus.

[0017] According to claim 4 of the invention, in the image
forming system according to claim 2, the image forming
system further comprises setting change means to accept an
input of setting change information to change a setting for
said image forming apparatus: wherein said user interface
means has said setting change means, and said user interface
means sends the setting change information input with said
setting change means together with said authentication key
from said terminal to said image forming apparatus via said
communications means.

[0018] According to claim 5 of the invention, in the image
forming system according to claim 2,the image forming
system further comprises user information controlling
means to store the authentication key received from the
image forming apparatus: wherein said terminal has said
user information controlling means, and the user interface
means acquires the authentication key stored in the user
information controlling means and sends the authentication
key to the image forming apparatus via the communications
means when sending the request of processing to the image
forming apparatus.

[0019] According to claim 6 of the invention, in the image
forming system according to claim 2, the user authentication
means sets a term of validity for the authentication key, the
term of validity being predetermined or updated every time
the image forming apparatus receives the authentication key
together with the request for processing.

[0020] According to claim 7 of the invention, in the image
forming system according to claim 2, the user authentication
means deletes the authentication key in response to a request
from the user interface means or the issue of another
authentication key by the user authentication means.

[0021] A computer-readable recording medium according
to claim 8 of the invention stores a program that makes a
computer of a terminal coupled to an image forming appa-
ratus achieve the functions of accepting an input of user
information; sending the input user information to the image
forming apparatus; receiving an authentication key sent
from the image forming apparatus; accepting an input of
setting change information to change a setting for the image
forming apparatus; and sending the input setting change
information together with the received authentication key to
the image forming apparatus.

[0022] A computer-readable recording medium according
to claim 9 of the invention stores a program that makes a
computer of an image forming apparatus coupled to a
terminal achieve the functions of receiving user information
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sent from the terminal; verifying the received user informa-
tion and issuing an authentication key for a user deemed to
have authority; sending the authentication key to the termi-
nal; receiving the authentication key and setting change
information to change a setting for the image forming
apparatus sent by the terminal; and changing the setting for
the image forming apparatus based on the setting change
information if the received authentication key and the issued
authentication key correspond.

[0023] A setting change method according to claim 10 of
the invention for an image forming system including a
terminal and an image forming apparatus coupled to the
terminal includes accepting an input of user information
with the terminal, sending the input user information from
the terminal to the image forming apparatus, verifying the
user information received by the image forming apparatus
and the user deemed to have authority based on said veri-
fication of said user information, sending the issued authen-
tication key from the image forming apparatus to the ter-
minal, accepting an input of setting change information with
the terminal, sending the setting change information
together with the authentication key from the terminal to the
image forming apparatus, and changing the setting for the
image forming apparatus based on the setting change infor-
mation if the authentication key received from the terminal
and the authentication key issued by the image forming
apparatus correspond.

[0024] According to claim 1 of the invention, the authen-
tication key issued only for authorized users is sent together
with the request for processing from the terminal to the
image forming apparatus. It is therefore possible to avoid
redundancy in the authentication of the user information for
every processing request, thereby time for responding to the
request can be reduced and the number of communications
and the amount of data transferred between the terminal and
image forming apparatus can be reduced.

[0025] According to claim 2 of the invention, the terminal
sends the user information to the image forming apparatus
and the user authentication means checks the user informa-
tion only when the user logs in. It is therefore possible to
avoid redundancy in the authentication of the user informa-
tion for every processing request, thereby time for respond-
ing to the request can be reduced and the number of
communications and the amount of data transferred between
the terminal and image forming apparatus can be reduced.

[0026] According to claim 3 of the invention, the authen-
tication key issued only for authorized users is sent together
with the request for processing from the terminal to the
image forming apparatus. It is therefore possible to avoid
redundancy in the authentication of the user information for
every processing request, thereby time for responding to the
request can be reduced and the number of communications
and the amount of data transferred between the terminal and
image forming apparatus can be reduced.

[0027] According to claim 4 of the invention, the user
interface means accepts an input of the setting change
information to change a setting for the image forming
apparatus, making it possible to more easily and swiftly
change the setting. Furthermore, the authentication key
issued only for authorized users is sent together with the
setting changed by the terminal to the image forming
apparatus. It is therefore possible to avoid redundancy in the
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authentication of the user information, thereby time for the
setting change can be reduced and the number of commu-
nications and the amount of data transferred between the
terminal and image forming apparatus can be reduced as
with the system according to claim 3.

[0028] According to claim 5 of the invention, the terminal
saves the authentication key received from the image form-
ing apparatus. It is therefore possible to easily call up the
authentication key when making the request for processing
and a setting change for the image forming apparatus and
send the key to the image forming apparatus.

[0029] According to claim 6 of the invention, a term of
validity is specified for the authentication key. It is therefore
possible to prevent a case where unused keys remain to be
saved and are abused when communications trouble
between the terminal and image forming apparatus occurs or
an abnormal termination of the program happens.

[0030] According to claim 7 of the invention, the authen-
tication key is deleted, making it possible to prevent a case
where unused keys remain to be saved and are abused as
with the system according to claim 6.

[0031] The computer-readable recording medium accord-
ing to claim 8 of the invention stores a program that makes
a computer of a terminal coupled to an image forming
apparatus achieve the functions of: accepting an input of
user information; sending the input user information to the
image forming apparatus; receiving an authentication key
sent from the image forming apparatus; accepting an input
of setting change information to change a setting for the
image forming apparatus; and sending the input setting
change information together with the received authentica-
tion key to the image forming apparatus.

[0032] By making the computer of the terminal coupled to
the image forming apparatus execute the program stored in
the recording medium, it is possible to input the user
information to the terminal, send the information to the
image forming apparatus, and send the authentication key
received from the apparatus to the apparatus together with
the setting changed by the terminal. Consequently, the
number of communications between the terminal and image
forming apparatus can be reduced and time for the setting
change can be reduced.

[0033] The computer-readable recording medium accord-
ing to claim 9 of the invention stores a program that makes
a computer of an image forming apparatus coupled to a
terminal achieve the functions of receiving user information
sent from the terminal; verifying the received user informa-
tion and issuing an authentication key for a user deemed to
have authority; sending the authentication key to the termi-
nal; receiving the authentication key and setting change
information to change a setting for the image forming
apparatus sent by the terminal; and changing the setting for
the image forming apparatus based on the setting change
information if the received authentication key and the issued
authentication key correspond.

[0034] By making the computer of the image forming
apparatus coupled to the terminal execute the program
stored in the recording medium, it is possible to receive the
user information sent by the terminal, issue the authentica-
tion key only for authorized users and send the key to the
terminal, and on the reception of the key and setting change
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information change the setting for the image forming appa-
ratus if the key is valid. Consequently, the number of
communications between the terminal and image forming
apparatus can be reduced and time for the setting change can
be reduced.

[0035] By the setting change method according to claim
10 of the invention, the authentication key issued only for
authorized users is sent together with the request for pro-
cessing from the terminal to the image forming apparatus. It
is therefore possible to avoid redundancy in the authentica-
tion of the user information for every processing request,
thereby time for responding to the request is reduced and the
number of communications and the amount of data trans-
ferred between the terminal and image forming apparatus
are reduced.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] FIG. 1 is an internal block diagram of a setting
change system according to an embodiment of the present
invention.

[0037] FIG. 2 is a functional diagram of the setting change
system according to the present embodiment.

[0038] FIG. 3 is a sequence diagram showing the opera-
tion of each component for user authentication and setting
changes in the setting change system according to the
present embodiment.

[0039] FIG. 4 is an activity diagram showing the flow of
user authentication followed by the issue of an authentica-
tion key according to the present embodiment.

[0040] FIG. 5 is a flow chart showing the operation of the
setting change program according to the present embodi-
ment in a host computer.

[0041] FIG. 6 is a sequence diagram showing the opera-
tion of each component for setting changes in the setting
change system according to the present embodiment when
authentication using an authentication key fails.

BRIEF DESCRIPTION OF THE PREFERRED
EMBODIMENTS

[0042] An embodiment of the present invention will now
be described with reference to the accompanying drawings.
It should be understood that the embodiment described
herein is given by way of example to show a system to
embody the technical idea of the invention, and is not
intended to limit the invention to this system. The invention
is also applicable to other systems that fall under the claims
of the invention.

Embodiment

[0043] A setting change system according to one embodi-
ment of the present invention will now be described with
reference to FIGS. 1 through 6. FIG. 1 is an internal block
diagram of a host computer 100 and an image forming
apparatus 200 included in the setting change system. In the
host computer 100, a random access memory (RAM) 2 reads
and a central processing unit (CPU) 1 executes a program
stored in an external memory 12. The program executed by
the host computer 100 includes a setting change program to
change various settings for the image forming apparatus
according to the present embodiment.
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[0044] The CPU 1 totally controls individual devices
coupled to a system bus 4 as well as executing the setting
change program. The RAM 2 functions as a main memory
and work area, for example, of the CPU 1 to operate the
setting change program according to the present embodi-
ment. A keyboard controller 5 controls input from a key-
board 10 or other pointing device (not shown). A graphics
controller 6 controls images appeared on a display 11. A disk
controller 7 controls access to the external memory 12, such
as a hard disk or CD-ROM, storing application programs,
for example. A universal serial bus (USB) interface control-
ler 9 controls and processes two-way communications with
the image forming apparatus 200 via a USB interface.

[0045] The image forming apparatus 200 includes a
printer controller 20 and a print engine 28. The printer
controller 20 converts image data received from the host
computer 100 into video data, changes various settings, and
controls the print engine 28 in accordance with a processing
request received from the host computer 100. Controlled by
the printer controller 20, the print engine 28 prints video data
on paper, for example.

[0046] The printer controller 20 includes a CPU 21, a
read-only memory (ROM) 23, a RAM 24, a print engine
input-output controller 25, and a USB interface controller
26. The CPU 21 totally controls individual devices coupled
to a system bus 27 and also operates the printer controller 20
based on a program stored in the ROM 23. Specifically, the
CPU 21 according to the present embodiment performs user
authentication, issues an authentication key, and changes
various settings for the image forming apparatus in response
to requests from the host computer. The ROM 23 stores
various programs for operating the image forming apparatus
as well as various settings, product information, and other
data.

[0047] The RAM 24 functions as a memory area storing
settings and user information as well as a work area in order
for the CPU 21 to execute the program. The print engine
input-output controller 25 outputs video data or other opera-
tional instructions to the print engine. The USB interface
controller 26 enables two-way communications with the
host computer 100. While USB is used as the communica-
tions interfaces between the host computer 100 and the
image forming apparatus 200 here, two-way parallel or
IEEE1394 interfaces can be used instead.

[0048] FIG. 2 is a functional diagram of the host computer
100 and the printer controller 20 included in the image
forming apparatus 200. The host computer 100 includes a Ul
section 101, a user information controlling section 104, and
a communications section 107. The UI section 101 includes
a login part 102 and a setting change input part 103, and
makes the display 11 display various windows, so that the
user can make various settings and operations while refer-
ring to the display. The login part 102 makes the display 11
display a login window for starting the setting change
program of the image forming apparatus according to the
present embodiment and asking the user to input user
information such as a user ID and password. The setting
change input part 103 makes the display 11 display a setting
change window for making various setting changes for the
image forming apparatus to accept inputs made by the user.

[0049] The user information controlling section 104 stores
user information input by the user and the authentication key
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received from the image forming apparatus 200, for
example. The communications section 107 transmits the
user information to the image forming apparatus 200 when
the user logs in. The communications section 107 also
transmits the setting change made by the user with the
setting change window displayed by the setting change input
part 103 to the image forming apparatus.

[0050] The printer controller 20 included in the image
forming apparatus 200 includes a controlling section 201, a
user authentication section 203, a memory section 204, and
a communications section 205. The controlling section 201
includes a setting change part 202 and sets and changes
various settings for the image forming apparatus 200 in
response to an instruction by the host computer 100. The
user authentication section 203 checks the user ID and
password sent by the host computer 100 against user infor-
mation stored in the memory section 204, and issues an
authentication key if the user has authority.

[0051] The memory section 204 stores the user informa-
tion including user IDs and passwords of authorized users
and other data showing which users have authority to make
setting changes. The information is stored by an adminis-
trator in advance. The memory section 204 also stores the
authentication key issued by the user authentication section
203. The communications section 205 receives the user
information and settings, etc., sent by the host computer 100.
The communications section 205 also transfers the authen-
tication key issued by the user authentication section 203 to
the host computer 100.

[0052] Referring next to FIGS. 3 and 4, the operation flow
of the setting change system from user authentication to
setting change completion will be described. FIG. 3 is a
sequence diagram showing the operation of each component
for user authentication and setting changes in the setting
change system. FIG. 4 is an activity diagram showing the
flow of user authentication followed by the issue of the
authentication key.

[0053] When the setting change program is started, the
login part 102 included in the UI section 101 makes the
display 11 display a login window. The user can input user
information such as a user ID and password with this login
window to make a login request (Step 3.1). The user
information accepted by the login part 102 is reported to the
communications section 107 (Step 3.2). The communica-
tions section 107 then transfers the information to the
controlling section 201 included in the image forming
apparatus 200 via the communications section 205 included
in the image forming apparatus 200 (Step 3.3).

[0054] The controlling section 201 sends the user infor-
mation that it has received to the user authentication section
203 to perform authentication by seeing whether the user
who is making a login request has authority to change
settings (Step 3.4). The user authentication section 203
accesses the memory section 204 to see if the user ID and
password are authorized (Step 3.5). If they are authorized
(Step 3.6), the user authentication section 203 issues an
authentication key and stores it in the memory section 204
(Step 3.7). Here, a term of validity is specified for the
authentication key. The information on the term is also
stored in the memory section 204 (Step 3.8).

[0055] The user authentication section 203 transfers the
issued authentication key back to the controlling section 201
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(Step 3.9). The controlling section 201 then sends the
authentication key to the communications section 107
included in the host computer 100 via the communications
section 205 included in the image forming apparatus 200
(Step 3.10). The reception of the authentication key by the
communications section 107 is reported to the Ul section
101 (Step 3.11), where the user is deemed to succeed in
logging in. Subsequently, the authentication key together
with the user ID and password is stored in the user infor-
mation controlling section 104 (Step 3.12). The setting
change input part 103 included in the UI section 101 makes
the display 11 display a setting change window to enable the
user to input setting changes.

[0056] Referring now to FIG. 4, an example of user
authentication by the user authentication section 203 and the
memory section 204 will be described. FIG. 4 is an activity
diagram showing the flow of user authentication followed by
the issue of the authentication key.

[0057] On receiving the user information such as the user
ID and password from the host computer 100, the user
authentication section 203 accesses the memory section 204
in Step S-4.1 to acquire the user information corresponding
to the user ID. The user information stored in the memory
section 204 includes user IDs and passwords and other data
showing which users have authority to make setting changes
for the image forming apparatus 200. If the acquisition of the
user information fails in Step S-4.2, error information etc. is
sent to the host computer 100, which terminates the process.

[0058] If the acquisition of the user information succeeds
in Step S-4.2, the password received from the host computer
100 is checked in subsequent Step S-4.3 against the pass-
word stored in the memory section 204. If the password is
not verified in Step S-4.4, the user authentication section 203
creates an error message, which terminates the process. If
the password is verified in Step S-4.4, the process proceeds
to Step S-4.5 to see whether the user who is in this user
authentication process has authority to make setting changes
for the image forming apparatus 200.

[0059] If the user is deemed to have no authority to make
setting changes in Step S-4.6, information showing this
result is reported to the host computer 100, which terminates
the process. If the user is deemed to have authority to make
setting changes in Step S-4.7, an authentication key is issued
in Step S-4.7 to be sent to the host computer 100.

[0060] Referring back to FIG. 3, the user inputs setting
changes with the keyboard 10 while referring to the setting
change window appeared on the display 11 by the setting
change input part 103 included in the Ul section 101 in Step
3.14. The UI section 101 acquires the authentication key
stored in the user information controlling section 104 (Step
3.15). The acquired authentication key is then sent to the
communications section 107 so as to be transferred to the
image forming apparatus 200 together with the changed
settings (Step 3.16).

[0061] The authentication key and changed settings are
then sent from the communications section 107 to the
controlling section 201 included in the image forming
apparatus 200 (Step 3.17). On receiving the authentication
key, the controlling section 201 refers the authentication key
to the user authentication section 203 (Step 3.18). In
response to the request of the reference of the authentication

Apr. 5, 2007

key, the user authentication section 203 sees whether the
authentication key is stored in the memory section 204 (Step
3.19). If the authentication key is stored in the memory
section 204, the user authentication section 203 informs the
controlling section 201 that the setting changes are granted
(Step 3.20). Subsequently, the setting change part 202
included in the controlling section 201 changes the settings
for the image forming apparatus 200 in accordance with the
settings received from the host computer 100 together with
the authentication key (Step 3.21).

[0062] The authentication key and changed settings are
sent from the host computer 100 to the image forming
apparatus 200 every time the user makes settings or setting
changes while referring to the setting change window. The
process from Steps 3.14 to 3.21 shown in FIG. 3 is repeated
until every setting change is completed.

[0063] The authentication key stored in the memory sec-
tion 204 included in the image forming apparatus 200 is
deleted when the term of validity specified for the key
expires and the key is deemed to have no authority there-
after. In other words, the host computer 100 cannot make
any setting change for the image forming apparatus 200 by
making a setting change request with the same key. The term
of validity of the key and the process made by each
component when the key is not available will be described
in greater detail later.

[0064] Referring now to FIG. 5, the operation of the host
computer while the user-authentication and setting-change
program is working will be described. FIG. 5 is a flow chart
showing the operation of the setting change program in the
host computer 100. In Step S-501, the login part 102
included in the Ul section 101 makes the display 11 display
a login window to accept an input of user information. The
user inputs the user information with the keyboard 10, for
example, making the login part 102 acquire the information.

[0065] The UI section 101 then transmits the user infor-
mation it has acquired to the image forming apparatus 200
(Step S-502). Subsequent Step S-503 is a waiting time for
the reception of the authentication key from the image
forming apparatus 200. The process will return to Step
S-501 for re-login if no key is received during a predeter-
mined period of time, the user information is wrong, or other
error information is received.

[0066] Ifthe authentication key is received from the image
forming apparatus 200 in Step S-503, the key is stored in the
user information controlling section 104 in Step S-504. In
Step S-505, the setting change input part 103 included in the
Ul section 101 makes the display 11display a setting change
window to accept inputs of various setting changes for the
image forming apparatus 200. When the setting change input
part 103 makes a setting change, the Ul section 101 sends
the changed settings and the authentication key stored in the
user information controlling section 104 to the image form-
ing apparatus 200 via the communications section 107 (Step
S-506).

[0067] Step S-507 is to see if every setting change made
by the user is completed. The process in Steps S-505 and
S-506 is repeated until every setting change is completed.
The changed settings and authentication key are sent to the
image forming apparatus 200 every time a setting change is
made. On the completion of all setting changes made by the
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user, the user-authentication and setting-change program
operating in the host computer 100 is completed.

[0068] Referring now to FIG. 6, the operation of each
component for setting changes when authentication using an
authentication key fails will be described. FIG. 6 is a
sequence diagram showing the operation of each component
for setting changes in the setting change system according to
the present embodiment when authentication using an
authentication key fails.

[0069] The process starts with the user’s making a setting
change while referring to the setting change window
appeared on the display 11 by the setting change input part
103 included in the U section 101 (Step 6.1). The Ul section
101 makes a request to acquire an authentication key to the
user information controlling section 104 (Step 6.2) to
acquire a corresponding authentication key. The Ul section
101 then outputs the changed setting and authentication key
to the communications section 107 (Step 6.3). The commu-
nications section 107 converts data so that it can be trans-
ferred to the image forming apparatus 200, and then trans-
fers the setting and authentication key to the controlling
section 201 included in the image forming apparatus 200
(Step 6.4).

[0070] The controlling section 201 refers the authentica-
tion key to the user authentication section 203 (Step 6.5) to
see if the key received from the host computer 100 has
authority. Subsequently, the user authentication section 203
checks whether the key is stored in the memory section 204
to see if the key has authority. In this case, the section
recognizes that the key is not stored (Step 6.6). The user
authentication section 203 then informs the controlling
section 201 that the authentication fails (Step 6.7). The
controlling section 201 then sends information on the
authentication failure to the communications section 107
included in the host computer 100 (Step 6.8). The commu-
nications section 107 informs the Ul section 101 of the
authentication failure (Step 6.9).

[0071] On recognizing the failure of the authentication
using an authentication key, the Ul section 101 calls up user
information such as a user ID and password stored in the
user information controlling section 104 (Steps S6.10,
S6.11) and outputs the information to the communications
section 107 (Step 6.12). The process in and after Step 3.3
shown in FIG. 3 follows for re-login to request the issue of
a new authentication key. The new key thus acquired is used
for the setting-change process implemented again to make a
setting change for the image forming apparatus 200. Accord-
ingly, even if the authentication using an authentication key
fails, the setting-change process can proceed without inter-
ruption through re-login to request the issue of another
authentication key.

[0072] Here, a term of validity is specified for each
authentication key issued by the user authentication section
203 in the image forming apparatus 200. The term of validity
is stored together with the corresponding authentication key
in the memory section 204 in the image forming apparatus
200. The controlling section 201 deletes the authentication
key from the memory section 204 after a predetermined
period of time elapses in accordance with the term of
validity specified for the key. It is therefore impossible to
make any setting change using the authentication key after
the term of validity expires.
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[0073] The term of validity is fixed by an administrator of
the image forming apparatus 200 in advance, for example. In
this case, the user authentication section 203 stores the
predetermined term of validity in the memory section 204
when it issues the authentication key. When the term of
validity expires, the key is deleted from the memory section
204.

[0074] The term of validity fixed by an administrator of
the image forming apparatus 200 may nonetheless be reset
every time an authentication key is checked. Specifically, the
term of validity for the authentication key is updated when
the controlling section 201 in the image forming apparatus
200 checks the authentication key it has received together
with changed settings from the host computer 100 against
the authentication key stored in the memory section 204 to
see if the changes can be made. It is therefore possible to
prevent a case where settings can no longer be changed with
the same authentication key as a term of validity expires
during a series of setting change processing.

[0075] Furthermore, it is possible to allow the only one
authentication key to be stored in the memory section 204,
so that an old authentication key will be deleted from the
memory section 204 when a new key is issued by the login
of'the user. In this case, the user who makes a setting change
using an authentication key retains authority to make setting
changes until another user logs in.

[0076] By thus setting a term of validity for the authenti-
cation key, it is possible to prevent a case where unnecessary
keys that remain to be saved cause trouble to setting changes
when the keys are not regularly deleted because of commu-
nications trouble or abnormal termination of the authenti-
cation and setting-change program, etc.

What is claimed is:
1. An image forming system, comprising:

a terminal;
an image forming apparatus;

communications means to couple to said terminal and said
image forming apparatus;

user interface means to accept and send an input of user
information and a request of processing from said
terminal to said image forming apparatus via said
communications means; and

user authentication means to check said user information
sent by said terminal, issue an authentication key for a
user deemed to have authority, and send said key from
said image forming apparatus to said terminal via said
communications means;

said terminal sending the authentication key received
from said image forming apparatus to said image
forming apparatus via said communications means
when sending the request of processing accepted by
said user interface means to said image forming appa-
ratus.

2. An image forming system, comprising:

a terminal;
an image forming apparatus;

communications means to couple said terminal and said
image forming apparatus;
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user interface means to accept an input of user informa-
tion at login, send the user information from said
terminal to said image forming apparatus via said
communications means, accept an input of a request of
processing after said login, and send the request from
said terminal to said image forming apparatus via said
communications means; and

user authentication means to check the user information
sent from said terminal at said login, issue an authen-
tication key for an authorized user, and send said key
from said image forming apparatus to said terminal via
said communications means.

3. The image forming system according to claim 2,
wherein said terminal sends said authentication key received
from said image forming apparatus to said image forming
apparatus via said communications means when sending the
request of processing accepted by said user interface means
to said image forming apparatus.

4. The image forming system according to claim 2, further
comprising setting change means to accept an input of
setting change information to change a setting for said image
forming apparatus:

wherein said user interface means has said setting change
means, and said user interface means sends the setting
change information input with said setting change
means together with said authentication key from said
terminal to said image forming apparatus via said
communications means.

5. The image forming system according to claim 2, further
comprising user information controlling means to store said
authentication key received from said image forming appa-
ratus:

wherein said terminal has said user information control-
ling means, and

said user interface means acquires said authentication key
stored in said user information controlling means and
sends said authentication key to said image forming
apparatus via said communications means when send-
ing said request of processing to said image forming
apparatus.

6. The image forming system according to claim 2,
wherein said user authentication means sets a term of
validity for said authentication key, the term of validity
being one of predetermined and updated every time said
image forming apparatus receives said authentication key
together with said request for processing.

7. The image forming system according to claim 2,
wherein said user authentication means deletes said authen-
tication key in response to one of a request from said user
interface means and issue of another authentication key by
said user authentication means.

8. A computer-readable recording medium storing a pro-
gram that makes a computer of a terminal coupled to an
image forming apparatus achieve the functions of accepting
an input of user information;
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sending said input user information to said image forming
apparatus;

receiving an authentication key sent from said image
forming apparatus;

accepting an input of setting change information to
change a setting for said image forming apparatus; and

sending said input setting change information together
with said received authentication key to said image
forming apparatus.
9. A computer-readable recording medium storing a pro-
gram that makes a computer of an image forming apparatus
coupled to a terminal achieve the functions of:

receiving user information sent from said terminal;

verifing said received user information and issuing an
authentication key for a user deemed to have authority;

sending said authentication key to said terminal;

receiving the authentication key and setting change infor-
mation to change a setting for said image forming
apparatus sent by said terminal; and

changing the setting for said image forming apparatus
based on said setting change information if said
received authentication key and said issued authenti-
cation key correspond.
10. A setting change method for an image forming system
including a terminal and an image forming apparatus
coupled to said terminal, comprising:

accepting an input of user information with said terminal;

sending said input user information from said terminal to
said image forming apparatus;

verifying said user information received by said image
forming apparatus and issuing an authentication key for
the user deemed to have authority based on said veri-
fication of said user information;

sending said issued authentication key from said image
forming apparatus to said terminal;

receiving an input of setting change information with said
terminal;

sending said setting change information together with said
authentication key from said terminal to said image
forming apparatus; and

changing the setting for the image forming apparatus
based on said setting change information if said authen-
tication key received from said terminal and said
authentication key issued by said image forming appa-
ratus correspond.



