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Methods and Systems for Full Pattern Matching in Hardware

BACKGROUND
1. Technical Field

[0001] The present disclosure relates to data-pattern matching, and, in particular, to
methods and systems for determining that a given subject data pattern fully matches a given
signature data pattern.

2. Description of Related Art
a. Intrusion Prevention Systems (IPSs) Generally

[0002] Packet-data communication, such as that conducted over the Intemet, is extremely
popular, and is becoming more so every day. People, companies, educational institutions, etc.
routinely use Internet-connected computers and networks to conduct their affairs. Myriad types
of data are transmitted over the Internet, such as correspondence, medical information, financial
mformation, business plans, etc. Unfortunately, not all uses of the Internet are benign; on the
contrary, a significant percentage of the data that 1s transmitted over the Internet every day is
malicious. Examples of this type of data are viruses, spyware, malware, worms, etc.

[0003] Not unexpectedly, an mdustry has developed to combat these attempts to disrupt
and harm not only these Internet-based communications, but also the networks and computers
used to conduct them. This industry, and the effort to fight these threats generally, is often and
herein referred to as “intrusion prevention,” as very commonly such efforts are focused at points
of access to private (e.g., corporate) networks. One important aspect of intruston prevention

mvolves identifying known threats (e.g., files that are or contain viruses, worms, spyware,
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malware, etc.) by particular data pattems contained therein. These patterns are often and herein
referred to as “signatures” of these security threats, and are also often and at times herem
referred to as “triggers” and by other names.

[0004] As such, data (e.g., IP) packets flowing through, towards, or from a network
segment, such as a particular router, switch, or network generally, are often screened—perhaps
by an intermediate device, functional component, or other entity—for the presence of these
signature data patterns. When particular packets, or sequences of packets, are identified as
containing at least one of these signatures, those packets (or, again, sequences of packets) may be
“quarantined,” such that those packets cannot cause harm to any more networks and/or
computers. These packets, removed from the normal flow of data traffic, can then be further
examined without holding up that traffic generally.

{0005] In particular, systems that carry out intrusion prevention (1.e., intrusion-prevention
systems (IPSs)), use pattern-matching techniques to attempt to detect malicious data, and to
prevent that data from entering a given network segment. Typically, IPSs check both packet
headers and packet payloads in order to detect content-based security threats. Standard detection
methods consist of using pattern-matching or string-matching algorithms to search for malicious
packets containing predefined signatures that characterize a threat. Typically, IPSs are deployed
m-line with the network segment to be protected, such that all data that flows into and out of the
protected network segment must pass through the IPS.

[0006] It can thus be appreciated that it would be advantageous for an IPS to be able to
quickly and accurately identify signature data patterns across one or more packets, and to do so
m a way that uses relatively few computing resources such as processing time and memory. For

example, it would be advantageous for an IPS to be able to identify signature data patterns at
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“line” or “wire” speeds, which, in modern networks are typically at least 10 gigabits per second
(Gbps). Further, it would be advantageous for an IPS to be able to efficiently identify a large
number of signatures, identify signatures that overlap, and, because the location of a signature in
a given packet 1s not always predictable, identify signatures having different lengths and starting
at arbitrary locations in a data stream.

b. Pattern-Matching Techniques

[0007] Generally, pattern matching may be carried out using either approximate-pattern-
matching techniques or exact-pattern-matching techniques. Approximate-pattern-matching
techniques may be relatively less resource-intensive, but may result in “false positives” (i.e., the
identification of given data patterns as malicious when in fact they are not). Accordingly, IPSs
that employ only approximate-pattern-matching techniques may inefficiently quarantine network

traffic that is actually benign.

{0008] On the other hand, exact-pattern-matching techniques—which require, for a given
data pattern to be correctly 1dentified as malicious (or at least as containing an exact signature of
a threat), that the given data pattern match a signature data pattern exactly—are typically more
resource-intensive than their approximate-pattern-matching counterparts, but generally do not
result in as many, if any, false positives. It can thus be appreciated that it would be advantageous
for an IPS to employ exact-pattern-matching techniques, but that such techniques may negatively

impact effective network speeds.

1. Software-Based Solutions

[0009] Pattern matching can be carried out in software-based solutions as well as in
hardware-based solutions. Software-based solutions, perhaps implemented using general-
purpose processors, regularly employ pattern-matching algorithms that are well known 1n the art,

including Knuth-Morris-Pratt, Boyer-Moore, and Aho-Corasick. It has proven difficult,
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however, for software-based solutions to keep up with rapidly mcreasing line speeds; software-
based solutions typically do not support network traffic at a rate greater than a few hundred
megabits per second (Mbps). As such, since software-based solutions can only support modest
throughput, hardware-based solutions are often chosen.

il. Hardware-Based Solutions

[0010] Hardware-based solutions may employ a variety of hardware types, including a
variety of memory types, dependmg on the specific pattern-matching technique a given solution
employs. For example, reconfigurable devices, such as Block random access memory (Block
RAM) contained 1in field programmable gate arrays (FPGAs), are commonly utilized. Use of
FPGA Block RAM is advantageous because, among other things, it inherently possesses
parallelism that may be exploited to achieve high wire speeds, it s typically physically located
relatively close to the processor and therefore associated with minimal access delays, and 1t 1s
easily reconfigurable and therefore easily updated as new signature patterns become known.
However, the relatively high cost of Block RAM usually limits the extent of its use 1n IPSs.
Block RAM is therefore typically only employed in less resource-intensive approximate-pattern-
matching techniques.

{0011] Other types of more conventional memory are static random access memory
(SRAM) and dynamic random access memory (DRAM). In typical SRAM, each bit is stored
using a combination of four transistors, two cross-coupled inverters, and two additional access
transistors. In typical DRAM, each bit is stored using one transistor and one capacitor. Because
capacitors inherently leak charge, DRAM must be regularly power-refreshed. Accordingly,
SRAM 1s generally faster and less power-intensive than DRAM. On the other hand, DRAM 1s

generally less expensive and less space-consuming than SRAM, because 1t 1s less structurally
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complex. In each of Block RAM, SRAM, and DRAM, data 1s stored, retrieved, or modified
using a memory address at which the data is stored.
[{0012] One example of an approximate-pattern-matching technique implemented in
hardware is a Bloom filter, which may be utilized to determine whether a given data pattern
definitely does not match a signature data pattern, and therefore need not be further examined for
an exact match. Generally, a Bloom Filter is a data structure that reflects a set of signatures
compactly by computing the result of at least one, and possibly multiple, hash equations on each
signature in the set of signature data patterns, and flagging these hash results (1.e., memory
addresses) by setting a simple binary indicator. In this way, a given memory device may be
configured to reflect to some degree the signatures that are contained in the set of signature data
patterns.
{0013] Once configured in this way, the Bloom filter may be queried to determine
whether a given subject might be—or definitely is not—contained in the set of signature data
patterns. Given the nature of such a filter, the answer to this query might be a false positive, but
will never be false negative. Thus, approximate-pattern-matching techniques, mcluding those
that utilize a Bloom filter, may quickly indicate that a given subject is not malicious, and
therefore does not need to be further examined to determine whether 1t exactly matches a
signature data pattern. Further analysis 1s then typically performed on those subjects that cannot
be classified as definitely benign, in order to evaluate whether such subjects exactly match a

signature data pattern.
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BRIEF DESCRIPTION OF THE DRAWINGS

{0014] Figure 1 1s a simplified block diagram of an example of a communication
network, in which at least one embodiment can be employed.
[0015] Figure 2 is a simplified block diagram of an example of an intrusion-prevention

system (IPS), in accordance with at least one embodiment.

[0016] Figures 3A-3C depict examples of network traffic and subject data words found
therem.
[0017] Figure 4 depicts an example set of subject data words found in an example of

network traffic.

[0018] Figure 5 depicts the example set of subject data words from Figure 4, as well as
an example set of signature data patterns.

[0019] Figures 6A and 6B each depict a flowchart of an example of a method, each in

accordance with at least one embodiment.

{0020] Figure 7 depicts an example of an IPS-subject-word-flow map, in accordance with

at least one embodiment.

{0021] Figures 8A-8F depict examples of pre-processing hardware and configuration
thereof, in accordance with at least one embodiment.

[0022] Figures 9A and 9B depict examples of pre-processing hardware and its use, in
accordance with at least one embodiment.

[0023] Figure 10 depicts an example of a pre-processing match chart, in accordance with
at least one embodiment.

[0024] Figures 11A-11C depict an example of a partial-match memory device, in

accordance with at least one embodiment.
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[0025] Figure 12 depicts an example of partial-match hardware and configuration
thereof, in accordance with at least one embodiment.
[0026] Figure 13 depicts an example of partial-match hardware and its use, i accordance
with at least one embodiment.
[0027] Figure 14 depicts an example of an address builder, in accordance with at least
one embodiment.
{0028] Figures 15A and 15B depict an example of a full-match memory device, in
accordance with at least one embodiment.
{0029] Figure 16 depicts an example of full-match hardware and configuration thereof, in
accordance with at least one embodiment.
{0030] Figure 17 depicts an example of full-match hardware and its use, in accordance
with at least one embodiment.
[0031] Figure 18 depicts an overview of an example of an examination of subject data

words, in accordance with at least one embodiment.
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DETAILED DESCRIPTION OF THE DRAWINGS

1. Overview

{0032] Methods and systems are provided for using hardware to determine that a subject
data word exactly matches a signature data pattern. In one aspect, an embodiment may take the
form of a method carried out in an intrusion-prevention system (IPS) for examining a subject
data word and identifying a full match between the subject data word and the signature data
pattern. The subject data word comprises a plurality of subject-data blocks, and the signature
data pattern comprises a plurality of signature-data blocks. Each of the subject-data blocks and
each of the signature-data blocks has a respective value and a respective position. The IPS
comprises partial-match hardware having at least part of the signature data pattern stored therein,
and further comprises full-match hardware having the (full) signature data pattern stored therein.
[0033] In accordance with the method, the IPS receives the subject data word via at least
one network interface. The subject data word may comprise a subset of the subject-data blocks,
or all of the subject-data blocks, received by the IPS in accordance with a clock cycle.
Alternatively, the subject data word may comprise subject-data blocks received in accordance
with the clock cycle as well as subject-data blocks recetved in accordance with at least one
previous clock cycle.

[{0034] Further 1n accordance with the method, the IPS makes a partial-match
determination that a partial-match number of the subject-data blocks respectively match the same
number of signature-data blocks stored in the partial-match hardware with respect to both value
and position. The partial-match number of subject data blocks is greater than or equal to two and

less than a total number of subject-data blocks.
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[0035] Making the partial-match determination may comprise determining a partial-
match-subject-hash result, which may correspond to a partial-match address in the partial-match
hardware. Furthermore, the signature-data blocks stored in the partial-match hardware may be
stored at the partial-match address.
[0036] Making the partial-match determination may comprise an identification of the
partial-match address based at least in part on the subject data word. The partial-match
determination may comprise a determination that a set overflow indicator is stored in the partial-
match hardware in association with the partial-match address.
{0037] Further, the subject-data blocks matched in the partial-match determination may
have respective positions that are adjacent. For example, the subject-data blocks matched mn the
partial-match determiation may be two subject-data blocks having adjacent positions at the start
of, in the middle of, or at the end of the subject data word.
[0038] Further in accordance with the method, after making the partial-match
determination, the IPS makes a full-match determination that all of the subject-data blocks
respectively match all of the signature-data blocks stored in the full-match hardware with respect
to both value and position. Making the full-match determmation may comprise determining a
full-match-subject-hash result, which may correspond to a full-match address in the full-match
hardware. Furthermore, the signature-data blocks stored in the full-match hardware may be
stored at the full-match address.
[0039] Making the full-match determination may comprise an identification of the full-
match address based at least in part on the subject data word. The full-match determination may
comprise a determination that a full-match-overflow address is stored in the full-match hardware

in association with the full-match address.
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[0040] The IPS may comprise pre-processing hardware, and the method may comprise,
prior to making the partial-match determination, the IPS making a pre-processing determination
that a pre-processing number of pre-processing-subject-hash results respectively match the same
pre-processing number of pre-processing-signature-hash results flagged in the pre-processing
hardware. The pre-processing-subject-hash result and the pre-processing-signature-hash result
may respectively correspond to a pre-processing address in the pre-processing hardware.
Further, a trigger indicator may be set at each respective pre-processing address, and the pre-
processing determination may comprise a determination that the trigger indicator 1s set at each
respective pre-processing address.
{0041] Further in accordance with the method, the IPS stores a full-match indicator,
mdicating that the full-match determination has been made. After making the full-match
determination, the IPS may carry out at least one responsive action, perhaps selected from:
quarantining the subject data word, quarantining a collection of data comprising the subject data
word, blacklisting a source of the subject data word, sending an alert to the source of the subject
data word, sending an alert to the mtended recipient of the subject data word, and generating a
data-examination report; and certainly many other examples are possible.
[0042] At least one embodiment may take the form of an IPS comprising at least one
network interface, at least one processor, partial-match hardware, full-match hardware, and data
storage. The partial-match hardware has at least part of the signature data pattern stored therein,
and the full-match hardware has the (full) signature data pattern stored therein. The data storage
may comprise mstructions executable by the at least one processor for causing the IPS to carry

out a set of functions, the set perhaps comprising some or all of those described above.
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[0043] The set of functions may alternatively comprise: recetving the subject data word
via the at least one network interface; making a partial-match determination comprising: an
identification of a partial-match address based at least in part on the subject data word, and a
determination that at least one of the following is stored in the partial-match hardware in
association with the partial-match address: (1) a set overflow indicator and (i1) a partial-match
number of the signature-data blocks that respectively match the same partial-match number of
the subject-data blocks with respect to both value and position, wherein the partial-match number
1s (1) greater than or equal to two and (11) less than a total number of the subject-data blocks;
subsequent to making the partial-match determination, making a full-match determination
comprising: an identification of a full-match address based at least in part on at least part of the
subject data word, and a determination that the signature data pattern is stored in the full-match
hardware in association with the full-match address; and storing a full-match indicator, the full-
match indicator indicating that the full-match determination has been made.
[0044] Note as well that any of the variations described herein with respect to any given
embodiment is contemplated as being applicable to any other embodiment to the extent such
variations would be compatible and not inconsistent with such embodiments.
[0045] These as well as other aspects and advantages will become apparent to those of
ordinary skill in the art by reading the following detailed description, with reference where
appropriate to the accompanying drawings.

2. Introduction

[0046] Described herein are aspects of hardware-based pattern-matching techniques for
use in data-network-security contexts, imcluding those involving IPSs, as such techniques may be

used to classify network traffic as malicious or benign. The pattern-matching techniques
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described herein provide fast and flexible methods of analyzing data using hardware, and can be
carried out using low-cost hardware architectures.
[{0047] The pattern-matching techniques described herein include methods for
determining that patterns of data blocks contained m network traffic match patterns of data
blocks contained in signature data patterns. At least one embodiment comprises (1) making a

partial-match determination that at least some of the subject-data blocks contained in a subject

data word respectively match—with respect to both value and position—some of the signature-
data blocks contained in a signature data pattern and (11) after making the partial-match
determination, making a full-match determination that all of the subject-data blocks contained in
the subject data word respectively match—again with respect to both value and position—all of
the signature-data blocks contained in the signature data pattern.

{0048] The reader will appreciate that subject data words for which the partial-match
determunation cannot be made, i.e., subject data words having at least some examined subject-
data blocks that do not match respective signature-data blocks, will be subject data words for
which the full-match determination necessarily cannot be made. Accordingly, the methods and
systems described herein facilitate, among other benefits, reducing the total number of subject
data words that are examined for an exact match with respect to given signatures.

[0049] At least one embodiment involves making one or more additional determinations
prior to the partial-match determmation and/or the full-match determination, resulting in a
further reduction of the total number of subject data words that are examined for an exact match.
Such additional determinations may mclude the use of hash functions, and in particular may

mclude a pre-processing determination that at least one pre-processing-subject-hash result

respectively matches at least one pre-processing-signature-hash result. Such a determination, if
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carried out prior to attempting to make the partial-match determination, may reduce the total
number of subject data words that are examined for a partial match, and thus reduce the total
number of subject data words that are examined for an exact (i.e., full) match.

[{0050] Accordingly, with respect to a given subject data word and a given signature data
pattern, at least one embodiment includes one or more of the following aspects: (1) determining
that a pre-processing number of pre-processing-subject-hash results respectively match the same
pre-processing number of pre-processing-signature-hash results, (11) determining that a partial-
match number of the subject-data blocks respectively match the same partial-match number of
signature-data blocks, wherein the partial-match number is (1) greater than or equal to two and
(11) less than a total number of the subject data blocks; and (1i1) determining that all of the
subject-data blocks respectively match all of the signature-data blocks.

[{0051] As further described below, such embodiments may be implemented in hardware
that 1s particularly configured to carry out the determinations relevant to the particular
embodiment. By utilizing such hardware configurations, faster line speeds may generally be

achieved than would be possible with software-based configurations.

3. Example Architecture
a. Example Network
{0052] Figure 1 depicts a simplified block diagram of a communication network 100, in

which at least one embodiment may be implemented. Communication network 100 comprises a
packet-data network 114 in communication with a protected network 110. IPS 112 is situated
between packet-data network 114 and protected network 110, such that communications between
the two networks pass through IPS 112 by way of communication links 120A and 120B.

[0053] Packet-data network 114 may include one or more wide area networks, one or

more local area networks, one or more public networks such as the Internet, one or more private
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networks, one or more wired networks, one or more wireless networks, and/or one or more
networks of any other type. Protected network 110 may generally be any network for which it is
desired that incoming traffic be examined. For example, protected network 110 may be or
mclude one or more private packet-data networks, one or more wide area networks, one or more
local area networks, one or more public networks, one or more wired networks, one or more
wireless networks, and/or one or more networks of any other type.

b. Example Intrusion Prevention System (IPS)

[0054] As described, communications incoming to protected network 110 pass through
IPS 112, which is generally configured to examine network traffic for the presence of malicious
data. The methods and systems described herein may be implemented by, using, as, or involving
IPS 112, Accordingly, Figure 2 is a simplified block diagram of IPS 112, depicting functional
components that can operate to carry out the IPS functions described herein. As shown i Figure
2, IPS 112 mcludes, without limitation, a processor 210, data storage 220, a network interface
230, optional pre-processing hardware 240, partial-match hardware 242, and full-match
hardware 244, all linked together via a system bus, network, or other connection mechanism 202.
[0055] The processor 210 may comprise one or more general-purpose microprocessors
and/or dedicated signal processors. Data storage 220, in turn, may comprise memory and/or
other storage components, such as optical, magnetic, organic or other memory disc storage,
which can be volatile and/or non-volatile, internal and/or external, and integrated in whole or in
part with the processor 210. Data storage 220 may contain or be arranged to contain (1) program
data 222 and (11) program logic 224. Although these components are described herein as
separate data-storage elements, the elements could just as well be physically integrated together

or distributed in various other ways. For example, program data 222 may be maintained in data
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storage 220 separate from program logic 224, for easy updating and reference by program logic
224,
[{0056] Program data 222 may contain information about the networks with which IPS
112 1s in communication, for example protected network 110 and/or packet-data network 114.
Program data 222 may also contam information relating to a pattern-matching technique carried
out by IPS 112, such as information about signature data patterns, or mformation about pattern
matches that have been made. Program logic 224 may comprise machine-language instructions
that may be executed or interpreted by processor 210 to carry out functions according to the
methods and systems described herein, including those described with respect to Figures 6A and
6B. It should be understood, however, that program logic 224 and its associated functions are
described herein be way of example only. As such, those skilled in the art will appreciate that
other program logic and/or functions may be used instead, some program logic and/or functions
may be added, and some program logic and/or functions may be omitted altogether.
[0057] Network interface 230 typically functions to communticatively couple IPS 112 to
other networks, such as public-data network 114 and protected network 110. As such, network
interface 230 may include a wired (e.g., Ethernet) and/or wireless (e.g., Wi-Fi) packet-data
interface, for communicating with other devices, entities, and/or networks. Network interface
230 may also include multiple mnterfaces, such as one through which IPS 112 sends
communication, and one through which IPS 112 receives communication.
[0058] Each of optional pre-processing hardware 240, partial-match hardware 242, and
full-match hardware 244 may exist as separate hardware elements, though some or all could just
as well be physically integrated together or distributed in various other ways. Each of optional

pre-processing hardware 240, partial-match hardware 242, and full-match hardware 244 may
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comprise a data-storage element, such as a memory device including random access memory
(RAM). The particular memory device used in each of optional pre-processing hardware 240,
partial-match hardware 242, and full-match hardware 244 may depend on particular
mmplementations, as well as on other considerations such as cost.
[0059] In one embodiment, an operating speed that is characteristic of the memory device
used in optional pre-processing hardware 240 may be greater than an operating speed that is
characteristic of the memory device used in partial-match hardware 242, and the operating speed
that 1s characteristic of the memory device used in partial-match hardware 242 may in turn be
greater than an operating speed that is characteristic of the memory device used in full-match
hardware 244.
[{0060] More particularly, each of optional pre-processing hardware 240, partial-match
hardware 242, and full-match hardware 244 may comprise one, or a combination, of Block
RAM, SRAM, and DRAM. In various embodiments, Block RAM may be used in pre-
processing hardware 240, SRAM 1n partial-match hardware 242, and DRAM in full-match
hardware 244, though other arrangements are certainly contemplated.
[0061] Other elements may be contained within each of optional pre-processing hardware
240, partial-match hardware 242, and full-match hardware 244 including, but not limited to, data
storage other than the memory devices described above, processors, and network mnterfaces. As
one example, each of optional pre-processing hardware 240, partial-match hardware 242, and
full-match hardware 244 may also include hash hardware that implements a given hash equation.

4, An Example Method
a. Preliminary Ceonsiderations

[0062] Figures 3A-3C depict an example of network traffic 300 and data found therein.

In Figure 3A, network traffic 300 comprises individual data blocks 1-32. Each of the ndividual
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data blocks 1-32 may be any suitable pre-determined arrangement, collection, or other grouping
of data. For example, and without limitation, each of the data blocks 1-32 may be a bit, byte,
fixed number of bits, or fixed number of bytes, etc.
[0063] According to the example shown in Figure 3A, direction arrow 302 indicates that
network traffic 300 is flowing from right to left and therefore data block 1 would be the last of
these data blocks to be received by IPS 112, and data block 32 would be the first. Note that
Figure 3A depicts network traffic 300 at an example point in time, and that additional data
blocks may have been received by IPS 112 previously, and that additional data blocks may be
received by IPS 112 in the future.
[{0064] As discussed above, IPS 112 may be configured to receive and examine network
traffic 300 for the presence of signature data patterns. In particular, IPS 112 may examine data
words comprising a particular number of data blocks taken from network traftic 300 to determine
whether the data words exactly match any of the given signature data patterns having the same
particular number of data blocks.
{0065] IPS 112 may be further configured to receive and examine network traffic 300 in
accordance with a given clock cycle. In such a configuration, a single data block, or group of
data blocks, may be received during each clock cycle of IPS 112. Those of skill in the art will
appreciate that the greater the number of data blocks received and examined in accordance with a
given clock cycle, the greater the examination speed, or line speed, IPS 112 will be capable of
achieving. Further, in such a configuration, data blocks received in accordance with a given
clock cycle may be examined either independently of, or in combination with, data blocks

recetved during previous clock cycles.
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[0066] For example, in accordance with a given clock cycle, IPS 112 may be configured
to receive eight new data blocks, but may—in accordance with that given clock cycle—examine
the last twenty-seven data blocks received. Accordingly, in Figure 3B, data blocks 1-8 are
shown as clock-cycle-group data blocks 320, whereas data blocks 9-27 are shown as previously-
received data blocks 310. Figure 3B thus generally shows a group of data blocks to be examined
by IPS 112 comprising clock-cycle-group data blocks 320 and previously-received data blocks
310. Data blocks 1-8 may be understood to have been recetved by the IPS in accordance with a
current clock cycle of the IPS, and data blocks 9-27 may be understood to have been received by
the IPS in accordance with previous clock cycles. More particularly, data blocks 9-16 may have
been received in accordance with the clock cycle immediately preceding the current clock cycle,
data blocks 17-24 may have been received in accordance with the clock cycle immediately
preceding the clock cycle in which data blocks 9-16 were received, and so on.
[0067] Note that, although IPS 112 may receive clock-cycle groups of data blocks in
accordance with given clock cycles, the data blocks examined m accordance with those given
clock cycles need not include only complete groups of clock-cycle-group data blocks. For
example, with reference to Figure 3B, data blocks 25-27 may be examined in combination with
data blocks 1-24, despite the fact that not all data blocks received in accordance with the clock
cycle of the clock-cycle-group comprising data blocks 25-32 would be examined at that time.
[0068] Further note that, although IPS 112 may receive clock-cycle groups of data blocks
m accordance with given clock cycles, data blocks may be examined in combinations (i.e.,
“words”) that span across data-block-clock-cycle groups. As one example, IPS 112 may
examine the combination of data blocks 3-7. As another example, IPS 112 may examine the

combination of data blocks 3-17. In general, given combinations of data blocks examined may
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be chosen according to the signature data patterns for which network traffic 300 is being
examined. For example, given a set of signature data patterns comprising signature data patterns
having respective lengths, i.e., total numbers of data blocks, varying from four to twenty data
blocks, the combinations of data blocks examined from network traffic 300 may correspondingly
have respective lengths varying from four to twenty data blocks.
[0069] As one particular example, Figure 3C shows eight data-word groups 330A-330H
to be examined by IPS 112 in accordance with a given clock cycle. Each data-word group 330A-
330H comprises seventeen unique data words. As one example of a data word, data-word group
330A includes the data word [4:1] comprising data blocks 4-1. As another example, data-word
group 330A also mcludes the data word [20:1] comprising data blocks 20-1. As yet another
example, data-word group 330A also mcludes the data word [15:1] (not shown) comprising data
blocks 15-1. More generally, data-word group 330A includes each of the seventeen data words
[20-4:1] that each end at data block 1, and that respectively begin with each of the data blocks
20-4.
{0070] And each of the additional data-word groups 330B-330H contains a
corresponding group of seventeen data words. As one example, data-word group 330E includes
the data word [8:5]. As another example, data-word group 330E also includes the data word
[24:5]. As yet another example, data-word group 330E also includes the data word [19:5] (not
shown). More generally, data-word group 330E includes each of the seventeen data words [24-
8:5] that each end at data block 5, and that respectively begin with each of the data blocks 24-8.
Therefore, the lengths of the data words in each of the data-word groups 330A-330H, which are
to be examined m accordance with the given clock cycle, is the set in integer increments from

four to twenty data blocks, inclusive.
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[6071] Furthermore, with respect to the example shown in Figure 3C, the total number of
data-word groups corresponds to the number of data blocks received in accordance with each
clock cycle. Note that the data words contained in a given data-word group each end with the
same data block, with the data words of each data-word group ending with different, successive,
data blocks. For example, whereas each data word contained in data-word group 330A ends
with data block 1, each data word contained in data-word group 330B ends with data block 2,
and each data word contained in data-word group 330G ends with data block 7. Accordingly, in
at least one embodiment, the total number of data-word groups examined in accordance with
each clock cycle may depend directly on the number of data blocks received in accordance with
that clock cycle.
[{0072] With respect to the example shown in Figure 3C, the total number of data words
im each data-word group varies according to the lengths of the shortest and the longest data
words to be examined. For example, each of the data-word groups 330A-330H comprises
seventeen data words in accordance with the seventeen unique data word lengths in each of the
data-word groups 330A-330H. Further to this example, the total number of data words examined
across all data-word groups in accordance with each given clock cycle will generally be equal to
a product of (a) a total number of data blocks received in accordance with the each given clock
cycle and (b) a number of different lengths of data words to be examined in accordance with
each given clock cycle. Accordingly, in the example shown in Figure 3C, a total of 8x17=136
different data words will be examined in accordance with each clock cycle of the example IPS.
[0073] With respect to the example shown in Figure 3C, the total number of mdividual
data blocks examined in accordance with a given clock cycle will vary according to both the

number of data blocks received during the given clock cycle, as well as the length of the longest
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data word examined. In the example shown in Figure 3C, given that eight data blocks are
received each clock cycle, and the length of the longest data word examined 1s twenty data
blocks, a total number of twenty-seven individual data blocks—grouped as the 136 distinct data
words described above—from network traffic 300 are examined in accordance with a given
clock cycle.
[0074] It should be understood that Figure 3C generally, and the eight data-word groups
330A-330H particularly, are shown by way of example only, and that other total numbers of
data-word groups may be examined. Additionally, the seventeen unique data words contained
within each data-word group are shown by way of example only, and other combinations of data
words may be examined as well.
[{0075] As one example alternative, eight data blocks may be received during a given
clock cycle and data words having lengths ranging from four to twelve data blocks may be
examined. In this alternative, there would be eight data-word groups to be examined and there
would be nine data words per group. Accordingly, in this alternative, a total of seventy-two data
words, and a total number of nineteen individual data blocks from network traffic 300, would be
examined in accordance with each given clock cycle.
{0076] Note that, in general, the “data blocks™ in network traffic 300 referenced in the
above discussion should be understood to be analogous to the “subject-data blocks” referenced in
the below discussion. For clarity, the term “subject-data block™ is used hereafter when referring
to a data block that is part of a combination of data blocks making up a subject data word that is
to be examined by IPS 112. Similarly, the “data words” referenced in the above discussion
should be understood to be analogous to the “subject data words™ as referenced 1n the below

discussion. That is, subject data words are a data words from subject data.
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[06077] Figure 4 depicts an example subset (i.e., subject data words 410) of all of the
subject data words taken from network traffic 300. Note that each of the subject data words
410A-410H are five data blocks long. For example, subject data word 410A [5:1] is made up of
subject-data blocks 5-1. As another example, subject data word 410B [6:2] 1s made up of
subject-data blocks 6-2. As yet another example, subject data word 410H [12:8] is made up of
subject-data blocks 12-8. Further note that each of the subject data words 410A-410H
corresponds to the data word having a length of five data blocks contained in each respective
data-word group 330A-330H.
{0078] Figure 4 also shows that each of data blocks 12-1 has a value. It should be
understood that all data blocks in network traffic 300 may have a similar value, although such
values are not shown with respect to data blocks 32-13. In particular, each of the data blocks 12-
1 1s associated with a value as follows: 12-N, 11-1, 10-C, 9-H, 8-E, 7-L, 6-1L, 5-0O, 4-P, 3-T, 2-1,
and 1-C. Accordingly, as examples, subject data word 410A [5:1] 1s “OPTIC,” subject data
word 410E [9:5] 1s “HELLO,” and subject data word 410H [12:8] 1s “NICHE.”
[0079] It 1s of course not necessary that a given subject data word be comprised of a
meaningful collection of subject-data blocks that, for example, spell out a legible word, or
represent a particular computer-readable piece of mformation. To the contrary, because the
subject data words are chosen at random, it is likely the case that many subject data words will
be groups of subject-data blocks that are, taken alone, meaningless. For example, subject data
word 410C [7:3] 1s the ostensibly meaningless “LLOPT.” And subject-data blocks may take on
any value that network traffic 300 may comprise including, for example, any of the 256 ASCII

characters, though of course even this universe of possible block values is but an example.
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[0080] With reference again to the example shown in Figure 3C, it should be understood
that subject data words 410 could be any one of seventeen sets of subject data words, each set
made up of the eight data words of a particular length. For example, one other set of subject data
words may be made up of the eight data words having a length of ten data blocks, and would
therefore include the eight subject data words [17:8],[16:7].[15:6],[14:5].]13:4].[12:3].[11:2].
and [10:1].
{0081] For understanding of the presently disclosed methods and systems, it may be
beneficial in certain respects to view the 136 total data words shown mn Figure 3C as eight sets of
subject data words, each set being made up of seventeen subject data words of different lengths.
On the other hand, 1t may be beneficial in certain respects to view the 136 total data words as
seventeen sets of subject data words, each set being made up of eight words of the same length.
Both are accurate, and any such conceptual grouping of the data words 1s described only for
purposes of explanation and organization. Subject data words 410 are of course an example of
one of the seventeen sets of subject data words presented in connection with the example
disclosure, each such set being made up of eight words of the same length, where that length 1s
of course five data blocks per word for subject data words 410.
[0082] Figure 5 depicts subject data words 410 along with an example set of signature
data patterns 510. As can be seen, the set of signature data pattems 510 comprises four unique
signature data patterns S10A-510D. It should be understood that the set of signature data
patterns 510 is shown by way of example only and that, in general, subject data would be
examined for the presence of any of a much larger number of signature data patterns, including
signature data patterns of varying lengths. In particular, with respect to the example shown in

Figure 3C, it may be understood that subject data may be examined in accordance with each
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clock cycle for the presence of any one of a set of signature data patterns having lengths of four
to twenty signature-data blocks, mclusive.
[0083] Note that each subject-data block in each of the subject data words 410, and each
signature-data block in each of the signature data patterns 510, has a respective value and a
respective position. As an example, with respect to subject data word 410A “OPTIC,” the
subject-data block “O has the first position and a value of O, the subject-data block “P” has the
second position and a value of P, and so on. As another example, with respect to signature data
pattern 510A “HELLO,” the signature-data block “H” has the first position and a value of H, the
signature-data block “E” has the second position and a value of E, and so on. As the reader will
appreciate, therefore, each of the subject-data blocks in the subject data word 410A “OPTIC”
does not respectively match each of the signature-data blocks in the signature data pattern 510
“HELLO” with respect to both value and position. On the other hand, each of the subject-data
blocks in subject data word 410E “HELLO” does respectively match each of the signature-data
blocks in the signature data pattern 510 “HELLO” with respect to both value and position.
[0084] As described further below with reference to Figures 6A-6B, in the example
described herein, each of the 136 data words shown in Figure 3C, including subject data words
410, are examined to determine whether they exactly match any signature data patterns, such as
signature data patterns S10A-510D. It should be understood that, as part of the example
described herein, additional subject data words may be examined, and that additional signature
data patterns may be checked for. Figures 6A and 6B depict flowcharts of methods 600 and 640,
respectively, with each such figure illustrating a method for determining that a subject data word

exactly matches a signature data pattern.
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[0085] Further, Figure 7 depicts IPS-subject-word-flow map 700, which generally depicts
an examination process, and corresponding determinations, that may be carried out and made by
IPS 112 with respect to a given subject data word. For example, a given subject word, upon
being received by IPS 112 as shown by arrow 730A, may initially be examined for the purpose
of making pre-processing determination 712 regarding whether it can be established for certain
that the subject data word does not match a signature data pattern. Note that, as discussed below,
pre-processing determination 712 is optional. If pre-processing determination 712 is that the
subject data word might match a signature data pattern, the subject data word may then be
further examined for the purpose of making partial-match determination 714, as shown by arrow
732A.
{0086] Alternatively, if pre-processing determination 712 1s that the subject data word
definitely does not match any signature data pattern, the subject word may then skip being
examined for the purpose of making partial-match determination 714 or full-match determination
716, as shown by arrow 732D. Instead, IPS 112 will recognize that there is not a signature
match 718 with respect to the subject data word, and the subject data word will proceed, as
mdicated by arrow 730B.
[0087] Returning to arrow 732A, if pre-processing determination 712 is that the subject
data word might match a signature data pattern, the subject data word may then be exammed for
the purpose of making partial-match determination 714 regarding whether at least two of the
subject-data blocks in the subject data word respectively match at least two of the signature-data
blocks in the signature data pattern with respect to both value and position. If partial-match

determination 714 is that at least two subject-data blocks do match at least two signature-data
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blocks with respect to both value and position, the subject data word may then be examimed for
the purpose of making full-match determination 716, as shown by arrow 732B.
[{0088] Alternatively, if partial-match determination 714 is that there are not at least two
subject-data blocks that respectively match at least two signature-data blocks with respect to both
value and position, the IPS need not examine the subject data word for the purpose of making the
full-match determination 716, as shown by arrow 732D. Instead, IPS 112 recognizes that there is
not a signature match 718 with respect to the subject data word, and the subject data word will
proceed, as indicated by arrow 730B.
{0089] Returning to arrow 732B, if partial-match determination 714 is that at least two
subject-data blocks do match at least two signature-data blocks with respect to both value and
position, the subject data word may thereafter be examined for the purpose of making full-match
determination 716 regarding whether the subject data word fully matches the signature data
pattern. If full-match determination 716 is that the subject data word fully matches the signature
data pattern, IPS 112 will recognize that there 1s a signature match 718 with respect to the subject
data word, and the subject data word will proceed, perhaps to be quarantined, as indicated by
arrow 730B. Also, if full-match determination 716 is that the subject data word fully matches
the signature data pattern, IPS 112 may store a full-match indicator 720, as shown by arrow
732E.
[0090] Alternatively, if full-match determination 716 1s that the subject data word does
not fully match the signature data pattern, IPS 112 recognizes that there is not a signature match
718 with respect to the subject data word, and the subject data word will proceed, as indicated by

arrow 730B.
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[0091] Note that, in addition to an evaluation of the subject data word itself, the “class”
of the subject data word, for example the port on which the subject data word was recetved
and/or the communication protocol in accordance with which the subject data word was
formatted, among other examples, may be evaluated by IPS 112 as well. That is, IPS 112 may
evaluate at least one of the port and the protocol associated with the subject data word, along
with the data blocks of the subject data word itself. Such evaluation of class may help reduce the
occurrence of false positives in determination stages prior to full-match determination 716.
{0092] For example, if pre-processing determination 712 is that the subject data word
may contain a particular signature data pattern, however, the particular signature data pattern is
benign if found in a subject data word associated with the particular port and/or protocol of the
subject data word, then the subject data word may simply be allowed to proceed without further
evaluation. Those of skill in the art will appreciate that such additional consideration of the class
of a subject data word may be implemented during either of pre-processing determination 712,
partial-match determination 714, full-match determination 716, or other such match

determination.

b. Receive Subject Data Word

[{0093] Returning to Figures 6A-6B, at step 602 in Figure 6A, and at corresponding step
650 1n Figure 6B, IPS 112 recetves a subject data word. As discussed above, IPS 112 may
receive the subject data word from any network to which IPS 112 is communicatively coupled.
For example, IPS 112 may receive the subject data word from one or more wide area networks,
one or more local area networks, one or more public networks such as the Internet, one or more
private networks, one or more wired networks, one or more wireless networks, and/or one or

more networks of any other type.
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c. Make Pre-Processing Determination (Optional)

{0094] At step 604 m Figure 6A, and at corresponding step 660 in Figure 6B, IPS 112
makes optional pre-processing determination 712. Note that pre-processing determination 712 is
optional, and may be generally carried out for the purpose of reducing the total number of
subject data words that are examined for the purpose of making partial-match determination 714
and thus full-match determination 716. In other words, steps 604 and 660 may be omitted.
[{0095] If IPS 112 1s configured to make pre-processing determination 712, IPS 112 may
comprise pre-processing hardware 240, as shown in Figure 2. As discussed above, pre-
processing hardware 240 may comprise a memory device such as Block RAM. Further, pre-
processing hardware 240 may comprise multiple memory devices such as memory device 830A
and memory device 830B as shown respectively in Figures 8A-8B. Note that such memory
devices 830A-830B may be physically separate and distinct memory devices, or they may be
physically integrated and configured to operate as separate memory devices.

{0096] Pre-processing memory device 830A(830B) generally comprises pre-processing
memory addresses 832A(832B) that correspond to pre-processing-data-storage cells
834A(834B). For simplicity, the individual pre-processing memory addresses 832A(832B) of
pre-processing memory devices 830A(830B) may be referred to simply as pre-processing
addresses. The pre-processing-data-storage cells 834A(834B) may have a trigger indicator
stored therein, that may or may not be flagged. In particular, pre-processing-data-storage cells
834A(834B) may store a single bit that may either be set (equal to 1) indicating a flagged trigger
indicator, or may be cleared (equal to 0) indicating a trigger indicator that is not flagged.
Further, as shown in Figure 8C, each of the pre-processing memory addresses 832A(832B) may

be represented in binary codes 836.
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[06097] In general, pre-processing memory device 830A(830B) may be any suitable
memory device configured to carry out the functions described herein. Without limitation, in an
embodiment pre-processing memory device 830A(830B) may be Block RAM configured such
that it contains 16,383 (2'*) memory addresses and corresponding data-storage cells. Further, as
m the example shown in Figures 8A-8B, each data-storage cell may be configured to store a
single bit. Accordingly, it is clear that pre-processing memory device 830A(830B) as shown in
Figures 8A-8B is by way of example, and for the purposes of explanation only, and that no
aspect of the example shown in Figures 8A-8B should be taken to be limiting.
{0098] The following sections generally describe how pre-processing hardware 240 is
set-up for the purpose of representing signature data patterns, as well as how pre-processing
hardware 240 operates to examine subject data words after being set-up.

d. Pre-Processing Hardware Set-Up

{0099] Figure 8A(8B) generally depicts how pre-processing hardware 240, and more
particularly pre-processing memory device 830A(830B), 1s set-up for the purpose of carrymg out
pre-processing determination 712 in an embodiment. In general, the pre-processing hardware
240 1s configured so as to comprise hash tables representing signature data patterns for which
network traffic 300 is to be examined.

[00100] In the specific embodiment described heremn signature data patterns are grouped
such that signature data patterns of the same group are the only signature data patterns
represented in a given pre-processing memory device. In particular, as discussed further below,
a given pre-processing memory device may be configured to represent only signature data
patterns of a given length. Alternatively, as discussed further below, a given pre-processing

memory device may be configured to represent only signature data patterns of a group of
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particular varying lengths. Nonetheless, such embodiments are described by way of example
only and 1t should be understood that other pre-processing memory device configurations are
possible as well.
[00101] As part of the configuration of example pre-processing memory device
830A(830B), signature data patterns 510 are passed through pre-processing hash hardware
820A(820B). Pre-processing hardware 820A(820B) may comprise any suitable hardware
mcluding processors, memory, data storage, or combination thereof configured so as to
mmplement a particular pre-processing hash equation.
[{00102] Each of the signature data patterns 510 are iput into the pre-processing hash
equation implemented in pre-processing hash hardware 820A(820B). The result of each pre-
processing hash equation, or the pre-processing-signature-hash result, indicates a pre-processing
memory address 832A(832B) in pre-processing memory device 830A(830B). Thus, pre-
processing hardware 820A(820B) maps each of the signature data patterns 510 to particular pre-
processing memory addresses 832A(832B). In other words, pre-processing hash hardware
820A(820B) outputs a pre-processing-signature-hash result for each of the signature data
patterns 510 that 1s used to map each of the signature data patterns 510 to particular pre-
processing memory addresses 832A(832B). The pre-processing-signature hash result may be a
particular pre-processing address itself, or the pre-processing-subject hash result might be
modified, interpreted, or otherwise used to identify a particular pre-processing address.
[00103] In general, the combination of pre-processing hash hardware 820A and pre-
processing memory device 830A, together with the combination of pre-processing hash hardware
820B and pre-processing memory device 830B, may be thought of as elements of an example

pre-processing hash machine that is configured to represent a group of signature data patterns
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510 each having a length of five signature data blocks. As will be discussed further below, in an
embodiment, such a pre-processing hash machine also operates on one of subject data words
410, which have the same length of five subject-data blocks. A similar pre-processing hash
machine is set-up for each subject data word to be examined in accordance with a given clock
cycle, and such a pre-processing hash machine is configured to represent a group of signature
data patterns having the same length as the subject data word it operates on.
[00104] In the example shown i Figure 8A, “HELLO” 1s mapped to pre-processing
address 4 (00100 mn binary), “POOLS” is mapped to pre-processing address 17 (10001),
“CHASE” is mapped to pre-processing address 7 (00111), and “MOONS” 1s mapped to pre-
processing address 13 (01101). Correspondingly, the trigger indicator is set equal to “1” at each
of the pre-processing-data-storage cells 834A that one of the signature data patterns 510 mapped
to. In particular, the trigger indicators are set at pre-processing addresses 4, 7, 13, and 17. Note
that the trigger mdicator remains cleared at each of the pre-processing addresses that none of the
signature data patterns 510 are mapped to. In this way, the pre-processing-signature-hash results
output by pre-processing hash hardware 820A are flagged in memory device 830A.
[00105] In the example shown m Figure 8B, “HELLO” is mapped to pre-processing
address 0 (00000), “POOLS” 1s mapped to pre-processing address 15 (01111), “CHASE” is
mapped to pre-processing address 9 (01001), and “MOONS” 1s mapped to pre-processing
address 18 (10010). Correspondingly, the trigger indicators are set at pre-processing addresses 0,
9, 15, and 18, while the trigger indicators remain cleared at all other pre-processing addresses. In
this way, the pre-processing-signature-hash results output by pre-processing hash hardware 820B

are flagged m memory device 830B.
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[00106] The reader will note that signature data patterns 510 are mapped to pre-processing
addresses by pre-processing hash hardware 820A that are different from those pre-processing
addresses mapped to by pre-processing hash hardware 820B. This is generally due to different
pre-processing hash equations being implemented in each of pre-processing hash hardware 820A
and pre-processing hash hardware 820B. As a result, pre-processing memory device 830A is
configured to represent signature data patterns 510 in a way that is unique with respect to the
representation of pre-processing memory device 830B. Such unique representations may be
beneficial when examining subject data words for reasons that will become apparent with respect
to the use of pre-processing hardware 240, described below.
{00107] The reader will also note that, in the example shown in Figures 8 A-8B, the total
number of pre-processing memory addresses 832A(832B) in pre-processing memory device
830A(830B) is relatively larger than the total number of signature data patterns 510. More
particularly, pre-processing memory devices 830A-830B each have twenty pre-processing
addresses whereas there are only four signature data patterns 510, for a ratio of signature data
patterns to pre-processing addresses of approximately one to five, or twenty percent. Those of
skill in the art will appreciate that, as i1s generally the case with processes that utilize hash
equations, it may be beneficial that such a ratio of signature data patterns to pre-processing
addresses remains relatively low. Generally, the lower such a ratio, the fewer the false positives
that will result, as discussed further below.
[00108] Similarly, those of skill in the art will appreciate that it may be beneficial for the
set of signature data patterns to be mapped n such a way so that their distribution across

available pre-processing addresses is even. Generally, the more even the distribution of
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signature data patterns in the memory device, the fewer the false positives that will result when
examining subject data words.
[00109] As mentioned above, in an embodiment, there may be a pre-processing hash
machine that corresponds to each subject data word to be examined in accordance with a given
clock cycle. Also, as shown with respect to Figures 8A-8B, a given pre-processing hash machine
may comprise multiple memory devices, such as preprocessing memory devices 832A(832B).
[{00110] There may further be multiple groups of pre-processing hash machines, wherein
each of the pre-processing hash machines within a given group of pre-processing hash machines
is configured to operate on subject data words of the same length. For example, Figure 8D
shows pre-processing-hash-machine groups 850A such as pre-processing-hash-machine groups
860A-860Q). In an embodiment, pre-processing hardware 240 may comprise pre-processing-
hash-machine groups 850A, with each pre-processing-hash-machine group 860A-860Q
comprising multiple pre-processing hash machines. Each of pre-processing-hash-machine
groups 860A-860(Q) may be configured to represent signature data patterns of a particular length.
For example, pre-processing-hash-machine group 860A is configured to represent signature data
patterns having a length of four signature-data blocks, pre-processing-hash-machine group 8601
is configured to represent signature data patterns having a length of twelve signature-data blocks,
and pre-processing-hash-machine group 860Q 1s configured to represent signature data patterns
having a length of twenty signature-data blocks.
[00111] In another embodiment, there may be pre-processing-hash-machine groups
comprising pre-processing hash machines, each pre-processing hash machine configured to
represent signature data patterns of varying lengths. For example, Figure 8E shows pre-

processing-hash-machine groups 850B such as pre-processing-hash-machine groups 870A-870F.
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In an embodiment, pre-processing hardware 240 may comprise pre-processing-hash-machine
groups 850B. Some of pre-processing-hash-machine groups 870A-870F, such as pre-processing-
hash-machine groups 870A and 870F, are configured to represent sighature data patterns of only
a single, particular, length. However, some of pre-processing-hash-machine groups 870A-870F,
such as pre-processing-hash-machine groups 870B-870E, are configured to each represent
signature data patterns of varying lengths. For example, pre-processing-hash-machine group
870B 1s configured to represent signature data patterns having a length of five, six, and seven
signature-data blocks, and hash machine 870E is configured to represent signature data patterns
having a length of sixteen, seventeen, eighteen, and nineteen signature-data blocks.
[00112] When a given pre-processing hash machine 1s configured to represent signature
data patterns of varying lengths, as shown in Figure 8E with respect to pre-processing-hash-
machine groups 870B-870E, only a given number of signature-data blocks, that is less than all of
the signature-data blocks, of each signature data pattern might be used as an mput to the
corresponding pre-processing hash equation implemented in pre-processing hash hardware. For
example, pre-processing hash machines in pre-processing-hash-machine group 870B may be
configured to represent only the first five signature-data blocks of each of the signature data
patterns, regardless of whether their fength 1s five, six, or seven signature-data blocks. It should
be understood that, in general, pre-processing hash machines can be configured to represent any
suitable number of signature-data blocks from such signature data patterns. Further the
signature-data blocks may be taken from any part of the signature data patterns including the
beginning as well as the middle or end.
[00113] As one particular example, assume for the moment that the pre-processing hash

machines of pre-processing-hash-machine group 870B are configured to represent each of three
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signature data patterns including a signature data pattern having a length of five signature-data
blocks such as “HELPI,” a signature data pattern having a length of six signature-data blocks
such as “HELPIN,” and a signature data pattern having a length of seven signature-data blocks
such as “HELPING.” Each of such signature data patterns may be input to pre-processing hash
hardware according to its respective first five signature-data blocks. In other words each of the
signature data patterns “HELPL” “HELPIN,” and “HELPING,” may be represented as if they
were each the signature data pattern “HELPL” As a result, each of the signature data patterns
“HELPL” “HELPIN,” and “HELPING” would map to the same pre-processing address in a
given pre-processing memory device. Further, in such an embodiment subject data words of
corresponding lengths may be examined in an analogous fashion.
[00114] Setting up pre-processing hardware 240 using groups of signature data patterns
having varying lengths according to the example shown in Figure 8E may result in relatively
more undesirable false-positive results when examining subject data words. On the other hand,
setting up pre-processing hardware 240 according to the example shown in Figure 8E may
enable a larger set of signature data patterns to be represented in a given amount of available
memory than would otherwise be possible according to the example shown in Figure 8D. For
example, whereas a single configured pre-processing memory device 1s required in Figure 8E to
represent all of the signature data patterns having a length of five, six, and seven signature-data
blocks, three configured memory devices are required in Figure 8D to respectively represent
each of the signature data patterns having a length of five, six, and seven signature-data blocks.
[00115] As discussed above, and as shown in Figure 8F, a given pre-processing-hash-
machine group, such as pre-processing-hash-machine group 860B, may comprise multiple pre-

processing hash machines 880A-880E, with each pre-processing hash machine 880A-880E
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comprising at least one pre-processing memory device, such as pre-processing memory device
830A. As shown, each pre-processing hash machine 880A-880E may also comprise a second
pre-processing memory device 830B, as well as any number of additional pre-processing
memory devices up to a representative pre-processing memory device 830C. The more pre-
processing memory devices that are used in a given pre-processing hash machine the greater
number of unique representations of signature data patterns 510 that may be stored in pre-
processing hardware 240 and the less false positives that will result when examining subject data
words.
{00116] Pre-processing-hash-machine group 860B may also generally comprise any
number of pre-processing hash machines, such as pre-processing hash machmes 880A-880E.
The total number of pre-processing hash machines in a given pre-processing-hash-machine
group may correspond to the total number of subject data paiterns to be examined by the
particular pre-processing-hash-machine group in accordance with a given clock cycle. In an
embodiment, pre-processing-hash-machine group 860B may comprise eight pre-processing hash
machines, each pre-processing hash machine corresponding to one of the eight subject data
patterns 410.
[00117] Thus, in summary, m an embodiment pre-processing hardware 240 may comprise
a number of pre-processing-hash-machine groups. Each of the pre-processing-hash-machine
groups may be configured to represent a different set of signature data patterns having the same
length, as do hash machine groups 860A-860Q; or each of the pre-processing-hash-machine
groups may be configured to represent a set of signature data patterns having varying lengths,
such as hash machine groups 870A-870F. Each pre-processing-hash-machine group generally

comprises individual pre-processing hash machines, such as pre-processing hash machines
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880A-880E. The total number of pre-processing hash machines within pre-processing hardware
240 may correspond to the total number of subject data words to be examined in accordance with
a given clock cycle.
[00118] Each pre-processing hash machine comprises at least one pre-processing memory
device, such as pre-processing memory device 830A. Pre-processing memory device 830A
comprises pre-processing memory addresses 832A and pre-processing-data-storage cells 834A
that store trigger indicators. Each pre-processing memory device may be associated with pre-
processing hash hardware, such as pre-processing hash hardware 820A, that outputs pre-
processing-signature-hash results based on signature data patterns. The pre-processing-
signature-hash results are used to map signature data patterns to pre-processing addresses in the
pre-processing memory device. Pre-processing-signature-hash results are flagged at pre-
processing addresses to which signature data patterns are mapped by setting the trigger indicator
at the corresponding pre-processing address. The trigger indicators remain cleared at all other
pre-processing addresses.
[00119] The foregoing section generally describes how pre-processing hardware 240 is
set-up for the purpose of representing signature data patterns. The section that follows describes
how pre-processing hardware 240 operates to examine subject data words, after being set-up.

e Pre-Processing Hardware In Use

[00120] Turning now to Figures 9A-9B, subject data words 410 are mapped to pre-
processing memory device 830A(830B) in much the same way as signature data patterns 510
are mapped during the set-up of pre-processing hardware 240 as described above. In particular,
subject data words 410 are passed through pre-processing hash hardware 820A(820B) and each

of the signature data patterns 410 are input into the pre-processing hash equation implemented in
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pre-processing hardware 820A(820B). Pre-processing hash hardware 820A(820B) outputs a pre-
processing-subject-hash result that indicates a pre-processing memory address 832A(832B) in
pre-processing memory device 830A(830B).
[00121] Thus, pre-processing hardware 820A(820B) maps each of the subject data
patterns 410 to particular pre-processing memory addresses 832A(832B). In other words, pre-
processing hash hardware 820A(820B) outputs a pre-processing-subject-hash result for each of
the subject data words 410 that 1s used to map each of the subject data words 410 to particular
pre-processing memory addresses 832A(832B). The pre-processing-subject-hash result may be a
particular pre-processing address itself, or the preprocessing-subject-hash result might be
modified, interpreted, or otherwise used to identify a particular pre-processing address.
[00122] As discussed above, the combination of pre-processing hardware 820A and pre-
processing memory device 830A, along with the combination of pre-processing hardware 8§20B
and pre-processing memory device 830B, may be thought of as elements of an example pre-
processing hash machine that has been configured for the purpose of examining each of a group
of subject data words, such as subject data words 410 having lengths of five subject-data blocks.
Note that in the embodiment described herem, the pre-processing-hash hardware used during set-
up and operation of pre-processing hardware 240 is the same. However, other embodiments are
possible as well, mcluding embodiments in which the pre-processing-hash hardware used during
set-up 1s different from that used during operation.
[00123] In the example depicted in Figure 9A, subject data words “OPTIC” and “HELLO”
are mapped to pre-processing address 4 (00100}, “NICHE” 1s mapped to pre-processing address
5(00101), “LOPTI” and “CHELL” are mapped to pre-processing address 7 (00111), “ELLOP”

1s mapped to pre-processing address 13 (01101), and “LLOPT” and “ICHEL” are mapped to pre-
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processing address 17 (10001). As can be seen, only certain of the pre-processing addresses to
which subject data words 410 are mapped in pre-processing memory device 830A have a flagged
pre-processing-signature-hash result, or set trigger indicator. In particular, pre-processing
address 5, which “NICHE” mapped to, has a cleared trigger indicator.
[00124] In the example depicted in Figure 9B, subject data words “OPTIC™ and “HELLO”
are mapped to pre-processing address 0 (00000), “ICHEL” 1s mapped to pre-processing address
8 (01000), “LOPTI” and “CHELL” are mapped to pre-processing address 9 (01001), “LLOPT”
and “ELLOP” are mapped to pre-processing address 15 (01111), and “NICHE” 1s mapped to
pre-processing address 19 (10011). As can be seen, only certain of the pre-processing addresses
to which subject data words 410 are mapped in pre-processing memory device 830B have a
flagged pre-processing-signature-hash result, or set trigger indicator. In particular, pre-
processing address 8 and pre-processing address 19, which “ICHEL” and “NICHE” mapped to
respectively, have a cleared trigger indicator.
[00125] Therefore, m both of the examples shown m Figures 9A-9B only certain of the
pre-processing addresses to which subject data words 410 are mapped have a flagged pre-
processing-signature-hash result. For those subject data words that are mapped to pre-processing
addresses having a cleared trigger indicator, it is possible to determine that those subject data
words do not fully match any signature data patterns. After all, if a given subject data word
exactly matches a given signature data pattern, the given subject data word and the given
signature data pattern will be mapped to the same pre-processing address during operation and
set-up of pre-processing hardware 240 respectively. In other words, the associated pre-
processing-subject-hash result and the associated pre-processing-signature-hash result,

respectively, would be the same.
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[00126] With reference to the pre-processing match chart depicted in Figure 10, it can be
seen that each of the subject data words “OPTIC,” “LOPTL” “LLOPT,” “ELLOP,” “HELLO,”
and “CHELL” mapped to a pre-processing address in both memory device 830A and memory
device 830B that had a set trigger indicator. In particular, column 1002A shows the trigger
mdicators associated with each subject data word 410 with respect to memory device 830A, and
column 1002B shows the trigger indicators associated with each subject data word 410 with
respect to memory device 830B. Those subject data words that are associated with set trigger
mdicators in both memory devices 830A-830B make up a group of subject data words, as
mdicated by callout 1010, for which it cannot be said for sure that those subject data words do
not match a signature data pattern. In other words, subject data words 1010 cannot be ruled out
by pre-processing determination 712.
[00127] On the other hand, the subject data word “ICHEL” mapped to a pre-processing
address in memory device 830A that had a set trigger indicator but mapped to a pre-processing
address in memory device 830B that had a cleared trigger indicator, as indicated by callout 1020.
Despite the set trigger indicator with respect to memory device 830A, because there is a cleared
trigger indicator with respect to memory device 830B, it can be said for sure that the subject data
word “ICHEL” does not match a signature data pattern. Additionally, the subject data word
“NICHE” mapped to a pre-processing address in both memory device 830A and memory device
830B that had a cleared trigger indicator, as indicated by callout 1030. As such, it can be said for
sure that the subject data word “NICHE" also does not match a signature data pattern.
[00128] Note that, despite the fact that the only subject data word that exactly matches any
of the signature data patterns 510 1s “HELLO,” five additional subject data words other than

“HELLO” have not been ruled out as definitely not matching one of the signature data patterns
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510. In particular, subject data words “OPTIC,” “LOPTL” “LLOPT,” “ELLOP.” and “CHELL”
have given rise to a false-positive indication that those subject data words may match one of the
signature data patterns. As a result, the six subject data words “HELLO,” “OPTIC,” “LOPTL"
“LLOPT,” “ELLOP,” and “CHELL" must be further examined by IPS 112 to determine if they
exactly match one of the signature data patterns 510. On the other hand, because it is clear that
the two subject data words “ICHEL” and “NICHE” do not exactly match one of the signature
data patterns 510, those subject data words need not be further examined by IPS 112.
[{00129] Further note that, although the above described embodiment involves the use of
two pre-processing memory devices 830A-830B with respect to each of the subject data words
and signature data patterns, any number of pre-processing memory devices may be used as
discussed above with respect to Figure 8F. As one example, a total of four pre-processing
memory devices may be used in each pre-processing hash machine, along with a corresponding
total of four pre-processing hash equations implemented in pre-processing hash hardware. As
the number of pre-processing memory devices used increases, the number of false-positive
indications arising during pre-processing determination 712 will decrease. As can now be
readily appreciated, this is because it will be less likely that each of the increasing number of pre-
processing-subject-hash results associated with subject data words that do not match a signature
data pattern will be flagged.
[00130] Further note that, each of the 136 subject data words to be examined may be
examined by pre-processing hardware 240 in parallel at the same time. As discussed above, with
respect to Figures 8D-8F each signature data pattern length, or group of signature data pattern
lengths, is associated with a particular pre-processing-hash-machine group such as pre-

processing-hash-machine groups 860A-860Q or pre-processing-hash-machine groups 870A-
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870F. Further, each pre-processing-hash-machine group comprises a pre-processing hash
machine, such as one of pre-processing hash machines 880A-880E, used to examine one of the
many subject data words that are examined in accordance with a given clock cycle. As a result,
the pre-processing-subject-hash result may be generated by the relevant pre-processing hash
hardware for each subject data word at substantially the same time. Accordingly, IPS 112 may
make a pre-processing determination that a requisite pre-processing number of pre-processing-
subject-hash results are flagged as being pre-processing-signature hash results at substantially the

same time, for each subject data word.

f. Make Partial-Match Determination
{00131} At step 606 in Figure 6A, and at corresponding step 670 in Figure 6B, IPS 112

makes partial-match determination 714. In the case that IPS 112 is configured to make optional
pre-processing determination 712, partial-match determination 714 may be made subsequent to
pre-processing determination 712. However, n the case that IPS 112 is not configured to make
pre-processing determination 712, the partial-match determination may be the first determination
made by IPS 112,

[00132] Note that in the case that IPS 112 is configured to make pre-processing
determunation 712, partial-match determination 714 may be carried out only with respect to those
subject data words for which there remains a question as to whether or not the subject data word
exactly matches a signature data pattern. In accordance with the example described herein,
partial-match determmation 714 may therefore only be carried out with respect to the subject
data words “HELLO,” “OPTIC,” “LOPTL” “LLOPT,” “ELLOP.” and “CHELL.” Partial-match

determunation 714 need not be carried out with respect to the subject data words “ICHEL” and
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“NICHE” because it is clear from pre-processing determination 712 that those subject data words
do not match one of the signature data patterns 510.
[00133] In an embodiment, IPS 112 may comprise partial-match hardware 242, as shown
m Figure 2. As discussed above, partial-match hardware 242 may comprise a memory device
such as SRAM. Note that partial-match hardware 242 may comprise more than | SRAM
memory device, such as, for example, four SRAM memory devices. As discussed further below,
the total number of partial-match memory devices included in partial-match hardware 242 may
correspond to the total number of subject data words that may be examined by partial-match
hardware 242 in parallel, at the same time.
[00134] Figure 11A depicts an example partial-match memory device 1130. Partial-match
memory device 1130 generally comprises partial-match memory addresses 1132 that correspond
to partial-match-data-storage cells 1134. For simplicity, the individual partial-match memory
addresses 1132 of partial-match memory device 1130 may be referred to simply as partial-match
addresses. The partial-match-data-storage cells 1134 may or may not have data relating to
signature data patterns 510 stored therem. Further, as with pre-processing memory addresses
832A(832B) found in pre-processing memory device 830A(830B), each of the partial-match
memory addresses 1132 may be represented in binary codes 1140, as shown in Figure 11B.
[00135] Partial-match-data-storage cells 1134 may be accessed according to groups, or
bursts, of partial-match-data-storage cells 1134 associated with multiple partial-match memory
addresses 1132 comprising a memory block in partial-match memory device 1130. As one
example, partial-match data burst 1110 comprises the data stored in each of the partial-match-
data-storage cells 0-3. In operation, partial-match data burst 1110 may be accessed by reference

to just one of the partial-match addresses 0-3, such as partial-match address 0 (00000).
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Accordingly, the data of partial-match-data-storage cells having one of the partial-match
addresses 0-3 may be stored, retrieved, or rewritten in association with a single partial-match
address, such as partial-match address 0 (00000). As can be seen in Figure 11B, m an
embodiment partial-match addresses 4-7 make up a partial-match data burst that may be
accessed with partial-match address 4 (00100), partial-match addresses 8-11 make up a partial-
match data burst that may be accessed with partial-match address 8 (01000), partial-match
addresses 12-15 make up a partial-match data burst that may be accessed with partial-match
address 12 (01100), and partial-match addresses 16-19 make up a partial-match data burst that
may be accessed with partial-match address 16 (10000).
[00136] Further, as shown with respect to the partial-match burst addresses 1142 also
shown in Figure 11B, partial-match memory device 1130 may be configured such that each
partial-match data burst is accessible by an abridged version of the full binary representation of a
given partial-match address. Specifically, because in the example shown, partial-match memory
addresses are accessed in bursts comprising groups of four partial-match memory addresses, the
last two bits may be dropped from the five bit binary representation of a given partial-match
memory address associated with a particular burst.
[00137] As 1s clear with respect to the binary representation 1140 of partial-match
memory addresses 1132, the first three bits of each partial-match memory address in the partial-
match data burst of partial-match memory addresses 0-3 are “000,” the first three bits of each
partial-match memory address in the partial-match data burst of partial-match memory addresses
4-7 are ““001,” and so on respectively for each subsequent partial-match data burst. Accordingly,
m an embodiment, the partial-match data burst comprising partial-match memory addresses 0-3

may be accessed by partial-match burst address 000, the partial-match data burst comprising
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partial-match memory addresses 4-7 may be accessed by partial-match burst address 001, the
partial-match data burst comprising partial-match memory addresses 8-11 may be accessed by
partial-match burst address 010, the partial-match data burst comprising partial-match memory
addresses 12-15 may be accessed by partial-match burst address 011, and the partial-match data
burst comprising partial-match memory addresses 16-19 may be accessed by partial-match burst
address 100.
[00138] Therefore, in the following discussion, a reference to a given partial-match
address may be understood to refer to a particular partial-match memory address or may be
understood to refer to a partial-match burst address comprising multiple partial-match memory
addresses. With respect to the particular example discussed herein, a reference to a partial-match
address generally refers to a particular partial-match burst address associated with a given group
of four partial-match memory addresses as shown in Figure 11A.
[00139] Returning to Figure 11A, as shown with respect to partial-match data burst 1110,
a given partial-match data burst may comprise a variety of data relating to signature data patterns
510. For example, in an embodiment partial-match data burst 1110 may comprise individual sets
of two signature-data blocks 1116A-1116D from up to four different signature data patterns. In
other embodiments, more than two signature-data blocks of each signature data pattern may be
stored. In still other embodiments, signature-data blocks from more or less than four different
signature data patterns may be stored.
[00140] Further, partial-match data burst 1110 may also comprise an overflow bit 1114,
that may be set if more than four signature data patterns map to data burst 1110 during the set-up
of partial-match hardware 242, as discussed further below. For example, with reference to

Figure 11C, and example data burst 1110A, two signature-data blocks 1116A-1116C of three
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different signature data patterns are stored. Accordingly, a cleared overflow indicator 1114 1s
stored in data burst 1110A. However, with reference to example data burst 1110B, two
signature-data blocks 1116A-1116D of four different signature data patterns are stored. A set
overflow indicator 1114 is also stored in data burst 1110B, indicating that at least one additional
sighature data pattern, other than those signature data patterns having signature-data blocks
already stored, mapped to data burst 1110B during set-up.
[00141] Data burst 1110 may also comprise active bit(s) 1112 that indicates if any
signature-data blocks of any signature data patterns are stored in data burst 1110. Because both
of example data bursts 1110A-1110B have signature-data blocks from at least one signature data
pattern stored, active bit(s) 1112 is set in both example data bursts 1110A-B. Note that multiple
active bits may be stored in data burst 1110. That is, a separate active bit may be stored with
respect to each signature data patiern stored mn data burst 1110. In this way, each separate active
bit may mdicate if a signature data pattern is stored at a corresponding memory address.
[00142] In general, partial-match memory device 1130 may be any suitable memory
device configured to carry out the functions described herein. Without limitation, in an
embodiment, partial-match memory device 1130 may be SRAM containing 1,048,576 (2°%)
memory addresses and corresponding data-storage cells. Further, each data-storage cell may be
configured to store numerous bits of data, such as 18 bits of data in an embodiment.
Accordingly, as in the example shown in Figures 11A-11C, each data burst may represent 72 bits
of data. It is clear, therefore, that partial-match memory device 1130 as shown in Figure 11A is
shown by way of example, and for the purposes of explanation, only and that no aspect of the

example shown in Figures 11A-11C should be taken to be limiting.
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[00143] The following sections generally describe how partial-match hardware 242 is set-
up for the purpose of representing signature data patterns, as well as how partial-match hardware
242 operates to examine subject data words after being set-up.

g. Partial-Match Hardware Set Up

[00144] Figure 12 generally depicts how partial-match hardware 242, and more
particularly partial-match memory device 1130, 1s set-up for the purpose of carrying out partial-
match determination 714 in an embodiment. In general, similar to pre-processing hardware 240,
partial-match hardware 242 1s configured so as to comprise hash tables representing signature
data patterns for which the network traffic 300 1s to be exammed. However, while pre-
processing determination 712 generally involves determining that a pre-processing-subject-hash
result and a pre-processing-signature-hash result are the same, partial-match determination 714
further generally mmvolves a determination that at least two of the subject-data blocks of a given
subject data word respectively match at least two of the signature-data blocks of a given
signature data pattern. Accordingly, in addition to flagging the partial-match address to which a
given signature data pattern hashes, at least two of the signature-data blocks of the given
signature data pattern are also stored at the partial-match address during set-up of partial-match
hardware 242.

[00145] As part of the configuration of example partial-match memory device 1130,
signature data patterns 510 are passed through partial-match hash hardware 1220. Partial-match
hash hardware 1220 may comprise any suitable hardware including processors, memory, data
storage, or combination thereof configured so as to implement a partial-match hash equation.
[00146] Each of signature data patterns 510 are mput into the partial-match hash equation

mplemented i partial-match hardware 1220. In an embodiment, the partial-match hash
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equation implemented in partial-match hash hardware 1220 will be different from the pre-
processing hash equation implemented in pre-processing hash hardware 820A(820B). This 1s
generally at least because (1) a different size of partial-match memory device 1130 as compared
to pre-processing memory device 830A(830B) may require that a different hash equation be used
to achieve a desirable distribution of the signature data patterns throughout partial-match
memory device 1130 and (11) whereas a subset of all signature data patterns, such as those
signature data patterns having the same length, may be distributed in a given pre-processing
memory device 830A(830B), generally all signature data patterns will be distributed 1n a given
partial-match memory device 1130.

[00147] The result of the partial-match hash equation, or the partial-match-signature-hash
result, indicates a partial-match memory address 1132 m partial-match memory device 1130.
Thus, partial-match hash hardware 1220 maps each of the signature data patterns 510 to
particular partial-match memory addresses 1132. In other words, partial-match hash hardware
1220 outputs a partial-match-signature-hash result for each of the signature data patterns 510 that
is used to map each of the signature data patterns 510 to particular partial-match memory
addresses 1132. The partial-match-signature-hash result may be a particular partial-match
address itself, or the partial-match-signature-hash result might be modified, interpreted, or
otherwise used to identify a particular partial-match address.

[00148] In general, the combination of partial-match hash hardware 1220 and partial-
match memory device 1130 may be thought of as elements of a partial-match hash machine that
1s configured to represent all signature data patterns including signature data patterns 510. As

will be discussed further below, in an embodiment, such a partial-match hash machine also
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operates on one or more of all the subject data words that have not been previously ruled out by
IPS 112
[00149] Partial-match hardware 242 may mclude any number of such partial-match hash
machines. As can be appreciated, the number of partial-match hash machines included m partial-
match hardware 242 will correspond to the number of subject data words that may be examined
m parallel while partial-match determination 714 is carried out. As discussed further below, for
example, partial-match hardware 242 may comprise four partial-match hash machines, with each
partial-match hash machine set up as described with respect to Figure 12.
[00150] Returning to the example shown in Figure 12, “POOLS” 1s mapped to one of
partial-match addresses 0-3 (burst 000), “HELLO” is mapped to one of partial-match addresses
4-7 (burst 001), “CHASE” 1s mapped to one of partial-match addresses 8-11 (burst 010), and
“MOONS” 1s mapped to one of partial-match addresses 16-19 (burst 100). Correspondingly, the
first two signature-data blocks of each signature data patterns are stored m respective partial-
match-data-storage cells 1134. In particular “PO” is stored at burst 000, “HE” is stored at 001,
“CH” is stored at 010, and “MO” is stored at 100. Also note that active bit 1112 has been set 1n
each of the data bursts 000, 001, 010, and 100. However, active bit 1112 remains clear in data
burst 011 given that no signature data patterns mapped to one of partial-match addresses 12-15.
The reader will appreciate that although the signature data patterns are described above as being
mapped to particular partial-match addresses, the signature data patterns could just as well be
mapped to the corresponding partial-match burst addresses.
[00151] Further, the reader will appreciate that although the example above describes the
first two signature-data blocks of each signature data pattern being stored in partial-match

memory device 1130, any set, combination, or arrangement of signature-data blocks may be
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stored. In particular the signature-data blocks may be taken from any part of the signature data
pattern including the beginning as well as the end or middle. Further, the subject-data blocks
taken may, or may not be, adjacent. Further still, any number of signature-data blocks may be
taken.
[00152] Accordingly, the specific example described herein with respect to partial-match
memory devices storing two signature-data blocks is set forth by way of example only. Further
note that, in the case that IPS 112 carries out full-match determination 716 subsequent to partial-
match determination 714, it may be undesirable to store all of the signature data blocks of
signature data patterns in partial-match memory device 1130.
[00153] Further still, the reader will appreciate that, as described above with respect to the
set-up of pre-processing hardware 240, it may be generally beneficial to distribute the signature
data patterns in partial-match memory device 1130 evenly and in such a way that the total
number of available signature data patterns represented is a relatively small percentage of the
total number of partial-match memory addresses available. With specific respect to partial-
match memory device 1130, such considerations may enable a greater percentage of signature
patterns to be represented in partial-match-data-storage cells 1134 by two respective signature-
data blocks 1116A-1116D, as opposed to being merely represented by overflow bit 1114,
[00154] In summary, in an embodiment, partial-match hardware 242 may comprise a
number of partial-match hash machines. Each of the partial-match hash machines may be
configured to store signature-data blocks from each of the signature data patterns for which
network traffic 300 is to be exammed. The hash machines may operate on subject data words in

parallel. However if there are more subject data words to be examined than there are partial-
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match hash machines, then the remaining subject data words may be examined in groups, in a
serial fashion.
[00155] Each partial-match hash machine comprises at least one partial-match memory
device, such as partial-match memory device 1130. Partial-match memory device 1130
comprises partial-match memory addresses 1132 that may generally be accessed according to
partial-match data bursts 1142 comprising partial-match-data-storage cells 1134 associated with
respective groups of partial-match memory addresses 1132. Partial-match memory device 1130
1s associated with partial-match hash hardware, such as partial-match hash hardware 1220, that
outputs partial-match-signature-hash results used to map signature data patterns to partial-match
addresses. The partial-match-signature-hash results are flagged in partial-match memory device
1130, and signature-data blocks are also stored at the respective partial-match address.
[00156] The foregoing section generally describes how partial-match hardware 242 is set-
up for the purpose of representing signature data patterns. The section that follows describes
how partial-match hardware 242 operates to examine subject data words after being set-up.

h. Partial-Match Hardware in Use

[00157] Returning to Figure 6B, in an embodiment, at step 672 IPS 112 identifies a
partial-match address for the purpose of examining subject data words. With respect to Figure
13, subject data words 1310, which are the subset of subject data words 410 comprising those
subject data words that have not been ruled out by pre-processing determination 712, are mapped
to partial-match memory device 1130 in much the same way as signature data patterns 510
during the set-up of partial-match hardware 242 as described above. In particular, subject data
words 1310 are passed through partial-match hardware 1220, in which each of the subject data

words 1310 are input into a partial-match hash equation implemented in partial-match hash
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hardware 1220. Partial-match hash hardware 1220 outputs a partial-match-subject-hash result
that indicates a partial-match memory address 1132 in partial-match memory device 1130.
[00158] Thus, partial-match hardware 1220 maps each of the subject data words 1310 to
particular partial-match memory addresses 1132, In other words, partial-match hash hardware
1220 outputs a partial-match-subject-hash result for each of the subject data words 1310 that is
used to map each of the subject data words 1310 to particular partial-match memory addresses
1132. The partial-match-subject-hash result may be a particular partial-match address itself, or
the partial-match-subject-hash result might be modified, interpreted, or otherwise used to
identify a particular partial-match address.
[00159] As discussed above, the combination of partial-match hash hardware 1220 and
partial-match memory device 1130 may be thought of as a partial-match hash machine that has
been configured for the purpose of examining each of the subject data words 1310 that were not
ruled out by pre-processing determination 712. Note that in the embodiment described herein,
the partial-match-hash hardware used during set-up and operation of partial-match hardware 242
is the same. However, other embodiments are possible as well, including embodiments in which
the partial-match-hash hardware used during set-up and operation of partial-match hardware 242
is different.
[00160] In the example shown 1n Figure 13, “OPTIC,” “LOPTL,” and “LLOPT” are
mapped to one of partial-match addresses 0-3 (burst 000), “HELLO” 1s mapped to one of partial-
match addresses 4-7 (burst 001), “CHELL” 1s mapped to one of partial-match addresses 8-11
(burst 010), and “ELLOP” 1s mapped to one of partial-match addresses 12-15 (burst 011). The

reader will appreciate that although the subject data words are described as being mapped to
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particular partial-match addresses, the subject data words could just as well be mapped to the
corresponding partial-match burst addresses.

[00161] Retumning to Figure 6B, in an embodiment, as step 674 IPS 112 determines that
signature data 1s stored in partial-match memory device 1130. As will be discussed below, such
a determination may generally include matching subject-data blocks and signature-data blocks,
or such a determination may include a determmation that overflow bit 1114 is set.

[00162] As can be seen, only certain of the partial-match addresses to which subject data
words 1310 are mapped have a set active bit 1112, In particular, partial-match addresses 12-15
(burst 011), which “ELLOP” mapped to, has a cleared active bit 1112. It is possible to determine
that those subject data words 1310 that are mapped to partial-match addresses having a cleared
active bit 1112 do not exactly match any signature data patterns. After all, as with respect to pre-
processing determination 712, if a given subject data word exactly matches a given signature
data pattern, the given subject data word and the given signature data pattern will be mapped to
the same partial-match address. In other words, the associated partial-match-subject-hash result
and the associated partial-match-signature-hash result, respectively, would be the same.

[00163] Further, as can be seen, only certain of the partial-match addresses to which
subject data words 1310 are mapped have signature-data blocks stored in associated partial-
match-data-storage cells 1134. In particular, partial-match addresses 0-3 (burst 000), which
“OPTIC,” “LOPTL” and “LLOPT” mapped to, has the signature-data blocks “PO” stored. It is
possible to determine that those subject data words 1310 that are mapped to partial-match
addresses that do not have signature-data blocks stored that match their respective first two
subject-data blocks do not fully match any signature data patterns. After all, if a given subject

data word exactly matches a given subject data pattern, the given subject data word and the given
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signature data pattern will be mapped to the same partial-match address, and the first two
signature-data blocks of the signature data pattern will be stored in data storage 1134 during the
set-up of partial match hardware 242 as discussed above.

[00164] However, it can be seen that each of the subject data words “HELLO” and
“CHELL” mapped to a partial-match address that has a set active bit 1112 as well as signature-
data blocks that respectively match their first two subject-data blocks. In particular partial-match
addresses 4-7 (burst 001), to which “HELLO” mapped, has the two signature-data blocks “HE”
stored and partial-match addresses 8-11 (burst 010), to which “CHELL” mapped, has the two
signature-data blocks “CH” stored. Thus, it cannot be said for sure that subject data words
“HELLO” and “CHELL” do not match a signature data pattern. In other words, subject data
words “HELLO” and “CHELL” cannot be ruled out by partial-match determination 714.
[00165] On the other hand, partial-match addresses 12-15 (burst 011), to which “ELLOP”
mapped, does not have a set active bit 1112. Because active bit 1112 is cleared 1t can be said for
sure that the subject data word “ELLOP” does not match a signature data pattern. Additionally,
partial-match addresses 0-3 (burst 000), which “OPTIC,” “LOPTL,” and “LLOPT” mapped to,
has the signature-data blocks “PO” stored. Because the first two subject-data blocks of none of
the subject data words “OPTIC,” “LOPTL” or “LLOPT” are “PO” 1t can be said for sure that
none of the subject data words “OPTIC,” “LOPTL” or “LLOPT” match a signature data pattern.
[00166] Note that, despite the fact that the only subject data word of subject data words
1310 that fully matches any of the signature data patterns 510 1s “HELLO,” “CHELL" has not
been ruled out as definitely not matching one of the signature data patterns 510. Thus subject
data word “CHELL” has once again given rise to a false-positive indication that it may match

one of the signature data patterns. As a result, the two subject data words “HELLO” and
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“CHELL" must be further examined by IPS 112 to determine if they exactly match one of the
signature data patterns 510. On the other hand, because it is clear that the subject data words
“OPTIC,” “LOPTL” “LLOPT,” and “ELLOP” do not match one of the signature data patterns
510, those subject data words will not be further examined by IPS 112.
[00167] Further note that, in the case that overflow bit 1114 1s set in the partial-match data
burst to which a given subject data word maps, it cannot be said for sure that the given subject
data word does not match a signature data pattern. Afier all, the at least one additional signature
data pattern not having two signature-data blocks stored in the partial-match data burst may
exactly match the given subject data pattern. Accordingly, if the overflow bit is set in the partial-
match data burst to which a given subject data word maps, IPS 112 may be configured to make a
de facto partial-match determination 714 that a partial-match number of the subject-data blocks
respectively match the same partial-match number of the signature-data blocks stored in the
partial-match hardware with respect to both value and position. In other words, if the overflow
bit 1s set in the partial-match data burst to which the given subject data word maps, IPS 112 may
automatically further examine the subject data word to determine if it exactly matches a
signature data pattern.
[00168] Further note that, although the above described embodiment involves the use of a
single partial-match memory device 1130 with respect to each of the subject data words and
signature data patterns, any number of partial-match memory devices may be used as discussed
above. As one example a total of four partial-match memory devices may be used, and in such a
case, four subject data words may be examined by partial-match hardware 242 in parallel at the
same time. As a result, a partial-match-subject-hash result may be generated by the relevant

partial-match hash hardware for each of the four subject data words at substantially the same
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time. Accordingly, IPS 112 may make a partial-match determination that a partial-match
number of the subject-data blocks respectively match the same partial-match number of the
signature-data blocks stored in the partial-match hardware with respect to both value and
position for each of the four subject data words at substantially the same time. Any additional
subject data words examined by partial-match hardware 242 would then be examined in groups
of four, in a series fashion.

i Alternative Address-Builder Embodiment

[00169] It should be understood that the particular method of carrying out partial-match
determination 714 described with respect to Figures 12-13 describes one embodiment of partial-
match determination 714. Other embodiments are certainly possible as well.

[00170] One example of an alternative embodiment may mvolve an alternative method of
identifying the partial-match memory address with respect to both the signature data patterns and
the subject data words, as generally described with respect to Figure 14. In particular, Figure 14
depicts an embodiment in which hash results from pre-processing determination 712 may be
used to determine memory addresses during the execution of subsequent determinations such as
partial-match determination 714 and full-match determination 716. Even more particularly, the
pre-processing-signature-hash results of pre-processing determination 712 may be used to
determine corresponding partial-match-signature-hash results and full-match-signature-hash
results, and the pre-processing-subject hash results of pre-processing determination 712 may be
used to determine corresponding partial-match-subject-hash results and full-match-subject-hash
results.

{00171} With reference to Figure 14, and with respect to an example implementation in

partial-match hardware 242, pre-processing-hash results 1402, 1404, and 1406, which may
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correspond respectively to the pre-processing-hash hardware associated with pre-processing
memory devices 830A, 830B, and 830C, may each be input into an address builder 1408.
Address builder 1408 may be any hardware, software, or combination thereof that is configured
to modify, interpret, or otherwise use at least one of pre-processing-hash results 1402, 1404, and
1406 to generate a memory address 1410 that corresponds to one of partial-match memory
addresses 1132 in partial-match memory device 1130.
[00172] In other words, address butilder 1408 may implement an algorithm that maps at
least one of the pre-processing-hash results 1402, 1404, and 1406, or some combination thereof,
to a partial-match address. As a result, signature data patterns and subject data words may be
mapped to partial-match addresses during execution of partial-match determination 714 without
the use of partial-match hash hardware such as partial-match hash hardware 1220. Such an
approach may advantageously avoid the use of computing resources, such as processing time that
would otherwise be required to compute a unique partial-match hash equation. On the other
hand, address builder 1408 may itself require significant computing resources. Additionally, it
may be considerably more difficult to achieve a desirable distribution of all signature data
patterns throughout partial-match hardware 1130 using address builder 1408 as opposed to
partial-match hash hardware 1220 that may implement a partial-match hash equation specifically
tatlored to achieve such a desirable distribution.

- Make Full-Match Determination

[00173] At step 608 in Figure 6A, and at corresponding step 680 m Figure 6B, IPS 112
makes full-match determination 716. Full-match determination 716 may be carried out
subsequent to partial-match determination 714. Full-match determination 716 may also be

carried out subsequent to additional intermediate determinations carried out between partial-
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configured in such a way that full-match determination 716 is the last determination made with
respect to determining if a given subject data word exactly matches a given signature data
pattern.

[00174] Note that full-match determination 716 may be carried out only with respect to
those subject data words for which there remains a question as to whether or not the subject data
word exactly matches a signature data pattern. In accordance with the example described herein,
full match determination 716 may therefore only be carried out with respect to the subject data
words “HELLO,” and “CHELL.” Full-match determination 716 need not be carried out with
respect to the additional subject data words “OPTIC,” “LOPTL” “LLOPT,” “ELLOP,”
“ICHEL,” and “NICHE” because it 1s clear from pre-processing determination 712 and partial-
match determination 714 that those subject data words do not match any of the signature data
patterns 510.

[00175] In an embodiment, IPS 112 may comprise full-match hardware 244, as shown in
Figure 2. As discussed above, full-match hardware 244 may comprise a memory device such as
DRAM. Note that full-match hardware 244 may comprise more than one DRAM memory
device.

[00176] Figure 15A depicts an example full-match memory device 1530, which generally
comprises full-match memory addresses 1532 that correspond to full-match-data-storage cells
1534. For simplicity, the individual full-match memory addresses 1532 of full-match memory
device 1530 may be referred to simply as full-match addresses. The full-match-data-storage
cells 1534 may or may not have data relating to signature data patterns 510 stored therein.

Further, as with pre-processing memory addresses 832A(832B) and partial-match memory
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addresses 1132, each of the full-match memory addresses 1532 may be represented in binary
codes 1540, as shown in Figure 15B.
[00177] Even further, as with partial-match-data-storage cells 1134, full-match-data-
storage cells 1534 may be accessed according to groups, or full-match data bursts, of full-match-
data-storage cells 1534 comprising a memory block in full-match memory device 1530. As one
example, full-match data burst 1510 comprises the data stored at each of full-match memory
addresses 8-15. In operation, full-match data burst 1510 may be accessed by reference to just
one of the full-match addresses 8-15, such as full-match address 8 (01000). Accordingly the data
of full-match-data-storage cells 1534 having one of the full-match addresses 8-15 may be stored,
retrieved, or rewritten in association with a single full-match address, such as full-match memory
address 8 (01000). As can be seen in Figure 15B, in an embodiment, full-match memory
addresses 0-7 make up a full-match data burst that may be accessed with full-match address 0
(00000), full-match memory addresses 16-23 make up a full-match data burst that may be
accessed with full-match address 16 (10000), and full-match memory addresses 24-31 make up a
full-match data burst that may be accessed with full-match address 24 (11000).
[00178] As shown with respect to full-match burst addresses 1542 also shown in Figure
15B, full-match memory device 1530 may be configured such that each full-match data burst is
accessible by an abridged version of the full binary representation of an associated full-match
address. Specifically, because in the example shown, full-match memory addresses 1532 are
accessed m bursts comprising groups of 8 full-match memory addresses, the last three bits may
be dropped from the 5 bit binary representation of a given full-match memory address associated
with a particular full-mach data burst. The reader will appreciate that although in the example

described herein full-match burst addresses 1542 are shorter than partial-match burst addresses
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1142, this need not necessarily be the case. In fact, in an embodiment in which there are more
full-match burst addresses 1542 associated with full-match memory device 1530 than there are
partial-match burst addresses 1142 associated with partial-match memory device 1130, it is
likely that full-match burst addresses 1542 would be longer.
[060179] As 1s clear with respect to the binary representation 1540 of full-match memory
addresses 1532, the first two bits of each full-match memory address in the full-match data burst
of full-match memory addresses 0-7 are “00,” the first two bits of each full-match memory
address in the full-match data burst of full-match memory addresses 8-15 are “01,” the first two
bits of each full-match memory address in the full-match data burst of full-match memory
addresses 16-23 are “10,” and the first two bits of each full-match memory address in the full-
match data burst of full-match memory addresses 24-31 are “11.” Accordingly, in an
embodiment, the full-match data burst comprising the full-match memory addresses 0-7 may be
accessed by full-match burst address 00, the full-match data burst comprising the full-match
memory addresses 8-15 may be accessed by full-match burst address 01, the full-match data
burst comprising the full-match memory addresses 16-23 may be accessed by full-match burst
address 10, and the full-match data burst comprising the full-match memory addresses 24-31
may be accessed by full-match burst address 11.
[00180] Therefore, in the following discussion, a reference to a given full-match address
may be understood to refer to a particular full-match memory address or may be understood to
refer to a full-match burst address comprising multiple full-match memory addresses. With
respect to the particular example discussed herein, a reference to a full-match address generally
refers to a particular full-match burst address associated with a given group of eight full-match

memory addresses as shown with respect to Figure 15B.
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[00181] Returning to Figure 15A, as shown with respect to full-match data burst 1510, a
given full-match data burst may comprise a variety of data relating to signature data patterns 510.
For example, in an embodiment full-match data burst 1510 may comprise individual sets of all
signature-data blocks 1512A-1512C from up to three different signature data patterns. In other
embodiments, all signature-data blocks from more than, or less than, three different signature
data patterns may be stored.
[00182] Further, full-match data burst 1510 may also comprise a width indicator(s) 1514,
that may indicate a length, or total number of signature-data blocks, of the signature data patterns
stored in full-match data burst 1510. In the event that full-match data burst 1510 is configured
such that signature data patterns of varying lengths are stored in full-match data burst 1510, a
separate width indicator may be stored with respect to each signature data pattern. In operation,
IPS 112 may determine that a length of a given signature data pattern matches the length of the
given subject data word being examined.
[00183] Full-match data burst 1510 may also comprise an overflow mdicator 1516 that
would be set if more than, m this example, three signature data patterns map to full-match data
burst 1510 during the set-up of full-match hardware 244, as discussed further below. If no more
than three signature data patterns map to full-match data burst 1510, overflow indicator 1516
would remain cleared. Alternatively, overflow indicator may comprise a full-match-overflow
address that indicates another full-match data burst at which additional signature patterns that
mitially mapped to full-match data burst 1510 are stored. Accordingly, in operation, a given
subject data word may be examined with respect to the signature data pattems stored in the full-

match data burst indicated by the full-match-overflow address.
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[00184] In general, full-match memory device 1530 may be any suitable memory device
that may be configured to carry out the functions described herein. Without limitation, in an
embodiment fall-match memory device 1530 may be DRAM containing 16,777,216 (27)
memory addresses and corresponding data-storage cells. Further, each data-storage cell may be
configured to store numerous bits of data, such as 64 bits of data in an embodiment.
Accordingly, as in the example shown 1 Figure 15A, each data burst may represent 512 bits of
data. It is clear, therefore, that full-match memory device 1530 as shown in Figure 15A is shown
by way of example, and for the purposes of explanation, only and that no aspect of the example
shown in Figure 15A should be taken to be limiting.
[00185] The following sections generally describe how full-match hardware 244 is set-up
for the purpose of representing signature data patterns, as well as how full-match hardware 244
operates to examine subject data words after being set-up.

k. Full-Match Hardware Set Up

[00186] Figure 16 generally depicts how full-match hardware 244, and more particularly
full-match memory device 1530, is set-up for the purpose of carrying out full-match
determination 716 in an embodiment. In general, similar to partial-match hardware 242, full-
match hardware 244 1s configured so as to comprise hash tables representing the signature data
patterns for which network traffic 300 1s to be examined. However, while partial-match
determunation 714 generally mvolved determining that two subject-data blocks of a given subject
data word respectively match two signature-data blocks of a given signature data pattern, full-
match determination 716 further generally involves a determination that all of the subject-data

blocks of a given subject data word respectively match all of the signature-data blocks of a given
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signature data pattern. Accordingly, all of the signature-data blocks of the given signature data
patterns are stored at the full-match address during set-up of full-match hardware 244.
[00187] As part of the configuration of full-match memory device 1530, signature data
patterns 510 are passed through full-match hash hardware 1620. Full-match hash hardware 1620
may comprise any suitable hardware including processors, memory, data storage, or combination
thereof configured so as to implement a full-match hash equation.
[00188] Each of signature data patterns 510 are mput into the full-match hash equation
implemented m full-match hash hardware 1620. In an embodiment, the full-match hash equation
mmplemented in full-match hash hardware 1620 will be different from both the pre-processing
hash equation implemented in pre-processing hash hardware 820A(820B) as well as the partial-
match hash equation implemented in partial-match hash hardware 1220. This is generally at
least because a different size of full-match memory device 1530 may require that a different hash
equation be used to achieve a desirable distribution of the signature data patterns.
[00189] The result of the full-match hash equation, or the full-match-signature-hash result,
indicates a full-match memory address 1532 in full-match memory device 1530. Thus, full-
match hash hardware 1620 maps each of the signature data patterns 510 to a particular full-match
memory address 1532. In other words, full-match hash hardware 1620 outputs a full-match-
signature-hash result for each of the signature data patterns 510 that 1s used to map each of the
signature data patterns 510 to particular full-match memory addresses 1532. The full-match-
signature-hash result may be a particular full-match address itself, or the full-match-signature-
hash result might be modified, interpreted, or otherwise used to identify a particular full-match

address.
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[00190] In general, the combination of full-match hash hardware 1620 and full-match
memory device 1530 may be thought of as elements of a full-match hash machine that 1s
configured to represent all signature data patterns including signature data patterns 510. As will
be discussed further below, m an embodiment, such a full-match hash machine also operates on
one or more of the subject data words that have not been ruled out by IPS 112.
[00191] Full-match hardware 244 may comprise any number of such full-match hash
machines. As can be appreciated, the number of full-match hash machines included in full-
match hardware 244 will equal the number of subject data words that may be examined in
parallel while full-match determination 716 1s carried out. Given the relative size of DRAM, and
also given that a significant number of subject data words may have been ruled out by previous
determinations, in an embodiment, full-match hardware 244 may comprise a smgle full-match
hash machine. According to such an embodiment, the subject data words that have not been
ruled out by a previous determination would each be examined in a series fashion.
[00192] In the example shown in Figure 16, “POOLS” is mapped to one of full-match
addresses 0-7 (burst 00), “HELLO” is mapped to one of full-match addresses 8-15 (burst 01),
“CHASE” is mapped to one of full-match addresses 16-23 (burst 10), and “MOONS” is mapped
to one of full-match addresses 24-31 (burst 11). Correspondingly, all of the signature-data
blocks of each signature data pattern are stored in respective data storage.
[00193] The reader will appreciate that, as described above with respect to the set-up of
partial-match hardware 242, it may be generally beneficial to distribute the signature data
patterns in full-match memory device 1530 evenly and i such a way that the total number of
signature data patterns represented is a relatively small percentage of the total number of full-

match memory addresses available. With specific respect to full-match memory device 1530,
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such considerations may enable a greater percentage of signature patterns to be represented m
full-match data storage at the full-match address, as opposed to being represented at a full-
match-overflow address.
[00194] With respect to the full-match-overflow address, in an embodiment the full-match
memory device may be configured so as to be divided into a non-overflow block corresponding
to all available full-match addresses and an overflow block corresponding to all full-match-
overflow addresses. For example, in a full-match memory device having full-match memory
addresses 0-99, the non-overflow block may comprise full-match addresses 0-49 and the
overflow block may comprise full-match-overflow addresses 50-99. In such a full-match
memory device full-match address 0 may correspond to full-match-overflow address 50, full-
match address 1 may correspond to full-match-overflow address 51, and so on. It should be
understood, however, that a given full-match address might correspond to multiple signature data
patterns stored m multiple full-match-overflow addresses, and that a given full-match-overflow
address might correspond to multiple signature data patterns stored in multiple full-match
addresses.
[00195] In the embodiment, for example, if more than three signature data patterns
mapped to full-match address 0 during the set-up of the full-match memory device, full-match-
overflow address 50 would be stored at full-match address 0 in the overflow indicator.
Accordingly, the additional signature data patterns may be stored in the full-match memory
device at full-match-overflow address 50 and referenced by IPS 112 as necessary during the
examination of a given subject data word. For example, in an embodiment IPS 112 may
determine that the full-match-overflow address is stored at the full-match address and

responsively reference the signature data patterns stored at the full-match-overflow address.
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[00196] Also note that although the example described with respect to Figure 16 generally
mvolves full-match hash hardware 1620 outputting a full-match-signature-hash result used to
identify a full-match address 1532 in full-match memory device 1530, other methods of
generating the full-match-signature-hash result are possible as well. As one example, the full-
match-signature-hash result may be generated according to an address builder 1408 embodiment
as discussed above with respect to partial-match determination 714. Correspondingly, full-
match-subject-hash results may be generated in an analogous fashion when examining subject
data words.
{00197] Thus, in summary, in an embodiment, full-match hardware 244 may comprise a
number of full-match hash machines. Each of the full-match hash machines may be configured
to store all of the signature-data blocks from each of the signature data patterns for which
network traffic 300 is to be examined. The full-match hash machines may operate on subject
data words in parallel, however if a single full-match hash machine is contained in full-match
hardware 244, then the subject data words may be examined in a serial fashion.
[00198] Each full-match hash machine comprises at least one full-match memory device,
such as full-match memory device 1530. Full-match memory device 1530 comprises full-match-
data-storage cells 1534 that may generally be accessed according to full-match data bursts 1542
associated with respective groups of full-match memory addresses 1532. Full-match memory
device 1530 may be associated with full-match hash hardware, such as full-match hash hardware
1620, that outputs full-match-signature-hash results used to map signature data patterns to full-
match addresses. All of the signature-data blocks of a given signature data pattern are stored in

association with the respective full-match address.



10

15

20

WO 2012/121966 PCT/US2012/027254

e
[00199] The foregoing section generally describes how full-match hardware 244 1s set-up
for the purpose of representing signature data patterns. The section that follows describes how
full-match hardware 244 operates to examine subject data words after being set-up.

1. Full-Match Hardware In Use

[00200] Turning now to Figure 17, subject data words 1710, which is the subset of subject
data words 410 comprising those subject data words that were not ruled out by pre-processing
determination 712 or partial-match determination 714, are mapped to full-match memory device
1530 1n much the same way as signature data patterns 510 during the set-up of full-match
hardware 244 as described above. In particular, subject data words 1710 are passed through full-
match hash hardware 1620, in which each of the subject data words 1710 are input into a full-
match hash equation implemented in full-match hash hardware 1620. Full-match hash hardware
1620 outputs a full-match-subject-hash result that indicates a full-match memory address 1532 in
full-match memory device 1530. Thus, full-match hardware 1620 maps each of the subject data
words 1710 to particular full-match memory addresses 1532. In other words, full-match hash
hardware 1620 outputs a full-match-subject-hash result for each of the subject data words 1710
that 1s used to map each of the subject data words 1710 to particular full-match memory
addresses 1532. The full-match-subject-hash result may be a particular full-match address itself,
or the full-match-subject-hash result might be modified, interpreted, or otherwise used to identity
a particular full-match address.

[00201] As discussed above, the combmation of full-match hash hardware 1620 and full-
match memory device 1530 may be thought of as a full-match hash machine that has been
configured for the purpose of examining each of the subject data words 1710 that were not ruled

out by pre-processing determination 712 or partial-match determination 714. Note that in the
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embodiment described herein, the full-match-hash hardware used during set-up and operation of
full-match hardware 244 1s the same. However, other embodiments are possible as well,
mcluding embodiments in which the full-match-hash hardware used during set-up and operation
of tull-match hardware 244 is different.
[00202] In the example shown in Figure 17, “HELLO” 1s mapped to one of full-match
addresses 8-15 (burst 01), and “CHELL” is mapped to one of full-match addresses 16-23 (burst
10).
[{00203] For those subject data words 1710 that are mapped to full-match addresses that do
not have signature-data blocks stored that respectively match each of the subject-data blocks of
the subject data word it is possible to determine that those subject data words do not fully match
any signature data patterns. After all, if a given subject data word exactly matches a given
signature data pattern, the given subject data word and the given signature data pattern will be
mapped to the same full-match address, and all of the signature-data blocks of the signature data
pattern would have been stored in full-match-data-storage cells 1534 during the set-up of full-
match hardware 244 as discussed above.
[00204] As can be seen, the signature data pattern “HELLO” is stored in full-match data
burst 01, and the signature data pattern “CHASE?” 1s stored in full-match data burst 10. Thus, 1t
can be said for sure that subject data word “HELLO” does match a signature data pattern. On
the other hand, because each of the subject-data blocks of “CHELL” do not respectively match
the stored signature-data blocks of signature data pattemn “CHASE, it can be said for sure that

subject data word “CHELL” does not match a signature data pattern.
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m. Store Full-Match Indicator

{00205] At step 610 m Figure 6A, and at corresponding step 690 in Figure 6B, IPS 112
stores a full-match indicator 720. That is, for those subject data words for which IPS 112
recognizes that a signature match 718 has been made, IPS 112 may store full-match indicator
720 for the purpose of recording the fact that the particular subject data word matches a signature
data pattern.

[00206] In addition to storing the full-match ndicator, IPS 112 may carry out a number of
additional steps including, but not hmited to, quarantining the subject data word, quarantining a
collection of data comprising the subject data word, blacklisting a source of the subject data
word, sending an alert to a source of the subject data word, sending an alert to an intended
recipient of the subject data word, and generating a data-examination report. Such steps may or
may not be carried out according to the desired characteristics of IPS 112.

5. Conclusion

[00207] As shown in Figure 18, the methods and systems described herein utilize a
number of determinations, such as optional pre-processing determination 712, partial-match
determination 714, and full-match determination 716, to determine if a given subject data word
exactly matches a given signature data pattern. Each determination may rule out some of the
examined subject data words and, accordingly, each subsequent determination need only be
carried out with respect to those subject data words that have not been previously ruled out. As a
result, as can be seen in Figure 18, the number of subject data words that are examined for an
exact match with respect to full-match determination 716 1s significantly less than the number of

subject data words 410 mitially taken from network traffic 300 for exammation.
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[00208] Various examples of embodiments have been described above. Those skilled in
the art will understand, however, that changes and modifications may be made to those examples

without departing from the scope of the claims.
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CLAIMS
1. A method of examining a subject data word, the subject data word comprising a

plurality of subject-data blocks, and identifying a full match between the subject data word and a
signature data pattern, the signature data pattern comprising a plurality of signature-data blocks,
wherein each of the subject-data blocks and each of the signature-data blocks has (i) a respective
value and (i1) a respective position, the method carried out by an intrusion-prevention system
(IPS) comprising at least one processor, at least one network interface, partial-match hardware
having at least part of the signature data pattern stored therein, and full-match hardware having
the signature data pattern stored therein, the method comprising:

the IPS receiving the subject data word via the at least one network interface;

the IPS making a partial-match determination comprising a determination that a partial-
match number of the subject-data blocks respectively match the same partial-match number of
the signature-data blocks stored in the partial-match hardware with respect to both value and
position, wherein the partial-match number 1s (1) greater than or equal to two and (i1) less than a
total number of the subject-data blocks;

subsequent to making the partial-match determination, the IPS making a full-match
determination comprising a determination that all of the subject-data blocks respectively match
all of the signature-data blocks stored in the full-match hardware with respect to both value and
position; and

the IPS storing a full-match indicator, the full-match indicator indicating that the full-

match determiination has been made.
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2. The method of claim 1, wherein each of the subject-data blocks and each of the
signature-data blocks is at least one of (1) a fixed number of one or more bits and (i1) a fixed

number of one or more bytes.

3. The method of claim 1, wherein receiving the subject data word comprises

recetving the subject data word from a public data network.

4. The method of claim 1, wherein the IPS further comprises pre-processing
hardware having at least one pre-processing-signature-hash result flagged therein, the method
further comprising, prior to making the partial-match determination, the IPS making a pre-
processing determination that a pre-processing number of pre-processing-subject-hash results are

flagged as being pre-processing-signature-hash results in the pre-processing hardware.

5. The method of clamm 4, wherein the pre-processing number is 2 or 4.

6. The method of claim 4, wherein the pre-processing hardware comprises Block

random access memory (RAM).

7. The method of claim 4, wherein each pre-processing-signature-hash result and
each pre-processing-subject-hash result corresponds to a respective pre-processing address in the

pre-processing hardware.

8. The method of claim 7, wherein a pre-processing-signature-hash result being

flagged comprises a trigger indicator being set at the corresponding pre-processing address.
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9. The method of claim 1, wherein the respective positions of the subject-data blocks

matched in the partial-match determination are adjacent.

10. The method of claim 9, wherein the partial-match number 1s 2.

11 The method of claim 9, wherein the subject-data blocks matched in the partial-
match determination comprise a subject-data block having a position that is either (1) at the

beginning of the subject-data word or (11) at the end of the subject-data word.

12. The method of claim 9, wherein the subject-data blocks matched in the partial-
match determination comprise a subject-data block having a position that is neither (i) at the

beginning of the subject-data word or (i1) at the end of the subject-data word.

13. The method of claim 11, wherein the partial-match number 1s 2.
14. The method of claim 1, wherein the partial-match number 1s 2.
15. The method of claim 1, wherein the partial-match hardware comprises static

random access memory (SRAM).

16. The method of claim 1, wherein the signature-data blocks stored in the partial-
match hardware are stored in a memory block that begins at a partial-match address in the

partial-match hardware.
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17.  The method of claim 16, wherein making the partial-match determination further
comprises using at least part of the subject data word to determine a partial-match-subject-hash

result corresponding to the partial-match address.

18.  The method of claim 16, wherein making the partial-match determination further
comprises identifying the partial-match address based at least in part on at least one pre-

processing-subject-hash result.

19. The method of clamm 1, whereimn the full-match hardware comprises dynamic

random access memory (DRAM).

20. The method of claim 1, wherein the signature-data blocks stored in the full-match
hardware are stored in a memory block that begins at a full-match address in the full-match

hardware.

21.  The method of claim 20, wherein making the full-match determination further
comprises using at least part of the subject data word to determine a full-match-subject-hash

result corresponding to the full-match address.

22, The method of claim 20, wherein making the full-match determination further
comprises identifying the full-match address based at least in part on at least one pre-processing-

subject-hash result.
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23. The method of claim 1, wherein the subject data word is one of a plurality of
subject data words that the IPS examines in accordance with a given clock cycle for the presence
of a matching word in a trigger set that includes the signature data word, and wherein a total
number of subject data words in the plurality of subject data words is equal to a product of (1) a
number of subject-data blocks received in accordance with the given clock cycle and (u1) a
number of different lengths of subject data words that the IPS examines in accordance with the

given clock cycle.

24, The method of claim 23, wherein the total number of subject data words 1n the
plurality of subject data words 1s 136, wherein the number of subject-data blocks received in
accordance with the given clock cycle i1s 8, and wherein the number of different lengths of

subject data words that the IPS examines in accordance with the given clock cycle 1s 17.

25. The method of claim 24, wherein, in accordance with the given clock cycle, the
IPS examines data words ranging m length in integer increments from 4 subject-data blocks to

20 subject-data blocks, inclusive.

26. The method of clamm 23, wherein the total number of subject data words in the
plurality of subject data words is 72, wherein the number of subject-data blocks received in
accordance with the given clock cycle is 8, and wherein the number of different lengths of

subject data words that the IPS examines in accordance with the given clock cycle 15 9.
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27. The method of claim 26, wherein, in accordance with the given clock cycle, the
IPS examines data words ranging in length in mnteger increments from 4 subject-data blocks to

12 subject-data blocks, inclusive.

28. The method of claim 23, wherein the subject data word comprises (1) at least one
subject-data block received in accordance with the given clock cycle and (11} at least one subject-

data block received during a clock cycle occurring prior to the given clock cycle.

29. The method of clamm 1, further comprising, subsequent to making the full-match
determination, the IPS carrying out at least one of the following: (1) quarantining the subject data
word, (i1) quarantining a collection of data comprising the subject data word, (i11) blacklisting a
source of the subject data word, (1v) sending an alert to a source of the subject data word,

(v) sending an alert to an intended recipient of the subject data word, and (vi) generating a data-

examination report.

30.  An intruston-prevention system (IPS) for examining a subject data word, the
subject data word comprising a plurality of subject-data blocks, and for identifying a full match
between the subject data word and a signature data pattern, the signature data pattern comprising
a plurahity of signature-data blocks, wherein each of the subject-data blocks and each of the
signature-data blocks has (1) a respective value and (1t) a respective position, the IPS comprising:

at least one network interface;

at least one processor;

partial-match hardware having at least part of the signature data pattern stored therein;

full-match hardware having the signature data pattern stored therein; and
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data storage containing mstructions executable by the at least one processor for causing
the IPS to carry out a set of functions, the set of functions comprising:

recetving the subject data word via the at least one network interface;

making a partial-match determination comprising a determination that a partial-
match number of the subject-data blocks respectively match the same partial-match
number of the signature-data blocks stored in the partial-match hardware with respect to
both value and position, wherein the partial-match number is (1) greater than or equal to
two and (11) less than a total number of the subject-data blocks;

subsequent to making the partial-match determination, making a full-match
determination comprising a determination that all of the subject-data blocks respectively
match all of the signature-data blocks stored in the full-match hardware with respect to
both value and position; and

storing a full-match indicator, the full-match indicator indicating that the full-

match determination has been made.

31.  The IPS of claim 30, wherein the partial-match hardware comprises static random
access memory (SRAM).
32. The IPS of claim 30, wherein the full-match hardware comprises dynamic random

access memory (DRAM).

33. The IPS of claim 30, wherein an operating speed that is characteristic of the
partial-match hardware is greater than an operating speed that 1s characteristic of the full-match

hardware.
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34, The IPS of claim 30, further comprising pre-processing hardware having at least
one pre-processing-signature-hash result flagged therein, wherem the set of functions further
comprises, prior to making the partial-match determination, making a pre-processing
determination comprising a determination that a pre-processing number of pre-processing-
subject-hash results are flagged as being pre-processing-signature-hash results in the pre-

processing hardware.

35. The IPS of claim 34, wherein the pre-processing hardware comprises Block

random access memory (Block RAM).

36. The IPS of claim 34, wherein an operating speed that is characteristic of the pre-
processing hardware 1s greater than an operating speed that is characteristic of the partial-match
hardware, and further wherein the operating speed that is characteristic of the partial-match

hardware is greater than an operating speed that is characteristic of the full-match hardware.

37. The IPS of claim 30, embodied in a smgle network device.

38. The IPS of claim 30, distributed across multiple network devices.

39. A method of examining a subject data word, the subject data word comprising a
plurality of subject-data blocks, and identifying a full match between the subject data word and a
signature data pattern, the signature data pattern comprising a plurality of signature-data blocks,
wherein each of the subject-data blocks and each of the signature-data blocks has (1} a respective

value and (i1) a respective position, the method carried out by an intrusion prevention system
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(IPS) comprising at least one processor, at feast one network mterface, partial-match hardware
having at least part of the signature data pattern stored therein, and full-match hardware having
the signature data pattern stored therein, the method comprising:
the IPS receiving the subject data word via the at least one network mterface;
the IPS making a partial-match determination comprising:
an identification of a partial-match address based at least in part on at least part of
the subject data word, and
a determination that at least one of the following is stored in the partial-match
hardware 1n association with the partial-match address: (1) a set overflow indicator and
(11) a partial-match number of the signature-data blocks that respectively match the same
partial-match number of the subject-data blocks with respect to both value and position,
wherem the partial-match number is (1) greater than or equal to two and (11) less than a
total number of the subject-data blocks;
subsequent to making the partial-match determination, the IPS making a full-match
determination comprising:
an identification of a full-match address based at least in part on at least part of
the subject data word, and
a determination that the signature data pattern 1s stored in the full-match hardware
in association with the full-match address; and
the IPS storing a full-match indicator, the full-match indicator indicating that the full-

match determination has been made.

40. The method of claim 39, wherein the determiation that at least one of (1) a set

overflow indicator and (i1) the partial-match number of the signature data blocks is stored in the
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partial-match hardware in association with the partial-match address comprises a determination
that at least one of (1) a set overflow indicator and (11) the partial-match number of the signature

data blocks is stored in association with a memory block that begins at the partial-match address.

41. The method of claim 40, wherein there is not a set overflow indicator stored in the
partial-match hardware in the memory block that begins at the partial-match address, and
wherein the partial-match determination comprises a determination that stored in the partial-
match hardware in association with the partial-match address is the partial-match number of the
signature-data blocks that respectively match the same partial-match number of the subject-data

blocks with respect to both value and position.

42, The method of claim 40, wherein there is a set overflow indicator stored in the
partial-match hardware in the memory block that begins at the partial-match address, and
wherein the partial-match determination comprises a determination that that indicator is stored in

the partial-match hardware in the memory block that begins at the partial-match address.

43. The method of clamm 40, wherem at least the partial-match number of signature-
data blocks from each of at least one additional signature data pattern other than the signature

data pattern are stored in the memory block that begins at the partial-match address.

44, The method of claim 40, wherein there is a set overflow indicator stored in the
partial-match hardware in the memory block that begins at the partial-match address, and
wherein at least the partial-match number of signature-data blocks from each of a given positive

integer number of one or more additional signature data patterns other than the signature data
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pattern are also stored in the memory block that begins at the partial-match address, and wherein
the memory block that begins at the partial-match address does not have the signature data

pattern stored therein.

45. The method of claim 44, wherein the given positive mteger number is four.

46.  The method of claim 39, wherein the signature data pattern is stored in a memory

block that begins at the full-match address.

47.  The method of claim 39, wherein the signature data pattern is stored in a memory
block that begins at a full-match-overflow address that 1s stored in a memory block that begins at

the full-match address.

48. The method of claim 47, wherein the full-match determination further comprises a

determination that the full-match-overtlow address is stored in the memory block that begins at

the full-match address.

49, The method of claim 47, wherein at least one additional signature data pattern
other than the signature data pattern is also stored in the memory block that begins at the full-

match address.

50.  The method of claim 49, wherein the at least one additional signature data pattern

comprises at least three additional signature data patterns.
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51 The method of claim 39, wherein the full-match determination further comprises a
determination that a length indicator that is stored in the full-match hardware 1n association with
the signature data pattern is equal to a length of the subject data word, the length indicator

reflecting a length of the signature data pattern.

52.  Anintrusion-prevention system (IPS) for examining a subject data word, the
subject data word comprising a plurality of subject-data blocks, and for identifying a full match
between the subject data word and a signature data pattern, the signature data pattern comprising
a plurality of signature-data blocks, wherein each of the subject-data blocks and each of the
signature-data blocks has (1) a respective value and (i1) a respective position, the IPS comprising:

at least one network interface;

at least one processor;

partial-match hardware having at least part of the signature data pattern stored therein;

full-match hardware having the signature data pattern stored therein; and

data storage containing instructions executable by the at least one processor for causing
the IPS to carry out a set of functions, the set of functions comprising:

recetving the subject data word via the at least one network mterface;
making a partial-match determination comprising:

an identification of a partial-match address based at least in part on at least
part of the subject data word, and

a determination that at least one of the following is stored in the partial-
match hardware in association with the partial-match address: (i) a set overflow
indicator and (11) a partial-match number of the signature-data blocks that

respectively match the same partial-match number of the subject-data blocks with
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than or equal to two and (11) less than a total number of the subject-data blocks;
subsequent to making the partial-match determination, making a tull-match
determination comprising:

an identification of a full-match address based at least m part on at least
part of the subject data word; and

a determination that the signature data pattern is stored in the full-match
hardware in association with the full-match address; and
storing a full-match indicator, the full-match indicator indicating that the full-

match determination has been made.

53.  The IPS of claim 52, wherein the partial-match hardware comprises static random

access memory (SRAM).

54. The IPS of claim 52, wherein the full-match hardware comprises dynamic random
access memory (DRAM).
55. The IPS of claim 52, wherein an operating speed that is characteristic of the

partial-match hardware is greater than an operating speed that is characteristic of the full-match

hardware.

56. The IPS of claim 52, further comprising pre-processing hardware having at least
one pre-processing-signature-hash result flagged therein, wherein the set of functions further

comprises, prior to making the partial-match determination, making a pre-processing
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determination comprising a determination that a pre-processing number of pre-processing-
subject-hash results are flagged as being pre-processing-signature-hash results in the pre-

processing hardware.

57. The IPS of claim 56, wherein the pre-processing hardware comprises Block

random access memory (Block RAM).

58.  The IPS of claim 56, wherein an operating speed that is characteristic of the pre-
processing hardware is greater than an operating speed that is characteristic of the partial-match
hardware, and further wherein the operating speed that is characteristic of the partial-match

hardware 1s greater than an operating speed that is characteristic of the full-match hardware.

59. The IPS of claim 52, embodied in a single network device.

60. The IPS of claim 52, distributed across multiple network devices.
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