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RFID TRANSPONDER AND METHOD
FIELD OF THE INVENTION
The present invention relates to RFID transponders, and more pa r
ticularly to RFID transponders comprising an RFID module including an IC and
a matching and coupling elements and a plastic enclosure.
BACKGROUND O F THE INVENTION
Padlocks and seals are traditionally used for identify certain objects
and for authentication. A padlock or a seal should prevent copying of objects,
such as containers, various metal carts, etc. Padlocks or seals should be difficult to copy and impossible to open without any visual damage.
In padlocks, there is a lock mechanism designed such a way that it

can't be opened. The lock should have a very strong mechanism so strong that
the padlock does not fall off in normal use, but on the other hand, it should
break down easily if anyone tries to open it. Therefore, two separate locking
mechanisms are used: one is made of metal and the other is made of plastic.
The plastic one should break down if anyone tries to steal the padlock.
The padlocks have many details, which are difficult to copy. Metal
parts have some sophisticated

markings. Plastic parts have details, which

makes the injection moulding difficult and expensive. They have also some
identification information like barcode and a visual number. Even though the
padlock has several security features, it is possible to copy. A n RFID trans
ponder can be used to prevent copying and also for automatic tracking in log is
tics.
The RFID transponder has microchip or IC, which has logic circuitry
and memory. A unique identification number is stored to the IC memory. Co py
ing of such IC is extremely difficult and expensive. The RFID transponder re

quires an antenna, which is used to collect energy from reader field. The a n
tenna also transmits and receives data between RFID IC and the reader d e
vice. The efficiency of the antenna will have a direct effect on the range of
identifying the RFID transponder.
Padlocks and seals have some metal parts in order to achieve a
sufficiently strong structure. The metal parts may be so large, that there is no
room for an actual RFID tag antenna. If a properly working antenna is inte
grated in the padlock or the seal, its size becomes very large. The increased
size will make the padlock or the seal more vulnerable for mechanical impacts.

A large padlock or seal may be stuck more easily in various positions, and the
locking mechanism becomes very expensive.
BRIEF DESCRIPTION OF THE INVENTION
An object of the present invention is thus to provide an RFID trans-

ponder so as to alleviate the above disadvantages. The objects of the inven
tion are achieved by an RFID transponder and a method, which are character
ized by what is stated in the independent claims. The preferred embodiments

of the invention are disclosed in the dependent claims.
The invention is based on the idea of replacing the large antenna of
a conventional RFID transponder by a tiny RFID module. The RFID module is
attached to the metal parts of a padlock or a seal, and the RFID transponder
utilizes the metal object in which it is attached as an antenna.
An advantage of the RFID transponder of the invention is that only

minor changes for the mechanics of padlocks or seals are needed. The size of
the padlock or the seal remains practically same.
BRIEF DESCRIPTION OF THE DRAWINGS
In the following the invention will be described in greater detail by

means of preferred embodiments with reference to the attached [accompany
ing] drawings, in which

Figure 1 is a schematic view of two RFID transponders according to
the invention attached to a flower tray;
Figure 2 is a schematic view of the invention;
Figure 3 is a schematic view of a second embodiment of the RFID
transponder according to the invention in an open (before the attachment) and
closed (after the attachment) position;
Figure 4 is a schematic view of the RFID transponder according to
Figure 3 and its main components being separated;
Figure 5 is a schematic view of a third embodiment of the RFID
transponder according to the invention;
Figure 6a is a schematic top-view of a fourth embodiment of the
RFID transponder according to the invention shown above;
Figure 6b is a schematic side-view of the RFID transponder accord
ing to Figure 6a;

Figure 7 is a schematic cross-section of a fifth embodiment of the
RFID transponder according to the invention prior to insertion of a hook;

Figure 8 is a schematic cross-section of the RFID transponder a c
cording to Figure 7 after insertion of the hook;
Figure 9 is a schematic cross-section of the RFID transponder a c
cording to Figure 7 in its locked position;
Figure 10 is a schematic flow-chart of an assembly process accord
ing to the invention;

Figure 11 is a schematic view of an inspection system used in the
assembly process according to Figure 10 ;
Figure 12 is a schematic view of a sixth embodiment of the RFID
transponder according to the invention; and
Figure 13a is a schematic view of a detail of an embodiment of the
RFID transponder according to the invention;
Figure 13b is a schematic view of another detail of an embodiment
of the RFID transponder according to the invention.
For the sake of clarity, the invention is shown simplified in the f ig
ures. Similar parts are marked with the same reference numbers.
DETAILED DESCRIPTION OF THE INVENTION
Figure 1 is a schematic view of two RFID transponders according to
the invention attached to a metal cart used as a flower tray The RFID transponder is a padlock which comprises a steel hook 2 . The steel hook 2 is a t
tached to a special loop 3 of the flower tray. The loop 3 is fixed to a metal o b
ject 4 , which is a steel body of the flower tray. The tray has also a plywood
floor and wheels for moving.
The steel body of the flower tray (or any other metal object 4) acts
like a large antenna. The size of the metal object 4 may be several wave
lengths. In this invention, the metal object is used as an antenna, and the pa d
lock mechanism including the steel hook forms an electromagnetic transmis
sion line 5 to an RFID module of the RFID transponder.
The RFID module of the RFID transponder 1 is attached to the end
of the transmission line 5 . In this embodiment the transmission line 5 consists
of the steel hook 2 and the loop 3 . The RFID module may have a galvanic
connection to the transmission line 5 , or it might couple capacitively or ind uc
tively.
The RFID module contains an RFID IC and a matching and coupling
element. The matching element makes the RFID module resonate at a certain

frequency. Typically, the capacitance of the IC has to be compensated for with
the RFID module inductance.
The coupling element may be a plate capacitor or a galvanic co n
nection. The transmission line 5 may couple directly to the inductance of the
matching element.
The RFID transponder is preferably passive or semi-passive one. A
passive RFID transponder does not have a battery or any other power supply.
It takes required power from the radiated EM field of the reader device. In other

words, it harvests all energy from the reader field. Therefore, the transponder
has a long life cycle.
A semi-passive RFID transponder or battery assisted passive tag
(BAP) has battery or some other power supply inside. The power supply im
proves performance of the RFID transponder, because logic and memory parts
of the circuit can operate without taking energy from the reader field. This will
enhance the reading distance and also improve reliability of identification b e
cause the link margin of the system is improved. Also sensors and other e n
ergy consuming features can be added to the semi-passive RFID transponder.
Figure 2 is a schematic view of the invention. As figure 2 shows, a
metal object 4 can contain more than one RFID padlocks, since the RFID air
interface protocol can handle collisions of communication. Due to this, several
metal objects with an RFID padlock can be identified at the same time even
though they are in a pile or are connected in another way.
The same RFID padlock, seal or module can be used in nearly any
type of metal objects 4 . The RFID module can be very small. This kind of an
RFID transponder is not very frequency selective, because antenna is not us u
ally resonating. The metal object 4 needs to be just large enough to collect re
quired amount of energy from the reader field. The module may be far away
from the reader antenna, if the transmission line 5 between the antenna, i.e.
the metal object 4 , and the RFID module is well optimized (low losses).
Figure 3 is a schematic view of a second embodiment of the RFID
transponder according to the invention in an open (before the attachment) and
closed (after the attachment) position, and Figure 4 is a schematic view of the
RFID transponder according to Figure 3 and its main components being sepa
rated. The RFID transponder is a padlock-type one comprising a plastic enclosure 6 and a plastic core 7 arranged inside of the plastic enclosure 6 . A hook 2
made of metal may be locked in a closed position with help of a locking spring

8 . The above-mentioned

mechanical structure of the RFID transponder is d is

closed in document EP 1522058, which is hereby incorporated by reference in
its entireties for all purposes. The EP-document discloses a safety lock which

comprises a hollow housing, a retention means and a closing bracket. Resilient
snap means have been formed at the inside of the housing and/or at the rete n
tion means, which interlock the retention means with the housing in its inserted
state. The safety lock further comprises snap means which are arranged b e
tween the retention means and the closing bracket which lock the closing
bracket in its closed state with the retention means so that the safety lock cannot be opened without destroying it at the same time.
In addition to the above-mentioned

mechanical structure, the RFID

transponder 1 shown in figures 3 and 4 comprises a barcode and visual mark
ings arranged on external surface of the RFID transponder, as well as a RFID
module 10 . The RFID module 10 is bend in a C-shape. It is clear that the RFID
module 10 may also have some other shape.
Figure 5 is a schematic view of a third embodiment of the RFID
transponder according to the invention. A n RFID module 10 is bend on a plas
tic core 7 . The RFID module 10 comprises an IC 13 , a coupling element 14
and an impedance matching element 15 , all of which are known as such.
Figure 6a is a schematic top-view of a fourth embodiment of the
RFID transponder according to the invention shown above and Figure 6b is a
schematic side-view of the RFID transponder according to Figure 6a. Here the
external metal object actually acting as a non-resonating but energy-harvesting
antenna for the RFID module 10 is a so-called floor tag 11. The floor tag 11 is
durable against mechanical impacts created by forklifts, etc. The tag 11 is c re
ated by using, for example, an external metal plate 12 , the thickness of which
may be 0.5 mm, as an antenna. The metal plate 12 can also be, for example,
the plate connecting the shelf of the forklift to the floor. The RFID transponder
comprises here a strap 16 and an IC 13 embedded in epoxy resin 17 .
It is quite obvious that all metallic objects having a well-optimized

(low loss) transmission line between the antenna, i.e. said metal object, and
the RFID module, can be made RFID enabled.
Figure 7 is a schematic cross-section of a fifth embodiment of the
RFID transponder according to the invention prior to insertion of a hook.
The RFID transponder 1 comprises a hollow housing or enclosure 6 ,
an inner part or core 7 , a hook 2 and an RFID module 10 . The RFID module 10

may be similar to the RFID module illustrated in Figures 4 and 5 . The housing
6 and the inner part 7 may be made of a plastic material. The hook 2 is usually
made of a metal material.
Figure 7 shows the cross-section of a padlock-type RFID transponder 1 without the hook 2 . The padlock comprises a housing 6 and an inner
part 7 that has been pushed inside a canal 18 in the housing 6 . The inner part

7 comprises a bottom part 19 that is larger than the cross-section of the canal
18 so that the bottom part 19 acts as a stopper.
The inner part 7 also comprises a support structure 20 for an RFID
module 10 . The RFID module 10 is, for instance, adhered on the surface of the
support structure 20. The support structure 20 is preferably made of plastic
and has an elastic structure arranged to press the RFID module 10 against the

hook 2 . A first locking means or locking spring 8 is a separate part or it has
been integrated in the inner part 7 . The first locking means 8 may be made of a
plastic material or a metallic material. The canal 18 of the housing is larger in
size than the inner part 7 . Thus, the inner part 7 can be inserted inside the c a
nal 18 so that the first locking means 8 and a first part of a rigid arresting

means, in this case a rigid (i.e. non-deformable and static) shoulder 2 1 , bypass
a second part of a rigid arresting means, in this case a shoulder 22 formed inside the housing 6 .
Figure 8 is a schematic cross-section of the RFID transponder a c
cording to Figure 7 after insertion of the hook 2 . Figure 8 shows a situation
where the hook 2 has been inserted in the canal 18 but the padlock is still in an
unlocked state. The hook 2 pushes the inner part 7 sidewards so that the
shoulders 2 1 and 22 intermesh. Thus, the inner part 7 cannot any longer move
backwards because the shoulders 2 1 , 22 maintain the inner part 7 inside the
housing 6 . The hook 2 comprises second locking means 23, which form co un
terparts to the first locking means 8 .
Figure 9 is a schematic cross-section of the RFID transponder according to Figure 7 in its locked position. The hook 2 locks the padlock by the
first locking means 8 and the second locking means 23. A transmission line 5 ,
including the hook 2 , connects the RFID module 10 to a metal object in which
the hook has been attached. The metal object functions as an antenna or a
part of an antenna of the RFID transponder 1. It is to be noted that the metal

object is not shown in Figure 9 .

In addition to the above described and illustrated padlock, there may

be a padlock that comprises, instead of shoulders 2 1 , 22, arresting means,

which comprise a pin and a hole or a recess. The pin penetrates into the hole
when the hook 2 pushes the inner part 7 sideward. The pin may be situated on
the inner part 7 and the hole/recess inside the housing 6 or vice versa.
Further, there may be a padlock which does not comprise arresting
means inside the housing 6 but a hook 2 is shaped so that it prevents sliding of
the inner part 7 when the padlock is in its closed position. For example, the
part of the hook 2 that remains outside the housing 6 when the padlock has

been closed may be wider than the diameter of the canal 18 so that the hook 2

cannot slide through the canal 18 . Thus the shape of the hook forms the a r
resting means. In order to prevent sliding of the inner part 7 before the hook 2
is locked the bottom part 19 may be attached to the housing 6 by an adhesive

or by ultrasonic welding.
Figure 10 is a schematic flow-chart of an assembly process accord
ing to the invention, and Figure 11 is a schematic view of an inspection system

used in the assembly process according to Figure 10 .
An RFID padlock or seal is a safety lock that comprises a mechani
cal seal resulting from its mechanical structure and an RFID function resulting

from an RFID module inside the safety lock.
With the RFID padlocks or seals it is not desirable to have such a
padlock whose retention means or locking means sticks inside the housing
once they are inserted in the housing because the RFID functionality testing
and encoding and barcode inspection is done after said insertion. If the RFID

part or barcode is broken during the manufacturing process, then valuable

plastic and metal parts are also lost.
Therefore, the inner part of the RFID transponder according to an
embodiment of the invention is not locked in its place permanently once it has
been inserted inside the housing. This kind of padlocks is shown in Figures 79.
In Figure 11 it is shown an example of an inspection system that

may be used in above-mentioned inspection.
Plastic parts, such as the housing or enclosure 6 and the core or in
ner part 7 are locked together just after the hook 2 is assembled. All said parts
can be separated before the hook 2 is assembled. After the hook 2 is added all

said parts are locked together permanently. The inspection of the RFID module

and barcode is done before inserting the hook 2 . This is the last phase where
inspection can be done because after the hook 2 has been inserted it is not
possible to get physical contact with the RFID module 10 . In Figure 11 the
physical contact is arranged by a electrically conductive strip 24. Said strip 24
is inserted into the canal 18 where it comes into contact with the RFID module

10 either directly or through a part of the transmission line. The strip 24 is co n
nected to an RFID reader 25 that is connected to testing software.
The benefit is that if the barcode or the RFID module 10 is broken it
can be replaced by another barcode or RFID module 10 . This will minimize the
waste of the material .
Figure 12 is a schematic view of a sixth embodiment of the RFID
transponder according to the invention.
Bolt and wire seals are commonly used in sea containers. Tamper
evident seals prevent unauthorized opening of container doors. When the contained door is opened, the seal has to be break. The seal has to be inspected
visually, which is very time consuming. Automatic inspection of seal is difficult
and expensive to implement.
Security, usability and performance of a padlock, bolt and wire seals
can be improved by adding an RFID module therein. For example, conventional RFID enabled seals (disclosed, for instance, in WO2006074518A1 ,
which is hereby incorporated by reference in its entireties for all purposes) have
a separate antenna, which will make the size of seal bigger. Mechanical
strength of sea container seal is defined by ISO standard ISO 1771 2 . These
requirements are difficult to obtain with conventional, big sized RFID seals.
An embodiment of the invention maintains mechanical durability and
size of currently used and field proven seals. Small size can be maintained by
exploiting the properties of the object where it is attached. Sea containers,
flower containers, roll cages, or some other metal objects may act as an a n
tenna, which collects radio waves from a reader field. Said energy will be
guided to the IC 13 of the RFID module inside the seal. Metal hook 2 or bolt 26
shown in Figure 12 acts as a transmission line 5 between the metal object and
circuitry 27 of the RFID transponder 1. The circuitry 27 is designed such a way
that electromagnetic coupling between hook 2 or bolt 26 and the RFID module
10 is as high as possible. Impedance matching circuitry for IC is also usually
required. The coupling can be galvanic, capacitive or inductive. A simple plate
capacitor is one preferred example of the simplest coupling elements.

In an embodiment of the innovation, the RFID module 10 of the seal

or lock will active when it is closed. Coupling between transmission line 5 and
RFID inlay part is very weak when the lock or seal is open, i.e. in the embod i
ment shown in Figure 12 , when the bolt 26 is not pushed into receptive space
28. Therefore the reading distance of the RFID transponder 1 is very short or

even zero when the seal is open.
As the lock or seal is closed, i.e. the bolt 26 is pushed into receptive
space 28, two contacts 29 come into contact with an electrically conductive DC
path 30. Thereby, a galvanic connection and coupling between the RFID mod-

ule 10 and the metal object being in contact with the bolt 26 and functioning as
the antenna of the RFID transponder 1 is closed through one of said two co n
tacts 29. It is clear that the transmission line 5 can also be closed through a
capacitive connection between the bolt 26 and the circuitry 27. In the latter
case, a battery connection of a BAP tag has to be established by a galvanic
connection.
A battery connection has to be established in BAP tags. Conven
tionally, a battery 32 will be connected when tag is produced. This might re
duce lifetime of the tag since IC consumes energy all the time. In an embod i
ment of the innovation, the battery connection is established when the lock or
seal is closed. As discussed earlier, the body part 3 1 of the seal or lock co m
prises two contacts 29, which need to have DC connection in order to power
up the IC. First contact 29 is grounded and second contact 29 is connected

with a positive pole of the battery 32. One of the contacts can act as antenna
connection as described above. It is also possible that a separate contact for
the transmission line 5 is arranged, for instance, through a metal core 34
shown in Figure 13a.
The bolt 26 is locked permanently to body part 3 1 when the seal is
closed. There is a spring mechanism 33 inside the body part 3 1 . The spring
mechanism 33 prevents the bolt 26 slide out from the receptive space 28.
A BAP sensor tag can be used, for instance, in cold chain for mo ni
toring temperature. Memory of the sensor tag can be downloaded when it is
received. This would guarantee, for example, the quality of fresh food. Sensor
tag can have a real time clock 38, so every measurement can have a time
stamp. The tag can have also additional sensors 37, for example a temperature sensor, a humidity sensor, an accelerator sensor, a shock sensor, and a
vibration sensor. It may monitor opening and closing time of the container

door. Shock sensor can be used to indicate drops and hits. The real time clock
38 and the additional sensors 37 are separate components or chips in the e m

bodiment shown in Figure 12. It is clear that the real time clock 38 as well as
some of or all the additional sensors 37 can also be arranged in the IC 13 .
Figure 13a is a schematic view of a detail of an embodiment of the
RFID transponder according to the invention. The bolt 26 is designed such a
way that it has a metal core 34, which will provide required mechanical
strength for the seal. The DC path 30 shown in Figure 12 is arranged with a
separate wire structure 35 on the metal core 34. The wire structure 35 that is
shown in Figure 13b is made of a thin wire, for instance, of thin etched alumi
num on a plastic substrate 36. The plastic substrate 36 can be attached, for
instance by adhesive, to a surface 40 purposely made for the attachment. The
plastic substrate 36 is situated between the metal core 34 and the wire struc
ture 35. A very thin twisted wire can be used as the wire structure 35. The wire
has to be difficult to repair, because that would make the seal tamper evident.
If the wire is broken, then it can be assumed that it is opened. This way an

automatic inspection of seals may be enabled.
The bolt 26 can be manufactured, for instance, by adding the metal
core 34 as an insert in an injection molding mold. The wire structure 35 can
also be inserted in the mold. The wire structure 35 can also be molded inside a
plastic shell, thus making it even more difficult to repair after tampering. The
plastic shell will be an additional security feature, because cracks in plastic
shell will indicate tampering.
Commercially available semi-passive chips (for example EM4324
from EM Microelectronic) have one bit or register that indicates if the battery is
connected or not. By reading the state of this bit, the condition of the seal can
be inspected. This bit indicates only current status. If the battery connection of

seal is repaired after tampering, it is possible to go around the automatic seal
inspection. In an embodiment of the invention, the lock or seal can be made
more tampering evident by implementing additional features to IC. For exam
ple, a battery indicator can be stored to EEPROM, when it is not initialized after

repairing the battery connection. For example, an air interface protocol of ISO
18000-6C provides password protection for a tag memory. The battery level
indicator can be stored to a password protected part of the memory 39. An
authorized user will initialize this indicator after the seal is closed. If the battery
connection fails, the state of the indicator will change and remain changed

even though the battery connection is repaired again. If the tag has a real time
clock, then also a time stamp of tampering can be stored to the memory 39.
Instead of using the battery contact as an indicator, a separate input connec
tion can be used to indicate tampering. It works same way as described above.

The memory 39 may be situated outside the IC 13 , or in the IC 13 .
It will be obvious to a person skilled in the art that, as the technology

advances, the inventive concept can be implemented in various ways. The in
vention and its embodiments are not limited to the examples described above
but may vary within the scope of the claims.

CLAIMS
1. A n RFID transponder comprising an RFID module

( 1 0)

including

an IC ( 1 3) and a matching and coupling elements (14, 15), and a plastic enclo

sure (6), c h a r a c t e r i z e d in that an electromagnetic transmission line (5)
is coupled to the IC (13), said electromagnetic transmission line (5) capable of

making a galvanic, a capacitive or an inductive coupling between the IC

( 1 3)

and an external metal object (4) so that said external metal object (4) is able to
function as an antenna of the RFID transponder

(1).

2 . A n RFID transponder according to claim

ch aracterized

in that the RFID module ( 1 0) is arranged in a padlock, the mechanism of said

padlock including a hook (2) making at least a part of said transmission line
(5).
3 . A n RFID transponder according to claim 2 , c h a r a c t e r i z e d
in that the transmission line (5) is arranged to be disconnected when the pad

lock mechanism is open, and that said transmission line (5) is closed as the
padlock mechanism is locked.
4 . A n RFID transponder according to claim

ch arac t erized

in that the RFID module (10) is arranged in a seal, the mechanism of said seal

including a bolt (26) making at least a part of said transmission line (5).
5 . A n RFID transponder according to claim 4 , c h a r a c t e r i z e d
in that the transmission line (5) is arranged to be disconnected when the seal

mechanism is open, and that said transmission line (5) is closed as the bolt
(26) is locked in a receptive space (28) of a body part (31 ) of the seal.
6 . A n RFID transponder as claimed in any one of the preceding

claims, c h a r a c t e r i z e d in that the RFID transponder

( 1 ) is

passive one.

7 . A n RFID transponder as claimed in any one of claims 1 to 5 ,

c h a r a c t e r i z e d in that the RFID transponder

( 1 ) is

semi-passive one.

8 . A n RFID transponder as claimed in any one of the preceding

claims, c h a r a c t e r i z e d in that the RFID module

( 1 ) is

bend to a C-

shape.
9 . An RFID transponder

as claimed in any one of claims 2-8,

c h a r a c t e r i z e d in that it comprises an inner part (7) arranged inside a
canal

( 1 8) in

the housing (6), the inner part (7) comprising a bottom part

( 1 9)

that is larger than the cross-section of the canal (8), The diameter of the canal
( 1 8)

being larger than the outer diameter of the inner part (7), and that the in

ner part (7) comprises a first part of a rigid arresting means and the housing (6)
comprises a second part of the rigid arresting means, that the hook (2) or the
bolt (26) in a locked state is pushing the inner part (7) sideward such that the
first part of the rigid arresting means and the second part of the rigid arresting
means intermesh.
10 . An RFID transponder as claimed in any one of claims 4 or 5 ,

c h a r a c t e r i z e d in that the bolt (26) comprises a metal core (34), and
that the transmission line (5) is arranged with a separate wire structure (35) on
said metal core (34).
11. An RFID transponder as claimed in any one of the preceding
claims, c h a r a c t e r i z e d in that it comprises a memory (39), at least part
of which is password-protected, an indicator for tampering stored in the pass
word-protected part of the memory (39), and means for changing the state of
the indicator as tampering takes place.
12 . An RFID transponder as claimed in claim 11, c h a r a c t e r ¬

i z e d in that the indicator is a battery indicator the state of which is arranged
to change when a battery-connection fails.
13 . A process for assembling RFID transponder, the RFID trans
ponder

(1)

comprising an RFID module

( 1 0)

and an electromagnetic transmis

sion line (5) coupled to the RFID module (10), said electromagnetic transmis
sion line (5) capable of making a galvanic, a capacitive or an inductive coupling
between the IC

( 1 3)

and an external metal object (4) so that said external

metal object (4) is able to function as an antenna of the RFID transponder

c h a r a c t e r i z e d by

( 1 ),

inspection of the RFID module

( 1 0)

before arranging said electro

magnetic transmission line (5), and
assembling the electromagnetic transmission line (5) in the RFID
transponder

( 1 ) in

the case the RFID module

( 1 0)

has passed the inspection.
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