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displayed by a first computer system. Alternatively, the GP 
is transmitted to a hub over a network, and the hub deploys 
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wireless means. The measurement device executes the GP 
and sends the resultant data back to the hub or computer 
system wirelessly. 
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WIRELESS DEPLOYMENT A DISTRIBUTED 
EXECUTION OF GRAPHICAL PROGRAMS 

TO SMART SENSORS 

PRIORITY INFORMATION 

This application claims benefit of priority of U.S. Provi 
sional Patent Application Ser. No. 60/393,528 titled “Wire 
less Deployment/Distributed Execution of Graphical Pro 
grams to Smart Sensors, filed Jul. 3, 2002, whose inventors 
were Marius Ghercioiu, Ciprian Ceteras, Ioan Monoses, 
Crisan Gratian, and Jeffrey L. Kodosky. 
A portion of the disclosure of this patent document 

contains material which is subject to copyright protection. 
The copyright owner has no objection to the facsimile 
reproduction by any one of the patent disclosure, as it 
appears in the Patent and Trademark Office patent files or 
records, but otherwise reserves all copyright rights whatso 
eVe. 

FIELD OF THE INVENTION 

The present invention relates to the field of graphical 
programming, and more particularly to a system and method 
for enabling wireless transmission of a graphical program to 
a sensor or data acquisition device and execution of the 
graphical program on the sensor or data acquisition device. 

DESCRIPTION OF THE RELATED ART 

Traditionally, high level text-based programming lan 
guages have been used by programmers in writing applica 
tion programs. Many different high level programming 
languages exist, including BASIC, C, Java, FORTRAN, 
Pascal, COBOL, ADA, APL, etc. Programs written in these 
high level languages are translated to the machine language 
level by translators known as compilers or interpreters. The 
high level programming languages in this level, as well as 
the assembly language level, are referred to herein as 
text-based programming environments. 

Increasingly, computers are required to be used and 
programmed by those who are not highly trained in com 
puter programming techniques. When traditional text-based 
programming environments are used, the user's program 
ming skills and ability to interact with the computer system 
often become a limiting factor in the achievement of optimal 
utilization of the computer system. 

There are numerous subtle complexities which a user 
must master before he can efficiently program a computer 
system in a text-based environment. The task of program 
ming a computer system to model or implement a process 
often is further complicated by the fact that a sequence of 
mathematical formulas, steps or other procedures custom 
arily used to conceptually model a process often does not 
closely correspond to the traditional text-based program 
ming techniques used to program a computer system to 
model Such a process. In other words, the requirement that 
a user program in a text-based programming environment 
places a level of abstraction between the user's conceptu 
alization of the solution and the implementation of a method 
that accomplishes this solution in a computer program. 
Thus, a user often must substantially master different skills 
in order to both conceptualize a problem or process and then 
to program a computer to implement a solution to the 
problem or process. Since a user often is not fully proficient 
in techniques for programming a computer system in a 
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2 
text-based environment to implement his solution, the effi 
ciency with which the computer system can be utilized often 
is reduced. 

Examples of fields in which computer systems are 
employed to interact with physical systems are the fields of 
instrumentation, process control, industrial automation, and 
simulation. Computer measurement and control of devices 
Such as instruments or industrial automation hardware has 
become increasingly desirable in view of the increasing 
complexity and variety of instruments and devices available 
for use. However, due to the wide variety of possible testing 
and control situations and environments, and also the wide 
array of instruments or devices available, it is often neces 
sary for a user to develop a custom program to control a 
desired system. 
As discussed above, computer programs used to control 

such systems traditionally had to be written in text-based 
programming languages such as, for example, assembly 
language, C, FORTRAN, BASIC, etc. Traditional users of 
these systems, however, often were not highly trained in 
programming techniques and, in addition, text-based pro 
gramming languages were not sufficiently intuitive to allow 
users to use these languages without training. Therefore, 
implementation of Such systems frequently required the 
involvement of a programmer to write software for control 
and analysis of instrumentation or industrial automation 
data. Thus, development and maintenance of the software 
elements in these systems often proved to be difficult. 

U.S. Pat. Nos. 4,901.221: 4,914,568: 5,291587; 5,301, 
301; and 5,301,336; among others, to Kodosky etal disclose 
a graphical system and method for modeling a process, i.e., 
a graphical programming environment which enables a user 
to easily and intuitively model a process. The graphical 
programming environment disclosed in Kodosky etal can be 
considered a higher and more intuitive way in which to 
interact with a computer. A graphically based programming 
environment can be represented at a level above text-based 
high level programming languages such as C. Basic, Java, 
etc. 

The method disclosed in Kodosky et all allows a user to 
construct a diagram using a block diagram editor. The block 
diagram may include a plurality of interconnected icons 
Such that the diagram created graphically displays a proce 
dure or method for accomplishing a certain result, Such as 
manipulating one or more input variables and/or producing 
one or more output variables. In response to the user 
constructing a diagram or graphical program using the block 
diagram editor, data structures and/or program instructions 
may be automatically constructed which characterize an 
execution procedure that corresponds to the displayed pro 
cedure. The graphical program may be compiled or inter 
preted by a computer. 

Therefore, Kodosky et all teaches a graphical program 
ming environment wherein a user places or manipulates 
icons and interconnects or "wires up' the icons in a block 
diagram using a block diagram editor to create a graphical 
“program.” A graphical program for performing an instru 
mentation, measurement or automation function, Such as 
measuring a Unit Under Test (UUT) or device, controlling or 
modeling instruments, controlling or measuring a system or 
process, or for modeling or simulating devices, may be 
referred to as a virtual instrument (VI). Thus, a user can 
create a computer program solely by using a graphically 
based programming environment. This graphically based 
programming environment may be used for creating virtual 
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instrumentation systems, modeling processes, control, simu 
lation, and numerical analysis, as well as for any type of 
general programming. 
A graphical program may have a graphical user interface. 

For example, in creating a graphical program, a user may 
create or specify a front panel or user interface panel. The 
front panel may include various graphical user interface 
elements or front panel objects, such as user interface 
controls and/or indicators, that represent or display the 
respective input and output that will be used by the graphical 
program or VI, and may include other icons which represent 
devices being controlled. The front panel may be comprised 
in a single window of user interface elements, or may 
comprise a plurality of individual windows each having one 
or more user interface elements, wherein the individual 
windows may optionally be tiled together. When the controls 
and indicators are created in the front panel, corresponding 
icons or terminals may be automatically created in the block 
diagram by the block diagram editor. Alternatively, the user 
can place terminal icons in the block diagram which may 
cause the display of corresponding front panel objects in the 
front panel, either at edit time or later at run time. As another 
example, the front panel may comprise front panel objects, 
e.g., the GUI, embedded in the block diagram. 

During creation of the block diagram portion of the 
graphical program, the user may select various function 
nodes or icons that accomplish his desired result and connect 
the function nodes together. For example, the function nodes 
may be connected in one or more of a data flow, control flow, 
and/or execution flow format. The function nodes may also 
be connected in a “signal flow” format, which is a subset of 
data flow. The function nodes may be connected between the 
terminals of the various user interface elements, e.g., 
between the respective controls and indicators. Thus the user 
may create or assemble a graphical program, referred to as 
a block diagram, graphically representing the desired pro 
cess. The assembled graphical program may be represented 
in the memory of the computer system as data structures 
and/or program instructions. The assembled graphical pro 
gram, e.g., these data structures or program instructions, 
may then be compiled or interpreted to produce machine 
language that accomplishes the desired method or process as 
shown in the block diagram. 

Input data to a graphical program may be received from 
any of various sources, such as from a device, unit under 
test, a process being measured or controlled, another com 
puter program, or from a file. Also, a user may input data to 
a graphical program or virtual instrument using a graphical 
user interface, e.g., a front panel as described above. The 
input data may propagate through the block diagram or 
graphical program and appear as changes on the output 
indicators. In an instrumentation application, the front panel 
can be analogized to the front panel of an instrument. In an 
industrial automation application the front panel can be 
analogized to the MMI (Man Machine Interface) of a device. 
The user may adjust the controls on the front panel to affect 
the input and view the output on the respective indicators. 
Alternatively, the user interface may be used merely to view 
the input and output, or just the output, and the input may not 
be interactively manipulable by the user during program 
execution. 

Thus, graphical programming has become a powerful tool 
available to programmers. Graphical programming environ 
ments such as the National Instruments LabVIEW product 
have become very popular. Tools such as LabVIEW have 
greatly increased the productivity of programmers, and 
increasing numbers of programmers are using graphical 
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4 
programming environments to develop their software appli 
cations. In particular, graphical programming tools are being 
used for test and measurement, data acquisition, process 
control, man machine interface (MMI), supervisory control 
and data acquisition (SCADA) applications, simulation, 
image processing/machine vision applications, and motion 
control, among others. 

In parallel with the development of the graphical pro 
gramming model, measurement and control systems have 
been developed for a wide variety of applications, such as 
automated manufacturing and remote data collection, among 
others. It would be desirable to provide an improved method 
for distributing and/or deploying graphical programs to 
various devices. 

SUMMARY OF THE INVENTION 

One embodiment of the present invention comprises a 
system and method for distributing, executing, and/or 
deploying a graphical program to one or more devices in a 
wireless fashion. First, a graphical program may be created 
that implements a measurement function, e.g., an industrial 
automation function, a process control function, and/or a test 
and measurement function. For example, creating the 
graphical program may include arranging a plurality of 
nodes on a display, and interconnecting the plurality of 
nodes in response to user input. In one embodiment, the 
graphical program may comprise a graphical data flow 
program. 
At least a portion of a graphical program may be trans 

mitted to a hub device over a network. The hub device may 
send the transmitted portion of the graphical program to a 
measurement device (e.g., a sensor) via wireless means in 
accordance with a wireless communication protocol. The 
measurement device may then execute the sent portion of 
the graphical program to perform the measurement function, 
and generate resultant data. For example, performing the 
measurement function may include the measurement device 
measuring a physical phenomenon to acquire data. Finally, 
the resultant data may be received from the measurement 
device via wireless means. In one embodiment, receiving the 
resultant data from the measurement device via wireless 
means may include the measurement device sending the 
resultant data to the hub device via wireless means; and (the 
computer system or another system) receiving the resultant 
data from the hub device. 

In one embodiment, the graphical program may include a 
plurality of interconnected nodes that visually indicate func 
tionality of the graphical program. The graphical program 
may include a block diagram portion and a user interface 
portion. During execution of the graphical program, the user 
interface may be displayed on a display of a first computer 
system and the block diagram may execute on the hub 
device. 

In one embodiment, the measurement device may store 
and execute a graphical program execution engine to 
execute the transmitted graphical program. In another 
embodiment, transmitting at least a portion of a graphical 
program to the measurement device may include generating 
a machine-executable program (e.g., C code, assembly code, 
etc.) based on the graphical program, and transmitting the 
machine-executable program to the measurement device. In 
this embodiment, the measurement device executing the at 
least a portion of the graphical program may include the 
measurement device executing the machine-executable pro 
gram. Thus, a machine-executable program representing (at 
least a portion of) the graphical program may be transmitted 
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to the measurement device for execution. The measurement 
device/sensor may execute the machine-executable program 
(or perform functions based on the machine-executable 
program) and generate the resultant data. The data may then 
be sent to the hub device, the computer system, and/or an 
external system, for analysis and/or storage. 

Thus, various embodiments of the present invention may 
provide means for performing a measurement function by 
deploying and executing a graphical program to a measure 
ment device using wireless means. 

BRIEF DESCRIPTION OF THE DRAWINGS 

A better understanding of the present invention can be 
obtained when the following detailed description of the 
preferred embodiment is considered in conjunction with the 
following drawings, in which: 

FIGS. 1A-1C illustrate various embodiments of a system 
for performing data acquisition using wireless means; 

FIG. 2 is a block diagram of the system of FIG. 1A, 
according to one embodiment; 

FIG. 3 is a block diagram of the computer system of 
FIGS. 1A-1C, and FIG. 2, according to one embodiment; 

FIGS. 4A and 4B are block diagrams of embodiments of 
the hub device of FIGS. 1A, 1B, and 2: 

FIG. 4C is a block diagram of a controller device, 
according to one embodiment; 
FIGS.5A and 5B are block diagrams of two embodiments 

of a wireless DAQ device; 
FIG. 6 illustrates host and target device software for the 

systems of FIGS. 1A, 1B, and 2, according to one embodi 
ment, 

FIG. 7 illustrates a configuration utility interface, accord 
ing to one embodiment; 

FIG. 8 illustrates an extended data acquisition system, 
according to one embodiment; 

FIG. 9 illustrates request and reply formats for commu 
nications with wireless DAQ devices, according to one 
embodiment; 

FIG. 10A illustrates wireless DAQ device software archi 
tecture, according to one embodiment; 

FIGS. 10B-10C illustrate a radio communication data 
packet structure, according to one embodiment; 

FIG. 11A is a flowchart diagram illustrating one embodi 
ment of a method for executing a graphical program; 

FIG. 11B is a flowchart diagram illustrating one embodi 
ment of a method for executing a graphical program using 
a wireless DAQ device; and 

FIGS. 12A and 12B flowchart embodiments of a method 
for deploying a graphical program to a wireless DAQ device 
for execution by the DAQ device. 

While the invention is susceptible to various modifica 
tions and alternative forms, specific embodiments thereof 
are shown by way of example in the drawings and are herein 
described in detail. It should be understood, however, that 
the drawings and detailed description thereto are not 
intended to limit the invention to the particular form dis 
closed, but on the contrary, the intention is to cover all 
modifications, equivalents and alternatives falling within the 
spirit and scope of the present invention as defined by the 
appended claims. 
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6 
DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

Incorporation by Reference 
The following references are hereby incorporated by 

reference in their entirety as though fully and completely set 
forth herein: 

U.S. Provisional Patent Application Ser. No. 60/393,528 
titled “Wireless Deployment/Distributed Execution of 
Graphical Programs to Smart Sensors, filed Jul. 3, 2002: 

U.S. Pat. No. 4.914,568 titled “Graphical System for 
Modeling a Process and Associated Method, issued on Apr. 
3, 1990. 

U.S. Pat. No. 5,481,741 titled “Method and Apparatus for 
Providing Attribute Nodes in a Graphical Data Flow Envi 
ronment. 

U.S. Pat. No. 6,173,438 titled “Embedded Graphical 
Programming System filed Aug. 18, 1997. 

U.S. Pat. No. 6.219,628 titled “System and Method for 
Configuring an Instrument to Perform Measurement Func 
tions Utilizing Conversion of Graphical Programs into Hard 
ware Implementations, filed Aug. 18, 1997. 

U.S. patent application Ser. No. 09/617,600 titled 
“Graphical Programming System with Distributed Block 
Diagram Execution and Front Panel Display, filed Jun. 13, 
2OOO. 

U.S. patent application Ser. No. 09/518,492 titled “Sys 
tem and Method for Programmatically Creating a Graphical 
Program,” filed Mar. 3, 2000. 

U.S. patent application Ser. No. 09/745,023 titled “Sys 
tem and Method for Programmatically Generating a Graphi 
cal Program in Response to Program Information, filed 
Dec. 20, 2000. 
The LabVIEW and BridgeVIEW graphical programming 

manuals, including the “G Programming Reference 
Manual', available from National Instruments Corporation, 
are also hereby incorporated by reference in their entirety. 
An Appendix containing the following program files and 

images, copyright 2001, National Instruments Corporation, 
is Submitted herewith on a compact disc (with a duplicate 
compact disc containing same), which program files and 
images are hereby incorporated by reference in their entirety. 

Each of the two submitted compact discs includes: 

Name Size Modified 

Build HUB list (O1).bmp 6,090 KB Sep. 5, 2002 
Build HUB list (O2). bmp 6,079 KB Sep. 5, 2002 
Build crc.32.bmp 6,113 KB Sep. 5, 2002 
Change Name UI (O1).bmp 6,092 KB Sep. 5, 2002 
Change Name UI (O2).bmp 6,087 KB Sep. 5, 2002 
Change Name UI (03).bmp 6,077 KB Sep. 5, 2002 
Change Name UI (04).bmp 6,097 KB Sep. 5, 2002 
Change Name UI (O5). bmp 6,087 KB Sep. 5, 2002 
change Name.bmp 6,124 KB Sep. 5, 2002 
change net config UI (O1).bmp 6,068 KB Sep. 5, 2002 
change net config UI (O2). bmp 6,057 KB Sep. 5, 2002 
cluster to net.bmp 6,057 KB Sep. 5, 2002 
crc32.bmp 6,101 KB Sep. 5, 2002 
daq info. bmp 6,090 KB Sep. 5, 2002 
daq list.bmp 6,079 KB Sep. 5, 2002 
Decode DISCOVERY REPLY (O1).bmp 6,079 KB Sep. 5, 2002 
Decode DISCOVERY REPLY (O2).bmp 6,124 KB Sep. 5, 2002 
Detect.bmp 6,101 KB Sep. 5, 2002 
discovery reply check.bmp 6,113 KB Sep. 5, 2002 
fix name.bmp 6,101 KB Sep. 5, 2002 
Global var. bmp 6,101 KB Sep. 5, 2002 
Main Config 4 (01).bmp 6,107 KB Sep. 5, 2002 
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-continued 

Name Size Modified 

Main Config 4 (02).bmp 6,112 KB Sep. 5, 2002 5 
Main Config 4 (03).bmp 6,092 KB Sep. 5, 2002 
Main Config 4 (04).bmp 6,067 KB Sep. 5, 2002 
Main Config 4 (05).bmp 6,097 KB Sep. 5, 2002 
Main Config 4 (06).bmp 6,087 KB Sep. 5, 2002 
net to cluster.bmp 6,090 KB Sep. 5, 2002 
net conf (O1).bmp 6,068 KB Sep. 5, 2002 10 
net conf (O2).bmp 6,068 KB Sep. 5, 2002 
net info.bmp 6,124 KB Sep. 5, 2002 
New Name Dialog.bmp 6,101 KB Sep. 5, 2002 
store net info (O1).bmp 6,101 KB Sep. 5, 2002 
store net info (O2).bmp 6,113 KB Sep. 5, 2002 
Configurator.11b 666 KB Jul. 17, 2002 1s 
demo-new.arm.11b 61.9 KB Jul. 17, 2002 

FIGS. 1A-1C Data Acquisition Systems 
FIGS. 1A-1C illustrate various embodiments of a system 20 

for data acquisition. As shown in FIG. 1A, the system may 
include a computer system 102 coupled through a network 
104 to a hub device 110, also referred to as a target device 
110. In FIG. 1B, an embodiment is shown where the 
computer system 102 is coupled to the hub device 110 via 25 
wireless means, e.g., via satellite. Other wireless communi 
cation means are also contemplated, Such as, for example, 
communication via cell towers, such as used for cellular 
telephone communication, among others. 
As FIGS. 1A and 1B show, the hub device 110 may, in 30 

turn, be in wireless communication with one or more Smart 
sensors or data acquisition devices 120. As will be described 
in more detail below, the sensors 120 may each be operable 
to receive commands from the hub device 110, to execute 
one or more functions in response to the commands, e.g., to 
acquire data, and to send acquired data back to the hub 
device 110. In another embodiment, shown in FIG. 1C, the 
computer system 102 may communicate directly with the 
one or more smart sensors/DAQ devices 120 via wireless 
means, e.g., via satellite, cell towers, etc. In other words, the 
hub device 110 may be omitted. In this embodiment, the 
smart sensors 120 themselves are the target devices. 

35 

40 

The computer system 102 may be any of various types of 
computer systems. Computer system 102 may include a 
processor, a memory medium, as well as other components 
as may typically be found in a computer system. The 
memory medium of the computer system may store a 
program development environment for creating programs. 
The computer system 102 is described in more detail below 
with reference to FIG. 3. As used herein, the term “program 
is intended to include text-based or graphical instructions 
which are executable, compilable, and/or interpretable by a 
processor to perform a specified function or functions. The 
term “program' is also intended to include a hardware 
configuration program, e.g., a program for configuring a 
programmable hardware element such as an FPGA. 

45 

50 

55 

In one embodiment, the program development environ 
ment is a graphical program development environment for 
creating graphical programs. An exemplary graphical pro- 60 
gram development environment is the LabVIEW develop 
ment environment offered by National Instruments Corpo 
ration. Other exemplary graphical program development 
environments include Simulink from The MathWorks, and 
VEE from Agilent, among numerous others. 65 
A user may create a program on a computer system, and 

computer system 102 may provide the program to hub 

8 
device 110 either for execution on hub device 110 or for 
possible deployment to data acquisition devices 120. 
Hub device 110 may include a processor and memory 

medium for executing programs, such as graphical pro 
grams. In one embodiment, hub device 110 executes pro 
grams received from the computer system. Execution of the 
program causes hub device 110 to communicate with one or 
more of the sensors or data acquisition devices 120. In 
response to the hub device 110 executing a received pro 
gram, the hub device 110 may direct the sensors or data 
acquisition devices 120 to acquire data (e.g., from an exter 
nal phenomenon, such as the “real world') and provide the 
acquired data to the hub device 110 (or provide the acquired 
data to another device). The hub device 110 may also direct 
the sensors or data acquisition devices 120 to generate a 
stimulus signal as part of its operation. 

In another embodiment, the hub device 110 operates to 
deploy the programs to one or more of data acquisition 
devices 120 in a wireless fashion, and the program executes 
on data acquisition device 120. In yet another embodiment, 
a portion of the program executes on hub device 110, and 
another portion of the program is deployed onto one or more 
of data acquisition devices 120 for execution. It should be 
noted that in various embodiments, the hub 110 may be 
implemented in different devices, such as, for example, a 
device with an ARM processor, as described below, a PC 
(personal computer), a PXI chassis which includes a “PC on 
a card', or any other processor based device. The hub device 
110 is preferably a small footprint device for reduced cost. 
The hub device 110 may also have a ruggedized form factor 
for Surviving in harsh environmental conditions. 
Hub device 110 may be connected to computer system 

102 by a network 104 as shown. The network may be 
comprised of any of the various types of networks including 
local area networks, wide area networks, etc. One example 
of a wide area network is the Internet. Hub device 110 may 
also connect to computer system 102 through other com 
munication mediums, such as a serial bus, e.g., USB or IEEE 
1394, a parallel bus, or through wireless means. Hub device 
110 may also connect to computer system 102 through a 
wireless mechanism, such as IEEE 802.11 (wireless Ether 
net), satellite, and cellular towers, among others. Various 
combinations of the above wired and/or wireless networks 
may also be used. 
Hub device 110 communicates with each of the one or 

more sensors 120 preferably in a wireless manner. The 
wireless communication mechanism may comprise any of 
various types of wireless transmission, including Blue 
Tooth, IEEE 802.11 (wireless Ethernet), RF communication, 
and other types of wireless communications. Further 
descriptions of various embodiments of the hub device 110 
are provided below. 

In one embodiment, the sensor devices 120 each comprise 
components for acquiring data from an external phenom 
enon. Each sensor device 120 may also include a small 
amount of processing capability, Such as a micro-controller 
or processor. As mentioned above, in one embodiment, each 
sensor 120 includes sufficient processing power for receiv 
ing instructions from hub device 110 (or the computer 
system 102) to perform simple data acquisition commands, 
and to provide resulting data to hub device 110 (or computer 
system 102) in a wireless fashion. In another embodiment, 
each sensor device 120 includes a processor and memory 
medium for executing programs that have been deployed 
onto sensor device 120 (e.g., received by the hub device 110 
from the computer system and which have been deployed 
onto sensor device 120). Further descriptions of various 
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embodiments of the sensor device 120 are provided below. 
Each sensor device 120 is preferably a small footprint device 
for reduced power requirements. Each sensor device 120 
may also have a ruggedized form factor for Surviving in 
harsh environmental conditions. 

FIG. 2 Block Diagram of the Data Acquisition System 
FIG. 2 is a block diagram of the system of FIG. 1A, 

according to one embodiment. In the embodiment shown in 
FIG. 2, the computer system 102 includes a graphical 
program development environment 201. The graphical pro 
gram development environment 201 facilitates development 
of graphical programs for implementing desired functions or 
operations. The computer system 102 may also include a 
graphical program execution engine 203, henceforth 
referred to as the execution engine 203, which may be 
operable to execute graphical programs developed with the 
graphical program development environment 201 (or other 
graphical program development environments). As will be 
described in more detail below, the execution engine 203 
may be stored on the computer system for transfer to an 
external device, e.g., the hub device 110. In other words, the 
execution engine 203 may be operable to be transferred 
entirely or in part to an external system to facilitate execu 
tion of graphical programs on the external device. In another 
embodiment, the execution engine 203 may already be 
installed on the hub device 110, obviating the need to 
transfer the engine 203 to the hub device. In one embodi 
ment, the execution engine may comprise a graphical pro 
gram execution engine virtual machine. In another embodi 
ment, the graphical program may be converted into a format 
that is directly executable by an operating system without 
requiring an execution engine 203 deployed on either the 
hub device 110 or Smart sensor 120. 
As FIG. 2 also shows, the computer system 102 may also 

store one or more graphical programs 202 which are execut 
able via the execution engine 203 (or portions thereof) to 
perform specified functions or operations, as desired. In the 
embodiment shown, the graphical program 202 may be 
stored for transferal to an external system for execution, 
such as the hub device 110. The computer system 102 may 
also include a network interface 204 for communicating 
over the network 104 with devices on the network 104. For 
example, the network interface 204 may be an Ethernet 
interface for communicating over the Internet 104. Further 
details of the computer system 102 are provided below with 
reference to FIG. 3. Although not shown in FIG. 2, in one 
embodiment the computer system 102 may include or be 
coupled to a wireless communication device for communi 
cating in a wireless fashion with the hub device 110 and/or 
Smart sensors 120. 

In the embodiment of FIG. 2, the hub device 110 includes 
an operating system 210, preferably a real-time operating 
System (OS), for managing program execution, managing 
device resources, and communications, as is well known in 
the art. Examples of real-time operating systems 210 
include, but are not limited to, Linux, NetBSD, VxWorks, 
eCos, and Windows CE. The embodiments of the invention 
described herein use the Linux OS, for such reasons as better 
Support for embedded use, e.g., compressed flash file sys 
tem, Small C libraries, and utilities, and inexpensive licens 
ing (e.g., free). The hub device 110 may also include 
execution engine 203A, which may include all or part of the 
execution engine 203 mentioned above. The execution 
engine 203A may facilitate execution of graphical program 
(s) 202 by the hub device 110. The graphical program(s) 
202, shown stored on the hub device 110, may be received 
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10 
from the computer system 102 over the network 104 via 
network interface 204, also included on the hub device 110. 
As FIG. 2 also shows, in one embodiment, the hub device 

110 may include a wireless interface 205 for communicating 
with the one or more sensors (wireless DAQ devices) 120. 
In other words, the hub device 110 may include various 
drivers and circuitry which facilitate wireless communica 
tion with the sensors 120 according to respective wireless 
communication protocols. Examples of wireless communi 
cation protocols include Bluetooth and 802.11 (Wireless 
Ethernet). 

Finally, as shown in FIG. 2, in one embodiment, each 
wireless sensor (DAQ device) 120 may include a wireless 
interface 205 for communicating with the hub device (or for 
communicating with the computer system 102). Addition 
ally, each sensor 120 may include a driver 220 which may 
be executable by a processor (or micro-controller) on the 
sensor 120 to perform various functions. For example, in 
one embodiment, a sensor 120 may include camera func 
tionality, where the driver may be executable to perform 
image acquisition functions. As another example, a sensor 
120 may include equipment for measuring physical phe 
nomenon in a plant, such as chemical plant, manufacturing 
plant, etc. As another example, a sensor 120 may include 
equipment for detecting the presence of physical Substances, 
Such as pollution, chemicals, fuel spills, bacteria, radiation, 
pesticides, herbicides, illegal Substances, etc. As yet another 
example, a collection of sensors may be deployed in a 
vehicle. Such as a commercial airline, car, bus, etc., and may 
be used to monitor operations/status of the vehicle. Of 
course, many other fields of application are also contem 
plated, including, but not limited to, robotics, manufactur 
ing, control, machine vision, security, health/medicine, and 
Scientific applications, among others. The driver program on 
the sensor may manage operation of the equipment, and may 
perform triggering and/or analysis based on the results of the 
detection. In other words, the driver for each sensor or DAQ 
device 120 may provide functionality specific to that device. 
FIG. 3 Computer System Block Diagram 

FIG. 3 is a block diagram for a computer system 102 
suitable for implementing various embodiments of the 
present invention. More specifically, the computer system 
102 may be operable to store and download to the hub 
device 110 a program (such as a graphical program) that is 
configured to perform a specified function. Embodiments of 
a method for transmitting and executing the graphical pro 
gram are described below. The computer system 102 may be 
any type of computer system, including a personal computer 
system, mainframe computer system, workstation, network 
appliance, Internet appliance, personal digital assistant 
(PDA), television system or other device. In general, the 
term “computer system can be broadly defined to encom 
pass any device having at least one processor that executes 
instructions from a memory medium. The computer may 
include at least one central processing unit or CPU 160 
which is coupled to a processor or host bus 162. The CPU 
160 may be any of various types, including an x86 proces 
sor, e.g., a Pentium class, a PowerPC processor, a CPU from 
the SPARC family of RISC processors, as well as others. 
The computer system 102 may include a memory medium 

(s) 166 on which one or more computer programs or 
Software components according to one embodiment of the 
present invention may be stored. For example, the memory 
medium may store a graphical program execution engine, as 
well as one or more graphical programs, as described above. 
Also, the memory medium may store a graphical program 
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ming development environment application used to create 
and/or execute such graphical programs. The memory 
medium may also store operating system software, network 
communication Software, as well as other software for 
operation of the computer system. 
The term “memory medium' is intended to include an 

installation medium, e.g., a CD-ROM, floppy disks 104, or 
tape device; a computer system memory or random access 
memory such as DRAM, SRAM, EDO RAM, Rambus 
RAM, etc.; or a non-volatile memory Such as a magnetic 
media, e.g., a hard drive, or optical storage. The memory 
medium may comprise other types of memory as well, or 
combinations thereof. In addition, the memory medium may 
be located in a first computer in which the programs are 
executed, or may be located in a second different computer 
which connects to the first computer over a network, Such as 
the Internet. In the latter instance, the second computer may 
provide program instructions to the first computer for execu 
tion. 

Various embodiments further include receiving or storing 
instructions and/or data implemented in accordance with the 
foregoing description upon a carrier medium. Suitable car 
rier media include a memory medium as described above, as 
well as signals such as electrical, electromagnetic, or digital 
signals, conveyed via a communication medium Such as 
networks and/or a wireless link. 
As FIG. 3 shows, the memory medium 166 may be 

coupled to the hostbus 162 by means of memory controller 
164. The host bus 162 may be coupled to an expansion or 
input/output bus 170 by means of a bus controller 168 or bus 
bridge logic. The expansion bus 170 may be the PCI 
(Peripheral Component Interconnect) expansion bus, 
although other bus types can be used. The expansion bus 170 
includes slots for various devices, such as a network inter 
face card 114, a video display subsystem 180, and hard drive 
1102 coupled to the expansion bus 170. 

In the present application, the term 'graphical program' 
or “block diagram' is intended to include a program com 
prising graphical code, e.g., two or more interconnected 
nodes or icons, wherein the interconnected nodes or icons 
may visually indicate the functionality of the program. The 
nodes may be connected in one or more of a data flow, 
control flow, and/or execution flow format. The nodes may 
also be connected in a “signal flow” format, which is a 
subset of data flow. Thus the terms “graphical program' or 
“block diagram' are each intended to include a program 
comprising a plurality of interconnected nodes or icons 
which visually indicate the functionality of the program. 
A graphical program may also comprise a user interface 

or front panel. The user interface portion may be contained 
in the block diagram or may be contained in one or more 
separate panels or windows. The user interface of a graphi 
cal program may include various graphical user interface 
elements or front panel objects, such as user interface 
controls and/or indicators, that represent or display the 
respective input and/or output that will be used by the 
graphical program or VI, and may include other icons which 
represent devices being controlled. The user interface or 
front panel may be comprised in a single window of user 
interface elements, or may comprise a plurality of individual 
windows each having one or more user interface elements, 
wherein the individual windows may optionally be tiled 
together. As another example, the user interface or front 
panel may comprise user interface or front panel objects, 
e.g., the GUI, embedded in the block diagram. The user 
interface of a graphical program may display only output, 
only input, or both input and output. Further, in some 
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embodiments the user interface may operate as a front panel 
whereby the user may interactively control or manipulate the 
input being provided to the graphical program during execu 
tion of the graphical program. 

Examples of graphical programming development envi 
ronments that may be used to create graphical programs 
include LabVIEW, DasyLab, and Dial Dem from National 
Instruments, VEE from Agilent, WiT from Coreco, Vision 
Program Manager from PPT Vision, SoftWIRE from Mea 
surement Computing, Simulink from the MathWorks, San 
script from Northwoods Software, Khoros from Khoral 
Research, SnapMaster from HEM Data, VisSim from Visual 
Solutions, ObjectBench by SES (Scientific and Engineering 
Software), and VisiDAQ from Advantech, among others. In 
the preferred embodiment, the system uses the LabVIEW 
graphical programming system available from National 
Instruments. 

Embedded Devices 

In various embodiments of the present invention, the hub 
device 110 coupled to the host computer 102 may be an 
embedded device 110. In various embodiments, the smart 
sensors 120 may be embedded devices. As used herein, the 
term “embedded device' refers to a small platform which 
includes dedicated hardware, and which includes a proces 
sor and memory (or FPGA) on which may be installed 
dedicated programs or software. An embedded device is 
typically designed to perform a defined task very well. In 
particular, an embedded device is typically not a device with 
general capabilities, such as a PC or PXI controller, for 
example, loaded with one or several plug-in boards, running 
a Microsoft OS with generous amounts of memory, system 
files, utilities, etc., that can be used as a measurement system, 
or as an office computer, or as a Web browser, etc. An 
example of an embedded system is an Internet remote 
camera, with dedicated hardware and software that imple 
ments the following tasks: 

it acquires images from the optical device, 
it compresses these images as GIF or JPEG files, or 

perhaps as MPEG streams, and 
it sends the images to a host computer upon request, using 

TCP/IP, HTTP, or multimedia streams. 
Other examples of embedded devices include a measure 

ment device with a specific type of measurement hardware 
and/or software for taking certain measurements, a control 
measurement device with a specific type of hardware and/or 
Software for performing certain control operations, etc. 
The end user does not care about how these tasks are 

implemented, but only wants a device that sends real-time 
images over the Internet. Embedded systems are often used 
as building blocks for more complicated applications. Thus, 
an embedded device generally includes both hardware and 
software. Additionally, embedded devices are generally built 
around a specialized hardware component, which is the 
“reason to exist” for these devices (like the camera in the 
above example). Other typical components include: a pro 
cessor, RAM and ROM memory, a storage medium, a 
display, one or more communication devices, and power and 
over-Voltage protection components. 

In most embedded systems, some type of file system is 
needed. Generally, flash memory is used for data storage. In 
one embodiment, the embedded device may use two file 
systems: Compressed RAM (CRAMFS) to store files that do 
NOT change (and using as little flash space as possible), and 
JFFS (Journaled Flash File System) for changing data files. 
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The JFFS is a file system designed for safe use with flash 
devices. It typically minimizes flash block erases and 
reduces flash damage. 
Embedded systems also generally necessitate Some set of 

system tools. For example, in one embodiment, utilities Such 
as init, ifconfig, mount, and sh, may be provided in a very 
Small memory footprint (ram and flash). One example of 
such a tool set is provided by a product called BusyBox. 
BusyBox is a program that replaces a set of UNIX utilities 
with smaller versions. It is specially designed for embedded 
usage, i.e., for applications where a small memory footprint 
is more important than a full set of functionality. It can be 
configured to include just the needed tools. 

Various embodiments of the devices described below with 
reference to FIGS. 4A-4C may be suitable for use as 
embedded devices. In particular, in various embodiments, 
the devices 110 described below may be used to store and 
run a graphical program execution engine for executing 
graphical programs received from the host computer 102. 
FIGS. 4A and 4B Hub Device with Wireless Communi 
cation Means 

FIGS. 4A and 4B illustrate two embodiments of the hub 
device of FIGS. 1A, 1B, and 2. In each of these embodi 
ments, the hub 110 includes a radio transceiver 405 for 
wireless communication with one or more wireless sensors 
or DAQ devices 120. 

In the embodiment shown in FIG. 4A, the hub device 
110A may include a 900 MHz/2.4 GHz radio 405 for 
communicating with the wireless sensors or DAQ devices 
120. The radio 405 may couple through a serial interface 412 
to network interface hardware 114A and to a processor 406 
and memory 407. In this particular embodiment, the radio 
405 couples through a MAX3221/RS-232 serial interface 
412 to a 10Base-T Ethernet interface with an RJ-45 con 
nector to facilitate communication with the host computer 
system 102. The processor 406 may be a 100 MHz 
ARM7TDMI processor which uses 4 MB flash and 16 MB 
SRAM for storage. For example, the hub device 110A may 
store a number of software programs 410 to implement 
various portions of the methods described herein, including, 
for example, a real-time OS, e.g., embedded ARM Linux; a 
real-time graphical program execution engine, such as Lab 
VIEW RT: an embedded web server, e.g., for publishing data 
over the network 104; a configuration server, for configuring 
the hub device 110, and optionally, the sensors 120; an 
optional DAQ driver, for operating a DAQ device; and a 
radio server, for managing communications using the radio 
transceiver 405. Additionally, the processor 406 may couple 
to a display 408, e.g., an LCD display which may be used to 
read configuration or status information for the device 110. 
The embodiment of the hub device shown in FIG. 4B is 

similar to that shown in FIG. 4A, but with the addition of 
DAQ hardware 410. In other words, the hub device 110B 
includes the radio transceiver 405, processor 406, memory 
407, serial interface 412, and network interface 114A, but 
also includes an on-board sensor 410 for performing data 
acquisition. Thus, in the embodiment shown in FIG. 4B, the 
hub device 110B may be operable to acquire data itself, as 
well as communicate with one or more wireless sensors 120. 

FIG. 4C Controller 
FIG. 4C is a block diagram of a device 110C which is 

similar to those shown in FIGS. 4A and 4.B. However, rather 
than performing a hub function for communication with 
wireless sensors, the device 110C primarily functions as a 
data acquisition device. More specifically, the device 110C 
does not include the radio transceiver 405 for communicat 
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14 
ing with wireless sensors 120, but rather includes the sensor 
or DAQ device 410 on-board (as does hub device 110B). 
Thus, the device 110C functions as a controller, collecting 
data via DAQ hardware 410, and transmitting the data to the 
host computer system 102, e.g., over the Internet 104. 
FIGS. 5A and 5B DAQ Components 

FIGS. 5A and 5B are block diagrams of exemplary 
wireless DAQ devices 120. It should be noted that the DAQ 
devices shown in FIGS. 5A and 5B are meant to be illus 
trative only, and are not intended to limit the invention to any 
particular DAQ device. As FIGS. 5A and 5B show, each 
DAQ device 120 includes a radio transceiver 405A, as 
described above, for wireless communication with the hub 
device 110. The radio transceiver 405 may couple to a smart 
transducer front end 506, such as, for example, an ADuC816 
from Analog Devices, which integrates two high-resolution 
16-bit sigma delta ADCs, an 8-bit MCU, and program/data 
Flash/EE Memory on a single chip. 

This low power device, powered by battery 503, accepts 
low-level signals directly from a transducer. The two inde 
pendent ADCs (Primary and Auxiliary) include a tempera 
ture sensor and a PGA (allowing direct measurement of 
low-level signals). The ADCs with on-chip digital filtering 
are intended for the measurement of wide dynamic range, 
low frequency signals, such as those in weigh scale, strain 
gauge, pressure transducer, or temperature measurement 
applications. The ADC output data rates are programmable 
and the ADC output resolution will vary with the pro 
grammed gain and output rate. The device operates from a 
32 kHz crystal with an on-chip PLL generating a high 
frequency clock of 12.58 MHz. The micro controller core is 
an 8052 and therefore 8051-instruction-set-compatible. 8 
Kbytes of nonvolatile Flash/EE program memory are pro 
vided on-chip. 640 bytes of nonvolatile Flash/EE data 
memory and 256 bytes RAM are also integrated on-chip. 
The ADuC824 also incorporates additional analog function 
ality with a 12-bit DAC, current sources, power supply 
monitor, and a band gap reference. On-chip digital periph 
erals include a watchdog timer, time interval counter, three 
timers/counters, and three serial I/O ports (SPI, UART, and 
I 2 C-compatible). On-chip factory firmware supports in 
circuit serial download and debug modes (via UART), as 
well as single-pin emulation mode via the EA pin. The part 
operates from a single 3.3 V supply. When operating from 3 
V supplies, the power dissipation for the part is below 10 
mW. The device 120 may communicate with single board 
computers, e.g., the ARM processor 406 of the hub/control 
ler device 110 either via SPI interface, as in FIGS. 4B and 
4C, or via RS-232 and radio interface, as in FIGS. 4A and 
4B. 
As FIGS. 5A and 5B also show, the DAQ devices 120 

may include a number of ports 1–8 (511–518) which may 
provide various functions such as channels, analog and 
digital grounds, digital/analog conversion, and digital I/O. 
among others. 
FIG. 6—Host and Target Device Software 

FIG. 6 illustrates the host computer system software and 
the target device (hub/controller) software, according to one 
embodiment. As FIG. 6 shows, in one embodiment, in 
addition to the software described above with reference to 
FIG. 2, i.e., the graphical program development environ 
ment 201, execution engine 203, graphical program 202, and 
network interface 204, the host computer system 102 may 
also include DHCP server software 607 and a configuration 
utility 642. Similarly, in addition to the execution engine 
203A, graphical program 202, real-time OS 210, wireless 
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interface 205, and network interface 204, the target embed 
ded device 110 (hub/controller) may also include DHCP 
client software 606, web server software 604, one or more 
device servers 608, an initialization program 610, and a 
configuration server 602. 
The host computer system 102 may include the DHCP 

server software 607 to facilitate network setup by the target 
device 110, as described below, and may also include the 
configuration utility 642 to allow a user to easily configure 
the target device 110, and optionally, any connected DAQ 
devices 120. 

In one embodiment, the additional target device software 
may provide the following functionality: 

Init 610—a process specific to the System V UNIX 
operating systems. Its role is to bring up systems, restart 
services that need to be restarted, and manage orphaned 
children (as described in UNIX manuals). 
DHCP client 606—the second started process. The target 

device 110, as described above, is connected to a network 
104, and so the DHCP client 606 tries to contact DHCP 
server 607 and configure the networked device 110 as told. 
In one embodiment, the target device 110 may be configured 
by default to automatically setup its network. In an embodi 
ment where the target device is configured with a fixed IP 
address, then the DHCP client program may not be required. 
If the DHCP client is unable reach a DHCP server, e.g., 
within an interval of 30 seconds, then a static default 
network configuration may be loaded. 

Configuration server 602 runs continuously on the tar 
get device 110, interacting with configuration utilities run 
ning on the host computer 102 to allow the user to configure 
the target device 110. The configuration server 602 interacts 
with the device server(s) 608, managing data communica 
tion between the target device 110 and the host computer 
102. 

Device servers 608 e.g., DAQ and wireless servers, are 
permanently active drivers, implementing communication 
with local DAQ devices that are attached to the mother 
board of the target device 110 via SPI or serial interface. 
These drivers may talk to the configuration server 602 and 
the execution engine 203A (e.g., LabVIEW RT) using a 
local pipes system. Examples of device servers 608 are 
provided below. 
Web server 604 runs permanently, serving web pages 

upon request from the host computer 102. For example, the 
target device 110 may continuously execute a web server 
that hosts the target device web application. In one embodi 
ment, the web server software used is thttpd, a small but very 
fast and capable web server designed for maximum perfor 
mance and a low memory footprint. Its main qualities are: 

Simple: It handles only the minimum necessary to imple 
ment HTTP/1.1. Well, maybe a little more than the 
minimum. 

Small: It also has a very Small run-time size, since it does 
not fork and is very careful about memory allocation. 

Portable: It compiles cleanly on most Unix-like OSs, e.g., 
FreeBSD, SunOS 4, Solaris 2, BSD/OS, Linux, OSF. 

Fast: In typical use about as fast as the best full-featured 
servers (Apache, NCSA, Netscape). Under extreme 
loads it may be much faster. 

Secure: It goes to great lengths to protect the web server 
machine against attacks and break-ins from other sites. 

Execution engine 203A e.g., LabVIEW Realtime 
(LVRT) runs continuously, waiting for connections and 
executing the loaded VIs. For example, LVRT runs in a 
memory and CPU load jail. This prevents LVRT from 
consuming the entire CPU power and system memory, 
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allowing other processes to have a fair chance of doing their 
job, regardless of the VI that is running in parallel. 

Additionally, an optional shell program may be include 
for debug and wait for command on COMO purposes. The 
shell program may be disabled prior to delivery to a user. 
Many different device server 608 are contemplated for use 

in various embodiments of the present invention. For 
example, device servers 608 may support hardware capa 
bilities for such example DAQ devices 120 as: 
DAQ device 1 

2 AI 
1 AO 
1 External Temp Ref 
1 DIO 
1 Power Management 

DAQ device 2 
1 Accelerometer 
1 AO 
1 Counter/Timer 
1 DIO 
1 Power Management 

DAQ device 3 
2 RTD 
1 DIO 
1 Power Management 

DAQ device 4 
4 Relay Drive 
1 DIO 
1 Power Management 

DAQ device 5 
1 AI 
4 DIO 
1 Power Management 

In various embodiments, the following functions may be 
Supported (among others): 

1. Analog Input 
AI Read(SlavelD, channelD, polarity, range, rate, 

value) 
Calibrate(SlavelD, channelID, calibration type) 
Test(Slave|D, channelID, test type, transducer 

detected) 
2. Analog Output 
AO Write(SlaveID, channelID, voltage) 

3. Digital Input/Output 
DIG Read(SlavelD, channelID, state) 
DIG. Write(SlaveID, channel ID, value) 

4. External Temperature Reference 
ETS Read(SlaveID, channel ID, value) 

5. Accelerometer 
ACC Read(SlavelD, channel ID, value1, value2) 

6. RTD 

RTD Read(SlaveID, channel ID, value) 
7. Counter/Timer 
CTR Start(SlaveID, channel ID) 
CTR Read(SlaveID, channeled, value) 

8. Relay 
DIG. Write(SlaveID, channel ID, value) 

9. Power Management 
Power Read(SlaveID, channellD, value) 

FIG. 7 Configuration Utility 
FIG. 7 illustrates one embodiment of the configuration 

utility 642. As FIG. 7 shows, the configuration utility 642 
may provide means for setting and/or modifying the network 
configuration for the various components of the system, e.g., 
target devices 110 and DAQ devices 120, as well as for 
detection of networked hub devices 110 and/or DAQ devices 
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120. It is noted that the configuration utility interface, as 
shown in FIG. 7, is preferably displayed on a display device 
of the host computer system. 

In one embodiment, the configuration server 602 imple 
ments a configuration service running on the target device 
110. This service may pass data between a program running 
on the Host computer, e.g., the configuration utility 642, and 
device servers 608 running on the target device 110. In some 
embodiments, the graphical program execution engine, e.g., 
LabVIEW RT may be capable of talking directly to the 
device servers 608, and so may not need to use the services 
of the configuration server 602. In one embodiment, com 
munication with the configuration server 602 may be per 
formed using UDP protocol commands on UDP port 43567. 
In general, there may be three ways to communicate with the 
configuration server 602: 

1) Through a target device 110 user interface (e.g., a 4x16 
char LCD display and four buttons). 

2) By executing the configuration utility 642 on the host 
computer 102 (e.g., from inside LabVIEW or as an execut 
able) that then detects and configures target devices 110 over 
the network. This is the most frequent situation. There are 
cases when it is not possible to detect target devices 110 over 
the network, for example, when there is no operable DHCP 
server present. The configuration utility may provide ways 
to manually configure the target devices 110 in this scenario. 

3) From inside a web browser, by accessing the configu 
ration page of the target device 110. This method generally 
works once the target device 110 is configured, and may be 
used to change different configuration parameters. 

In one embodiment, the configuration server 602 may 
start running at target device boot-up. It may assume an 
active role during the system boot sequence, passing the 
target device configuration to the device drivers. After 
boot-up, the configuration server 602 may run in back 
ground, waiting for commands (either from the network 104 
or from the local user interface). The configuration utility 
program 642 and the web server 604 may be allowed to send 
commands to configuration server 602. For example, in one 
embodiment, a UDP based protocol may be defined for this 
communication, i.e., for communication between device 
servers, LabVIEw Realtime, and the configuration utility. 

In one embodiment, the following services may be avail 
able in the protocol: 

Discovery service—Detection of target devices 110 may 
be performed using special broadcast UDP packets. The 
discovery packet is the only valid UDP broadcast packet. 
When a discovery request is received a reply UDP packet 
may be sent. 

Request device current configuration—Once the discov 
ery phase is completed, all other information exchange 
between the Host and the target may be performed by using 
UDP requests and replays to unicast (normal) IP addresses. 

Change device network configuration—configuration 
fields such as: serial number of target device 110, UDP port, 
mask, ELC's MAC address, IP address, Netmask, and 
Gateway information may be modified. 

Read and change device name—read the name and 
change the name of a particular target device 110. 

Thus, in one embodiment, the configuration utility 642 
may reside on the host computer system 102, and commu 
nicate with the configuration server 602 on the target device 
110. The configuration utility 642 may provide the following 
services: 
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1. detection via DHCP server of all ELCS connected to 

the network; 
2. manual target device configuration (IP address, mask, 

etc); 
3. change of network configuration; 
4. detection of DAQ devices (local via SPI interface and 

remote via radio interface); and 
5. configuration of DAQ devices that are attached to the 

target device 110. 
Thus, the configuration utility executable may allow 

detection and configuration of the target devices 110 on the 
network, as well as their respective DAQ devices 120. It 
should be noted that in one embodiment, the embedded 
system may be monitored by using a web browser or by 
programming the target devices 110 by using DHCP or 
TCP/IP calls from inside the programming environment. 
FIG.8. Extended DAQ System 

FIG. 8 is a block diagram of one embodiment of an 
extended DAQ system, according to the present invention. 
In the example DAQ system of FIG. 8, the computer system 
102 is coupled to an Ethernet hub 810 to allow operation of 
multiple target devices 110 with respective DAQ devices 
120. In particular, in the embodiment shown, the Ethernet 
hub 810 couples the computer system 102 to target devices 
110 representing the three embodiments of FIGS. 4A, 4B, 
and 4C, respectively. It is noted that the Ethernet hub 810 is 
not the target device hub shown in FIGS. 1A, 1B, 2, 4A and 
4B, but rather is a simple Ethernet hub whose sole func 
tionality is to provide additional network connections for the 
host computer system 102. 
As FIG. 8 shows, the Ethernet hub 810 may couple to hub 

110A, which communicates wirelessly to wireless DAQ 
devices (sensors) 120A-120C via antennae 802. Note that in 
this embodiment, hub 110A includes wireless hub function 
ality, and is loaded with embedded ARM Linux, the graphi 
cal program execution engine, an embedded web server, a 
configuration server, and a radio server. 

In one embodiment, the radio server may be a driver used 
to access wireless (radio enabled) measurements points. For 
example, the radio server may be operable to discover 
remote DAQ devices that enter and exit a radio network 
(centered around a target device 110), and to interrogate 
remote DAQ devices for data at user request. The radio 
server may communicate with programs running locally on 
the target device 110 by using named pipes as a data 
exchange mechanism. 
As FIG. 8 also shows, the Ethernet hub 810 may couple 

to hub 110B, which communicates wirelessly to wireless 
DAQ devices (sensors) 120D-120F via antennae 802. Note 
that in this embodiment, hub 110B includes an on-board 
DAQ device, in addition to the wireless hub functionality, 
embedded ARM Linux, the graphical program execution 
engine, embedded web server, configuration server, and 
radio server, described below. 

Finally, the Ethernet hub 810 may couple to controller 
110C, which, as described above with reference to FIG. 4C, 
includes a DAQ device, but does not provide wireless 
functionality. As shown, in this embodiment, the controller 
110C includes embedded ARM Linux, the graphical pro 
gram execution engine, the embedded web server, and the 
configuration server. 

Thus, in this embodiment, the DAQ system may include 
a plurality of hubs and/or controllers, each of which may 
acquire data from one or more sensors or DAQ devices, and 
send the data to the host computer system 102 for storage, 
analysis, and/or transmission to other systems. 
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FIG. 9 Formats for Requests and Replies 
FIG. 9 illustrates one embodiment of a format for requests 

and replies. Such as may be used for inter-process commu 
nications using named pipes in Linux. As is well known in 
the art, named pipes are special files that act like FIFOs in 
the following way: one program opens the file for write and 
other program opens the same file for read. The reader 
receives what the writer sends. The transfer operation is 
guaranteed to be atomic when the amount of transferred data 
is less than 4 kbytes. 
As FIG. 9 shows, in one embodiment, a request 902 may 

include a command type, various parameters (P1, P2, and 
P3), a command ID, a payload size, and the payload, the 
contents of which may depend upon the type of command. 
Examples of commands are provided below. As FIG. 9 also 
shows, in one embodiment, a reply 904 may include a 
command ID, an error code, a payload size, a reply param 
eter, and a command-dependent payload. 

Example commands may include one or more of 
1. Retrieve the list of active DAQ devices 120. This 

command may be used to browse the DAQ device network. 
Request: 
Command type: 1 
P1, P2, P3: not used 
Command ID: used to keep track of request/replies 
Payload size: should be 0 
Payload: not used 
Reply: 
Command ID: Should be the same with Command ID 

from request 
Error code: 1 means “no error”. Any other value signals 

that an error occurred during command processing. See 
error codes table at the end of the document for details. 

Reply parameter: not used 
Payload size: represent the amount of data returned, and 

is equal with the number of active devices multiplied 
by 2 

Payload: contains an array (uint16) with addresses of 
active devices. The number of active devices is equal 
with payload size divided by 2 

2. Read the target device name and type. Interrogate a 
target device and read its name. 

Request: 
Command type: 2 
P1: address of device 
P2, P3: not used 
Command ID: used to keep track of request/replies 
Payload size: should be 0 
Payload: not used 
Reply: 
Command ID: Should be the same with Command ID 

from request 
Error code: 1 means “no error”. Any other value signals 

that an error occurred during command processing. See 
error codes table at the end of the document for details. 

Reply parameter: type of the device. 
Payload size: represents the amount of data returned, and 

is equal with the length of device name 
Payload: contains the device name 
3. Change the target device name. Interrogate a target 

device and change its name. 
Request: 
Command type: 3 
P1: address of device 
P2, P3: not used 
Command ID: used to keep track of request/replies 
Payload size: the size of the new name 
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Payload: new name stored here 
Reply: 
Command ID: Should be the same with Command ID 

from request 
Error code: 1 means “no error. Any other value signals 

that an error occurred during command processing. See 
error codes table at the end of the document for details. 

Reply parameter: not used 
Payload size: represents the amount of data returned, and 

is equal with the length of device name 
Payload: contains the current device name. It is the same 

with the requested name, in the case o an error it will 
be unchanged 

4. Read a value from a DAQ device. 
Request: 
Command type: 4 
P1: address of device 
P2: the channel to read 
P3: not used 
Command ID: used to keep track of request/replies 
Payload size: not used 
Payload: not used 
Reply: 
Command ID: Should be the same with Command ID 

from request 
Error code: 1 means “no error. Any other value signals 

that an error occurred during command processing. See 
error codes table at the end of the document for details. 

Reply parameter: not used 
Payload size: represents the amount of data returned 
Payload: contains the value read from channel. Its type 

depends on channel type 
5. Write a value to a DAQ device. 
Request: 
Command type: 5 
P1: address of device 
P2: the channel to write 
P3: not used 
Command ID: used to keep track of request/replies 
Payload size: not used 
Payload: not used 
Reply: 
Command ID: Should be the same with Command ID 

from request 
Error code: 1 means “no error. Any other value signals 

that an error occurred during command processing. See 
error codes table at the end of the document for details. 

Reply parameter: not used 
Payload size: not used 
Payload: not used 

FIG. 10A Wireless DAQ Device Software Architecture 
FIG. 10A illustrates one embodiment of a software archi 

tecture 1002 for a wireless DAQ device 120. In one embodi 
ment, the wireless DAQ devices 120 include an 8051 core 
micro-controller with 8 kb of program memory, and a 900 
MHz radio. In this embodiment, the software which 
executes on this hardware includes a manager program for 
the wireless DAQ 1012, as shown in FIG. 10A, which may 
manage the operation of three other Software components, 
namely, an acquisition level 1014, a radio level 1016, and an 
alarm level 1018. 

In one embodiment, the radio level implements the trans 
mission/reception of radio packets, described below with 
reference to FIG. 10B. The acquisition level implements 
data acquisition, conversion and transfer to radio level. 
Finally, the alarm level may activate when special situations 
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Such as loss of power, or alarm levels occur. These special 
situations are treated by sending an alarm message via the 
radio level to the target device 110 for user notification. 

Communication between the three levels may be per 
formed by using a common communication buffer. This may 
be possible because in one embodiment, the DAQ devices 
120 can either talk or listen, but not both in the same time. 
Data resulting from the ADC conversion by the DAQ 
devices may be deposited directly into this common com 
munication buffer. 

In one embodiment, a piconet architecture of master-slave 
type may be implemented. For example, the Master (a target 
device 110) may initiate and control communication with the 
DAQ devices 120. With the exception of the alarm packets, 
everything going from DAQ devices 120 to the Master target 
device 110 is the result of a request from the target device 
110, and so the target device generally initiates communi 
cation exchanges. As mentioned above, in one embodiment, 
radio communication may be implemented by using 900 
MHz radios, e.g., the 9Xstream radio transceiver, available 
from MaxStream. Some desirable features of these radio 
transceivers may include all or part of: 

1. Frequency Hopping Spread Spectrum (FHSS) technol 
Ogy 

2. Resistant to noise and interference. 
3. Up to 4 mile effective range (25 miles with high gain 

antenna, line of sight) 
4. Multi-drop (broadcast) networking protocol 

. Easy to integrate. No knowledge of RF required. 
Interfaces to any micro-controller 
Small size 

. Exceptional data transfer performance 

. Received packets are analyzed for data corruption using 
proprietary technology 

9. FCC approved, no licensing or further approval nec 
essary. 

The Radio Level 
In one embodiment, the radio level may be divided in two 

sub-levels, as follows: 
MAC (Medium Access Control) access—contains the set 

of functions that communicate with this particular radio 
transceiver (9Xstream from MaxStream). In one embodi 
ment, MAC access control functions may include: 

1. Generation of Start/Stop bytes at transmission and 
detection of these bytes at reception time; 

2. Elimination of special bytes (Start, Stop, Escape) from 
a packet at reception time, and generation of Escape 
sequences at transmission time; 

3. Recognize the address at reception time, ignore packets 
that are not sent to the receiver, and 

4. Verification of the control sum in the header of the 
received packets. 
FIGS. 10B and 10C Radio Communication Packet Struc 
ture 

FIGS. 10B and 10C illustrate an exemplary radio packet 
structure for use by the radio transceivers 405 on-board the 
hub 110 and DAQ devices 120. FIG. 10B illustrates the 
packet structure, and FIG. 10C provides the meanings and 
size of the various fields of the packet. This particular packet 
structure is used by the MaxStream 9Xstream transceivers 
mentioned above. It should be noted that in other embodi 
ments of the invention, other radios and/or other radio 
packet structures may be used as desired. 
As FIG. 10B shows, in this embodiment, the radio packet 

may begin with a Start byte 1022. The Start byte 1022 is a 
single reserved byte that marks the beginning of a packet. A 
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2 byte destination address 1023 may then follow, indicating 
a destination device address (that receives the packet). After 
the destination address 1023, a 2 byte source address 1024 
indicating an address of the sender device (that sends the 
packet) may follow. 

Then, a 2 byte bitfield called Command & Channel 1025 
may be included, where the bits include a Frag bit, indicating 
whether the packet is part of a larger fragment, a Seqn bit, 
indicating a sequence number, a 3 bit Command (read, write, 
error, etc.), and a 3 bit channel number. 

After the Command & Channel bytes, a Checksum byte 
1026 may be included as a control sum for the packet header. 
The Checksum may be used for error detection, as is well 
known in the art. 
The packet may also include a payload 1027 which is the 

data sent or received. In this embodiment, the payload 1027 
is limited to a maximum size of 64 bytes. 

Finally, the packet may be terminated with a Stop byte 
1028 that marks the end of the packet. 
Radio Communication Control 

Radio communication control is maintained by a set of 
functions that implement packet reception/transmission. The 
radio level may determine the “Command field from inside 
a communication packet. For example, the following com 
mands may be defined: 

Channel access commands 
PKT READ channel read 
PKT WRITE-channel write 
Communication control 
PKT PING packet that is sent to the Master to signal an 

active DAQ device 120 
PKT POLL packet that is sent by the Master to find 

active DAQ devices 120 
Special packets 
PKT ACK reception acknowledgement 
PKT ERROR error notification. The error code is 

located in the Payload section of the packet. 
PKT ALARM alarm notification. The alarm code is 

located in the Payload section of the packet 
In one embodiment, detection of active DAQ devices 120 

in the piconet may be performed by the radio server execut 
ing on the Master target device 110. The Master may send, 
at predefined time intervals, interrogation packets of type 
PKT POLL. These may be broadcast type packets, and 
therefore may be received by all Slave devices that belong 
to the piconet. Slave devices that are active may answer the 
PKT POLL message. An active device is a DAQ device that 
has been identified by the Master, that understands and 
receives PKT READ and PKT WRITE commands from 
the Master, and that understands and receives PKT PING 
commands from the Master (to keep the Master awake in 
case there is no Read/Write request for a specified time 
period for that device). 
Channel Read/Write 

Access from radio communication to the DAQ driver 
functions (ex: AI Read(), AO Write(), etc) may be imple 
mented by PKT READ and PKT WRITE. Channel and 
operation type information may be contained in the Com 
mand & Channel field of these functions. The DAQ device 
120 that has been contacted by a PKT READ call may 
answer by sending the acquired data. If contacted by a 
PKT WRITE call, the DAQ device 120 may send a packet 
of type PKT ACK to acknowledge that the write operation 
has been executed. 
The radio server running on the target device 110 may 

re-send packets that have not been confirmed as received by 
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slave DAQ devices 120. The number of re-transmissions 
may be limited. So if nothing happens after a certain number 
of Successive re-transmissions, the target device 110 may 
consider that particular DAQ device in-active and it may 
delete the device from it list of active devices. An inactive 
DAQ device 120 may become active again by answering the 
target device 110 that sent PKT POLL message. 
The Alarm Level 
PKT ALARM type packets are reserved for detection of 1 

special situations, also called alarms, and may be sent by 
DAQ devices 120 to the Master target device 110 in case 
Some predefined alarm situation occurs. The Master may 
confirm, via a PKT ACK packet, that it received the alarm 
notification. 

FIG. 11A Method For Executing a Graphical Program 
FIG. 11A illustrates one embodiment of a method for 

creating, deploying, and executing a graphical program to 
perform a function. More specifically, a method is described 
for creation and deployment of programs on the hub device 
110 for performing data acquisition in the system of FIGS. 
1A (and 1B). It is noted that in various embodiments, some 
of the steps may be performed in a different order than 
shown, or may be omitted. Additional steps may also be 
performed. As shown, this method may operate as follows. 
It is further noted that although the methods herein are 
described in terms of graphical programs, it should be noted 
that the techniques described are broadly applicable to any 
other types of program as well. 

In one embodiment, the user first may create a program 
that is operable to execute within the hub device 110, as 
indicated in 1102. In creating the program, the user may be 
aware of the one or more sensor devices 120 which will be 
acquiring data in the system. The user may include code in 
the program which is operable to execute on the hub device 
110, and which operates to provide instructions or com 
mands to one or more of sensor devices 120 to direct the 
sensor devices 120 to acquire data at certain times or based 
on certain detected events. 

In one embodiment, the user may create a graphical 
program (or block diagram) on computer system 102. As 
noted above, a graphical program may comprise graphical 
code, i.e., two or more interconnected nodes or icons which 
visually represent operation of the program. The nodes may 
be interconnected in one or more of a data flow, control flow, 
or execution flow format. The graphical program may be a 
LabVIEW program, a Simulink program, a VEE program, or 
other type of graphical program. In creating the program, the 
user may place icons within the graphical program repre 
senting each of the respective sensor devices 120 that are 
being used. The user may also include graphical code in the 
program which operates to provide instructions to the 
respective sensor device icons, e.g., by connecting other 
graphical nodes to the sensor device icons in the graphical 
program. Thus, the graphical program may be created or 
assembled by the user arranging on a display a plurality of 
nodes or icons and then interconnecting the nodes to create 
the graphical program. In response to the user assembling 
the graphical program, data structures (or code) may be 
created and stored which represent the graphical program. 
As noted above, the graphical program may comprise a 

block diagram and may also include a user interface portion 
or front panel portion. Where the graphical program includes 
a user interface portion, the user may assemble the user 
interface on the display. As one example, the user may use 
the LabVIEW graphical programming development envi 
ronment to create the graphical program. The user interface 
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code may be designed to execute on the host computer 102. 
with the block diagram or graphical program designed to 
execute on the hub device 110. 

In an alternate embodiment, the graphical program may 
be created in step 1102 by the user creating or specifying a 
prototype, followed by automatic or programmatic creation 
of the graphical program from the prototype. This function 
ality is described in U.S. patent application Ser. No. 09/587, 
6102 titled “System and Method for Automatically Gener 

0 ating a Graphical Program to Perform an Image Processing 
Algorithm, which is hereby incorporated by reference in its 
entirety as though fully and completely set forth herein. The 
graphical program may be created in other manners, either 
by the user or programmatically, or a combination thereof, 
as desired. The graphical program may implement a mea 
surement function that is desired to be performed by the 
DAQ device or instrument. For example, in an embodiment 
where the instrument is an image acquisition device (e.g., a 
Smart camera), the graphical program may implement an 
image processing function. 
Once the program has been completed, then in step 1104, 

the user may cause the computer system to send the program 
over network 104 (or other communication medium) to hub 
device 110. The hub device 110 may receive and execute the 
program. In executing the program received from the com 
puter system, the hub device 110 may be directed by the 
program to provide certain commands to respective ones of 
sensor devices 120 to cause the sensor devices to acquire 
data and provide this acquired data to the hub device 110. 
Examples of the types of commands that may be imple 
mented by sensor devices 120 include, but are not limited to, 
single/multiple point read, writes (e.g., for configuration) 
start, and stop, among others. 

In one embodiment, the graphical program source code 
may be sent to the hub device 110. In another embodiment, 
the graphical program may be compiled (e.g., by Software 
executing on the host computer 102) to object code (or other 
machine executable or interpretable code) which may then 
be sent to the hub device 110. In one embodiment, prior to 
sending the program to the hub device 110, the execution 
engine 203A may be deployed to the hub device 110. In 
another embodiment, the hub device 110 may already have 
the execution engine 203A installed. In another embodi 
ment, the hub device 110 may not require a graphical 
program execution engine. For example, a user who creates 
a Simulink diagram may use the MathWorks Real Time 
Workshop product to convert the Simulink diagram into C 
code (or other text code), and then may compile the C code 
to machine language code for provision to the hub device 
110. This machine language code may not require an execu 
tion engine, but rather may simply execute under an oper 
ating system. 

Then, as shown in the flow chart of FIG. 11A, in step 1108 
the hub device 110 executes the program received from the 
computer system, e.g., via the execution engine 203A. In 
one embodiment, the hub 110 may execute the program 
upon reception of the program from the host computer 102. 
In another embodiment, after the program has been trans 
ferred to the hub 110, the user may send a command to the 
hub over the network 104 invoking execution of the program 
by the hub 110. 
As noted above, in one embodiment, the program 

deployed to the hub device may comprise a hardware 
configuration program, e.g., for configuring an FPGA on the 
hub device to perform the measurement function, i.e., to 
send commands to the measurement device to perform the 
function. In other words, the program, e.g., the graphical 



US 7,185,287 B2 
25 

program, may be compiled or converted to a hardware 
configuration program, then deployed onto the FPGA on the 
hub device. Alternatively, the hardware configuration pro 
gram may be transmitted to the hub device, and the hub 
device may then wirelessly deploy the hardware configura 
tion program onto an FPGA of the measurement device. 

In an exemplary embodiment, the execution of the pro 
gram results in Some data being acquired. As described 
above, in response to program execution on the hub device 
110, the one or more sensors 120 may acquire data and 
provide this acquired data to the hub 110. This data may then 
be sent (e.g., over the network 104 or other communication 
medium) to the host computer system 102. In one embodi 
ment, the host computer 102 may execute GUI code to 
present a GUI on its display. The data received from the hub 
device 110 (or received directly from the one or more 
sensors 120) may be displayed in this GUI on the host 
computer 102. In this manner, the system may operate in a 
similar manner to LabVIEW RT, as described in U.S. Pat. 
No. 6,173,438. 

In other embodiments, the acquired data may be sent to 
other systems. For example, in one embodiment, the hub 
device 110 may use web server program 604 to publish the 
acquired data to a website, where a system with a web 
browser may then access the data. In another embodiment, 
the hub device 110 may execute web server program 604 to 
essentially act as a website. In another embodiment, the hub 
may send the data to one or more other systems coupled to 
the network 104 (e.g., the Internet). Thus, the hub may send 
the acquired data to any networked devices, as desired. 
Further details of the program execution are described below 
with reference to FIG. 11B. 

Various operations may be performed in response to the 
acquired data. For example, the host computer 102, or 
another computer, may perform analysis on the data. This 
analysis may lead to a certain operation, Such as notification 
of excessive levels of a certain Substance (e.g., pollution), 
changes in a manufacturing plant, changes in a process 
control facility, etc. 
FIG. 11B Execution of the Graphical Program 

FIG. 11B flowcharts a more detailed embodiment of the 
graphical program execution of step 1108 above. As noted 
above, in various embodiments, some of the steps may be 
performed in a different order than shown, or may be 
omitted. Additional steps may also be performed. 

In the embodiment of FIG. 11B, the hub device 110 
executing the graphical program may include the hub device 
110 providing one or more commands to a respective 
wireless Smart sensor or DAQ device 120, as indicated by 
1112 (or multiple different smart sensors). In other words, 
execution of the program 202 may cause the hub device 110 
to provide a command to the respective sensor device 120 
via wireless means. The command is preferably one that is 
recognized by the driver software 220 on the sensor device 
120. 

In step 1114, the respective wireless DAQ device driver 
220 may execute the command. For example, the driver 220 
may execute to cause the wireless sensor 120 to perform a 
single point read. Then, in 1116, the wireless DAQ device 
may acquire data from an external phenomenon, e.g., may 
perform the single point read. It should be noted that other 
commands may also be sent to the wireless DAQ device in 
addition to read commands, as mentioned above, such as, for 
example, start, stop, parameter writes, etc. In other words, 
the execution of the program by the hub device 110 may 
result in a variety of commands being sent to the wireless 
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sensor 120 to perform a corresponding variety of functions, 
or to perform a complex function which required multiple 
commands to be executed by the sensor 120. 

After the DAQ device 120 has acquired the data, then in 
1118, the DAQ device 120 may send the data to the hub 
device 110, e.g., through wireless means, such as over the 
network 104. In other words, the sensor device 120 may 
provide the acquired data in a wireless fashion to hub device 
110. The hub 110 may then send the data to the host 
computer system 102, as indicated in 1120. The host com 
puter system 102 may display the received data in a GUI, 
and/or may otherwise process the received data to generate 
a certain result. In one embodiment, the user constructs a 
GUI or front panel as part of the process of creating the 
graphical program, and this GUI code is executed on the 
computer system 102 to present the GUI on the display of 
the computer system 102. 

In one embodiment, once the hub 110 has received the 
data, the hub device 110 may then execute the program to 
analyze the acquired data to generate a certain result, e.g., a 
Boolean result such as a pass-fail or yes-no. For example, 
sensor device 120 may be acquiring data from the atmo 
sphere proximate to the sensor to determine the presence of 
one or more substances, e.g., Such as bacterial toxins in a 
food process plant. The sensor may provide the acquired 
data to the hub device, and the hub device executing the 
program may operate to analyze the data to generate a 
Boolean value (yes or no), indicating whether any of the 
substances of interest are present. The hub device may then 
possibly provide this result to computer system 102. 

In an alternate embodiment, the hub device 110 simply 
receives the acquired data from a sensor device and provides 
the acquired data over the network to the computer system. 
In this embodiment, the computer system 102 may perform 
analysis on the data to determine a result from the data. In 
other words, computer system 102 may analyze the acquired 
data to determine if any interesting Substance is present and 
then may generate or store an indication of this result, e.g., 
either by storing the value in memory, generating informa 
tion on a graphical user interface on the display device to a 
user, indicating an alarm, providing an email to store the 
information to a third party, or other processing as a result 
of this analysis. 
As mentioned above, in other embodiments, the hub 110 

may, in addition to, or instead of, sending the data (or results 
based on the data) to the host computer 102, send the data 
to another system on the network 104, or publish the data to 
a website. 

In one embodiment, prior to sending and/or executing the 
program, the user may use the configuration utility to 
determine and/or modify the status of the hub 110 and/or the 
wireless DAQ devices 120. For example, the user may issue 
a command through the configuration utility 642 to perform 
a discover process, whereby available resources, e.g., hubs 
110 and/or available wireless DAQ devices 120 for particu 
lar hubs, may be discovered. The discovered resources may 
be displayed by the configuration utility 642. The user may 
then configure one or more of the resources as desired to 
facilitate performance of the data acquisition task imple 
mented by the program 202. 
FIG. 12A—Alternative Method for Executing a Graphical 
Program 

In another embodiment, as shown in FIG. 12A, the sensor 
device 120 includes a processor and memory medium for 
executing programs deployed from the hub device 110. In 
this method, operation is similar to FIG. 11A, except that the 
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hub 110 deploys at least a portion or possibly all of the 
received program from computer system 102 onto sensor 
device 120 (or multiple sensor devices 120) for execution. In 
other words, after the graphical program is created in 1102, 
in 1106 the host computer 102 downloads the program to the 
hub 110 over the network 104. Then, in 1204 the hub 110 
deploys at least a portion of the program to the wireless 
sensor 120 via wireless means. 
The sensor device 120 may then execute the program to 

acquire data and may optionally analyze the acquired data to 
generate a result, as indicated in 1206. Thus, if the sensor is 
acquiring data to detect the presence of a Substance or the 
occurrence of a condition, the sensor may acquire the data, 
immediately perform processing on the acquired data, and 
generate a result Such as a Boolean yes-no value. Then, in 
1208, the wireless DAQ device 120 may send the data (or 
results based on the data) to the hub and/or the host 
computer via wireless means. In one embodiment, the sensor 
may produce a signal or trigger to generate an indication to 
a user as to the result, e.g., by Sounding an alarm, beeping 
a beeper, flashing a light, or other mechanism to alert a user 
that, e.g., the Substance or condition has been detected. 
FIG. 12B Alternative Method for Executing a Graphical 
Program 

FIG. 12B is a flowchart of yet another embodiment of a 
method for executing a graphical program. In the embodi 
ment of FIG. 12B, the host computer system 102 commu 
nicates directly with the one or more wireless DAQ devices 
120. This method corresponds to an embodiment of the 
system illustrated in FIG. 1C, described above, where the 
hub device 110 is omitted. As mentioned above, in other 
embodiments, various of the steps presented may be per 
formed in a different order than shown, or may be omitted. 
Additional steps may also be performed as desired. 
As FIG. 12B shows, once the program is created in 1102, 

then the host computer 102 may deploy at least a portion of 
the graphical program to the wireless DAQ device 120 via 
wireless means, e.g., via radio, satellite, or cell towers, 
among others. The wireless DAQ device 120 may then 
execute the graphical program to acquire and optionally 
analyze the data, as indicated in 1206, and described above. 

Finally, in 1210 the wireless DAQ device 120 may send 
the data or results based on the data to the host computer via 
wireless means. 

In one embodiment of the invention, the program that is 
created on the computer system 102 may require use of a 
program execution engine 203 to execute the program. For 
example, in one embodiment, the program is a graphical 
program and requires graphical program execution engine 
203 to execute the program. Due to the small footprint of 
target device, e.g., hub device 110 and/or smart sensor 120, 
in one embodiment, the program execution engine is con 
figured in Such a way so as to only transmit the minimum 
amount of a program execution engine actually required by 
the program that is being executed. Thus, in one embodi 
ment, the program execution engine is partitioned into a 
(minimal) base execution engine, and a plurality of compo 
nents for presenting different functionality that can be per 
formed by a program. The base portion of the program 
execution engine is only capable of executing the very 
simplest commands. This minimal engine may comprise the 
Smallest set of commands which allows the other compo 
nents to be executed. 

In one embodiment, when the program is developed by 
the user, a Software program executing on the computer may 
operate to analyze the program to determine the function 
ality contained in the program. Once the functionality of the 
program has been identified, the program uses the function 
ality to determine which of the respective components of the 
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program execution engine are actually required by the 
program. In one embodiment, the method determines the 
functionality of the program, and uses the functionality to 
index into a data structure or look-up table to determine 
which program execution engine components will be 
required to execute this program. When the program is then 
transmitted or deployed to hub device 110, the computer 
system may operate to only provide the program execution 
engine base portion and the respective components that are 
actually required to execute the program. Thus, the Smaller 
amount of execution engine code may be transmitted to the 
hub device. This allows a smaller footprint for one or more 
of the target devices and/or the sensor devices. In other 
words, target device 110 and sensor device 120 may include 
a smaller processor and/or a smaller memory medium since 
a full program execution engine is not required to be 
transmitted. 

In one embodiment, after the Software program analyzes 
the program to determine the functionality contained in the 
program, an execution engine analysis program may deter 
mine which execution engine components are required for 
execution of the program. A deployment program may then 
assemble the required components of the execution engine 
and the program, for example, by interspersing the required 
execution engine components and the program together 
according to the order of execution of the program. These 
interspersed program execution engine components and 
program may then be assembled into a file, and respective 
portions of the file transmitted to the target device, e.g., the 
hub device 110 and/or sensor device 120, for execution. 

In one embodiment, Successive portions of the file may be 
streamed to the hub device 110 and/or sensor device 120 for 
dynamic execution. In other words, the target device may 
execute the program as it is streamed to the device. For 
example, the sensor device 120 may receive a first portion 
of the file comprising a first portion of a program to be 
executed at a first portion of the execution engine compo 
nents that are used for executing this first portion of the 
program. After this first portion of the program has been 
executed along with the first portion of the execution engine 
components, the first portion of the program may be flushed 
or removed from the memory of the sensor device. In a 
similar manner, the execution engine components that are no 
longer required may be also removed from the memory. 
However, execution engine components that may be 
required by other portions of the program to be executed 
may be retained in the memory for execution. As discussed 
above, in one embodiment, the deployment program deter 
mines which execution engine components may be required 
for a plurality of different portions of the program, and 
includes a variable or data structure or other indication with 
the execution engine component to indicate that this com 
ponent should not be flushed immediately after it has been 
executed, or others should be retained by hub device 110 
and/or sensor device 120 for execution with another part of 
the program. 

After the first portion of each of the program execution 
components and the program has been executed, computer 
system 102 and/or hub device 110 may then provide a 
second portion of the program interspersed with the second 
portion of the execution engine components. The second 
portion of the file may be provided by the computer system 
to hub device 110 and/or may be provided by hub device 110 
to sensor device 120. Operation then proceeds as above. 
Thus, for example, computer system 102 may operate to 
provide respective portions of the deployment file to hub 
device 110 for execution on an as needed basis, based on the 
memory availability or memory capacity of hub device 110. 
Hub device 110 may receive the program that it is supposed 
to execute along with the execution engine components used 
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by that portion of the program, execute the program under 
direction of the execution engine components, and then 
receive further portions of the deployment file, and so forth. 
Thus, computer system 102 may essentially provide a 
stream of the program and its corresponding execution 
engine components to the hub device according to the order 
of execution of the program. 

In a similar manner, if the program is actually to be 
executed on the sensor device, computer system 102 may 
provide respective portions of this deployment file to hub 
device 110, and hub device 110 may stream the respective 
portions of the deployment file to a respective sensor device 
120 on an as needed basis, based on the memory capacity of 
sensor device 120. For further information regarding the 
componentization of the execution engine and streaming 
execution of the graphical program, please see U.S. Provi 
sional Patent Application Serial No. 60/393,528, titled 
“Wireless Deployment/Distributed Execution of Graphical 
Programs to Smart Sensors', filed Jul. 3, 2002, which was 
incorporated by reference above. 

In an example application of the present system, the hub 
device 110 operates to execute a radio server program which 
is operable to discover remote or wireless data acquisition 
devices that enter into and exit from the wireless commu 
nication space that is within the range of the hub device. 
Thus, periodically, the radio server executing on the hub 
device may send out a wireless communication signal to 
query the presence of respective data acquisition devices 
120 that are within the wireless communication range of hub 
device 110. Any present data acquisition devices 120 may 
respond to the queries to indicate its respective presence. 
The queries may be performed periodically, e.g., once 
permitted, once per hour, once per day, or at greater or lesser 
time frame granularities. 

Thus, various embodiments of the present invention may 
provide means for performing a measurement function by 
deploying or executing a graphical program to a measure 
ment device using wireless means. 

Although the embodiments above have been described in 
considerable detail, numerous variations and modifications 
will become apparent to those skilled in the art once the 
above disclosure is fully appreciated. It is intended that the 
following claims be interpreted to embrace all such varia 
tions and modifications. 

We claim: 
1. A computer-implemented method for performing a 

measurement function, the method comprising: 
receiving a graphical program, wherein the graphical 

program comprises a plurality of interconnected nodes 
that visually represent functionality of the graphical 
program; 

transmitting at least a portion of a graphical program to a 
hub device over a network; 

the hub device sending the at least a portion of the 
graphical program to a measurement device via wire 
less means in accordance with a wireless communica 
tion protocol; 

the measurement device executing the at least a portion of 
the graphical program to perform the measurement 
function to acquire and/or analyze data, thereby gen 
erating resultant data; and 

receiving the resultant data from the measurement device 
via wireless means. 

2. The method of claim 1, further comprising: 
creating the graphical program, wherein the graphical 

program implements the measurement function. 
3. The method of claim 2, wherein said creating the 

graphical program comprises: 
arranging a plurality of nodes on a display; and 
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interconnecting the plurality of nodes in response to user 

input. 
4. The method of claim 1, 
wherein the graphical program comprises a graphical data 

flow program. 
5. The method of claim 1, 
wherein the graphical program is operable to perform one 

or more of: 
an industrial automation function; 
a process control function; and 
a test and measurement function. 
6. The method of claim 1, 
wherein said performing the measurement function 

includes the measurement device measuring a physical 
phenomenon to acquire data. 

7. The method of claim 1, 
wherein the graphical program comprises a block diagram 

portion and a user interface portion. 
8. The method of claim 7, 
wherein, during execution of the graphical program, the 

user interface is displayed on a display of a first 
computer system and the block diagram executes on the 
measurement device. 

9. The method of claim 1, wherein said receiving the 
resultant data from the measurement device via wireless 
means comprises: 

the measurement device sending the resultant data to the 
hub device via wireless means; and 

receiving the resultant data from the hub device. 
10. The method of claim 1, 
wherein said transmitting at least a portion of a graphical 

program to a hub device over a network comprises: 
generating a machine-executable program based on the 

at least a portion of a graphical program; and 
transmitting the machine-executable program to the 
hub device; and 

wherein said measurement device executing the at least a 
portion of the graphical program comprises: 

the measurement device executing the machine-execut 
able program. 

11. A computer-implemented method performing a mea 
Surement function, the method comprising: 

creating a graphical program, wherein the graphical pro 
gram comprises a plurality of interconnected nodes that 
visually represent functionality of the graphical pro 
gram, and wherein the graphical program implements 
the measurement function; 

transmitting the graphical program to a hub device over a 
network; 

the hub device sending at least a portion of the graphical 
program to a wireless data acquisition device via wire 
less means; 

the wireless DAQ device executing the at least a portion 
of the graphical program to perform the measurement 
function to acquire and/or analyze data, thereby gen 
erating resultant data; and 

receiving the resultant data from the wireless DAQ 
device. 

12. A computer-implemented method for executing a 
graphical program, the method comprising: 

creating the graphical program, wherein the graphical 
program comprises a plurality of interconnected nodes 
that visually represent functionality of the graphical 
program; 

accessing a hub device over a network; 
downloading the graphical program to the hub device 

over the network; 
the hub device sending the graphical program to a wire 

less data acquisition (DAQ) device via wireless means; 
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the wireless DAQ device executing the graphical program 
to generate data; 

the wireless DAQ device sending the data to the hub 
device; and 

receiving the data from the hub device. 
13. A system for executing graphical programs, the sys 

tem comprising: 
a computer system which stores a graphical program, 

wherein the graphical program comprises a plurality of 
interconnected nodes that visually represent function 
ality of the graphical program; 

an external hub device coupled to the computer system; 
and 

at least one sensor device; 
wherein the external hub device is operable to commu 

nicate with the at least one sensor device in a wireless 
fashion; 

wherein the computer system is operable to provide the 
graphical program to the external hub device; 

wherein the external hub device is operable to send the 
graphical program to the at least one sensor device in 
a wireless fashion; and 

wherein the at least one sensor device is operable to 
execute the graphical program to perform a function to 
acquire and/or analyze data. 

14. The system of claim 13, 
wherein the external hub device is coupled to the com 

puter system over a network. 
15. The system of claim 13, 
wherein the at least one sensor device is operable receive 

and execute the graphical program to acquire data from 
an external phenomenon; and 

wherein the at least one sensor device is operable to 
provide the acquired data to the external hub device in 
a wireless fashion. 

16. The system of claim 15, 
wherein the external hub devices is operable to analyze 

the acquired data. 
17. The system of claim 15, 
wherein the external hub is operable to provide the 

acquired data to the computer system; and 
wherein the computer system is operable to analyze the 

acquired data. 
18. The system of claim 13, wherein, in executing the 

graphical program the at least one sensor device is operable 
to execute a graphical program execution engine. 

19. The system of claim 13, 
wherein, in providing the graphical program to the exter 

nal hub device, the computer system is operable to: 
generate a machine-executable program based on the 

graphical program; and 
communicate the machine-executable program to the 
hub device; 

wherein, in sending the graphical program to the at least 
one sensor device in a wireless fashion, the external 
hub device is operable to send the machine-executable 
program to the at least one sensor device in a wireless 
fashion; and 

wherein, in executing the graphical program, the at least 
one sensor device is operable to execute the machine 
executable program. 

20. A system for executing graphical programs, the sys 
tem comprising: 

a computer system which stores a graphical program, 
wherein the graphical program comprises a plurality of 
interconnected nodes that visually represent function 
ality of the graphical program; 

a hub device coupled to the computer system; and 
one or more sensor devices; 
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wherein the hub device is operable to communicate with 

each of the one or more sensor devices in a wireless 
fashion; 

wherein the computer system is operable to provide the 
graphical program to the hub device; 

wherein the hub device is operable to send the graphical 
program to a first sensor device of the one or more 
sensor devices in a wireless fashion; and 

wherein the first sensor device of the one or more sensor 
devices is operable to execute the graphical program to 
perform a function to acquire and/or analyze data. 

21. A computer-implemented method for performing a 
measurement function, the method comprising: 

creating a graphical program, wherein the graphical pro 
gram comprises a plurality of interconnected nodes that 
visually represent functionality of the graphical pro 
gram, and wherein the graphical program implements 
the measurement function; 

generating a machine-executable program based on the 
graphical program; 

transmitting the machine-executable program to a hub 
device over a network; 

the hub device sending the machine-executable program 
to a measurement device via wireless means in accor 
dance with a wireless communication protocol; 

the measurement device executing the machine-execut 
able program to perform the measurement function to 
acquire and/or analyze data, thereby generating result 
ant data; and 

receiving the resultant data from the measurement device 
via wireless means. 

22. A computer-implemented method for performing a 
measurement function, the method comprising: 

a hub receiving at least a portion of a graphical program 
over a network, wherein the graphical program com 
prises a plurality of interconnected nodes that visually 
represent functionality of the graphical program; 

the hub transmitting the at least a portion of the graphical 
program to a measurement device via wireless means in 
accordance with a wireless communication protocol; 

the measurement device executing the at least a portion of 
the graphical program to perform the measurement 
function to acquire and/or analyze data, thereby gen 
erating resultant data; and 

receiving the resultant data from the measurement device 
via wireless means. 

23. The method of claim 22 
wherein the graphical program comprises a plurality of 

interconnected nodes that visually indicate functional 
ity of the graphical program. 

24. The method of claim 22 further comprising: 
creating the graphical program, wherein the graphical 

program implements the measurement function. 
25. The method of claim 22, wherein said creating the 

graphical program comprises: 
arranging a plurality of nodes on a display; and 
interconnecting the plurality of nodes in response to user 

input. 
26. The method of claim 22 
wherein the graphical program comprises a graphical data 

flow program. 
27. The method of claim 22 
wherein the graphical program is operable to perform one 

or more of: 
an industrial automation function; 
a process control function; and 
a test and measurement function. 
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28. The method of claim 22 
wherein said performing the measurement function 

includes the measurement device measuring a physical 
phenomenon to acquire data. 

29. The method of claim 22 
wherein the graphical program comprises a block diagram 

portion and a user interface portion. 
30. The method of claim 29, 
wherein, during execution of the graphical program, the 

user interface is displayed on a display of a first 
computer system and the block diagram executes on the 
measurement device. 

31. The method of claim 22 wherein said receiving the 
resultant data from the measurement device via wireless 
means comprises: 

the measurement device sending the resultant data to a 
first computer system via wireless means. 

32. The method of claim 22 
wherein said transmitting at least a portion of a graphical 

program to a measurement device: 
generating a machine-executable program based on the 

at least a portion of a graphical program; and 
transmitting the machine-executable program to the 

measurement device; and 
wherein said measurement device executing the at least a 

portion of the graphical program comprises: 
the measurement device executing the machine-execut 

able program. 
33. A computer-implemented method performing a mea 

Surement function, the method comprising: 
creating a graphical program, wherein the graphical pro 
gram comprises a plurality of interconnected nodes that 
visually represent functionality of the graphical pro 
gram, and wherein the graphical program implements 
the measurement function; 

a hub receiving at least a portion of a graphical program 
over a network; 

the hub transmitting at least a portion of the graphical 
program to a wireless data acquisition (DAQ) device 
via wireless means; 

the wireless DAQ device executing the at least a portion 
of the graphical program to perform the measurement 
function to acquire and/or analyze data, thereby gen 
erating resultant data; and 

receiving the resultant data from the wireless DAQ 
device. 

34. A computer-implemented method for executing a 
graphical program, the method comprising: 

receiving the graphical program at a first device, wherein 
the graphical program is received over a network, 
wherein the graphical program comprises a plurality of 
interconnected nodes that visually represent function 
ality of the graphical program; 

the first device downloading the graphical program to a 
wireless data acquisition (DAQ) device via wireless 
means, 

the wireless DAQ device executing the graphical program 
to acquire data representing a physical phenomenon; 
and 

receiving the data from the wireless DAQ device. 
35. A system for executing graphical programs, the sys 

tem comprising: 
a computer system which stores a graphical program, 

wherein the graphical program comprises a plurality of 
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interconnected nodes that visually represent function 
ality of the graphical program; 

a first device coupled to the computer system over a 
network; and 

at least one sensor device; 
wherein the computer system is operable to provide the 

graphical program to the first device over the network; 
wherein the first device is operable to provide the graphi 

cal program to the at least one sensor device in a 
wireless fashion; 

wherein the at least one sensor device is operable to 
execute the graphical program to perform a function to 
acciuire and/or analyze data. 

36. The system of claim 35, 
wherein the at least one sensor device is operable receive 

and execute the graphical program to acquire data from 
an external phenomenon; and 

wherein the at least one sensor device is operable to 
provide the acquired data to the computer system in a 
wireless fashion. 

37. The system of claim 36, 
wherein the at least one sensor device is operable to 

analyze the acquired data. 
38. The system of claim 36, 
wherein the at least one sensor device is operable to 

provide the acquired data to the computer system; and 
wherein the computer system is operable to analyze the 

acquired data. 
39. The system of claim 35, wherein, in executing the 

graphical program the at least one sensor device is operable 
to execute a graphical program execution engine. 

40. The system of claim 35, 
wherein, in providing the graphical program to the at least 

one sensor device, the computer system is operable to: 
generate a machine-executable program based on the 

graphical program; and 
communicate the machine-executable program to the at 

least one sensor device in a wireless fashion; and 
wherein, in executing the graphical program, the at least 

one sensor device is operable to execute the machine 
executable program. 

41. A computer-implemented method for performing a 
measurement function, the method comprising: 

creating a graphical program, wherein the graphical pro 
gram comprises a plurality of interconnected nodes that 
visually represent functionality of the graphical pro 
gram, and wherein the graphical program implements 
the measurement function; 

generating a machine-executable program based on the 
graphical program; 

providing the machine-executable program to a first 
device over a network: 

the first device transmitting the machine-executable pro 
gram to a measurement device via wireless means in 
accordance with a wireless communication protocol; 

the measurement device executing the machine-execut 
able program to perform the measurement function to 
acquire and/or analyze data, thereby generating result 
ant data; and 

receiving the resultant data from the measurement device 
via wireless. 
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