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(57) 
A method and apparatus are disclosed for combining server 
Supplied user interface elements with client-supplied user 
interface elements. The server-supplied user interface ele 
ments can be received by a client device and inserted into a 
client-Supplied object model. Such as a Document Object 
Model (DOM). The object model can then be used to render 
a page. Such as a webpage. By injecting server-supplied user 
interface elements into a client object model, the client can 
intelligently combine UI elements from a server with UI 
elements from a client. In the situation where there are 
conflicting or overlapping UI elements, the client device can 
modify the object model to eliminate such conflicts or 
overlaps. 
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FIG. 4 

RECEIVE USER NIERFACE EEMENTS 
NCUONG SYE NFORMAON FROMA 

SERVER COMPUTER 41 O 

NSER HE USER NERFACE ELEMENS 
NTO AN OBEC MODEL 420 

RENDER PAGE USNG OBJECT MODE WITH 
CEN-SUPPLIED USER NTERFACE 

EEMENTS AND SERVER-SUPPLIED USER 
NERFACE EEMENTS 

430 

  



Patent Application Publication Jun. 15, 2017 Sheet 5 of 6 US 2017/O169001 A1 

FIG. 5 
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central graphics or 
processing co-processing 
unit 610 

software 680 implementing one or more 
innovations for updating client applications 
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COMBINING SERVER-SIDE AND 
CLIENTSIDE USER INTERFACE 

ELEMENTS 

CROSS REFERENCE TO RELATED 
APPLICATION 

0001. This application is a continuation of U.S. patent 
application Ser. No. 13/587,863, filed Aug. 16, 2012, which 
claims priority from U.S. Provisional Application No. 
61/605,119, filed Feb. 29, 2012, which applications are 
incorporated herein by reference in their entirety. 

BACKGROUND 

0002. The Document Object Model (DOM) is an appli 
cation programming interface (API) for HTML and XML 
documents. It defines the logical structure of documents and 
ways for documents to be accessed and manipulated. One 
objective for DOM is to provide a standard programming 
interface that can be used in a wide variety of environments 
and applications. Generally, DOM provides a hierarchical 
tree structure having a plurality of nodes in parent/child 
relationships. Using this structure, Script programs can 
examine and dynamically change a web page. 
0003. Other languages can be associated with object 
models different than DOM. However, whatever model is 
used, it is desirable to allow programmers to build docu 
ments, navigate their structure, and add, modify, or delete 
elements and content. 
0004. Even with well-defined object models, authoring 
pages that can be used across different platforms can be 
challenging. For example, different pages often need to be 
created based on whether the page is to be displayed on a 
server or a client, despite an overlap in content between the 
pages. In one simple example, a server-side page can display 
headers and footers that are not displayed on a client page. 
In Such a situation, two different pages need to be created 
even if the content is the same. 

SUMMARY 

0005. This Summary is provided to introduce a selection 
of concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed Subject matter. 
0006. A method and apparatus are disclosed for combin 
ing server-supplied user interface elements with client 
supplied user interface (UI) elements. The server-supplied 
user interface elements can be received by a client device 
and inserted into a client-supplied object model. Such as a 
Document Object Model (DOM). The object model can then 
be used to render a page. Such as a webpage. 
0007. By injecting server-supplied user interface ele 
ments into a client object model, the client can intelligently 
combine UI elements from a server with UI elements from 
a client. In the situation where there are conflicting or 
overlapping UI elements, the client device can modify the 
object model to eliminate such conflicts or overlaps. Thus, 
the client’s access to user information stored on the client 
device can be used to modify server-supplied UI elements. 
Additionally, by being able to dynamically modify the object 
model, a page can be created for different platforms and then 
modified in the object model. 
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0008. The foregoing and other objects, features, and 
advantages of the invention will become more apparent from 
the following detailed description, which proceeds with 
reference to the accompanying figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009 FIG. 1 shows an example architecture that can be 
used where client-supplied UI elements and server-supplied 
UI elements are combined in a client object model. 
0010 FIG. 2 shows an example page having blended 
server-supplied UI and client-supplied UI. 
0011 FIG.3 shows combining server-side and client-side 
UI elements in an object model. 
0012 FIG. 4 is a flowchart of a method for inserting 
server-supplied user interface elements into the Client object 
model. 
(0013 FIG. 5 is a flowchart of a method for inserting 
server-supplied user interface elements into a Document 
Object Model. 
0014 FIG. 6 is an example client computing environment 
that can be used for any of the embodiments described 
herein. 

DETAILED DESCRIPTION 

0015 FIG. 1 illustrates an exemplary system that can be 
used for implementing embodiments described herein. A 
controller 110 (e.g., processor, FPGA, microcontroller, etc.) 
can receive user interface (UI) elements from a server 
computer 120 via a network 122, such as the Internet. The 
UI elements can include icons, menus, controls (e.g., text 
boxes, buttons, hyperlinks, drop-down lists, check boxes, 
radio buttons, etc.), commands, content, etc. The received 
UI elements 130 can be inserted into an object model 132 
stored in memory 136 on a client device. In the case where 
the UI elements are in HTML, the object model 132 can be 
a Document Object Model (DOM). Although the description 
generally uses HTML, XML and DOM as examples, it is 
understood that the embodiments herein are not limited to 
those specific languages and object models. Rather, any 
markup language and object model can be used. The con 
troller 110 can blend the UI elements 130 from the server 
with client UI elements 140 in the same object model 132. 
Being in the same object model allows a script or other 
program executing on the controller 110 to manipulate the 
server UI elements 130 and the client UI elements 140 in a 
like manner. Additionally, style information from the server 
can be applied to any rendered page. Using the object model 
132, the controller 110 can assist in rendering on a display 
150 (a separate renderer can also be used) a combination of 
the server UI elements 152 and client UI elements 154 
obtained from the object model. The controller 110 can 
check whether the network 122 is connected to the client 
device and make intelligent decisions about formatting the 
display 150 through manipulation of the object model 132. 
For example, some or all of the server UI elements 130 can 
be suppressed if there is not a network connection. Addi 
tionally, the area on the display 150 can be expanded for the 
client UI elements 154. In an offline mode, previously 
cached server responses stored in local memory or disk on 
the client device can be used. 

0016. It will be understood by those skilled in the art that 
building an object model on the client device using server 
supplied UI elements and client-supplied UI elements is 
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fundamentally different than simply rendering a page that 
pulls in images or text from a server computer, as Such 
images or text are not copied to the object model and cannot 
be manipulated by a client Script. 
0017 FIG. 2 shows an example user interface 210 that 
can include a combination of images, such as is shown at 
220, and text, as is shown at 230. The text can be down 
loaded XML content that is reformatted into HTML for 
display. User interface elements 240 and 250 can also be 
included in the user interface. The user interface elements 
240 are sourced by the client, such as from local memory or 
cache, while the user interface elements 250 are sourced 
from the server. In both cases, the user interface elements 
240, 250 are inserted into an object model prior to rendering 
the user interface 210. The server-supplied content 250 can 
include style information so that a portion of the look and 
feel of the user interface 210 can be controlled by a server 
computer. Typically, the server-supplied content 250 is in 
HTML, but other content can be supplied by the server, such 
as Cascading Style Sheets (CSS), Scripting languages (e.g., 
javascript), etc. The local content 240 can have a look and 
feel supplied by the client device, while the server-supplied 
content 250 can have a look and feel controlled by the server 
computer. Additionally, the server content can inherit style 
from the local content, if needed. 
0018 FIG. 3 shows a script engine 310 that can be 
executed on the controller 110 (FIG. 1). The script engine 
310 can build the object model using various elements 
sourced from the client and the server. In the simple illus 
trated example, the script engine 310 can determine that 
server-supplied UI element 1, shown at 320, is the same as 
client UI element 1, shown at 330. Thus, the script engine 
310 can compare the client-supplied user interface elements 
with the server-supplied user interface elements, and, if 
there is a match, can Suppress one of the UI elements to 
reduce redundancy. In the case of FIG. 3. UI element 320 is 
not copied into the object model or is otherwise removed 
from the object model. UI element 350 is determined not to 
be the same as a client Supplied UI element. As such, it is 
copied and inserted into an object model 360. As shown at 
370, the UI element 350 can be inserted between tags in the 
object model. For example, when the object model 360 is a 
DOM, the tags can be division tags (also called div tags). 
The script engine 310 can search the object model for the 
tags and insert the server-supplied UI elements between the 
div tags. Style information, Such as color, font, size or any 
other look and feel elements can also be inserted in the 
object model using the tags. Thus, using this structure, the 
server can control the look and feel of the user interface on 
a client computer. The script engine 310 can further check a 
network connection as shown at 380. If the network is 
currently down, the script can retrieve previously cached 
server UI elements stored on the client device, or the script 
engine can Suppress the previously received UI elements 
received from the server computer and expand the client 
supplied UI elements. The script engine 310 can further 
execute a script and manipulate the server Supplied UI 
elements while they are in the object model 360. 
0.019 FIG. 4 shows a flowchart of a method for combin 
ing client-side and server-side UI elements. In process block 
410, UI elements including style information for look and 
feel can be received from a server computer. As previously 
explained, the UI elements can be in HTML, CSS, 
javascripts, or any other desired code or data for rendering 
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a page. Such as an application page or webpage. In process 
block 420, the UI elements are inserted into an object model, 
such as a DOM. By inserting the UI elements in the DOM, 
the client-supplied UI elements and the server-supplied UI 
elements are merged into a single model to be rendered. In 
process block 430, the object model is rendered with the 
client and server UI elements combined. 
0020 FIG. 5 is a flowchart of a method for integrating 
server-supplied UI elements and client-supplied UI ele 
ments. In process block 510, user interface elements are 
received from a server computer. The user interface ele 
ments can include executable code, style sheets, content, etc. 
In process block 520, the UI elements including style 
information can be copied into a DOM. In process block 
530, the server-supplied and client-supplied user interface 
elements can be displayed in a user interface using the 
DOM. 
0021 FIG. 6 illustrates a generalized example of a suit 
able computing environment 600 in which several of the 
described techniques and tools may be implemented. The 
computing environment 600 is not intended to Suggest any 
limitation as to scope of use or functionality, as the tech 
niques and tools may be implemented in diverse general 
purpose or special-purpose computing environments. The 
computing environment 600 is a client device, which can be 
a mobile device (e.g., cell phone, Smartphone, handheld 
computer, Personal Digital Assistant (PDA), etc.) or desktop 
computer. 
0022. With reference to FIG. 6, the computing environ 
ment 600 includes one or more processing units 610, 615 
and memory 620, 625 that can be used in implementing a 
computing device. In FIG. 6, this most basic configuration 
630 is included within a dashed line. The processing units 
610, 615 execute computer-executable instructions. A pro 
cessing unit can be a general-purpose central processing unit 
(CPU), processor in an application-specific integrated circuit 
(ASIC) or any other type of processor. In a multi-processing 
system, multiple processing units execute computer-execut 
able instructions to increase processing power. For example, 
FIG. 6 shows a central processing unit 610 as well as a 
graphics processing unit or co-processing unit 615. The 
memory 620, 625 may be volatile memory (e.g., registers, 
cache, RAM), non-volatile memory (e.g., ROM, EEPROM, 
flash memory, etc.), or some combination of the two, acces 
sible by the processing unit(s). The memory 620, 625 stores 
software 680 implementing one or more innovations for 
combining client and server UI elements. 
0023. A computing environment may have additional 
features. For example, the computing environment 600 
includes storage 640, one or more input devices 650, one or 
more output devices 660, and one or more communication 
connections 670. An interconnection mechanism (not 
shown) such as a bus, controller, or network interconnects 
the components of the computing environment 600. Typi 
cally, operating system Software (not shown) provides an 
operating environment for other software executing in the 
computing environment 600, and coordinates activities of 
the components of the computing environment 600. 
0024. The tangible storage 640 may be removable or 
non-removable, and includes magnetic disks, magnetic tapes 
or cassettes, CD-ROMs, DVDs, or any other medium which 
can be used to store information in a non-transitory way and 
which can be accessed within the computing environment 
600. The storage 640 can store instructions for the software 
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680 implementing one or more innovations disclosed herein 
for combining client-supplied and server-supplied UI ele 
mentS. 

0025. The input device(s) 650 may be a touch input 
device such as a keyboard, mouse, pen, or trackball, a voice 
input device, a scanning device, or another device that 
provides input to the computing environment 600. The 
output device(s) 660 may be a display, printer, speaker, 
CD-writer, or another device that provides output from the 
computing environment 600. 
0026. The communication connection(s) 670 enable 
communication over a communication medium to another 
computing entity. The communication medium conveys 
information such as computer-executable instructions, audio 
or video input or output, or other data in a modulated data 
signal. A modulated data signal is a signal that has one or 
more of its characteristics set or changed in Such a manner 
as to encode information in the signal. By way of example, 
and not limitation, communication media include wired or 
wireless techniques implemented with an electrical, optical, 
RF, or other carrier. 
0027. The techniques and tools can be described in the 
general context of computer-readable media. Computer 
readable media are any available tangible media that can be 
accessed within a computing environment. By way of 
example, and not limitation, with the computing environ 
ment 600, computer-readable media include memory 620, 
storage 640, and combinations of any of the above. 
0028. The techniques and tools can be described in the 
general context of computer-executable instructions, such as 
those included in program modules, being executed in a 
computing environment on a target real or virtual processor. 
Generally, program modules include routines, programs, 
libraries, objects, classes, components, data structures, etc. 
that perform particular tasks or implement particular abstract 
data types. The functionality of the program modules may be 
combined or split between program modules as desired in 
various embodiments. Computer-executable instructions for 
program modules may be executed within a local or distrib 
uted computing environment. 
0029. The terms “system” and “device” are used inter 
changeably herein. Unless the context clearly indicates 
otherwise, neither term implies any limitation on a type of 
computing system or computing device. In general, a com 
puting system or computing device can be local or distrib 
uted, and can include any combination of special-purpose 
hardware and/or general-purpose hardware with Software 
implementing the functionality described herein. 
0030. For the sake of presentation, the detailed descrip 
tion uses terms like “determine” and “select to describe 
computer operations in a computing environment. These 
terms are high-level abstractions for operations performed 
by a computer, and should not be confused with acts 
performed by a human being. The actual computer opera 
tions corresponding to these terms vary depending on imple 
mentation. 
0031. Although the operations of some of the disclosed 
methods are described in a particular, sequential order for 
convenient presentation, it should be understood that this 
manner of description encompasses rearrangement, unless a 
particular ordering is required by specific language set forth 
below. For example, operations described sequentially may 
in some cases be rearranged or performed concurrently. 
Moreover, for the sake of simplicity, the attached figures 
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may not show the various ways in which the disclosed 
methods can be used in conjunction with other methods. 
0032. Any of the disclosed methods can be implemented 
as computer-executable instructions stored on one or more 
computer-readable storage media (e.g., non-transitory com 
puter-readable media, Such as one or more optical media 
discs, volatile memory components (such as DRAM or 
SRAM), or nonvolatile memory components (such as hard 
drives)) and executed on a computer (e.g., any commercially 
available computer, including Smartphones or other mobile 
devices that include computing hardware). Any of the com 
puter-executable instructions for implementing the disclosed 
techniques as well as any data created and used during 
implementation of the disclosed embodiments can be stored 
on one or more computer-readable media (e.g., non-transi 
tory computer-readable media). The computer-executable 
instructions can be part of for example, a dedicated Software 
application or a Software application that is accessed or 
downloaded via a web browser or other software application 
(such as a remote computing application). Such software can 
be executed, for example, on a single local computer (e.g., 
any suitable commercially available computer) or in a 
network environment (e.g., via the Internet, a wide-area 
network, a local-area network, a client-server network (Such 
as a cloud computing network), or other Such network) using 
one or more network computers. 
0033 For clarity, only certain selected aspects of the 
software-based implementations are described. Other details 
that are well known in the art are omitted. For example, it 
should be understood that the disclosed technology is not 
limited to any specific computer language or program. For 
instance, the disclosed technology can be implemented by 
software written in C++, Java, Perl, JavaScript, Adobe Flash, 
or any other Suitable programming language. Likewise, the 
disclosed technology is not limited to any particular com 
puter or type of hardware. Certain details of suitable com 
puters and hardware are well known and need not be set 
forth in detail in this disclosure. 
0034. The disclosed framework allows the client to blend 
UI elements delivered from the Internet with UI already on 
the client. This allows for sensitive business logic to be 
executed on the server, where it is more secure and updat 
able. These UI elements can then be seamlessly blended 
with client elements. For example, HTML, CSS and 
Javascript can be delivered securely from the Internet and 
injected into Clients DOM. This method allows code deliv 
ered from the server to blend with UI elements generated on 
the client. This is valuable because the client has access to 
user information that the server does not have. 
0035. In view of the many possible embodiments to 
which the principles of the disclosed invention may be 
applied, it should be recognized that the illustrated embodi 
ments are only preferred examples of the invention and 
should not be taken as limiting the scope of the invention. 
Rather, the scope of the invention is defined by the following 
claims. We therefore claim as our invention all that comes 
within the scope of these claims. 

1-20. (canceled) 
21. A user device capable of combining server-supplied 

user interface elements with client-supplied user-interface 
elements, comprising: 

a processor; 
a display; 
an input device; and 
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memory storing instructions that when executed by the 
processor cause the user device to: 
receive server-supplied user interface elements and 

style information from a server computer; 
insert the server-supplied user interface elements into a 

client-supplied object model, wherein the object 
model also includes client-Supplied user interface 
elements; and 

render, for viewing by a user of the device on the 
display, a page using the object model So that both 
one or more of the client-supplied user interface 
elements and one or more of the server-supplied user 
interface elements appear together on the rendered 
page, wherein the rendering further comprises: 
comparing at least one client-supplied user interface 

element with at least one server-supplied user 
interface element and, if there is a match, Sup 
pressing at least one client-Supplied user interface 
element or at least one user interface element 
received from the server computer; 

applying the style information to both the one or 
more of the client-supplied user interface elements 
and the one or more of the server-supplied user 
interface elements. 

22. The user device of claim 21, wherein the server 
Supplied user interface elements and style information are in 
HTML. 

23. The user device of claim 21, wherein the inserting 
includes searching on a division tag in the client-supplied 
object model and inserting the user interface elements and 
style information from the server computer into the division 
tag. 

24. The user device of claim 21, wherein the object model 
is a Document Object Model used for HTML and further 
including the server computer for transmitting the user 
interface elements. 

25. The user device of claim 21, wherein the user interface 
elements received from the server computer are cached and 
stored locally on the client device. 

26. The user device of claim 21, wherein the instructions, 
when executed by the processor, further cause the user 
device to receive server-supplied content from the server 
computer and insert the server-supplied content in the client 
Supplied object model. 

27. The user device of claim 26, wherein the server 
supplied content is XML data. 

28. The user device of claim 1, wherein the user device is 
a mobile device and the input device is a touch screen. 

29. A method for allowing a server computer to control 
aspects of the look and feel of a user interface on a mobile 
user device comprising: 

receiving server-supplied user interface elements and 
style information from a server computer; 

searching on a division tag in a client-Supplied object 
model used to render a page on a display on the mobile 
user device, wherein the client-supplied object model 
contains client-Supplied user interface elements; 

inserting the server-supplied user interface elements into 
a client-supplied object model used to render a page on 
the display, wherein the inserting comprises inserting at 
least one of the server-supplied user interface elements 
into the division tag, based on the results of the 
Searching; and 
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rendering, for viewing by a user of the mobile user device, 
the page using the object model so that both one or 
more of the client-Supplied user interface elements and 
one or more of the server-supplied user interface ele 
ments appear on the rendered page, wherein the ren 
dering further comprises applying the style information 
to both the one or more of the client-supplied user 
interface elements and the one or more of the server 
Supplied user interface elements. 

30. The method of claim 29, wherein the rendering further 
comprises comparing at least one client-supplied user inter 
face element with at least one server-supplied user interface 
element and, if there is a match, Suppressing at least one 
client-Supplied user interface element or at least one user 
interface element received from the server computer. 

31. The method of claim 29, wherein the server-supplied 
user interface elements and style information are in HTML. 

32. The method of claim 29, wherein the object model is 
a Document Object Model used for HTML and further 
including the server computer for transmitting the user 
interface elements. 

33. The method of claim 29, wherein the user interface 
elements received from the server computer are cached and 
stored locally on the mobile user device. 

34. The method of claim 29, further comprising receiving 
server-supplied content from the server computer and insert 
ing the server-supplied content in the client-supplied object 
model. 

35. The method of claim 34, wherein the server-supplied 
content is XML data. 

36. The method of claim 34, wherein the rendering further 
comprises rendering the server-supplied content. 

37. A method for applying server-supplied style informa 
tion to a combination of server-supplied user interface 
elements and client-supplied user-interface elements, com 
prising: 

in response to user interaction with an input device on a 
client device, receiving the server-supplied user inter 
face elements and style information from a server 
computer; 

adding the server-supplied user interface elements to a 
client-supplied object model that contains client-Sup 
plied user interface elements, wherein the object model 
is used to render a page on a display of the client 
device; 

for viewing by the user, rendering the page using the 
client-supplied object model, wherein the rendering 
comprises: 
comparing at least one client-supplied user interface 

element with at least one server-supplied user inter 
face element and, if there is a match, Suppressing at 
least one client-Supplied user interface element or at 
least one user interface element received from the 
server computer, 

applying the style information to both one or more of 
the client-supplied user interface elements and one or 
more of the server-supplied user interface elements: 
and 

displaying together on the rendered page the one or 
more of the client-supplied user interface elements 
and the one or more of the server-supplied user 
interface elements. 
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38. The method of claim 37, wherein the rendering further 
comprises expanding the area on the display for the client 
Supplied user interface elements. 

39. The method of claim 37, wherein adding includes 
searching on a division tag in the client-Supplied object 
model and adding the user interface elements and style 
information from the server computer into the division tag. 

40. The method of claim 37, further comprising caching 
the server-supplied user interface elements at the client 
device. 
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