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(57) ABSTRACT

A system/method for preventing a computer virus from
accessing message addresses is described. The system com-
prises an interception component or client plug-in that com-
municates with a messaging client and a messaging server.
The interception component alters messages from the server
and destined for the client. The interception component
replaces message addresses in incoming messages with a
unique identifier. The interception component also alters
messages from the client destined for the server. The inter-
ception component replaces a unique identifier with a mes-
sage addresses. A system/method for preventing keyboard
sniffer programs from intercepting input, a system for pre-
venting a computer virus from activating a send confirmation
of a messaging client and a method for altering displayed
objects to show encrypted data in decrypted form are also
described and claimed. A system/method for reducing the
impact of keyboard sniffer programs by altering keyboard
input.
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SECURITY METHODS AND SYSTEMS

FIELD OF THE INVENTION

[0001] The field of the invention generally relates to the
protection of computer systems through reducing the spread
of viruses and reducing the impact of keylogging software.

SUMMARY OF THE PRIOR ART

[0002] Computer viruses constitute a danger for computer
users and in particular companies. Many computer virus pro-
tection software programs try to prevent computer systems
being infected by scanning incoming and outgoing e-mails
for virus patterns. These types of virus protection programs
depend upon the virus definition files being kept up to date.
When a new virus appears there is a window of opportunity
for viruses to spread. In even a few hours viruses can spread
rapidly, worldwide.

[0003] Many viruses carry their own SMTP commands.
That is they send outgoing emails without going through the
email program. If a virus operates in this manner, then the
only way it can replicate is by cracking the encryption tech-
nology such as the standard 128-bit encryption. Part of the
encryption formula is the user-defined password this differs
on each machine. Therefore, if a hacker-initiated virus breaks
the encryption, it theoretically would only do so on one
machine.

[0004] A problem with conventional anti virus systems that
rely on standard 128-bit encryption arises via accessing the
password. Keyboard sniffer programs exist that can intercept
keyboard entries. It is possible (although quite difficult) for a
trojan horse program to wait until the user enters a password,
and then to intercept the password. Once the virus knows the
password, cracking the encryption would be difficult, but
possible. If the encryption were cracked, the virus could
replicate through the email program, entering via the pass-
word itself. Conventional security systems do not offer any
protection against password interception. Therefore, what is
needed is a new security method capable of defeating a trojan
horse attack that intercepts a user’s password.

[0005] Another point of failure in a conventional anti virus
system occurs when the user clicks a confirmation button
when sending emails with attachments that could contain a
virus. For example, a virus could duplicate user keystroke
actions, and activate the confirmation button itself. Thus,
what is needed is away to ensure that no keystrokes can
activate the confirmation (for example, OK buttons can gen-
erally be activated by the Enter key in addition to a mouse
click). This would ensure that the confirmation can only be
activated by a user activated mouse click. Mouse clicks are far
more difficult for a virus writer to duplicate.

[0006] However, it would be possible for a virus writer to
establish the co-ordinates of a confirmation button on a
screen, program the mouse to go to that position, and then to
generate a mouse click at that position. Thus, what is needed
is a method for ensuring that a virus cannot find the position
of the email activation button.

[0007] Keystroke logging software programs constitute a
danger to computer users in that they record and can then
store sensitive information for later retrieval or send a user’s
sensitive data to unauthorised parties. Examples of sensitive
data that computer users enter from time to time but do not
want stored or distributed to unauthorised parties include:
bank account numbers, credit card numbers, passwords,
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logon details, web sites viewed, sensitive personal informa-
tion, sensitive organisational information or sensitive State
information. Keystroke logging software can be an invasion
of'privacy and a threat to security. Keystroke logging software
can easily be spread as attachments to emails or inadvertently
downloaded from the internet and thus present a significant
threat to computer users. Keystroke logging software can be
configured to self-install in stealth and remain undetected on
a user’s computer, monitoring keystrokes entered into the
keyboard without the knowledge of the user.

[0008] Keystroke logging software is also known as key-
stroke sniffing software, keyboard sniffing software, key-
stroke loggers, mouse click logging. This document will refer
to all these types of software as keystroke logging software or
keystroke loggers. Keystroke logging software forms part of
the wider group of computer applications known as spyware.
[0009] Conventional methods of combating keystroke log-
ging software include anti-spyware software that detects the
existence of keystroke loggers by searching for files that
match a database of signatures of known spyware. A problem
with conventional anti-spyware of this nature is that they rely
on the anti-spyware company quickly identifying new spy-
ware, developing the signature, and the computer user regu-
larly downloading the database of known signatures. Another
method of thwarting keystroke loggers is to use onscreen
simulated keypads. It is possible for spyware to circumvent
this technique however, and users find the process unfriendly.
Even if the onscreen keypad appears at a random position on
the screen, it is still possible for spyware to detect the char-
acters entered by monitoring mouse button clicks and com-
paring their position relative to the position of the onscreen
keypad.

[0010] Another method used by anti-keystroke logging
software is to monitor software running at the kernel level,
and to de-activate any suspected keystroke loggers. This
method has a number of dangers inherent in deactivating
unassociated applications, including the risk of permanently
damaging files required for the computer’s operating system.
Other anti-key logging approaches involve hardware devices
such as smart cards or identity confirmation devices. These
are expensive, difficult to deploy and are unfriendly to the
user.

[0011] It is possible to develop keystroke loggers that
monitor the event of a key press (a key-down event). It is also
possible for keystroke loggers to harvest keystroke entries
directly from the data-entry window of an application. It is
also possible to monitor the keyboard driver to solicit key
strokes.

SUMMARY OF THE INVENTION

[0012] Accordingly it is an object of the present invention
to provide a system for overcoming the above-mentioned
difficulties by interrupting the spread of viruses through the
use of messaging software such as e-mail, and/or to provide a
system for reducing the impact of keyloggers.

[0013] In one aspect the present invention may be said to
consist in a system for preventing keyboard sniffer programs
from intercepting input via a keyboard comprising: a key-
board driver for receiving an input keystroke from a key-
board, memory for storing the input keystroke, a filter driver
for generating a replacement keystroke upon receiving the
input keystroke to pass to an application, and a protection
library for receiving the input keystroke from the memory for
passing to the application.
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[0014] Inanother aspect the present invention may be said
to consist in a method of preventing keyboard sniffer pro-
grams from intercepting input via a keyboard including the
steps of: receiving an input keystroke from a keyboard, stor-
ing the input keystroke in memory, in a kernel, generating a
replacement keystroke for passing to an application, in an
application, receiving the replacement keystroke and also
receiving the input keystroke from the memory for use.
[0015] Inanother aspect the present invention may be said
to consist a system for preventing keyboard sniffer programs
from intercepting input via a keyboard comprising: a key-
board driver for receiving an input keystroke from a key-
board, memory for storing the input keystroke, a filter driver
for generating a replacement keystroke upon receiving the
input keystroke to pass to an application a protection library
for generating random keystroke(s) for combining with the
replacement keystroke, wherein the protection library
receives the input keystroke from the memory.

[0016] Inanother aspect the present invention may be said
to consist a method of preventing keyboard sniffer programs
from intercepting input via a keyboard including the steps of:
receiving an input keystroke from a keyboard, storing the
input keystroke in memory, in a kernel, generating a replace-
ment keystroke for passing to an application, in protection
library generating random keystroke(s) for combing with the
replacement keystroke, and retrieving the input keystroke
from the memory for use.

[0017] Inanother aspect the present invention may be said
to consist a system for preventing keyboard sniffer programs
from intercepting input via a keyboard comprising: a protec-
tion library for receiving an input keystroke from a keyboard,
the library not passing the input keystroke to an application
input and diverting the input keystroke to memory, memory
for storing the input keystroke, wherein the protection library
generates one or more random keystrokes for passing to the
application input, and the protection library utilises the input
keystroke from memory.

[0018] In another aspect the present invention may be said
to consist a method of preventing keyboard sniffer programs
from intercepting input via a keyboard including the steps of:
receiving an input keystroke from a keyboard and storing the
input keystroke to memory, the input keystroke not being
passed to an application input, in a protection library, gener-
ating a random keystroke for passing to the application input,
via the protection library, using the input keystroke from the
memory for use.

[0019] In another aspect the present invention may be said
to consist a system for preventing keyboard sniffer programs
from intercepting input via a keyboard comprising: a sub-
system hook coupled to receive an input keystroke from a
keyboard the subsystem hook adapted to generate a replace-
ment keystroke using a function for passing to an application,
a protection library for generating random keystroke(s) for
passing to the application in combination with the replace-
ment keystroke, wherein the protection library is adapted
with an inverse function to regenerate the key stroke from the
replacement keystroke and knowledge of the random key-
stroke(s).

[0020] Inanother aspect the present invention may be said
to consist a method of preventing keyboard sniffer programs
from intercepting input via a keyboard including the steps of:
receiving an input keystroke from a keyboard, in a subsystem
hook, generating a replacement keystroke for passing to an
application, the alternative character being generated periodi-
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cally and upon keyboard input using a function, regenerating
the input character from using an inverse function.

[0021] Also described herein is a computer program for
securing user entry data, said program executing the steps:
masking user input data, receiving a request for user input
data, identifying a valid requesting application in said
request, and returning unmasked user input data to an identi-
fied valid requesting application.

[0022] Also described herein is a computer program for
securing user entry data, wherein at the time of initialisation
the computer program executes the steps of: receiving a
request for a token from an application, and returning a
unique token to said application in response to said request;
and said program identifies a valid requesting application in a
said request for user input data on the basis of the request
exhibiting proof of possession of said unique token by said
application.

[0023] Also described herein is a computer program for
securing user entry data, wherein at said time of initialisation
said program includes the step of switching to a disabled
mode, wherein a warning is presented to the user and all
subsequent input to the field is ignored, if a second token is
requested.

[0024] Also described herein is a computer program for
securing user entry data, wherein masking user input data
includes: determining that a protected field has focus for user
data entry; and, while said field has focus, streaming ran-
domly generated pseudo-entry data to contaminate or replace
the user entry data.

[0025] Also described herein is a computer program for
securing user entry data, wherein said program extracts
unmasked data by comparing contaminated data with the
pseudo-entry data to extract the difference as said unmasked
user input.

[0026] Also described herein is a computer program for
securing user entry data, wherein masking user input data
includes: determining that a protected field has focus for user
data entry; and, while said field has focus, streaming ran-
domly generated pseudo-entry data to contaminate or replace
the user entry data.

[0027] Also described herein is a computer program for
securing user entry data, wherein said program extracts
unmasked data by comparing contaminated data with the
pseudo-entry data to extract the difference as said unmasked
user input.

[0028] Also described herein is a computer program for
securing user entry data, wherein said step of masking user
input data comprises the steps: determining that an entry field
subject to protection has focus for user data entry; while said
field has focus collecting said user entry data and storing the
user entry data without sending the user entry data to the
keyboard buffer.

[0029] Also described herein is a computer program for
securing user entry data, wherein said program encrypts said
stored user entry data.

[0030] Also described herein is a computer program for
securing user entry data, wherein said program sends said
keyboard buffer a string of randomly generated pseudo-entry
characters in place of said user input data.

[0031] Also described herein is a computer program for
securing user entry data, wherein said step of masking user
input data comprises the steps: determining that an entry field
subject to protection has focus for user data entry; while said
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field has focus collecting said user entry data and storing the
user entry data without sending the user entry data to the
keyboard buffer.

[0032] Also described herein is a computer program for
securing user entry data, wherein said program encrypts said
stored user entry data.

[0033] Also described herein is a computer program for
securing user entry data, wherein said program sends said
keyboard buffer a string of randomly generated pseudo-entry
characters in place of said user input data.

[0034] Also described herein is a computer program for
securing user entry data, said program executing the steps:
determining that an entry field subject to protection has focus
for user data entry; while said field has focus collecting said
user entry data and storing the user entry data without sending
the user entry data to the keyboard buffer.

[0035] Also described herein is a computer program for
securing user entry data, wherein said program encrypts said
stored user entry data.

[0036] Also described herein is a computer program for
securing user entry data, wherein said program sends said
keyboard buffer a string of randomly generated pseudo-entry
characters in place of said user input data.

[0037] Also described herein is a computer program for
securing user entry data, wherein said program operates
under the Microsoft WINDOWS operating system, or an
equivalent operating system, and said program inserts itself as
a keyboard driver having highest priority in said system, at
least for the duration that a protected entry field has focus.
[0038] Also described herein is a computer program for
securing user entry data, wherein said program periodically
checks that it still has the highest priority for the duration that
the protected entry field has focus.

[0039] Also described herein is a computer program for
securing user entry data, wherein said program, when initi-
ated, disables active window hooks.

[0040] Also described herein is a computer program for
securing user entry data, wherein said program modifies
WINDOWS functions for returning data from a window, to
return random fake data in relation to protected fields.
[0041] Also described herein is a computer program for
securing user entry data, said program executing the steps:
determining that an entry field subject to protection has focus
for user data entry; while said field has focus masking user
entry by streaming randomly generated pseudo-entry data to
contaminate the user entry data, and, as necessary, extracting
user entry data from said contaminated data by comparing the
contaminated data with said randomly generated pseudo-
entry data to extract the difference as said unmasked user
input.

[0042] Also described herein is a computer program for
securing user entry data, wherein said step of randomly gen-
erated pseudo-entry data comprises intermittently generating
random keystroke data.

[0043] Also described herein is a system for preventing
keyboard sniffer programs from intercepting input via a key-
board comprising: means for adding randomly generated
characters into the keyboard buffer between password key-
strokes; and means for reading said keyboard buffer; and
means for reading the stream of said randomly generated
characters and removing said randomly generated characters.
[0044] Also described herein is a method of preventing
keyboard sniffer programs from intercepting input via a key-
board including the steps of: adding randomly generated
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characters into the keyboard buffer between password key-
strokes; and reading said keyboard buffer; and reading the
stream of said randomly generated characters and removing
said randomly generated characters.

[0045] Also described herein is a system for preventing a
computer virus from accessing message addresses, said sys-
tem comprising an interception component adapted to com-
municate with a messaging client and a messaging server,
said interception component including: means for altering
messages from said server destined for said client including:
means for identifying message addresses in messages
received from said server; means for replacing an identified
message address in messages received from said server with
a corresponding unique identifier; and means for altering
messages from said client destined for said server including:
means for identifying unique identifiers in messages received
from said client; and means for replacing an identified unique
identifier with a corresponding message address before send-
ing the message received from said client to said server.
[0046] Also described herein is a system for preventing a
computer virus including: means for identifying message
addresses in stored mail of said messaging client and/or any
address books of said client or client system; and means for
replacing an identified message address with a unique iden-
tifier in said stored mail and/or said any address books.
[0047] Also described herein is a system for preventing a
computer virus including: means for identifying unique iden-
tifiers in stored mail of said messaging client and/or any
address books of said client or client system; and means for
replacing an identified unique identifier with a message
address in said stored mail and/or said any address books.
[0048] Also described herein is a system for preventing a
computer virus wherein: said means for replacing an identi-
fied message address in messages received from said server
with a corresponding unique identifier includes on encrypting
engine; and said means for replacing an identified unique
identifier with a corresponding message address before send-
ing the message received from said client to said server
includes a decrypting engine.

[0049] Also described herein is a system for preventing a
computer virus wherein said means for replacing an identified
message address with a unique identifier in said stored mail
and/or said any address books includes an encrypting engine.

[0050] Also described herein is a system for preventing a
computer virus wherein said means for replacing an identified
unique identifier with a message address in said stored mail
and/or said any address books includes a decrypting engine.

[0051] Also described herein is a system for preventing a
computer virus including: means for reconfiguring the mes-
sage server settings of said messaging client to point to said
interception component; and means for storing original mes-
sage server settings, wherein said original message server
setting are accessible by said interception component.
[0052] Also described herein is a system for preventing a
computer virus including means for monitoring one or more
address books, said means for monitoring including: means
for identifying message addresses added to an address book;
and means for replacing an identified message address with a
unique identifier in said address books.

[0053] Also described herein is a system for preventing a
computer virus wherein said means for replacing an identified
message address with a unique identifier in said address
books includes an encrypting engine.
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[0054] Also described herein is a system for preventing a
computer virus wherein: said encrypting engine; and said
decrypting engine, include means for receiving a unique user
identifier from a messaging client user.

[0055] Also described herein is a system for preventing a
computer virus wherein said means for receiving a unique
identifier from a messaging client user includes means for
preventing keyboard sniffer programs from intercepting input
comprising: means for adding randomly generated characters
into the keyboard buffer between password keystrokes; and
means for reading said keyboard buffer; and means for read-
ing the stream of said randomly generated characters and
removing said randomly generated characters.

[0056] Also described herein is a system for preventing a
computer virus including means for preventing keystrokes
activating a send confirmation of a messaging client wherein
said send confirmation can only be activated by other input
means.

[0057] Also described herein is a system for preventing a
computer virus wherein said send confirmation is a button and
including means for replacing said message send confirma-
tion button with a graphic.

[0058] Also described herein is a system for preventing a
computer virus including means for moving said graphical
randomly.

[0059] Also described herein is a system for preventing a
computer virus wherein said send confirmation is activated by
a mouse.

[0060] Also described herein is a system for preventing a
computer virus wherein said means for altering messages
from said server destined for said client comprises means for
receiving messages from said server and forwarding said
messages to said client; and said means for altering messages
from said client destined for said server comprises means for
receiving messages from said client and forwarding the mes-
sages to said server.

[0061] Also described herein is a system for preventing a
computer virus wherein said intervention component com-
prises a messaging client component for inclusion in a mes-
saging client, said means for altering messages from said
server destined for said client includes means for receiving
notification of receipt of new messages from a messaging
server by said messaging client, and said means for altering
messages from said client destined for said server includes
means for receiving notification that a message is to be sent to
a messaging server by said messaging client.

[0062] Also described herein is a system for preventing a
computer virus from activating a send confirmation of a mes-
saging client comprising means for preventing keystrokes
activating said send confirmation wherein said send confir-
mation can only be activated by other input means.

[0063] Also described herein is a system for preventing a
computer virus wherein said send confirmation is a button and
including means for replacing said message send confirma-
tion button with a graphic.

[0064] Also described herein is a system for preventing a
computer virus including means for moving said graphical
randomly.

[0065] Also described herein is a system for preventing a
computer virus said send confirmation is activated by a
mouse.

[0066] Also described herein is a system for preventing
keyboard sniffer programs from intercepting input via a key-
board comprising: means for adding randomly generated
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characters into the keyboard buffer between password key-
strokes; and means for reading said keyboard buffer; and
means for reading the stream of said randomly generated
characters and removing said randomly generated characters.
[0067] Also described herein is a method of preventing a
computer virus from accessing message addresses, including
the steps of: altering messages from a messaging server des-
tined for a messaging client including: identifying message
addresses in messages received from said server; replacing an
identified message address in messages received from said
server with a corresponding unique identifier; and altering
messages from said client destined for said server including:
identifying unique identifiers in messages received from said
message client; and replacing an identified unique identifier
with a corresponding message address before sending the
message received from said client to said server.

[0068] Also described herein is a method of preventing a
computer virus method of preventing a computer virus from
accessing message addresses as claimed in claim 23 includ-
ing the steps of: identifying message addresses in stored mail
of said messaging client and/or any address books of said
client or client system; and replacing an identified message
address with a unique identifier in said stored mail and/or said
any address books.

[0069] Also described herein is a method of preventing a
computer virus including the steps of: identifying unique
identifiers in stored mail of said messaging client and/or any
address books of said client or client system; and replacing an
identified unique identifier with a message address in said
stored mail and/or said any address books.

[0070] Also described herein is a method of preventing a
computer virus wherein: replacing an identified message
address in messages received from said server with a corre-
sponding unique identifier includes the step of encrypting
said message address; and replacing an identified unique
identifier with a corresponding message address before send-
ing the message received from said client to said server
includes the step of decrypting said unique identifier.

[0071] Also described herein is a method of preventing a
computer virus wherein said step of replacing an identified
message address with a unique identifier in said stored mail
and/or said any address books includes the step of encrypting
said message address.

[0072] Also described herein is a method of preventing a
computer virus wherein step of replacing an identified unique
identifier with a message address in said stored mail and/or
said any address books includes the step of decrypting said
unique identifier.

[0073] Also described herein is a method of preventing a
computer virus including the steps of: reconfiguring the mes-
sage server settings of said messaging client; and storing
original message server settings, wherein said original mes-
sage server setting are used when receiving messages from
said messaging server; and forwarding message to said
server.

[0074] Also described herein is a method of preventing a
computer virus including the step of monitoring one or more
address books, said step of monitoring including the steps of
identifying message addresses added to an address book; and
replacing an identified message address with a unique iden-
tifier in said address books.

[0075] Also described herein is a method of preventing a
computer virus wherein said step of replacing an identified
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message address with a unique identifier in said address
books includes the step of encrypting said message address.
[0076] Also described herein is a method of preventing a
computer virus wherein said steps of: encrypting said mes-
sage address; and decrypting said unique identifier include
the step of receiving a unique user identifier from a messaging
client user.

[0077] Also described herein is a method of preventing a
computer virus wherein said steps of receiving a unique iden-
tifier from a messaging client user includes the step of pre-
venting keyboard sniffer programs from intercepting input
including the steps of adding randomly generated characters
into the keyboard buffer between password keystrokes; and
reading said keyboard buffer; and reading the stream of said
randomly generated characters and removing said randomly
generated characters.

[0078] Also described herein is a method of preventing a
computer virus including the steps of preventing keystrokes
activating a send confirmation of a messaging client wherein
said send confirmation can only be activated by other input
means.

[0079] Also described herein is a method of preventing a
computer virus wherein said send confirmation is a button and
including the step of replacing said message send confirma-
tion button with a graphic.

[0080] Also described herein is a method of preventing a
computer virus including the steps of moving said graphical
randomly.

[0081] Also described herein is a method of preventing a
computer virus wherein said send confirmation is activated by
a mouse.

[0082] Also described herein is a method of preventing a
computer virus wherein said step of altering messages from a
messaging server destined for a messaging client includes
receiving messages from a messaging server and forwarding
said messages to a messaging client; and said step of altering
messages from said client destined for said server includes
receiving messages from said client and forwarding the mes-
sages to said server.

[0083] Also described herein is a method of preventing a
computer virus wherein said step of altering messages from a
messaging server destined for a messaging client includes
receiving notification of receipt of new messages from a
messaging server by said messaging client, and said step of
altering messages from said client destined for said server
includes receiving notification that a message is to be sent to
a messaging server by said messaging client.

[0084] Also described herein is a method of preventing a
computer virus wherein said send confirmation can only be
activated by other input means.

[0085] Also described herein is a method of preventing a
computer virus wherein said send confirmation is a button and
including the step of replacing said message send confirma-
tion button with a graphic.

[0086] Also described herein is a method of preventing a
computer virus including the step of moving said graphical
randomly.

[0087] Also described herein is a method of preventing a
computer virus wherein said send confirmation is activated by
a mouse.

[0088] Also described herein is a method of preventing
keyboard sniffer programs from intercepting input via a key-
board including the steps of: adding randomly generated
characters into the keyboard buffer between password key-
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strokes; and reading said keyboard buffer; and reading the
stream of said randomly generated characters and removing
said randomly generated characters.

[0089] Also described herein is a system comprising: an
email or messaging server which sends and receives mes-
sages including a message address; an email or messaging
interface which replaces said external address with a unique
identifier; and an email or messaging client which sends and
receives messages including a unique identifier.

[0090] Also described herein is a system for preventing a
computer virus from accessing message addresses, said sys-
tem comprising an interception component adapted to com-
municate with a messaging client and a messaging server,
said interception component including: means for receiving
messages from said server and forwarding said messages to
said client; means for identifying message addresses in mes-
sages received from said server; and means for replacing an
identified message address in messages received from said
server with a corresponding unique identifier.

[0091] Also described herein is a system for preventing a
computer virus from accessing message addresses, said sys-
tem comprising an interception component adapted to com-
municate with a messaging client and a messaging server,
said interception component including: means for receiving
messages from said client and forwarding the messages to
said server; means for identifying unique identifiers in mes-
sages received from said client; and means for replacing an
identified unique identifier with a corresponding message
address before sending the message received from said client
to said server.

[0092] Also described herein is a method of changing data
within a data object comprising the steps of receiving notifi-
cation that a user has selected said object; changing the con-
tents of the said object by decrypting all or part of the contents
of the object; and displaying at least part of said changed
object.

[0093] Also described herein is a method of changing data
within a data object comprising the steps of: receiving noti-
fication that said user has de-selected said object; and chang-
ing the contents of said object by encrypting all or part of the
contents of the object.

[0094] Also described herein is a method of changing data
within a data object wherein said method is used within an
email application and said email application provides the
notification of change.

[0095] Also described herein is a method of changing data
within a data object wherein said method is used within a file
system program and said file system display program pro-
vides said notification.

[0096] Also described herein is a method of changing data
within a data object wherein said part of the content encrypted
and decrypted is an email address.

[0097] Inthis specification where reference has been made
to patent specifications, other external documents, or other
sources of information, this is generally for the purpose of
providing a context for discussing the features of the inven-
tion. Unless specifically stated otherwise, reference to such
external documents is not to be construed as an admission that
such documents, or such sources of information, in any juris-
diction, are prior art, or form part of the common general
knowledge in the art.

[0098] The term “comprising” as used in this specification
means “consisting at least in part of””: Related terms such as
“comprise” and “comprised” are to be interpreted in the same
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manner. To those skilled in the art to which the invention
relates, many changes in construction and widely differing
embodiments and applications of the invention will suggest
themselves without departing from the scope of the invention
as defined in the appended claims. The disclosures and the
descriptions herein are purely illustrative and are not intended
to be in any sense limiting.

BRIEF DESCRIPTION OF THE DRAWINGS

[0099] FIG. 1 is a diagrammatic representation of a con-
ventional message client program including message folders
and message address book.

[0100] FIG. 2A is a diagrammatic representation of a sys-
tem for receiving incoming email according to one aspect of
present invention.

[0101] FIG. 2B is a diagrammatic representation a system
for sending outgoing email according to one aspect of present
invention.

[0102] FIG. 3 is a diagrammatic representation of the sys-
tem operating in an environment including a message address
server according to one aspect of the present invention.
[0103] FIG. 4A is a diagrammatic representation of the
operation of a conventional Keyboard Buffer.

[0104] FIG. 4B is a diagrammatic representation of the
operation of a Keyboard Buffer when awaiting password
input from the keyboard according to an aspect of the present
invention.

[0105] FIG. 5 is a block diagram of the messaging system
of a further embodiment of the present invention.

[0106] FIG. 6 is a screen shot showing Outlook™ with a
message with message addresses encrypted.

[0107] FIG. 7 is a screen shot showing Outlook™ with a
message with message addresses not encrypted.

[0108] FIG. 8 is a flow diagram of a method according to a
further invention herein.

[0109] FIG.9is a diagrammatic representation of a system
by which keystroke logging software harvests keystrokes by
monitoring the keyboard buffer.

[0110] FIG. 10 is a diagrammatic representation of one
aspect of the present invention which prevents keystroke log-
gers harvesting sensitive keystrokes by monitoring the key-
board buffer.

[0111] FIG. 11 is a diagrammatic representation of a sys-
tem by which keystroke logging software harvests keystrokes
by accessing the data entry window.

[0112] FIG.12isadiagrammatic representation ofa further
aspect of the present invention which prevents external soft-
ware from accessing sensitive data from the data entry win-
dow by altering the characters held by the data entry window
to randomly-generated characters.

[0113] FIG. 13 is a diagrammatic representation of both
aspects of the present invention working together to protect
sensitive keystroke data.

[0114] FIG. 14 is a diagrammatic representation of the dif-
ferent software levels at which keystroke loggers may oper-
ate.

[0115] FIG.151s a diagrammatic representation of the soft-
ware structure showing a further embodiment of the invention
for circumventing keylogger programs using kernel level
keystroke replacement and/or random keystroke replace-
ment.

[0116] FIG. 16 is a flow chart of a method for circumvent-
ing keylogger programs by kernel keystroke replacement.
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[0117] FIG. 17 is a flow chart of a method for circumvent-
ing keylogger programs by kernel level keystroke replace-
ment and random keystroke generation.

[0118] FIG. 18is adiagrammatic representation of the soft-
ware structure showing a further embodiment of the invention
for circumventing keylogger programs using non-kernel key-
stroke replacement and/or random keystroke replacement.
[0119] FIG. 19 is a flow chart of a method for circumvent-
ing keylogger programs by non-kernel keystroke replacement
and random keystroke generation.

[0120] FIG. 20is a diagrammatic representation of the soft-
ware structure showing an alternative embodiment of the
invention for circumventing keylogger programs using non-
kernel keystroke replacement and/or random keystroke
replacement.

[0121] FIG. 21 is a diagrammatic representation of the soft-
ware structure showing an alternative embodiment of the
invention for circumventing keylogger programs using non-
kernel keystroke replacement using a function and/or random
keystroke replacement.

[0122] FIG. 22 is a flow chart of a method for circumvent-
ing keylogger programs by non-kernel keystroke replacement
using a function and random keystroke generation.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

Virus Prevention

[0123] Conventional anti-virus software attempts to pre-
vent viruses from entering and leaving the system, by exam-
ining incoming and outgoing messages and attempting to
identify possible viruses. In contrast, an aspect of the present
invention stops viruses from replicating, by preventing
viruses from spreading to other systems through the use of
message addresses such as e-mail addresses.

[0124] Many viruses replicate by using message addresses
found on the infected system. Viruses source message
addresses in order to replicate. FIG. 1 shows a typical prior art
messaging system. A messaging client 101 connects to a
messaging server 110. The client may use an address book
103 for storing email addresses and store messages in mes-
sage folders 102. Viruses source message addresses by check-
ing folders 102 accessed from within messaging programs
such as client 101. Folders 102 such as Inbox, Sent box,
Outbox, Drafts, are used for storing messages. Message
addresses found in the headers of individual messages are
used to replicate the virus.

[0125] Another source of message addresses for replicating
is the address book 103 that stores details of contacts includ-
ing message addresses. The virus may then proceed to send
itself to the located addresses using its own embedded mail
daemon.

[0126] The software according to at least one aspect of the
present invention encrypts messaging addresses in order to
prevent viruses using the addresses. In order to encrypt email
addresses within a message, the software first identifies email
addresses and then reversibly encrypts the email address and
resaves the message. The software intercepts messages being
sent to the email client and encrypts addresses immediately.
The software intercepts emails being sent and replaces the
encrypted addresses with real addresses before the emails
reach the server.

[0127] In the preferred embodiment, the present invention
interacts with an email messaging program and in particular
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Microsoft Outlook. The present invention can be pro-
grammed as a Microsoft Outlook plug-in or as a plug-in for
any suitable email client. Alternatively the present invention
can be programmed as an executable or library for an suitable
messaging client.

[0128] Once installed on a computer system the software
requests the messaging client application for notification of
certain events. These events include when a new message has
been received, when a message is about to be sent, when a
user has highlighted a particular message or a group of mes-
sages, and when a user has added a new address to an address
book or modified an existing address in an address book.
[0129] Referringto FIG. 5 one preferred embodiment of the
messaging system of the present invention is represented. The
protection plug-in 105 is integrated with the messaging client
101. The protection plug-in 105 has a number of modules.
[0130] The protection system 105 has a find address mod-
ule to locate messaging addresses in messages and address
book entries. The find address module passes located
addresses to an encrypting module that has both encrypting
and decrypting functions. The encrypting module encrypts
message addresses and passes the encrypted address back to
the find address module as a unique identifier to replace the
message address.

[0131] The protection system 105 also has a find identifier
module that is used to locate the unique identifier that has
replaced the message address. The find identifier module
passes the located identifier to the encrypting module for
decrypting, receives a message address from the encrypting
module and replaces the unique identifier with the message
address.

[0132] The protection system 105 also has an address book
module to monitor the address book 103 of the messaging
client 101. When this module is notified of new address
entries, the module passes the message address to the encrypt-
ing module, receives the encrypted address from the encrypt-
ing module and replaces the address in the address book 103
with the encrypted address.

[0133] When protection system 105 is installed it requests
notification by the messaging client 101 when a new message
is received and when a message is about to be sent.

[0134] The protection system 105 also includes a scanning
module for scanning message folder 102 and message
address book 103. The scanning module uses the find address
module to locate message addresses and the encrypting mod-
ule to encrypt any message addresses found.

[0135] During installation the installation component of
protection system 105 uses the scanning modules and
encrypting modules to encrypt message addresses in message
folders 102 and message addresses in address books 103.
[0136] After a user composes a new outgoing message, and
causes the messaging client 101 to send the message, the
protection system 105 receives notification that a message is
about to be sent. Encrypted addresses within the message are
then decrypted before the message is sent to the server 110.
[0137] On receipt of a new message, the protection system
105 is notified and any addresses in the message are encrypted
by the encryption module. All message addresses entering the
messaging client are thus encrypted.

[0138] As all new message addresses are encrypted, when
messages are subsequently saved in the various folders 102
within the messaging client 101, such as the Inbox, they are
stored with encrypted message addresses. Message addresses
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stored in the address book 103 are also stored in an encrypted
form as the addresses have been encrypted when messages
enter the system.

[0139] The address book 103 is where details of contacts
are stored, including message addresses. In the case of
Microsoft Outlook Express, this is the Windows Address
Book (WAB). The interception component monitors all
changes to the address book. Whenever a new contact is
added, the address book monitoring module of protection
system 105 encrypts the message address.

[0140] The software uses an encryption key, unique to each
user, to prevent viruses from decrypting message addresses.
This technique makes it difficult for a virus to duplicate
entries from a user.

[0141] Further the software can be used with message
address servers 111 such as Microsoft Exchange or an LDAP
Server. Address servers 111 store public addresses such as
those addresses required to locate local users of the system
and message addresses located outside the system. When
composing a new message, the messaging client 101 may
request addresses from a message address server 111. The
protection system 105 receives notification of the reply and
encrypts the addresses. The outgoing message is then sent in
the normal way.

[0142] The protection system 105 of the present invention
also provides the ability to decrypt and encrypt multiple mes-
sage, folders or address books at once.

[0143] Referring to FIGS. 2A and 2B, the software imple-
menting a further embodiment of the present invention
includes an interception component 205 as part of an appli-
cation program that operates on the same environment as the
client messaging program 201 independently of the email
client. The interception component 205 acts as an intermedi-
ary between the messaging client 201 and the messaging
server 204, encrypting and decrypting message addresses. In
the embodiment previously described the interception com-
ponent was implemented as a plug-in.

[0144] During installation, according to an aspect of the
invention, an installation component of the application pro-
gram changes the messaging server settings of the messaging
client 201 to refer to the interception component 205 instead
of the messaging server 204. With respect to the messaging
client 201, the interception component 205 acts as a messag-
ing server. With respect to the messaging server 204, the
interception component acts a client messaging program.

[0145] The interception component 205 of the present
invention comprises an application program running on a
computer. The application program has a module to receive
messages from a messaging client 201 and a module to send
messages to a messaging client 201. To communicate with a
messaging server 204 the application program of interception
component 205 has modules to send messages to the messag-
ing server 204 and receive messages from the messaging
server 204. The messaging client 201 receiving and sending
modules and the server 204 receiving and sending modules
implement the functionality of standard client and server
messaging protocols.

[0146] The application program of interception component
205 has a find address module to locate messaging addresses
in messages received from the messaging server 204. The find
address module passes located addresses to an encrypting
module that has both encrypting and decrypting functions.
The encrypting module encrypts message addresses and
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passes the encrypted address back to the find address module
as a unique identifier to replace the message address.

[0147] A find identifier module is used to locate the unique
identifier that has replaced the message address. The find
identifier module passes the located identifier to the encrypt-
ing module for decrypting, receives a message address from
the encrypting module and replaces the unique identifier with
the message address. The interception component 205 also
has an address book module to monitor the address book 203
of the messaging client 201. This module detects new
addresses added to the address book, passes the message
address to the encrypting module, receives the encrypted
address from the encrypting module and replaces the address
in the address book 203 with the encrypted address.

[0148] The application program of interception component
205 includes an installation component which uses the scan-
ning modules and encrypting modules to encrypt message
addresses in message folders 202 and message addresses in
address books 203. The installation component has functions
to replace the messaging server settings of the messaging
client 201 and store the existing messaging server settings of
the client 201 in the application program of interception com-
ponent 205 for use by the modules that send and receive
messages for the messaging server 204.

[0149] The application program also includes a scanning
module message folder and a message address book scanning
module. Each scanning module uses the find address module
to locate message addresses and the encrypting module to
encrypt any message addresses found.

[0150] Referring to FIG. 3 a module of the interception
component 305 to interface with a messaging address server
306 has functions to interact with both messaging clients 301
and messaging address server 306. The module receives
requests for an address from the client 301 and forwards the
requests to the server 306. After receiving the message
address from server 306 the module passes the address to the
encrypting module, receives the encrypted address and for-
wards the encrypted address to the messaging client 301.

[0151] The operation of the system of this embodiment of
the address encryption aspect of the present invention in use
is described with reference to FI1G. 3 as follows. After a user
composes a hew outgoing message, and sends a message, the
messaging client 301 forwards the message to the intercep-
tion component 305. The interception component 305
decrypts the message address data and sends the message
onto the messaging server 304.

[0152] To receive a new message, a user requests that the
messaging client 301 check for new messages, the messaging
client 301 requests that the interception component 305
checks with the messaging server 304 if there are new mes-
sages. [fthere are, the interception component 305 downloads
the messages, identifies and encrypts the message addresses,
and then passes the messages onto the messaging client 301.
All message addresses entering the messaging client are thus
encrypted. Messaging clients may be set up to automatically
check to see if there are new messages. In this case the
messaging client 301 checks for new messages by checking
with the interception component 305. The interception com-
ponent 305 in turn checks with the messaging server 304. If
there are new messages the interception component encrypts
the addresses and forwards the messages to the client 301 in
the same way as if the user had made the request to check for
new mail.
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[0153] As all message addresses entering the messaging
client 301 are encrypted, when messages are subsequently
saved in the various folders 302 within the messaging client
301, such as the Inbox, they are stored with encrypted mes-
sage addresses. Message addresses stored in the address book
303 are also stored in an encrypted form as the addresses have
been encrypted when messages enter the system.

[0154] The address book 303 is where details of contacts
are stored, including message addresses. In the case of
Microsoft Outlook Express, this is the Windows Address
Book (WAB). The interception component monitors all
changes to the address book. Whenever a new contact is
added, the address book monitoring module of interception
component 305 will encrypt the message address.

[0155] When the system component is installed for the first
time, the installation component encrypts all existing mes-
sage addresses found in the various folders 303 of the client
message program 301, as well as all message addresses found
in the address book 303.

[0156] The interception component uses an encryption key,
unique to each user to prevent viruses from activating the
interception component 304 in order to use it to decrypt
message addresses. This technique makes it difficult for a
virus to duplicate entries from a user.

[0157] The interception component can be used with mes-
sage address servers 306 such as Microsoft Exchange or an
LDAP Server. Address servers 306 store public addresses
such as those addresses required to locate local users of the
system and message addresses located outside the system.
When composing a new message, the messaging client 301
may request addresses from a message address server 306, the
interception component 305 intercepts the request, makes the
request of the message address server 306, receives the
address and encrypts the addresses before forwarding onto
the messaging client 301. The message is then sent in the
normal way with the interception component 305 decrypting
the message address before forwarding the message onto the
messaging server 304.

[0158] An additional safeguard provided by a further
aspect of the present invention against keystroke loggers and
sniffer programs is described with reference to FIGS. 4A and
4B. Referring to FIG. 4A, a conventional keyboard buffer 402
receives input data from a keyboard (not shown) over an input
line 401. The contents of the buffer are read by a relevant
software program over a suitable connection at 403.

[0159] Referring to FIG. 4B, an aspect of the present inven-
tion provides a keyboard buffer scrambling feature that adds
randomly-generated characters into the keyboard buffer 402
between the password keystrokes which are input at 401 into
keyboard buffer 402 from a keyboard or other or other data
entry device. It will be appreciated that this aspect totally
defeats keyboard sniffer programs. A Trojan horse program
attempting to intercept a user’s password only would receive
a lot of meaningless characters.

[0160] As shown in FIG. 4B, a continuous stream of ran-
dom characters are generated from a buffer scrambler 405
that randomly streams data in while someone enters a pass-
word to help prevent the password being picked up by a
keyboard sniffer program. The buffer scrambler 405 com-
prises a random number generator, which also can be a cryp-
tographic accelerator or other means for providing a variable
and unpredictable stream of random characters that are sent
as a datainput 401 to the keyboard buffer 402. The contents of
the keyboard buffer 402 are then read at 403 by areader which
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is coupled with or otherwise has access shown at 407 to the
random character stream provided by buffer scrambler 405.
The reader 403 deletes the random characters inserted in the
input data 401 from the contents of keyboard buffer 402.
[0161] By comparing the random characters with the con-
tents of keyboard buffer 402, the reader 403 is able to recon-
struct original (correct) input data 401 from the keyboard.
Unauthorized software (such as keyboard buffer sniffer soft-
ware) is able to access reader 403, but cannot determine the
random character stream at 405 and is therefore unable to
determine the input data 401.

[0162] A further aspect of the invention will be described
with reference to FIGS. 6 to 8. In FIG. 6 A 801 operating with
address encryption as set forth above is shown. When a mes-
sage, file, object or link to a message, file or object is selected
any address content of that message appears in encrypted
form. In FIG. 6 at 802 the contents of a message folder are
shown. The addresses 803 in the messages contained in the
folder are encrypted or otherwise changed so they are not
readable.

[0163] When a user using a mouse or other means selects
the link 809 to a message, the message 802 is displayed with
encrypted addresses. However according to this further
aspect of the invention the software proceeds to alter the
message to remove encryption and make all email addresses
in that message readable.

[0164] The protection system 105 upon receipt of the noti-
fication that the link is selected alters and in the preferred
embodiment decrypts part of or all of the content of the
message including the header information and makes it avail-
able to the user. Referring to FIG. 7 the message 482 dis-
played in the messaging client 481 is now displayed with the
decrypted email address 483.

[0165] Upon notification that the link 489 has been de-
selected the protection system 105 re-alters the data so that it
includes the encrypted address. In the preferred embodiment
the invention encrypts email address within the data so that
the email addresses cannot be used to send messages.
[0166] This process is illustrated in FIG. 8. When a user
selects an object the protection system 105 is notified at step
501 and proceeds to step 502. At step 502 the system 105
checks to see if the object is encrypted. If the object is
encrypted the protection system 105 proceeds to step 503 and
the system then proceeds to step 504 and displays the
decrypted object. If the object was not encrypted the protec-
tion system proceeds directly from step 502 to step 504 then
it is just displayed.

[0167] The protection system 105 then waits at step 505 for
notification that the object has been deselected. When the
system 105 receives the notification it checks at step 506
whether the data is encrypted. If the data is not encrypted the
protection system 105 proceeds to step 507 and encrypts the
object.

[0168] In addition to replacing email addresses with iden-
tifiers the system on startup checks that files that could alter a
message just before a message leaves the system are
unchanged. The system does this by comparing the checksum
of critical files with a stored checksum of those files.

[0169] As a further means to prevent viruses utilizing a
messaging client to send out email the present invention
modifies the messaging client to prevent the message send
confirmation being activated by keystrokes. In addition the
present invention replaces any button confirmation with a
graphic confirmation. As a further protection the graphic con-
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firmation is moved to a different location either at each login
or each time a user prepares an email to send. This prevents a
virus writer from establishing the coordinates of the graphic
and programming the mouse to go to that position. The email
client is modified by the installation component of the present
system.

[0170] While the invention has been described in connec-
tion with what are presently considered to be the most prac-
tical and preferred embodiments, it is to be understood that
the invention is not limited to the disclosed embodiments, but
rather is intended to cover various modifications and equiva-
lent arrangements which are included with the scope of the
claims.

[0171] For example, the features of the invention are com-
patible with WAP or any mobile device enabling standard.
Thus, an equivalent arrangement can be accomplished by
implementing the keyboard buffer scrambling feature as well
as other features described above in a PDA, cell phone or
other computing device. Accordingly, persons of ordinary
skill in this field are to understand that all such equivalent
arrangements are to be included within the scope of the
claims.

Anti-Keylogging

[0172] Conventional spyware attempts to prevent key-
stroke logging software from harvesting keystrokes entered
by the user by searching for the existence of known keylog-
gers on the user’s system.

[0173] In contrast, one improvement offered by the present
invention prevents key stroke loggers from logging sensitive
information from the keyboard bufter by obscuring the sen-
sitive data with random data for direct access by the underly-
ing application in secure memory and supplies random
replacement data to password fields in the data entry window.
[0174] Another improvement offered by the present inven-
tion prevents, key stroke loggers from harvesting keystrokes
from the keyboard driver by placing a filter on the output of
the keyboard driver that replaces actual keystrokes with fake,
randomly-generated characters.

[0175] Another improvement offered by the present inven-
tion prevents key stroke loggers from harvesting keystrokes
from the data entry window by replacing actual keystrokes
with fake, randomly-generated characters.

[0176] Generally each data entry field of a data entry win-
dow is a program performing certain standard functions while
the entry field has focus. For example the data entry field may
display the characters entered in the entry field or may display
an indication that characters have been entered without dis-
playing the characters themselves, for example by displaying
a series of asterisks. The data entry field computer code also
controls the behaviour of the data entry field. For example the
data entry field may include pull down lists or election lists or
similar. Once it no longer has focus the data entry field will
eventually return entered data to the data entry window pro-
gram that it is associated with. The data entry window pro-
gram that then passes the information to the underlying appli-
cation which requires the information and which initialised
the data entry window.

[0177] One preferred form of the present invention is a
modified data entry field exhibiting some altered behaviours
that resist keystroke logging attempts that can occur within
the various implementation levels of a computer based sys-
tem. The various implementation levels are typically known
as the kernel, shell and application levels.
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[0178] Another form of the invention does not require a
modified data entry field. Instead the program detects and
then protects passwords on password-fields, and other data on
all other entry fields.

[0179] FIG. 14 illustrates the various operating system lev-
els where keystroke logging software is known to attack in a
typical present day personal computer system. The user will
enter sensitive information on a keyboard (or key-entry
device) 1401 which is connected to a computer (or other
hardware) 1408. The operating system of the computer will
have a keyboard driver and buffer 1402 that interfaces
between the hardware computer keyboard and any software.
A kernel level keystroke logging program 1403 will harvest
keystroke information directly from the keyboard driver.
[0180] Shell level software 1404 typically interfaces
between the keyboard driver of the operating system and
other higher level software applications. Shell level software
typically accesses the operating system keyboard buffer to
acquire keystroke information. Shell level keystroke logging
software 605 may harvest information straight from the oper-
ating system keyboard buffer.

[0181] Application level keystroke logging software 1407
may further harvest keystroke information directly from an
application 1406. Applications are typically used to display
the information to the user via a graphical user interface.
[0182] The program according to a first aspect of the
present invention is intended to defeat keystroke loggers that
attempt to harvest keystroke information at a kernel level.

[0183] The program according to a second aspect of the
present invention is intended to defeat keystroke loggers that
attempt to harvest keystroke information at a shell level.

[0184] The program according to a third aspect of the
present invention is intended to defeat keystroke loggers that
attempt to harvest keystroke information through text grab-
bing at an application level.

[0185] The purpose of the present invention is to prevent or
minimise keystroke logging by overcoming the various meth-
ods used to obtain the keystroke information, or as many of
these methods as possible.

[0186] Some keystroke loggers attempt to harvest key-
strokes through modification or replacement of the operating
system keyboard driver. The keyboard driver is a kernel level
computer program designed to interface between the com-
puter keyboard and operating system keyboard buffer. The
operating system keyboard buffer acts as temporary storage
for the keystroke information before passing it on to applica-
tions that require the keystroke information as directed by the
operating system. When a user enters characters from the
keyboard the keyboard driver ensures that data representing
these keystrokes enter the keyboard buffer.

[0187] A keystroke logger may overwrite the standard key-
board driver with a malicious version. The new version gives
the keystroke logger the capability of directly harvesting key-
stroke information before that data reaches the keyboard
buffer. An existing keyboard driver could also be modified to
copy keystroke information to keystroke logging software. A
keystroke logger may alternatively insert a filter on the output
of the keyboard driver to harvest keystrokes. The filter for-
wards information from the keyboard driver to the keystroke
logger. A keystroke logger either stores the keystrokes for
later retrieval, in a file on the system, or is configured to send
the file over a communications network to a location outside
the system.
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[0188] The software according to one aspect of the present
invention acts as a driver filter to the keyboard driver. The
software interfaces directly with operating system keyboard
driver to protect all incoming keystroke information. The
protection is formed by filtering out the real keystrokes and
replacing them with fake, randomly-generated keystrokes.
The software then interacts directly between the keyboard
driver and any other software. In this way, the software has the
ability to control the release of keystroke information.

[0189] Upon activation the software performs two operat-
ing system keyboard driver integrity checks. The first check
confirms that the existing keyboard driver is of legitimate and
original form. The software preferably verifies the digital
signature of the keyboard driver. The digital signature asso-
ciates the keyboard driver with its original entity. The oper-
ating system may provide functionality for verifying that a
system driver matches it’s digital signature (for example,
under Microsoft WINDOWS, the API: WinVerifyTrust). If
the digital signature of the keyboard driver is successfully
verified the program moves on. If the digital signature check
fails, the software prompts the user to reinstall the keyboard
driver and reboot the system.

[0190] The second checkto verify keyboard driver integrity
is a checksum or hash operation. A checksum operation cal-
culates a digit that represents the legitimate keyboard driver.
The digit is calculated by adding up the total amount of bytes
that comprise the driver software. If this digit changes, or if
the hash changes then the keyboard driver has been changed
or modified. While the software is activated it periodically
performs a checksum or hash operation on the keyboard
driver. The value of the very first checksum or hash operation
output is stored in the operating system registry. If the output
of any subsequent checksum or hash operation does not
match the stored value then the keyboard driver has been
modified or replaced. The software subsequently alerts the
user via a pop-up window and prompts them to reboot the
system.

[0191] The preferred software attempts to have exclusive
control of the keyboard driver to prevent keystroke loggers
from directly harvesting information. Exclusive control is
ensured by being the first program that interfaces with the
keyboard driver. The operating system may have a list of
keyboard filter drivers stored in the system registry. The order
of'this list determines the loading priority of each listed driver.
The preferred software checks this list upon activation. If the
software filter driver according to the present invention is not
at the top of the list, the order of the list is changed by the
software to ensure that the software filter driver is loaded
before other filter drivers. If a keystroke logging program was
earlier in the driver priority list it may harvest keystrokes and
mask itself from detection.

[0192] The software of the present invention is preferably
designed to remain at the top of the driver priority list while it
is activated and periodically verifies this is the case. If at any
time another program gains priority over the keyboard driver
filter the software alerts the user via a pop-up window and
prompts them to reboot the system. Upon reboot the software
replaces itself at the top of the driver priority list.

[0193] The software program reads the keystrokes from the
keyboard driver and encrypts each character. The program
stores the encrypted characters at a chosen unprotected RAM
address. The preferred method of encryption uses the one-
time pad technique. The encryption is performed so other
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programs that may read from the particular RAM address are
subsequently unable to decipher the real data.

[0194] The software preferably also provides fake data to
the keyboard buffer. The program generates a random char-
acter by generating a random number within a predetermined
range and translating the random number to a character code.
The software sends this random character to the operating
system keyboard buffer in place of the real character.

[0195] The software according to the first aspect of this
invention is dependant on the user having administrative
rights to the operating system. Administrative rights give
permission for software to be installed, and changes to be
made to the system parameters of the operating system with-
out administrative rights. Digital signature, checksum and
hash checks are still able to be performed by any program.
The software is therefore capable of alerting them to any
keyboard driver related changes that have occurred.

[0196] Some keystroke loggers attempt to harvest key-
strokes by monitoring the keyboard buffer. These Keystroke
loggers operate at an operating system shell implementation
level. FIG. 9 shows a typical prior art keystroke logger of this
type. The user enters characters from the keyboard 901. The
keyboard driver ensures that data representing these key-
strokes enter the keyboard buffer 902. The keyboard buffer
acts as temporary storage for the keystrokes. Keystroke log-
ging software 903 monitors the keyboard buffer, picking up
the keystrokes entered by the user, storing this data either in
memory or in a file. The keystroke logger either stores the
keystrokes for later retrieval in a file on the system, or is
configured to send the file via email to a pre-configured
address outside the system 904.

[0197] The software according to a second aspect of the
present invention works by sending fake randomly-generated
characters to the keyboard buffer.

[0198] The keystroke logger reads all the characters from
the keyboard buffer and cannot distinguish between the ran-
domly-generated characters and those actually entered by the
user. FIG. 10 illustrates this aspect of the present invention.
When the field protected by the present invention has focus,
the software at 1003 generates a stream of random characters
and sends these characters to the keyboard buffer at 1004. For
example with the Microsoft Windows operating system the
“keybd_event” command can be used to send a character code
to the keyboard buffer.

[0199] The software generates a random character by gen-
erating a random number within a predetermined range and
translating the random number to a character code. The char-
acter code is of a type that is a parameter for example for the
keybd_event API. For example the character code “VK_A”
represents an event associated with the “a” key. The keybd_
event API selectively generates either a key-down event or a
key-up event. Accordingly to represent a single key press the
keybd_event command is executed once using the parameters
for the particular key and indicating a key-down event and a
further time with the parameter indicating the key and the
parameter indicating a key-up event. To ensure a full mix of
obscuring characters the software may generate simulated
key presses of characters and numerals each character or
numeral key press may be bracketed by a simulated press of
the “shift” key to simulate an upper case character for non-
excluded symbol. The random number may be generated
using, for example, the Microsoft WINDOWS Crypto APL
[0200] As the user enters characters from the keyboard
1001, these also enter the keyboard buffer. If a keystroke
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logger 1006 is present it harvests all of the characters from the
keystroke buffer. The keystroke logger cannot distinguish
between characters sent to the keyboard buffer 1002 from the
keyboard 1001, and those sent from the software 1003 imple-
menting the present invention.

[0201] In the preferred system, the characters sent by soft-
ware 1003 are streamed at random intervals. The software
secures second string of random numbers in order to deter-
mine the interval. Each time interval may be for example
randomly selected between 0.05 seconds and 0.5 seconds.
The time interval indicates a delay between executing the
relevant “keybd_event” commands. Preferably, the software
executes the commands in pairs initiating the respective key-
down and key-up events and includes a very short random
interval between these events. This prevents a keystroke log-
ger identifying characters originating from the keyboard by
analysing the time intervals between keystrokes.

[0202] The stream of random characters generated by soft-
ware 1003 is generated and stored securely by the software to
prevent a keystroke logger identifying the fake characters by
analysing the stored memory of software 1003.

[0203] After the software randomly executes a generated
key-down event, the software waits until an acknowledge-
ment from the keyboard buffer is received before sending the
succeeding key-up event. This prevents losing keystroke
information in the event of an overloaded keyboard buffer.
[0204] In order for the software 1003 to determine the
characters originating from the keyboard 1001, it reads all the
characters on the keyboard buffer as indicated by arrow 1005,
and then removes the characters sent by the software 1004.
Those characters remaining have originated from the key-
board 1001. The software 1003 may perform this analysis, for
example, once focus passes from the protected entry field or
on an ongoing basis. Preferably the software receives a con-
tinuous flow of data from the keyboard buffer and the flow of
data is processed as it is received. As soon as either the user
enters a keystroke or the software generates a false keystroke
the new data in the buffer is read by the software. The software
processes the new data to determine if it corresponds with the
next unmatched character in the false data sequence. If the
software determines that the data is not false data then it is
recorded as a user entry. The protected entry field preferably
displays a series of asterisks or other non-descript characters
s0 as not to confuse the computer user.

[0205] Inaccordance with a further aspect of the invention
this extracted data is supplied directly to the underlying appli-
cation, not to the data entry window program.

[0206] FIG. 11 illustrates a keystroke logger that harvests
keystrokes from the data-entry window. The user enters data
at the keyboard 101. This data enters the keyboard buffer
1102. The entry field 1103 reads data from the buffer 1102
and sends the data to the window 1104. The keystroke logger
1105 monitors the data in memory associated with the data-
entry window.

[0207] The protection software according to this aspect of
the invention prevents keystroke loggers harvesting keyboard
entry data from the data entry window memory by sending the
data entry window false data, while providing the true entered
data directly to the underlying application.

[0208] FIG. 12 illustrates this aspect of the invention. The
user enters characters at the keyboard 1201. These characters
enter the keyboard buffer 1202. Once these characters are
extracted by the modified entry field comprising the present
invention 1203, the entry field generates random characters
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and sends these random characters to the data-entry window
1204. The present invention stores the actual characters
entered by the user in secure memory in order that they can be
processed by the underlying application software. When the
application processes the data, it accesses the data securely
stored by the modified entry field, not the data from the
data-entry window. A keystroke logger 1205 harvesting char-
acters from the data-entry window receives the randomly
generated characters and not the actual characters entered at
the keyboard.

[0209] For this aspect of the present invention it is impor-
tant that the protected entry field supplies the unmasked user
input data to the underlying application that is authorised to
receive it and not to any other application which might for
example be a keyboard logger. Preferably the protected entry
field software element supplies the collected user input data
on request from the underlying application, and the request
from the underlying application is uniquely identifiable as an
authorised request. In the preferred embodiment of the
present invention the protected entry field supplies a ran-
domly generated token to the underlying application that has
initialised the entry field. The entry field software element
reviews any request for user input data for the presence of this
token, or for proofthat the application making the request was
the receiver of this token. The request may include the token
or a derivation of the token. The protected entry field only
supplies the user input data in reply to the request if the
request includes the proof that the requesting application
holds the token. Otherwise the preferred protected field shuts
down and alerts the user to the possibility of infiltration of
their system, for example by displaying a suitable message.
By shutting down we mean the entry field subsequently
refuses to supply user entry data, and in particular does not
proceed to extract user entry data from contaminated user
entry data in the case that the software includes both aspects
of the present invention, such as illustrated in FIG. 5.

[0210] Preferably the protected entry field supplies the
identifying token to the underlying application at the time of
its initialisation. In particular preferably the initialising appli-
cation requests a token from the entry field at the time of
initialisation and the entry field generates a random token and
supplies it in response to this request. If the entry field sub-
sequently receives a further request for an identifying token
the entry field preferably responds to this further request by
shutting down and providing an alert to a user of the computer
of the possible presence of an infiltrating program on their
system.

[0211] Randomly generating a token may for example
comprise generating a random number using the Microsoft
WINDOWS Crypto API. Essentially the token is a data string
of a length selected to afford suitable security.

[0212] The software according to this aspect of the inven-
tion prevents any application other than the authorised host
application from accessing data entered into the modified
entry field.

[0213] For non-password fields it is necessary for the user
to be able to see the information they have entered into the
system. For example, such fields may be credit card number
or bank account fields. It is therefore not feasible to obscure
the keystroke information from the window in the aforemen-
tioned manner.

[0214] In the Microsoft WINDOWS operating system a
window “hook” is provided by which a function can intercept
events before they reach their intended application. These
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events can be keystrokes, mouse movements or messages.
The function is subsequently capable of modifying or delet-
ing any of these events. For example, using hooks a program
can listen to all keystroke information. This is a technique
commonly available to keystroke logging software.

[0215] To prevent keystroke loggers from being notified of,
or being privy to keystroke information, the preferred protec-
tion software first disables all hooks in the operating system.
The software then proceeds to install a master hook that
monitors and filters all windows messages. The master win-
dow hook is a ‘debug’hook. The debug hook is installed using
the operating system API: SetWindowsHookEx. A debug
hook is able to block information sent to other window hooks.
Every window hook has identification pertaining to what kind
of message it contains. The software of the invention uses the
debug window hook to block all hooks with messages that
would be of use to a keystroke logger. This prevents any other
program from interfering with the information that is sent to
or from a protected entry field.

[0216] The debug window hook is enabled whenever a
protected input field has focus. The debug window hook is
removed when the protected field loses focus again. Creating
the debug window hook each time a protected input field has
focus enables it to remain the master hook in the operating
system.

[0217] When an application window such as a credit card
field calls for keystroke information from the keyboard
buffer, the master window hook installed by the software will
then receive the request and allow the application window to
gather the information.

[0218] When a protected field has focus and the user enters
keystroke information the keyboard buffer will then request
that that keystroke information be sent to the application
window. The master debug window hook will receive this
request and verifies the message has been sent from ;he under-
lying application. The message will then be permitted to pass
to the application window. This allows the keystroke infor-
mation to be visible to the user. At the same time the master
window hook blocks any other requests that may interfere or
log the information communicated between the keyboard
buffer and application field.

[0219] The preferred software for the Microsoft WIN-
DOWS operating system also implements some API dis-
abling to specifically prevent keystroke loggers from using
them to obtain field information. The GetWindowText and
GetWindow TextEx APIs are changed from default behaviour.
When these APIs are modified by the software the APIs return
randomly generated fake characters in place of the real char-
acters from the protected fields. Therefore a keystroke logger
would log incorrect information if' it uses either of these APIs.
Other API’s and events that are disabled include commands
that allow keystroke loggers to capture screens.

[0220] The software also preferably goes some way toward
detecting hardware keystroke loggers. Hardware keystroke
loggers physically connect between the keyboard output and
the socket on the computer. The USB controller of a computer
knows of all the devices that are connected to the USB bus. If
the computer keyboard interfaces using the USB protocol
then the USB bus will include this in a list of devices. If a
hardware keystroke logger is present on the physical output of
a USB keyboard, the USB controller may recognise this
device as separate from the keyboard. The keystroke logger
should then appear in the list of devices connected to the USB
bus. The preferred software upon activation scans this list for
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foreign devices that are possibly keystroke loggers. If the
software detects a foreign device it will alert the user. The user
is then able to physically investigate the existence of any
unwanted devices connected to their computer keyboard.
[0221] The software preferably implements several aspects
of the invention at once. An example is illustrated in the
diagram of FIG. 13.

[0222] The underlying application 1303 requires data from
a user. The user will enter the data via keyboard 1301. The
data from keyboard 1301 enters keyboard buffer 1302.
Unknown to the user of keyboard 1301 a keyboard logger
1305 is present in the system. The application 1303 launches
a data entry window 1304 to gather data from the user. The
data entry window 1304 includes a protected entry field 1307
operating in accordance with both aspects of the present
invention. When the entry field 1307 is initialised, application
1303 requests a token. The entry field 1307 generates a token
and returns it to application 1303.

[0223] When the entry field 1307 gains focus, indicating
that the user of keyboard 1301 intends to enter data into the
entry field 1307, the entry field begins to stream random data
1311 to the keyboard buffer 1302. The user of keyboard 1301
enters data at keyboard 1301 and this clean data 1309 enters
keyboard buffer 1302. The content of the keyboard buffer
1302 is read by entry field 1307 and may also be being read by
a keystroke logger 1305. The entry field 1307 receives con-
taminated data 1313. The keystroke logger 1305 also receives
contaminated data 1312.

[0224] The entry field 1307 generated and stored the ran-
dom data stream 1311 which has contaminated the clean data
1309. The entry field 1307 removes the random data from the
contaminated data 1313 that it receives from the buffer to
leave clean data. Once the focus leaves the secured entry field
the entry field stops streaming data to the keyboard buffer.
The application 1303 may request the entered data by sending
a request accompanied by the token to the entry field. Clean
data 1314 is supplied direct to the application 1303 in
response to the authenticated request. False data 1315 is sup-
plied to the data entry window 1304. The keystroke logger
1305 may extract the false data from the data entry window as
indicated by arrow 1310.

[0225] Accordingly the secured entry field 1307 of the
present invention defeats two of the methods by which a
keystroke logger 1305 may attempt to extract sensitive infor-
mation entered by the user ofkeyboard 1301 while still allow-
ing a user to supply the sensitive information to the applica-
tion 503 in the usual manner. The system is essentially
transparent to the user.

[0226] Further embodiments allow the software to imple-
ment the additional aspects of this invention simultaneously
for both password and non-password fields.

[0227] There are various ways the software can execute on
a computer system, for example, as a stand-alone software
application, as part of the web browser process (such as a
plug-in, extension, help object, or control of the browser),
embedded within an application or as part of the computer
operating system.

[0228] There are also various ways in which the software
can be placed in the computer system environment, for
example, downloaded from a web site, installed on the com-
puter system or executed from an external device such as a
CD-ROM or flash disk.

[0229] There are four preferred options for loading the
software of the present onto a user’s local computer.
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[0230] The first preferred option may be used when a user
loads a webpage where the entry of sensitive information is
required. The webpage checks to see if the software has been
preinstalled. The webpage for example may be part of an
internet banking website. If the software is not already
installed on the local computer the user is prompted to down-
load and install the software. The software is not required to
be downloaded again once installation has occurred. The
source code defining the webpage where sensitive informa-
tion is required can also contain an activation code, or the
software will detect a password field. The installed software is
activated when it detects an activation code contained source
code of a webpage. The installed software is also activated
when a password field is detected. The software is also acti-
vated by a non-password field that requires protection. The
software activates the anti keystroke logging techniques when
a protected field on the webpage has focus.

[0231] In the second preferred option, the software forms
part of a local application running on the local device. For
example the software is incorporated within a local applica-
tion such as internet browsing software. When a protected
field on a webpage, indicated by an activation code in the page
source, has focus the software will then activate the anti
keystroke logging techniques. Alternatively the software is
permanently activated and does not rely on activation codes
contained in the webpage.

[0232] In the third preferred option, the software is loaded
from a local device such as from the personal computer hard
drive, CD-ROM, or portable memory stick. Once loaded, the
software can detect when an internet browsing application
has been executed. The software detects when a protected
field has focus on the internet browsing application. The
software is then able to implement the various anti keystroke
logging techniques.

[0233] Inthe forth preferred option, the software is embed-
ded as part of a local application. The software is activated
when the local application is executed. The software can
protect data-entry fields within the application, or alterna-
tively data-entry fields external to the application or on web-
based applications.

[0234] While this anti-keystroke logging software has been
developed using the Microsoft Windows operating system on
a personal computer, the software employs concepts that are
extendable to other devices and operating systems. Devices
such as cellular phones and PDA’s all have a form of keyboard
buffer that functions in a similar way to a common computer.
Thus the buffer streaming technique is able to be imple-
mented.

[0235] Other devices also have keyboard or keypad drivers
and data-entry windows and/or fields, allowing key entry to
be replaced with fake characters. The techniques described in
this document can therefore be applied to sensitive data fields
on a range of hardware devices.

[0236] A further aspect of this invention will be described
with reference to FIG. 15. This involves kernel level replace-
ment/conversion of keystrokes. In this embodiment, each
keyboard keystroke output is replaced with a random key-
stroke that is passed up a driver stack to the Win32 subsystem
(or other window manager) in place of the real stroke received
from the keyboard. An application/browser library receives
the random keystroke stream but also receives the real key-
strokes via another channel.

[0237] Operation of this embodiment will be described in
more detail with reference to FIG. 15. FIG. 15 shows a com-
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puter system 150 comprising a keyboard 151 that interacts
with hardware operating a kernel including a keyboard driver
stack 152. This communicates with a web browser or local
application 153 as described previously. The keyboard driver
stack comprises a keyboard driver 154 and filter driver 155. A
keyboard is connected to the keyboard driver in the keyboard
driver stack. The output from the filter driver is passed to the
Win32 subsystem 156 or other window manager. A web
browser or application 153 runs on the window manager. It
comprises an application message-queue 157 (for among
other things receiving a keystroke stream), and protection
library 158, and an application input window 159 or similar.
Keystrokes are passed from the keyboard, through the key-
board driver to the filter driver, which in turn passes key-
strokes to the window manager and on to the application’s
input window and library via an application message queue.
[0238] The filter driver 155 receives input from key presses
from the keyboard 151 and can generate keystrokes for pass-
ing to a keyboard buffer portion. In such an arrangement, a
Trojan keystroke logger could exist. The logger could be a
kernel level logger, e.g. 160, which extracts or harvests key-
strokes from the filter driver/kernel messages. Alternatively, it
could be a user level keystroke logger, e.g. 161, that harvests
keystrokes from window messages, or alternatively a text
grabbing keystroke logger, e.g. 162, that harvests keystrokes
from the web browser or local application input fields.
[0239] The present embodiment is arranged to prevent any
such keystroke logger from successfully harvesting keyboard
output. To do so, the filter driver 155 receives the keystrokes,
and randomly converts them to different keystrokes. These
random keystrokes are passed to the window manager 156
and onwards to the application 153. Any keylogger will only
harvest random keystrokes that bear no relation to the actual
keystrokes input by the user. The actual keystrokes made by
the user are stored in memory by the filter driver 155. The
protection library 158 requests these from the filter driver and
uses these keystrokes in place of the random keystrokes
received from the window manager.

[0240] Operation of this embodiment of the invention will
now be described with reference to FIG. 16. A user enters
keystrokes into the keyboard, step 163, and this is passed to
the keyboard driver. The keyboard driver receives input and
passes this to the filter driver, step 164. The filter driver
randomly converts each received keystroke into another key-
stroke, step 165. The original keystroke is stored in memory
by the filter, step 165, which can be optionally stored in
encrypted form to provide an extra layer of security. The
randomly replaced keystroke is then passed further up the
keyboard driver stack, to the message queue of the protected
application, step 166. The protection library receives the ran-
dom keystrokes and also retrieves the original keyboard input
from the memory/filter, step 167 and utilises these. It sends
the original keystrokes on to the application input for use, step
168. The library might also query the filter driver to cross-
correlate the memory keystrokes with the random receive
keystrokes to ensure they match to verify the actual key-
strokes are correct. The random keystroke stream from the
filter driver is ignored. However, a keystroke logger will
simply log the output from the keyboard filter driver. This will
be useless as the data stream is garbage and the keylogger will
be unaware of this.

[0241] As an example, the process might do the following:
the user inputs the key sequence ‘a’down, ‘a’up, ‘b’down, ‘b’
up, ‘¢’ down, ‘c’ up. When the keystrokes ‘a’ down, ‘a’ up are
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received from the keyboard driver, the software filter converts
them randomly to the keystrokes ‘x” down, ‘x’ up and passes
them up the keyboard driver stack. The software filter then
receives the keystrokes ‘b* down, ‘b’ up from the keyboard
driver, and randomly replaces them or converts them to the
keystrokes ‘y’down, ‘y’ up and passes them up the filter driver
stack. Then the software filter receives the final keystrokes ‘¢’
down, ‘¢’ up and randomly replaces them with the keystrokes
‘7z’ down, ‘z’ up and passes them up the keyboard driver stack.
As a result of this, the keystrokes ‘a’ down, ‘a’ up, ‘b’ down,
‘b’ up, ‘¢’ down, ‘c’ up which are entered in sequence by the
keyboard are converted into the keystrokes ‘x’ down, ‘X’ up,
‘y’down, ‘y’up, ‘z’down, ‘z’up. Any keystroke logger would
harvest this keystroke steam, which would bear no relation to
the actual input ‘a’ down, ‘a’up, ‘b’ down, ‘b’up, ‘¢’ down, ‘¢’
up.

[0242] For the remainder of the genuine software to work
correctly, the original keystroke sequence “abc” must be re-
generated. In a preferred embodiment, the protection library
receives this key sequence from the filter driver which in turn
requests it from memory, rather than from the converted key-
stroke stream, which contains random characters. In alterna-
tive embodiments, the memory may instead contain informa-
tion from which the original key sequence could be derived
either alone or from data received from the keyboard buffer.
For example, the driver might have a conversion algorithm to
convert the remaining characters xyz back to the original
letters “abc”. Yet other alternatives for recreating the original
sequence can also be envisaged by those skilled in the art.
[0243] A further aspect of this invention will be described
also with reference to FIG. 15. This involves kernel level
replacement/conversion of keystrokes. In this embodiment,
each keyboard keystroke output is replaced with a random
keystroke that is passed up a driver stack 152 to the Win32
subsystem (or other window manager) 156 in place of the real
stroke received from the keyboard 151. The application/
browser library 158 receives the random keystroke stream but
also receives the real keystrokes via another channel 169. In
addition, random keystrokes are periodically created by the
application library 158 and passed to the message queue (via
the window manager 156) via another channel 170 and inter-
spersed amongst the converted keystrokes. This creates a
stream of keystrokes that are passed up, each of the key-
strokes in the stream either being a random replacement for an
actual keystroke received from the keyboard or simply a
randomly inserted keystroke. Information indicating the
nature of the actual keystrokes received from the keyboard is
stored in memory by the filter driver 154. This stored data can
then be used to construct the original keyboard input.

[0244] The purpose of producing the stream of data com-
prising the two components of replacement random key-
strokes plus a stream of additional random keystrokes is to
increase security:

[0245] With a system comprising only the replacement
random keystroke component, a keylogger might deter-
mine the number of keystrokes entered by the user. The
addition of a random stream of keystrokes conceals the
number of real keystrokes entered by the user.

[0246] With a system comprising only the introduction
of the stream of random keystrokes, the real keystrokes
would be interspersed within the stream. After a certain
number of iterations of the user entering the same pass-
word, it is possible for malware to identify the real
keystrokes if they are interspersed within the stream.
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Adding the component of replacing the real characters

with random keystrokes, prevents this, thus improving

security.
[0247] Operation of this embodiment will be described in
more detail with reference to FIG. 15. FIG. 15 shows a com-
puter system comprising a keyboard 151 that interacts with
hardware operating a kernel including a keyboard driver stack
152. This communicates with a web browser or local appli-
cation 153 as described previously. The keyboard driver stack
comprises a keyboard driver 154 and filter driver 155. The
keyboard is connected to the keyboard driver in the keyboard
driver stack. The output from the filter driver is passed to the
Win32 subsystem 156 or other window manager. A web
browser or application 153 runs on the window manager 156.
It comprises an application message queue 157 for among
other things receiving a keystroke stream, and protection
library, and an application-input window or similar. Key-
strokes are passed from the keyboard, through the keyboard
driver to the filter driver, which in turn passes keystrokes to
the window manager and on to the application’s input win-
dow 159 and library 158 via the application message queue
157.
[0248] In such an arrangement, a Trojan keystroke logger
could exist. The logger could be a kernel level logger, e.g.
160, which extracts or harvests keystrokes from the filter
driver/kernel messages. Alternatively, it could be a user level
keystroke logger, e.g. 161, that harvests keystrokes from win-
dow messages, or alternatively a text grabbing keystroke log-
ger, e.g. 162, that harvests keystrokes from the web browser
or local application input fields.
[0249] The present embodiment is arranged to prevent any
such keystroke logger from successfully harvesting keyboard
output. To do so, the operating system keyboard driver further
comprises a filter driver 155 that sits between the keyboard
driver and other software filters. This filter driver receives
keystrokes from the driver relating to keyboard input. It then
generates replacement random keystrokes for passing up the
keyboard driver stack, and the protection library also gener-
ates additional random keystrokes for periodically inserting
170 into the Win32 Subsystem 156 to provide the stream. In
this embodiment, the filter driver also stores data in memory,
which indicates the nature of the real input from the keyboard.
The web browser or protected local application 153 com-
prises the protection library 158 that can receive this data
from the filter driver, rather than from the usual application
message queue, such that it can receive the correct informa-
tion from the keyboard output.
[0250] If a kernel level keystroke logger exists, it exists
higher in the keyboard stack than the filter driver, which it will
assume provides the correct keyboard output. It will simply
however receive random keystrokes that bears no relation to
the keyboard output and therefore cannot be used for nefari-
ous purposes.
[0251] Operation of this embodiment of the invention will
now be described with reference to FIG. 17. A user enters
keystrokes into the keyboard, step 171, and this is passed to
the operating system keyboard driver. The keyboard driver
receives input and passes this to the filter driver, step 172. The
filter driver randomly converts each received keystroke into
another keystroke, step 173. The original keystroke is stored
in memory, step 173, which can be optionally stored in
encrypted form to provide an extra layer of security. The
randomly replaced keystroke is then passed further up the
keyboard driver stack, ultimately to the message queue of the
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protected application, step 174. Prior to that, periodically, an
additional unrelated random “dummy” keystroke can be gen-
erated, step 176, by the protection library and presented to the
Win32 Subsystem and message queue, step 175. Several such
keystrokes might be passed to the message queue in any
particular instance. This is all passed to the protection library
enroute to the application, step 177. The actual keystrokes are
obtained by the protection library from the memory where
they have been stored by the filter driver, step 178. These are
then used by passing them to the application input 159, step
179.

[0252] As an example, the process might do the following:
the user inputs the key sequence “abc”. Periodically the pro-
tection library will generate a random keystroke and pass it to
the Win32 Subsystem, for example the letters “jk”. When the
keystroke “a” is received from the keyboard driver, the soft-
ware filter driver converts this randomly to the keystroke “x”
and passes this up the keyboard driver stack. The protection
library then randomly generates the keystroke sequence e.g.
“mnop” and passes this to the Win32 Subsystem. The soft-
ware filter then receives the keystroke “b” from the keyboard
driver, and randomly replaces this or converts this to the
keystroke “y” and passes this to up the keyboard driver stack
and upwards. The keystrokes “qrs” are then randomly gener-
ated and streamed to the Win32 Subsystem, prior to the soft-
ware filter receiving the final letter “c” and randomly replac-
ing this with the keystroke z and passing it up the keyboard
driver stack. Finally the keystrokes “tuv” are randomly gen-
erated and passed to the Win32 Subsystem.

[0253] As a result of this, the keystrokes “abc” which are
entered in sequence by the keyboard are converted into the
keystrokes “xyz” and then interspersed into the key sequence
“jklmnopqrstuv” resulting in a keystroke stream being passed
to the Win32 Subsystem comprising “jkxmnopyqrsztuv”.
Any userland keystroke logger would harvest this keystroke
steam, which would bear no relation to the actual input “abc”.
[0254] For the remainder of the genuine software to work
correctly, the original key sequence “abc” must be re-gener-
ated. In one possible embodiment, the protection library sim-
ply receives this key sequence from the filter driver which in
turn requests it from memory, rather than from the application
message queue, which contains random keystrokes. In alter-
native embodiments, the memory may instead contain infor-
mation from which the original key sequence could be
derived either alone or from data received from the filter
driver and/or from information in the protection library. For
example, the memory might contain the keystrokes “jklm-
nopqrstuv” which can be removed from the stream of key-
strokes from the application message queue, leaving “xyz”.
The driver then has a conversion algorithm to convert the
remaining keystrokes xyz back to the original keystrokes
“abc”. Yet other alternatives for recreating the original
sequence can also be envisaged by those skilled in the art.
[0255] An alternative to this invention would be to only
covert the keystrokes using a function, and then regenerate
the keystrokes using an inverse function. No randomly gen-
erated keystrokes would be interspersed.

[0256] In another alternative, the replacement keystrokes
would be generated using a function, and then stored (en-
crypted or unencrypted) in memory. An inverse function
would not be needed to regenerate the keystrokes. The actual
keystrokes would be instead obtained from memory.

[0257] A further aspect of this invention will be described
with reference to FIG. 18. This involves kernel level “diver-
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sion” of keystrokes. In this embodiment, the keyboard key-
stroke output is passed to the keyboard driver 154, through the
Win32 subsystem 156 and onto to the message queue 157 and
protection library 158. Upon receiving keystroke input, the
protection library encrypts and stores the input. This is then
used by the application. The protection library also generates
random keystrokes, which are passed to the Win32 sub-
system.

[0258] Operation of this embodiment will be described in
more detail with reference to FIG. 18. FIG. 18 shows a com-
puter system 150 comprising a keyboard 151 that interacts
with hardware operating a kernel comprising a keyboard
driver stack 152. This communicates with a web browser or
local application 153 as described previously. The keyboard
driver stack comprises a keyboard driver 154. A keyboard is
connected to the keyboard driver in the keyboard driver stack.
The output from the keyboard driver is passed to the Win32
subsystem 156 or other window manager. The web browser or
application 153 runs on the window manager 156. It com-
prises an application message queue 157 for among other
things receiving a keystroke stream, and protection library
158, and an application input window 159 or similar.

[0259] Keystrokes are passed from the keyboard, through
the keyboard driver to the window manager and on to the
protection library via an application message queue. The
protection library encrypts the keystrokes and stores them in
the memory. The actual keystrokes are not passed to fields in
the application input window (e.g. password fields). Any
keystrokes destined for such fields are instead obtained from
the memory. Further, the protection library generates random
keystrokes and passes these to the Win32 subsystem. These
random keystrokes are passed to the message queue and on to
the application input fields via the protection library. These
are the random keystrokes that a user level or application level
keylogger sees.

[0260] The present embodiment is arranged to prevent a
subsystem level keystroke logger or an application level key-
stroke logger from successfully harvesting keyboard output.
To do so, protection library encrypts and passes the keyboard
keystrokes directly to the memory, and does not pass the
keystrokes to an input field (e.g. password field) in the usual
manner. This prevents a keylogger harvesting from such
fields. Further, as the protection library generates random
keystrokes which are passed to the Win32 subsystem, these
are passed on to any input fields. These random keystrokes, as
opposed to the actual keystrokes, will be harvested by any
subsystem level keylogger.

[0261] Operation of this embodiment of the invention will
now be described with reference to FIG. 19. A user enters
keystrokes into the keyboard, step 190, and this is passed to
the keyboard driver and on to the protect library via the win32
subsystem, step 191, and application message queue. The
protection library encrypts the actual keystrokes and diverts
them for storage in memory, step 195. In parallel, random
keystrokes are generated by the protection library and passed
to the window manager, steps 193 and 192 where they are
added to the stream of actual keystrokes received by the
library 158, step 194. The random keystrokes are received at
the application input from the window manager via the mes-
sage queue. The actual keystrokes to be used by the applica-
tion/browser are retrieved from the memory and decrypted
for use, step 197.

[0262] As an example, the process might do the following:
the user inputs the key sequence ‘a’down, ‘a’up, ‘b’down, ‘b’
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up, ‘¢’ down, ‘c’ up. These are received by the protection
library, encrypted and stored in memory. The protection
library the generates the stream “jklmnopqrstuv’” and sends
this to the subsystem, which is received by the application
input. This is ignored by the application/browser, which
receives the encrypted “abc” keystroke input, decrypts the
keystrokes and uses the decrypted form.

[0263] An alternative embodiment is shown in FIG. 20.
This operates in much the same manner, but the protection
library 158 can receive actual keystrokes direct from a filter
driver 155 (rather than from memory), which is included in
the driver stack.

[0264] Another alternative would be to only store the key-
strokes in memory. No additional keystrokes would be gen-
erated, and no encryption would take place of the stored
keystrokes.

[0265] In another alternative, the keystrokes could be
encrypted before storage, but no additional keystrokes would
be generated.

[0266] A further aspect of this invention will be described
with reference to FIG. 21. This involves non-kernel level
replacement/conversion of keystrokes. In this embodiment,
the each keyboard keystroke output is passed to the keyboard
driver, and on to a Win32 subsystem hook 210. This uses a
function to randomly replace the keystrokes with other key-
strokes. Further, the protection library 158 generates random
keystrokes which are passed to the subsystem. The combina-
tion of random keystrokes are interspersed with random
replacement keystrokes. The protection library regenerates
the original keystrokes and pass these to the application input.
[0267] Operation of this embodiment will be described in
more detail with reference to FIG. 21. FIG. 21 shows a com-
puter system 150 comprising a keyboard 151 that passes its
output to a keyboard driver stack 152. That stack comprises a
keyboard driver 154 (and possibly an unwanted keylogger
160). The output of the keyboard driver stack 152 is passed to
a Win32 subsystem hook 210. This contains a function, such
as a random keystroke generator, or some other function for
generating replacement keystrokes. It takes the keystrokes as
input and in response generates replacement keystrokes using
the function. These replacement keystrokes are passed onto
the Win32 subsystem 156 through to the protection library
158. The Win32 subsystem also receives randomly generated
keystrokes from the protection library 158, and intersperses
these with the random replacement keystrokes. These key-
strokes are passed through the message queue up to the pro-
tection library 158. The protection library contains the inverse
function that generates the replacement keystrokes. The pro-
tection library can remove the random keystrokes from the
stream and then use the inverse function on the remaining
keystrokes to regenerate the original keystrokes. These are
passed to the application input 159.

[0268] The present embodiment is arranged to prevent a
subsystem level keystroke logger or an application level key-
stroke logger from successfully harvesting keyboard output.
The actual keystrokes are removed from the path between the
subsystem and the protection library. Any keylogger will
harvest the replacement/random keystrokes, as opposed to
the actual keystrokes.

[0269] Operation of this embodiment of the invention will
now be described with reference to FIG. 22. A user enters
keystrokes into the keyboard, step 220, and this is passed to
the keyboard driver. The keyboard driver passes the key-
strokes to the subsystem hook, step 221, which generates
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replacement characters using a function, step 222. These are
passed on the Win32 subsystem, step 223. The protection
library 158 generates random keystrokes, step 225, and also
passes these to the Win32 subsystem, step 224. The sub-
system combines, step 224, the streams and passes them on to
the message queue and protection library, step 226. The pro-
tection library strips out the random keystrokes, and uses the
inverse function to regenerate the actual keystrokes from the
remaining keystrokes, step 227. These are passed on to the
application input, step 228.

[0270] As an example, the process might do the following:
the user inputs the key sequence “abc”. Using the function,
the Win32 subsystem hook converts this to the keystrokes
“xyz”. In parallel, the protection library generates the key-
strokes “jklmnopqrstuv”. The two are combined to produce
the stream “jkxmnopyqrsztuv”. In reverse, the
“lmnopqrstuv” are stripped from this, and the remaining
“xyz” are converted back to “abc” using the inverse function.
[0271] In an alternative, the actual keystrokes would be
stored in memory. Rather than stripping out the random key-
strokes, and regenerating the original keystrokes from the
remaining keystrokes, the original keystrokes would instead
be obtained from memory.

1. A system for preventing keyboard sniffer programs from

intercepting input via a keyboard comprising:

a keyboard driver for receiving an input keystroke from a
keyboard,

memory for storing the input keystroke,

a filter driver for generating a replacement keystroke upon
receiving the input keystroke to pass to an application,
and

a protection library for receiving the input keystroke from
the memory for passing to the application.

2. A method of preventing keyboard sniffer programs from

intercepting input via a keyboard including the steps of
receiving an input keystroke from a keyboard,

storing the input keystroke in memory,

in a kernel, generating a replacement keystroke for passing
to an application,

in an application, receiving the replacement keystroke and
also receiving the input keystroke from the memory for
use.

3. A system for preventing keyboard sniffer programs from

intercepting input via a keyboard comprising:

a keyboard driver for receiving an input keystroke from a
keyboard,

memory for storing the input keystroke,

a filter driver for generating a replacement keystroke upon
receiving the input keystroke to pass to an application,

aprotection library for generating random keystroke(s) for
combining with the replacement keystroke,

wherein the protection library receives the input keystroke
from the memory.
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4. A method of preventing keyboard sniffer programs from
intercepting input via a keyboard including the steps of:
receiving an input keystroke from a keyboard,

storing the input keystroke in memory,

in a kernel, generating a replacement keystroke for passing
to an application, in protection library generating ran-
dom keystroke(s) for combing with the replacement
keystroke, and retrieving the input keystroke from the
memory for use.

receiving the input character from the memory for use.

5. A system for preventing keyboard sniffer programs from

intercepting input via a keyboard comprising:

a protection library for receiving an input keystroke from a
keyboard, the library not passing the input keystroke to
an application input and diverting the input keystroke to
memory,

memory for storing the input keystroke,

wherein the protection library generates one or more ran-
dom keystrokes for passing to the application input, and
the protection library utilises the input keystroke from
memory.

6. A method of preventing keyboard sniffer programs from

intercepting input via a keyboard including the steps of
receiving an input keystroke from a keyboard and storing
the input keystroke to memory, the input keystroke not
being passed to an application input,

in a protection library, generating a random keystroke for
passing to the application input,

via the protection library, using the input keystroke from
the memory for use.

7. A system for preventing keyboard sniffer programs from

intercepting input via a keyboard comprising:

a subsystem hook coupled to receive an input keystroke
from a keyboard the subsystem hook adapted to generate
a replacement keystroke using a function for passing to
an application,

a protection library for generating random keystroke(s) for
passing to the application in combination with the
replacement keystroke,

wherein the protection library is adapted with an inverse
function to regenerate the key stroke from the replace-
ment keystroke and knowledge of the random keystroke
(s)

8. A method of preventing keyboard sniffer programs from

intercepting input via a keyboard including the steps of:
receiving an input keystroke from a keyboard,

in a subsystem hook, generating a replacement keystroke
for passing to an application, the alternative character
being generated periodically and upon keyboard input
using a function,

regenerating the input character from using an inverse
function.



