8/109039 A1 I} 10 0 00 RO

(19) World Intellectual Property Organization | ; ol

International Bureau

(43) International Publication Date
12 September 2008 (12.09.2008)

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

) /IO O T O OO0 O

(10) International Publication Number

WO 2008/109039 Al

(51) International Patent Classification: (81) Designated States (unless otherwise indicated, for every

HO04Q 7/00 (2006.01) kind of national protection available): AE, AG, AL, AM,

(21) International Application Number: AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA,

PCT/US2008/002798 CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,

EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,

(22) International Filing Date: 3 March 2008 (03.03.2008) 1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,

(25) Filing Language: English LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,

o N . MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,

(26) Publication Language: English PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL. SM. SV.

(30) Priority Data: SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
60/892,532 1 March 2007 (01.03.2007) US ZA, ZM, ZW.

11/972,457 10 January 2008 (10.01.2008) US
(71) Applicants (for all designated States except US): (84) Designated States (unless otherwise indicated, for every

(72)
(75)

(74)

KABUSHIKI KAISHA TOSHIBA [JP/JP];, 1-1,
Shibaura 1-chome, Minato-ku Tokyo, 105-8001 (JP).
TELCORDIA TECHNOLOGIES, INC. [US/US]; 1
Telcordia Drive, Suite 05G0116, Piscataway, NJ 08854
(US).

Inventor; and

Inventor/Applicant (for US only): OBA, Yoshihiro
[JP/US]; 10 Second Street, Englewood Cliffs, NJ 07632
(US).

Agent: PARKER, Stephen, B.; Watchstone P+d, PLLC,
1250 Connecticut Ave., N.w., Suite 700, Washington, DC
20036-2657 (US).

kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,
NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:

with international search report

before the expiration of the time limit for amending the
claims and to be republished in the event of receipt of
amendments

(54) Title: KERBERIZED HANDOVER KEYING OPTIMIZED FOR REACTIVE OPERATION

MN (Client)

AS-REQ

[0 ]

AS-REP

»
»

<
<

DiD2&D

TGS-REQ (A1). TGS-REQ (A2)

F 3

TGS-REP (T1), TGS-REP (T2)

H1
® _apreocm >

AP-REP
KRB-SAFE or SAP)
< »

&

AP_REQ (T2)

Al Serven
A2 (Server)

AP-REP

n
P

KRB-SAFE cr SAP

A 4

P
L

Ai: Authenticator
Ti : Ticket for As
Di: Event “Discovered Ai”

'FIG. 13: ?KHKpront,tive mode

(57) Abstract: A media-independent handover key management architecture is disclosed that uses Kerberos for secure key distri-

bution among a server, an authenticator, and a mobile node. In the preferred embodiments, signaling for key distribution is based

& on re-keying and is decoupled from re-authentication that requires EAP (Extensible Authentication Protocol) and AAA (Authenti-
& cation, Authorization and Accounting) signaling similar to initial network access authentication. In this framework, the mobile node

& s able to obtain master session keys required for dynamically establishing the security associations with a set of authenticators with-
out communicating with them before handover. By separating re-key operation from re-authentication, the proposed architecture
is more optimized for a proactive mode of operation. It can also be optimized for reactive mode of operation by reversing the key
distribution roles between the mobile node and the target access node.



WO 2008/109039 PCT/US2008/002798

KERBERIZED HANDOVER KEYING OPTIMIZED FOR REACTIVE OPERATION

The present application claims priority under 35 U.S.C. 119 as being a Non-provisional of

Provisional Application Serial No. 60/892,532, entitled Kerberized Handover Keying Improvements, filed on
March 1, 2007.
BACKGROUND

General Background Discussion:

Background Applications:

For background reference, the entire disclosures of each of the following patent applications are
incorporated herein by reference: 1) Provisional Application Serial No. 60/885,795, entitled Kerberized
Handover Keying, filed on January 19, 2007, including all Appendices; 2) Provisional Application Serial No.
60/892,532, entitled Kerberized Handover Keying Improvements, filed on March 1, 2007, including all
Appendices; 3) Non-provisional Application Serial No. 11/867,659, entitied An EAP Method for EAP
Extension (EAP-EXT), filed on October 4, 2007; and 4) Non-provisional Application Serial No. 11/944,605,
entitied Bootstrapping Kerberos from EAP, filed on November 24, 2007.

Networks and Internet Protocol:

There are many types of computer networks, with the Internet having the most notoriety. The
Internet is a worldwide network of computer networks. Today, the Internet is a public and self-sustaining
network that is available to many millions of users. The Internet uses a set of communication protocols
called TCP/IP (i.e., Transmission Control Protocol/intemet Protocol) to connect hosts. The Internet has a
communications infrastructure known as the Internet backbone. Access to the Intemet backbone is largely
controlled by Internet Service Providers (ISPs) that resell access to corporations and individuals.

With respect to IP (Internet Protocol), this is a protocol by which data can be sent from one device
(e.g., a phone, a PDA [Personal Digital Assistant], a computer, etc.) to another device on a network. There
are a variety of versions of IP today, including, e.g., IPv4, IPv6, etc. Each host device on the network has
at least one IP address that is its own unique identifier.

IP is a connectionless protocol. The connection between end points during a communication is not
continuous. When a user sends or receives data or messages, the data or messages are divided into
components known as packets. Every packet is treated as an independent unit of data.

In order to standardize the transmission between points over the Internet or the like networks, an
OSI (Open Systems Interconnection) model was established. The OSI model separates the
communications processes between two points in a network into seven stacked layers, with each layer
adding its own set of functions. Each device handles a message so that there is a downward flow through

each layer at a sending end point and an upward flow through the layers at a receiving end point. The
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programming and/or hardware that provides the seven layers of function is typically a combination of device
operating systems, application software, TCP/IP and/or other transport and network protocols, and other
software and hardware.

Typically, the top four layers are used when a message passes from or to a user and the bottom
three layers are used when a message passes through a device (e.g., an IP host device). An IP host is any
device on the network that is capable of transmitting and receiving IP packets, such as a server, a router or
a workstation. Messages destined for some other host are not passed up to the upper layers but are
forwarded to the other host. In the OSI and other similar models, IP is in Layer-3, the network layer.

Wireless Networks:

Wireless networks can incorporate a variety of types of mobile devices, such as, e.g., cellular and
wireless telephones, PCs (personal computers), laptop computers, wearable computers, cordless phones,
pagers, headsets, printers, PDAs, etc. For example, mobile devices may include digital systems to secure
fast wireless transmissions of voice and/or data. Typical mobile devices include some or all of the following
components: a transceiver (i.e., a transmitter and a receiver, including, e.g., a single chip transceiver with
an integrated transmitter, receiver and, if desired, other functions); an antenna; a processor; one or more
audio transducers (for example, a speaker or a microphone as in devices for audio communications);
electromagnetic data storage (such as, e.g., ROM, RAM, digital data storage, etc., such as in devices
where data processing is provided); memory; flash memory; a full chip set or integrated circuit; interfaces
(such as, e.g., USB, CODEC, UART, PCM, etc.); and/or the like.

Wireless LANs (WLANSs) in which a mobile user can connect to a local area network (LAN) through
a wireless connection may be employéd for wireless communications. Wireless communications can |
include, e.g., communications that propagate via electromagnetic waves, such as light, infrared, radio,
microwave. There are a variety of WLAN standards that currently exist, such as, e.g., Bluetooth, |EEE
802.11, and HomeRF.

By way of example, Bluetooth products may be used to provide links between mobile computers,
mobile phones, portable handheld devices, personal digital assistants (PDAs), and other mobile devices
and connectivity to the Intemet. Bluetooth is a computing and telecommunications industry specification
that details how mobile devices can easily interconnect with each other and with non-mobile devices using
a short-range wireless connection. Bluetooth creates a digital wireless protocol to address end-user
problems arising from the proliferation of various mobile devices that need to keep data synchronized and
consistent from one device to another, thereby allowing equipment from different vendors to work
seamlessly together. Bluetooth devices may be named according to a common naming concept. For
example, a Biuetooth device may possess a Bluetooth Device Name (BDN) or a name associated with a
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unique Bluetooth Device Address (BDA). Bluetooth devices may also participate in an Internet Protocol
(IP) network. If a Bluetooth device functions on an IP network, it may be provided with an IP address and
an IP (network) name. Thus, a Bluetooth Device configured to participate on an IP network may contain,
e.g., a BDN, a BDA, an IP address and an IP name. The term "IP name” refers to a name corresponding to
an IP address of an interface.

An IEEE standard, IEEE 802.11, specifies technologies for wireless LANs and devices. Using
802.11, wireless networking may be accomplished with each single base station supporting several
devices. In some examples, devices may come pre-equipped with wireless hardware or a user may install
a separate piece of hardware, such as a card, that may include an antenna. By way of example, devices
used in 802.11 typically include three notable elements, whether or not the device is an access point (AP),
a mobile station (STA), a bridge, a PCMCIA card or another device: a radio transceiver; an antenna; and a
MAC (Media Access Control) layer that controls packet flow between points in a network.

In éddition, Multiple Interface Devices (MIDs) may be utilized in some wireless networks. MIDs
may contain two independent network interfaces, such as a Bluetooth interface and an 802.11 interface,
thus allowing the MID to participate on two separate networks as well as to interface with Bluetooth
devices. The MID may have an IP address and a common IP (network) name associated with the IP
address.

Wireless network devices may include, but are not limited to Bluetooth devices, Multiple Interface
Devices (MIDs), 802.11x devices (IEEE 802.11 devices including, e.g., 802.11a, 802.11b and 802.11g
devices), HomeRF (Home Radio Frequency) devices, Wi-Fi (Wireless Fidelity) devices, GPRS (General
Packet Radio Service) devices, 3G cellular devices, 2.5G cellular devices, GSM (Global System for Mobile
Communications) devices, EDGE (Enhanced Data for GSM Evolution) devices, TDMA type (Time Division
Multiple Access) devices, or CDMA type (Code Division Multiple Access) devices, including COMA2000.
Each network device may contain addresses of varying types including but not limited to an IP address, a
Bluetooth Device Address, a Bluetooth Common Name, a Bluetooth IP address, a Bluetooth IP Common
Name, an 802.11 IP Address, an 802.11 IP common Name, or an IEEE MAC address.

Wireless networks can also involve methods and protocols found in, e.g., Mobile IP (Internet
Protocol) systems, in PCS systems, and in other mobile network systems. With respect to Mobile IP, this
involves a standard communications protocol created by the Internet Engineering Task Force (IETF). With
Mobile IP, mobile device users can move across networks while maintaining their IP Address assigned
once. See Request for Comments (RFC) 3344. NB: RFCs are formal documents of the Internet
Engineering Task Force (IETF). Mobile IP enhances Internet Protocol (IP) and adds means to forward

Internet traffic to mobile devices when connecting outside their home network. Mobile IP assigns each
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mobile node a home address on its home network and a care-of-address (CoA) that identifies the current
location of the device within a network and its subnets. When a device is moved to a different network, it
receives a new care-of address. A mobility agent on the home network can associate each home address
with its care-of address. The mobile node can send the home agent a binding update each time it changes
its care-of address using, e.g., Internet Control Message Protocol (ICMP).

In basic IP routing (i.e. outside mobile IP), typically, routing mechanisms rely on the assumptions
that each network node always has a constant attachment point to, e.g., the Intemet and that each node's
IP address identifies the network link it is attached to. In this document, the terminology “node” includes a
connection point, which can include, e.g., a redistribution point or an end point for data transmissions, and
which can recognize, process and/or forward communications to other nodes. For example, Intemnet
routers can look at, e.g., an IP address prefix or the like identifying a device's network. Then, at a network
level, routers can look at, e.g., a set of bits identifying a particular subnet. Then, at a subnet level, routers
can look at, e.g., a set of bits identifying a particular device. With typical mobile IP communications, if a
user disconnects a mobile device from, e.g., the Internet and tries to reconnect it at a new subnet, then the
device has to be reconfigured with a new IP address, a proper netmask and a default router. Otherwise,
routing protocols would not be able to deliver the packets properly.

Background Regarding Kerberos:

Kerberos is a network authentication protocol. See: http://web.mit.edu/Kerberos/. It provides
authentication for client/server applications by using secret-key cryptography. A free implementation of this
protocol is available from the Massachusetts Institute of Technology. Kerberos is available in many
commercial products as well.

Kerberos is a secure method for authenticating a request for a service in a computer network.
Kerberos lets a user request an encrypted ticket from an authentication process that can then be used to
request a particular service from a server. The user's password does not have to pass through the network.

Kerberos [RFC1510] is a well-known security protocol which provides authentication, authorization
and key distribution. Itis used to secure a number of protocols.

Kerberos allows the client A to obtain an initial ticket to access a Ticket Granting Service (TGS)
without requiring the user to re-entry the password. That initial ticket allows the client A to start a
Kerberos negotiation with TGS to obtain another ticket for accessing the service B. By using this
approach, Kerberos also allows a cross-realm operation where A can recover a ticket from a remote TGS
(in A's Home Domain) to access a local TGS (in the visited domain). However, Kerberos requires time
synchronization among the three parties.
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In some examples, by combining the flexibility of the EAP framework with the wide deployment of
Kerberos in universities and corporate networks it is possible to bootstrap a Kerberos Ticket Granting
Ticket. This Kerberos Ticket Granting Ticket can then be used to retrieve service tickets for usage with a
variety of protocols. This approach of bootstrapping Kerberos ticket with the help of an EAP protocol
interaction is described in [I-D.tschofenig-pana-bootstrap-kerberos], the entire disclosure of which is
incorporated herein by reference.

Another approach to combine EAP and Kerberos is to integrate an EAP-based pre-authentication
mechanism into Kerberos. However, using a generic protocol for bootstrapping credentials can also be
used for bootstrapping symmetric keys for usage Mobile IP (as discussed as part of the MIPv6
bootstrapping work [I-D.ietf-mip6-bootstrap-ps]) or also to bootstrap public/private keys. Therefore, it would
be necessary to confidentiality protect the delivery of an ephemeral public and private key pair to the end
host. This key pair would have a short lifetime, possibly without the need for revocation mechanisms, and
could be used in all security protocols utilizing public key based mechanisms (including IKEv2 or TLS). A
big advantage is the avoided public key infrastructure since authentication protocols based on symmetric
cryptography can still be used within EAP. As discussed in the below section, the Extensible
Authentication Protocol (EAP) [see RFC3748 incorporated herein by reference in its entirety] provides
authentication methods. In some examples, a PANA protocol [I-D.ietf-pana-pana] carries EAP messages
between a PaC (PANA Client) and a PAA (PANA Authentication Agent) in the access network.

Background Regarding EAP:

Referring to reference to Aboba, RFC 3748 (cited below), illustrative aspects of Extensible
Authentication Protocol (EAP) is set forth. EAP is an authentication framework which supports multiple
authentication methods. EAP typically runs directly over data link layers such as Point-to-Point Protocol
(PPP) or IEEE 802, without requiring IP. EAP provides its own support for duplicate elimination and
retransmission, but is reliant on lower layer ordering guarantees. Fragmentation is not supported within
EAP itself; however, individual EAP methods may support this.

EAP may be used on dedicated links, as well as switched circuits, and wired as well as wireless
links. To date, EAP has been implemented with hosts and routers that connect via switched circuits or dial-
up lines using PPP [RFC1661]. It has also been implemented with switches and access points using IEEE
802 [IEEE-802). EAP encapsulation on IEEE 802 wired media is described in [IEEE-802.1X], and
encapsulation on IEEE wireless LANs in [IEEE-802.11i].

One of the advantages of the EAP architecture is its flexibility. EAP is used to select a specific
authentication mechanism, typically after the authenticator requests more information in order to determine
the specific authentication method to be used. Rather than requiring the authenticator to be updated to
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support each new authentication method, EAP permits the use of a backend authentication server, which
may implement some or all authentication methods, with the authenticator acting as a pass-through for
some or all methods and peers.

Within this latter cited document, authenticator requirements apply regardless of whether the
authenticator is operating as a pass-through or not. Where the requirement is meant to apply to either the
authenticator or backend authentication server, depending on where the EAP authentication is terminated,
the term "EAP server” has been used.

EAP was designed for use in network access authentication, where IP layer connectivity may not
be available. EAP is a lock-step protocol which only supports a single packet in flight. As a result, EAP
cannot efficiently transport bulk data, unlike transport protocols such as TCP or SCTP.

While EAP provides support for retransmission, it assumes ordering guarantees provided by the
lower layer, so out of order reception is not supported.

Since EAP does not support fragmentation and reassembly, EAP authentication methods
generating payloads larger than the minimum EAP MTU need to provide fragmentation support.

While authentication methods such as EAP-TLS provide support for fragmentation and reassembly,
the EAP methods defined in this latter cited document do not. As a result, if the EAP packet size exceeds
the EAP MTU of the link, these methods will encounter difficulties.

EAP authentication is initiated by the server (authenticator), whereas many authentication
protocols are initiated by the client (peer). As a result, it may be necessary for an authentication algorithm
to add one or two additional messages (at most one roundtrip) in order to run over EAP.

Where certificate-based authentication is supported, the number of additional roundtrips may be
much larger due to fragmentation of certificate chains. In general, a fragmented EAP packet will require as
many round-trips to send as there are fragments. For example, a certificate chain 14960 octets in size
would require ten round-trips to send with a 1496 octet EAP MTU. Where EAP runs over a lower layer in
which significant packet loss is experienced, or where the connection between the authenticator and
authentication server experiences significant packet loss, EAP methods requiring many round-trips can
experience difficulties. In these situations, use of EAP methods with fewer roundtrips is advisable.

The EAP authentication exchange proceeds as follows:

1] The authenticator sends a Request to authenticate the peer. The Request has a Type
field to indicate what is being requested. Examples of Request Types include Identity, MD5-challenge, efc.
The MD5-challenge Type corresponds closely to the CHAP authentication protocol {see: RFC1994].
Typically, the authenticator will send an initial Identity Request; however, an initial Identity Request is not
required, and can be bypassed. For example, the identity may not be required where it is determined by
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the port to which the peer has connected (leased lines, dedicated switch or dial-up ports), or where the
identity is obtained in another fashion (via calling station identity or MAC address, in the Name field of the
MD5-Challenge Response, etc.).

[2] The peer sends a Response packet in reply to a valid Request. As with the Request
packet, the Response packet contains a Type field, which corresponds to the Type field of the Request.

[3] The authenticator sends an additional Request packet, and the peer replies with a
Response. The sequence of Requests and Responses continues as long as needed. EAP is a 'lock step'
protocol, so that other than the initial Request, a new Request cannot be sent prior to receiving a valid
Response. The authenticator is responsible for retransmitting requests. After a suitable number of
retransmissions, the authenticator should end the EAP conversation. The authenticator needs to not send
a Success or Failure packet when retransmitting or when it fails to get a response from the peer.

[4] The conversation continues until the authenticator cannot authenticate the peer
(unacceptable Responses to one or more Requests), in which case the authenticator implementation needs
to transmit an EAP Failure (Code 4). Alternatively, the authentication conversation can continue until the
authenticator determines that successful authentication has occurred, in which case the authenticator
needs to transmit an EAP Success (Code 3). Id.

Among other advantages, the EAP protocol can support multiple authentication mechanisms
without having to pre-negotiate a particular one. In addition, Network Access Server (NAS) devices (such
as, e.g., a switch or Access Point (AP)) do not have to understand each authentication method and may act
as a pass-through agent for a backend authentication server. Support for pass-through is optional. An
authenticator may authenticate local peers, while at the same time acting as a pass-through for non-local
peers and authentication methods it does not implement locally. Additionally, separation of the
authenticator from the backend authentication server simplifies credentials management and policy
decision making.

Conceptually, EAP implementations consist of the following components:

[a] Lower layer. The lower layer is responsible for transmitting and receiving EAP frames
between the peer and authenticator. EAP has been run over a variety of lower layers including PPP, wired
IEEE 802 LANSs [see: IEEE-802.1X], IEEE 802.11 wireless LANs [IEEE-802.11], UDP (L2TP [RFC2661]
and IKEv2), and TCP.

[b] EAP layer. The EAP layer receives and transmits EAP packets via the lower layer,
implements duplicate detection and retransmission, and delivers and receives EAP messages to and from

the EAP peer and authenticator layers.
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[c] EAP peer and authenticator layers. Based on the Code field, the EAP layer de-multiplexes
incoming EAP packets to the EAP peer and authenticator layers. Typically, an EAP implementation on a
given host will support either peer or authenticator functionality, but it is possible for a host to act as both an
EAP peer and authenticator. In such an implementation both EAP peer and authenticator layers will be
present.

[d] EAP method layers. EAP methods implement the authentication algorithms and receive
and transmit EAP messages via the EAP peer and authenticator layers. Since fragmentation support is not
provided by EAP itself, this is the responsibility of EAP methods. Id.

The later cited reference sets forth the following definitions, which are cited herein for reference.

Authenticator:

The end of the link initiating EAP authentication. The term authenticator is used in [[EEE-802.1X],
and has a similar meaning in this document.

Peer:

The end of the link that responds to the authenticator. In [IEEE-802.1X], this end is known as the
Supplicant.

Backend Authentication Server:

A backend authentication server is an entity that provides an authentication service to an
authenticator. When used, this server typically executes EAP methods for the authenticator. This
terminology is also used in [IEEE-802.1X]. '

AAA:

Authentication, Authorization, and Accounting (AAA) protocols with EAP support include RADIUS
and Diameter. In this document, the terms "AAA server” and "backend authentication server” are used
interchangeably.

EAP server or Server:

The entity that terminates the EAP authentication method with the peer. In the case where no
backend authentication server is used, the EAP server is part of the authenticator. In the case where the
authenticator operates in pass-through mode, the EAP server is located on the backend authentication
server.

Successful Authentication:

In the context of this document, "successful authentication” is an exchange of EAP messages, as a
result of which the authenticator decides to allow access by the peer, and the peer decides to use this
access. The authenticator's decision typically involves both authentication and authorization aspects; the
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peer may successfully authenticate to the authenticator, but access may be denied by the authenticator
due to policy reasons.

Master Session Key (MSK):

Keying material that is derived between the EAP peer and server and exported by the EAP method.
The MSKis at least 64 octets in length. In existing implementations, an AAA server acting as an EAP
server transports the MSK to the authenticator.

Extended Master Session Key (EMSK):

Additional keying material derived between the EAP client and server that is exported by the EAP
method. The EMSK is at least 64 octets in length. The EMSK is not shared with the authenticator or any
other third party. The EMSK is reserved for future uses that are not defined yet.

EAP Extension:

For reference, we refer to EAP Extensions for EAP Reauthentication Protocol (ERP), IETF Internet
Draft, August 24, 2007, of V. Narayanan, et al., seen at http://www.ietf.org/internet-drafts/draft-ietf-hokey-
erx-04.txt. The reference explains EAP Extensions for EAP Reauthentication Protocol as follows. “The
extensible authentication protocol (EAP) is a generic framework for transport of methods that authenticate
two parties; the authentication is either one-way or mutual. The primary purpose is network access control,
and a key generating method is recommended to enforce access control. The EAP keying hierarchy
defines two keys that are derived at the top level - the master session key (MSK) and the extended MSK
(EMSK). In the most common deployment scenario, a peer and a server authenticate each other through a
third party known as the authenticator. The authenticator or an entity controlled by the authenticator
enforces access control. After successful authentication, the server transports the MSK to the
authenticator; the authenticator and the peer derive transient session keys (TSK) using the MSK as the
authentication key or a key derivation key and use the TSK for per-packet access enforcement.” Id. “When
a peer moves from one authenticator to another, it is desirable to avoid full EAP authentication. The full
EAP exchange with another run of the EAP method takes several round trips and significant time to
complete, causing delays in handoff times. Some EAP methods specify the use of state from the initial
authentication to optimize Re-authentications by reducing the computatidnal overhead, but method-specific
Re-authentication takes at least 2 roundtrips in most cases. It is also important to note that many methods
do not offer support for Re-authentication. Thus, it is beneficial to have efficient Re-authentication support
in EAP rather than in individual methods.” Id.

“Key sharing across authenticators is sometimes used as a practical solution to lower handoff
times. In that case, compromise of an authenticator results in compromise of EAP sessions established via

other authenticators.” Id. “In conclusion, there is a need to design an efficient EAP Re-authentication
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mechanism that allows a fresh key to be established between the peer and an authenticator without having
to execute the EAP method again.” 1d. “This document specifies EAP Reauthentication Extensions (ERX)
for efficient re-authentication using EAP. The EAP Reauthentication Protocol (ERP) based on ERX
supports EAP method independent Re-authentication for a peer that has valid, unexpired key material from
a previously performed EAP authentication. The protocol and the key hierarchy required for EAP
Reauthentication is described in this document.” Id.

Extension of EAP (EAP-EXT):

The present application provides further developments over, among other things, the inventions

as set forth in the present assignees’ prior U.S. non-provisional application Serial No. 11/867,659, filed on
October 4, 2007, to Y. Oba, et al., and U.S. provisional application Serial No. 60/869,113, filed on
December 8, 2006, to Y. Oba, et al., both entited AN EAP METHOD FOR EAP EXTENSION (EAP-EXT),
the entire disclosures of which are incorporated herein by reference as though recited herein in full. For
background reference, information related to technology of said background application of the present
assignees is incorporated in the following paragraphs.

1. Introduction to EAP-EXT

Further to the above discussion, EAP (Extensible Authentication Protocol) is an authentication
protocol which supports multiple authentication algorithms known as "EAP methods" [RFC3748]. In EAP,
an EAP peer and an EAP server generates EAP keying material, i.e., MSK (Master Session Key) and
EMSK (Extended Master Session Key). A detailed framework for the generation, transport and usage of
MSK is described in [I-D.ietf-eap-keying].

There is an extended functionality of EAP [RFC3748] by defining several usages of EMSK
(Extended Master Session Key) where one of the EMSK usages is re-authentication. Another extended
functionality of EAP is a channel binding scheme defined in [I-D.ohba-eap-channel-binding]. For further
background reference regarding channel binding, the entire disclosure of co-pending application serial
number 11/379,568, entitled CHANNEL BINDING MECHANISM BASED PARAMETER BINDING IN KEY
DERIVATION, filed on April 20, 2006, to Y. Ohba, is incorporated herein by reference in its entirety. Since
implementations that support an extended functionality of EAP need to interoperate with implementations
that do not support the extended functionality such that the former implementations can disable the
extended functionality when communicating with the latter implementations, a mechanism is needed for an
EAP peer and an EAP server to negotiate on the capabilities with regard to the extended functionality of
EAP is needed.

There are two basic approaches for extending EAP functionality. One approach is to define new
EAP Codes to realize the extended EAP functionality in addition to the existing ones, i.e., Request,
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Response, Success and Failure. This approach, however, requires changes to RFC3748 and may also
require changes to lower layer protocols. The other approach is to define a new EAP method to realize the
extended functionality. This document takes the latter approach to minimize the impact on the existing
EAP deployment.

EAP-EXT is an EAP method for extending EAP functionality. In some preferred embodiments, the
extended EAP functionality includes channel binding and re-authentication. The EAP-EXT method also
allows sequencing of multiple EAP methods inside it.

2. EAP-EXT Overview

In the preferred embodiments, EAP-EXT provides capabilities exchange. In this regard, bits within
the messages can be used for indication of capability. In some embodiments, one bit (R-bit) is used for
indicating Re-authentication capability. In some embodiments, one bit (C-bit) is used for indicating channel
binding capability.

When EAP-EXT is used, the precedent EAP-Identity exchange can be omitted if the identity of the
peer is known to the server before the server sends the first EAP-Request. In this regard, there are several
outband mechanisms for providing the identity of the peer to the server, e.g., transferring the identity of the
peer between authenticators and servers.

In EAP-EXT, extended EAP capabilities such as, e.g., channel binding and re-authentication are
exchanged between the peer and the server. At the same time, at least one EAP method (e.g., EAP-TLS)
is run inside EAP-EXT for authenticating the peer. Until an inner method generates EAP keying material,
no AUTH TLV (Type-Length-Value) is included and the capabilities are non-protected. Hence, if there is
only one inner EAP method, additional EAP-EXT exchange(s) with an AUTH TLV but without a Method
TLV is performed before sending an EAP-Success or an EAP-Failure message. For background reference
regarding TLVs (Type-Length-Value), it is noted that in data communication protocols information may be
encoded as a Type-Length-Value or TLV element inside of the protocol. By way of example, type and
length fields are typically fixed in size (e.g., a few bytes) and the value field is typically variable size. These
fields typically used as follows: type - a numeric code which indicates the kind of field that this part of the
message represents; length - the size of the value field (typically in bytes); and value - variable sized set of
bytes which contains data for this part of the message. Some of the advantages of using a TLV
representation include: TLV sequences are easily searched using generalized parsing functions; new
message elements which are received at an older node can be safely skipped and the rest of the message
can be parsed; and TLV elements are typically used in a binary format which makes parsing faster and the

data smaller.
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After an inner EAP method generates EAP keying material, EAP-EXT messages need to be
protected with an AUTH TLV. AUTH TLVs in EAP-EXT messages need to be computed using EAP-EXT-
KEY generated from EAP keying material of the latest successful inner method. This means that if there
are multiple inner EAP methods that are sequentially run inside EAP-EXT, a new EAP-EXT-KEY is
generated each time an inner EAP method in the sequence generates EAP keying material. Any inner
EAP method needs to be capable of generating EAP keying material.

At the end of a successful EAP-EXT run, the EAP keying material generated by the last successful
inner EAP method is exported to the EAP layer. F-bit is used for indicating the end of EXP-EXT exchange.

Figure 1 shows an example of EAP-EXT message sequence with a single inner EAP method.
Figure 2 shows an example of EAP-EXT message sequence with multiple inner EAP methods.

3. Error Handling

An error may happen for several reasons, e.g., due to failure of inner EAP method authentication
or a malformed, unknown or missing EAP-EXT TLV. An error may be detected either by the peer or by the
server. An EAP-EXT message that caused an error is referred to as an erroneous message. EAP-EXT
messages with E-bit set are used for error indications. These messages are referred to as error indications.
An error indication needs to contain an AUTH TLV, and should not contain other TLVs.

Any erroneous message (including an erroneous error indication) without a valid AUTH TLV needs
to be silently discarded.

For an erroneous Request with a valid AUTH TLV, the peer sends an error indication Response.
For an erroneous Response with a valid AUTH TLV, the server sends an error indication Request which is
responded by the peer with an error indication Response. The server returns an EAP-Failure message in
response to an error indication Response with a valid AUTH TLV.

4, Integrity Protection Keys

EAP-EXT defines two types of keys: 1) EAP-EXT-KEY and 2) EAP-REAUTH-KEY.

41. EAP-EXT-KEY

EAP-EXT-KEY is used for computing AUTH TLVs for integrity protecting EAP-EXT messages.
When HMAC-SHA-256 (see, e.g., reference [sha256] incorporated by reference below) is used for the
integrity algorithm, the length of EAP-EXT-KEY is 32-octet. An EAP-EXT-KEY is derived from the EMSK
generated by an inner EAP method using the USRK (Usage Specific Root Key) derivation algorithm
defined in (see, e.g., reference [I-D.salowey-eap-emsk-deriv] incorporated by reference below) as follows.

EAP-EXT-KEY = KDF (EMSK, "EAP-EXT-Integrity-Key", length).

In KDF, EAP-EXT-KEY uses the default PRF specified in reference [I-D.salowey-eap-emsk-deriv]
incorporated by reference below.
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For background reference, the USRK key derivation function (KDF) derives an USRK from the
Extended Master Session Key (EMSK), an key label, optional data, and output length. The KDF is
expected to give the same output for the same input. The basic key derivation function is: USRK =
KDF(EMSK, key label, optional data, length). See Id. Typically, the key labels are printable ASCII strings
unique for each usage definition and are a maximum of 255 bytes. See Id. In general, they are of the
form label-string@domain where domain is the organization that controls the specification of the usage
definition of the USRK. The key label provides global uniqueness. Rules for allocation of these labels
are given in Section 7 of [I-D.salowey-eap-emsk-deriv).

As set forth in said document, the EMSK key derivation function is based on a pseudo random
function (PRF) that has the following function prototype:

KDF = PRF(key, data). See ld. The default PRF used for deriving USRKs from an EMSK is taken from
the PRF+ key expansion PRF from [RFC4306] based on HMAC-SHA-256. The prf+ construction was
chosen because of its simplicity and efficiency over other PRFs such as those used in [RFC2246]. The
definition of PRF+ from [RFC4306] is given below:
pri+ (K,S)=T1|T2|T3|T4]..

Where:

T1=prf (K, S| 0x01)

T2=prf (K, T1]|S | 0x02)

T3=prf (K, T2]S | 0x03)

T4 =prf (K, T3 | S | 0x04)

continuing as needed to compute the required length of key material.

The key, K, is the EMSK and S is the data defined in Section 3.1 of [I-D.salowey-eap-emsk-
deriv]. Seeld. As indicated, the PRF is taken as HMAC-SHA-256. See Id.

4.2, EAP-REAUTH-KEY

EAP-REAUTH-KEY is used as the pre-shared key required by an EAP method used for a re-
authentication mechanism. The length of EAP-REAUTH-KEY depends on the re-authentication
mechanism. The EAP-REAUTH-KEY is derived from the EMSK exported from EAP-EXT using the USRK
derivation algorithm defined in reference [I-D.salowey-eap-emsk-deriv] incorporated below as follows.

EAP-REAUTH-KEY = KDF(EMSK, "EAP-EXT-Reauthentication-Key", length).

5. Message Format

EAP-EXT uses EAP Type X (To be assigned by IANA). The message format including the
common EAP fields (e.g., Code, Identifier, Length and Type) defined in [RFC3748] is shown in FIG. 3(A).

F:
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This bit needs to be set to indicate that this is the last EAP-EXT message from the sender.
Otherwise, this bit needs to not be set.

This bit is set when the message is an error indication. When this bit is set, F-bit needs to also be
set. See Section 3 for detailed description on error indications.

Version:

This 8-bit field indicates the version of the EAP-EXT method. This document defines Version 1.

Reserved:

This 6-bit field is reserved for future extensions. This field needs to be set to zero by the sender
and the recipient needs to ignore this field.

Capabilities:

This field The Capabilities field contains extended EAP capabilities. The Capabilities field the
format shown in FIG. 3(B).

Each bit corresponds to a particular capability. The semantics of each bit is as follows.

C:

This bit is set to indicate that the sender supports the channel binding mechanism defined in [I-
D.ohba-eap-channel-binding] for MSK. When this bit is set for both Requests and Responses and the
EAP-EXT method completes with success, the peer and the server needs to enable channel binding
mechanism. The default hash algorithm for prf+ is AUTH_HMAC_SHA1_160.

R:

This bit is set to indicate that the sender supports a re-authentication EAP method. When this bit is
set in the final Request/EXT message (i.e., the Request/EXT with F-bit is set), the message needs to
include a Server-ID TLV and a Peer-ID TLV and can include a Reauth-Key-Lifetime AVP. When this bit is
set in the final Request/EXT and Response/EXT exchanges, the peer and the server needs to generate an
EAP-REAUTH-KEY. The Server-ID and Peer-ID contained in the Server-ID and Peer-ID TLVs and the
EAP-REAUTH-KEY is used for a re-authentication EAP method. A default re-authentication mechanism
can be selected by those in the art based on this disclosure.

Other bits are reserved for future use, and needs to be set to zero by the sender and needs to be
ignored by the recipient.

TLV (Type-Length-Value's):

Zero, one or more TLVs. The TLV format of is shown in FIG. 3(C).

Type:

This field indicates the type of this TLV.

Length:
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This field indicates the length of this TLV in octets, including the Type and Length fields of the TLV.

Value:

This field contains data specific to the TLV Type.

6. EAP-EXT TLVs

The following TLVs are defined.

6.1.  Method TLV

The Method TLV (Type 1) contains an EAP Method payload starting from Type field.

6.2. AUTHTLV

The AUTH TLV (Type 2) contains integrity data used for protecting EAP-EXT messages. The
EAP-EXT-KEY is used for computing AUTH TLVs.

The TLV-Value field is computed over the entire EAP message including this field. Before
computing the integrity data, this field needs to be initialized to all zeros. The length of this field depends
on the integrity algorithm in use. When the integrity check fails, the message needs to be silently discarded.
The default integrity algorithm is HMAC-SHA-256 (see, e.g., reference [sha256] incorporated below).

6.3. PeerIDTLV

The Peer-ID TLV (Type 3) contains the identity of the peer used for re-authentication.

6.4. ServerID TLV

The Server-ID TLV (Type 4) contains the identity of the server used for re-authentication.

6.5. Reauth-Key-Lifetime TLV

The Reauth-Key-Lifetime TLV (Type 5) contains the lifetime of EAP-REAUTH-KEY in seconds.

T. Security Considerations

Capability exchange before an inner EAP method exports EAP keying material is unprotected.
Hence, additional protected message exchange after creation of EAP keying material is mandated to avoid
the capabilities information to be altered by an attacker without being detected by the peer and the server.

EAP-EXT allows sequencing of multiple EAP methods inside it. It is known that a compound
authentication method that consists of multiple nested or sequential authentication methods without
cryptographically binding them has a vulnerability to man-in-the-middle attack. EAP-EXT is able to create
the required cryptographically binding by protecting each inner EAP method together with the outer EAP
method (i.e., EAP-EXT) with a key generated by its precedent successful inner method in the sequence
and finally exporting EAP keying material generated by the last successful inner EAP method. In order to
achieve cryptographic binding, EAP-EXT requires inner EAP methods to be capable of generating EAP
keying material.

Bootstrapping Kerberos
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1. Introduction

Kerberos [RFC4120] is a third-party authentication protocol that provides a means of verifying the
identities of end-points of various network applications on an open (unprotected) network by using shared
secret key cryptography. Extensions to Kerberos can provide for the use of public key cryptography during
certain phases of the authentication protocol [RFC4556).

EAP (Extensible Authentication Protocol) is an authentication protocol which supports multiple
authentication algorithms known as "EAP methods" [RFC3748]. The applicability of EAP is, however, for
network access authentication. EAP is not designed for providing authentication for various network
applications.

For reference, Table 1, below, is a chart that highlights some of the differences between Kerberos
and EAP.

TABLE 1 (Comparison of Kerberos vs. EAP)

Kerberos EAP
Authentication | Ouly a few authentication | Support a number of
methods methods are currently authentication methods
supported
Applicability Applicable to any network | Applicable to network access
application authentication

There is an emerging need for single sign-on in which an initial authentication for network access in
a visited or a home domain can provision session keys to multiple different protocols used within the
domain, ranging from link-layer to application-layer protocols.

Especially, provisioning session keys to link-layer protocols can optimize link-layer handover
performance by eliminating EAP signaling for every handover within the domain, including intra-

authenticator and inter-authenticator handovers.
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This section describes a mechanism to bootstrap Kerberos from EAP in which EAP is used for
initial network access authentication and Kerberos is used for provisioning session keys to multiple different

protocols. This section makes use of EAP-EXT methodology to realize the mechanism.
2. Review of the EAP-EXT

According to some preferred embodiments, a new capability is defined within the EAP-EXT

methodology (described above), involving a new capability bit for Kerberos.

These embodiments define a new capability bit (K) in a Capabilities field and also new TLVs (e.g.,
KRB-BOOT TLV and KRB-MSG TLV) of EAP-EXT. In the preferred embodiments, this new capability bit
(K) and these new TLVs are employed in the following manner.

In the EAP-EXT exchange, the peer and server set the K-bit in Capabilities field if they want to use
functionality (such functionality referred to herein as BKE). If both the peer and the server set the K-bit with
an AUTH TLV set, then, in the preferred embodiments, the system employs additional EAP-EXT
exchanges in the following way.

The server first sends Kerberos bootstrapping parameters to the peer. Preferably, the Kerberos
bootstrapping parameters are contained in a Kerberos-Boot (KRB-BOOT) TLV. The peer then sends a
Kerberos AS-REQ message to the server, where the AS-REQ message is contained in a Kerberos-
Message (KRB-MSG) TLV. The server then forwards the AS-REQ message to the Kerberos KDC (Key
Distribution Center). Then, the KDC returns an AS-REP to the server, where this part of signaling is
performed outside EAP-EXT. The server forwards the AS-REP to the peer, where the AS-REP is
contained in a KRB-MSG TLV.

Finally, the peer sends a confirmation to the server and the server sends an EAP-Success or a
EAP-Failure message to the peer. In the preferred embodiments, all of these exchanges need to be
protected with an AUTH TLV.

The manner in which Kerberos is used after it is bootstrapped from EAP can be determined by

those in the art based on circumstances, and details related thereto are not required for purposes herein.
Figure 1 shows an example of EAP-EXT message sequence with BKE.

3. New Message Format
17
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According to the preferred embodiments, as indicated above, a new bit in Capabilities flag of EAP-
EXT is defined - i.e., a new K bit.

With reference to FIG. 4, changes to the EAP-EXT message format according to the preferred

embodiments herein are depicted.

This K bit indicates support for bootstrapping Kerberos from EAP (referred to herein as BKE). In
the preferred embodiments, once both the peer and the server set the K-bit with an AUTH TLV set, then

additional exchanges are performed within EAP-EXT in the manner as described above.
4 New Keys

In the preferred embodiments, one new key is defined in order to provide functionality described
herein. This new key is referred to as EAP-KRB-KEY. EAP-KRB-KEY is used as the pre-shared key
required by Kerberos. In the preferred embodiments, the length and lifetime of ERP-KRB-KEY is
communicated from the server to the peer within EAP-EXT - e.g., the length of ERP-KRB-KEY is
negotiated within EAP-EXT. In the preferred embodiments, the EAP-KRB-KEY key is derived from the
EMSK exported from EAP-EXT using the USRK derivation algorithm defined in, e.g., reference [I-

D.saloweY-eap-emsk-deriv] incorporated by reference above as follows.
EAP-KRB-KEY = KDF (EMSK, "EAP-EXT-Kerberos-Bootstrapping-Key", length)
In KDF, EAP-EXT-KRB uses the default PRF specified in [I-D.salowey-eap-emsk-deriv].
5. New EAP-EXT TLVs
According to the preferred embodiments, the following new TLVs are defined.
5.1.  Kerberos-Boot (KRB-BOOT) TLV

According to the preferred embodiments, a new Kerberos-Boot TLV (Type 6) is established that
contains Kerberos bootstrapping parameters. In the preferred embodiments, the following Kerberos
bootstrapping parameters are contained in the order of appearance:

a)  EAP-KRB-KEY length (2 octets)
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In the preferred embodiments, this field indicates the length of EAP-KRB-KEY in octets.
b) EAP-KRB-KEY lifetime (2 octets)

In the preferred embodiments, this field indicates the lifetime of EAP-KRB-KEY in seconds. The
lifetime needs to exceed the lifetime of EMSK.

c) Principal Name (variable length)

In the preferred embodiments, this field contains a Kerberos principal name of the peer, encoded
by DER (Distinguished Encoding Rules) of ASN.1 (Abstract Syntax Notation One). The Distinguished
Encoding Rules of ASN.1 is an International Standard drawn from the constraints placed on basic encoding
rules (BER) encodings by X.509. Abstract Syntax Notation One (ASN.1) defines the following rule sets that
govern how data structures that are being sent between computers are encoded and decoded: Basic
Encoding Rules (BER); Canonical Encoding Rules (CER); Distinguished Encoding Rules (DER); and
Packed Encoding Rules (PER). The original rule set was defined by the BER specification. CER and DER
were developed later as specialized subsets of BER. PER was developed in response to criticisms about
the amount of bandwidth required to transmit data using BER or its variants. PER provides a significant
savings. DER was created to satisfy the requirements of the X.509 specification for secure data transfer.
For example, the Certificate Enroliment API uses DER exclusively. For reference, see Intemational
Telecommunication Union, Information Technology — ASN.1 Encoding Rules — Specification of Basic
Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished Encoding Rules (DER), ITU-T
Recommendation X.690, July 2002, the entire disclosure of which is incorporated herein by reference.

d) Realm (variable length)

In the preferred embodiments, this field contains a Kerberos realm of the peer and the KDC,
encoded by DER (Distinguished Encoding Rules) of ASN.1 (Abstract Syntax Notation One).

e) IP address length (1 octet)
In the preferred embodiments, this field contains the length of KDC's IP address.

f) IP address of KDC (4 or 16 octets)
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In the preferred embodiments, this field contains a binary-encoded IP address of KDC. If the IP
address length is 4, it preferably contains an IPv4 address. If the IP address length is 16, it preferably
contains an |IPv6 address.

5.2.  Kerberos-Message (KRB-MSG) TLV

In the preferred embodiments, the Kerberos-Message TLV (Type 7) contains a Kerberos message
(e.g., DER-encoded messages), such as AS-REQ and AS-REP messages.

6.0 lllustrative Message Exchange Sequences

FIGS. 5 to 9 show some illustrative message exchange sequences, depicting illustrative
communications between components or modules.

In this regard, FIGS. 5 to 7 show message sequences according to some illustrative embodiments
employing BKE functionality. Here, FIG. 5 shows message sequences between a client/peer 10, a server
30 and a Key Distribution Center (KDC) 40, and FIGS. 6 and 7 show message sequences between a
client/peer 10, a server 30, an authenticator 20 and a KDC (40).

In this regard, the client/peer 10 can, in the preferred embodiments, be contained in a mobile node
or device, such as, e.g., a cellular telephone, a personal computer, a laptop computer, a wearable
computer, a PDA, etc. In this regard, the client/peer 10 can include functionality of an EAP peer
(represented in green in FIGS. 6 and 7) and a Kerberos client (represented in red in FIGS. 6 and 7).

As shown in FIG. 5, communication as between a client/peer 10, a server 30 and a key distribution
center (KDC) 40 can be as follows in some embodiments employing BKE.

First, as shown at a) in FIG. 5, the server 30 can optionally transmit an EAP-Request/Identity to the
peer 10, and the peer 10 can, as shown at b) in FIG. 5, optionally transmit an EAP-Response/ldentity to the
server 30.

Next, as shown at c) in FIG. 5, the server 30 transmits an EAP-Request/EXT{Cap.(K), Method}
message to the peer 10. Here, Cap. (K) shows that the message has a K-bit of the Capabilities field set,
and Method relates to Method TLV. In reply, as shown at d) in FIG. 5, the peer 10 can transmit an EAP-
Response/EXT{Cap.(K), Method} message to the server 30.
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Next, as shown at e) in FIG. 5, the server 30 transmits an EAP-Request/EXT{Cap.(K), AUTH}
message to the peer 10. Here, Cap. (K) shows that the message has a K-bit of the Capabilities field set,
and AUTH relates to AUTH TLV. In reply, as shown at f) in FIG. 5, the peer 10 can transmit an EAP-
Response/EXT{Cap.(K), AUTH} message to the server 30.

Next, as shown at g) in FIG. 5, the server 30 transmits an EAP-Request/EXT{Cap.(K), KRB-BOOT,
AUTH} message to the peer 10. Here, Cap. (K) shows that the message has a K-bit of the Capabilities
~ field set, KRB-BOOT relates to the Kerberos Boot TLV (which includes Kerberos bootstrapping parameters),
and AUTH relates to AUTH TLV. In reply, as shown at h) in FIG. 5, the peer 10 can transmit an EAP-
Response/EXT{Cap.(K), KRB-MSG, AUTH} message to the server 30. Here, a AS-REQ message is
contained in the Kerberos-Message TLV (KRB-MSG).

As shown at I) in FIG. 5, the server 30 also transmits the Kerberos bootstrapping parameters to the
KDC.

In addition, as shown at m) in FIG. 5, the server 30 then forwards the AS-REQ message to the
Kerberos KDC (Key Distribution Center). Then, as shown at n) in FIG. 5, the KDC returns an AS-REP
message to the server, where this part of signaling is performed outside EAP-EXT.

Next, as shown at i) in FIG. 5, the server 30 forwards the AS-REP to the peer 10, where the AS-
REP is contained in a KRB-MSG TLV. In that regard, the server 30 transmits at i) an EAP-
Request/EXT{Cap.(K), KRB-MSG, AUTH} message as shown.

Finally, the peer sends a confirmation to the server and the server sends an EAP-Success or an
EAP-Failure message to the peer. Here, preferably, as shown at j) in FIG. 5, the peer 10 sends an EAP-
Response/EXT {Cap.(K), AUTH} message to the server 30, and the server 30 sends an EAP-Success
message to the peer 10.

In the preferred embodiments, all of these exchanges need to be protected with an AUTH TLV.

With reference to FIG. 6, this figure is substantially similar to the message sequence shown in FIG.
5. However, FIG. 6 further depicts message exchange in relation to the authenticator 20. In this regard,
after step j) shown in FIG. 5, as shown at x) in FIG. 6, the server transmits the MSK to the authenticator 20,
and then at y), a Secure Association is established between the peer/client and the authenticator.
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FIG. 7 is another message sequence according to some illustrative embodiments employing BKE
functionality, further including TGS-REQ/REP. For background reference, in Kerberos, a client asks a
Ticket Granting Server (TGS) for a ticket needed for communicating with an application server. The ticket
generated by the TGS includes the identity of the client and a session key, all encrypted in the application
server's key. The TGS returns the ticket and a copy of the session key to the client, all encrypted in the
client's key. However, this exchange does not by itself provide any assurance of the identity of the client.
Assurance of the identity of the client is made by another exchange between the client and application
server based on verifying the ticket. The TGS agrees on the client's identity by issuing the ticket. The client
and application server agree on the client's identity by verifying the ticket issued by the TGS. The three-
party agreement on the client identity is made securely based on cryptographic proof of possession of the
session key between the client and application server, where the ticket has the binding between the
session key and client's identity.

With reference to FIG. 7, as shown at x1), the peer 10 transmits a message to the server 30 of a
format EAP-Response/EXT {F, KRB-MSG (TGS-REQ), AUTH}, and as shown at x2), the server 30
transmits a TGS-REQ to the KDC. Then, the KDC returns a TGS-REP as shown at y2) in FIG. 7. Next, the
server 30 transmits a message to the peer 10 of a format EAP-Request/EXT {F, KRB-MSG (TGS-REP),
AUTH}. Then, the peer transmits the EAP-Response/EXT {F, AUTH} similar to that described above.

For reference, FIG. 8 is provided which depicts an illustrative Kerberos message sequence
involving an Application Client (C), an Application Server (S), and a Key Distribution Center (KDC), wherein
the KDC includes a Ticket Granting Server (TGS) and an Authentication Server (AS). In this illustrative
example, three message exchange steps are shown: a) step S1 of the sequence involves presenting
authenticator and getting TGT (in this regard, as shown at 100, an AS_REQ message is transmitted to the
Authentication Server (AS) and, as shown at 110, an AS_REP message is transmitted from the
Authentication Server); b) step S2 of the sequence involves presenting TGT and getting a ticket (in this
regard, as shown at 120, a TGS_REQ message is transmitted to the Ticket Granting Server (TGS) and, as
shown at 130, a TGS_REP message is transmitted from the TGS Server);

For reference, FIG. 9 depicts an illustrative EAP message sequence involving a peer, an
authenticator and a server. In the figure, message 200 depicts an EAP-Request from the server, message
201 depicts an EAP-Response from the peer, message 202 depicts an EAP-Success message from the
server, message 203 depicts an MSK message from the server, and 204 depicts a Secure Association

(lower-layer) established. Here, the Authenticator provides network access service to Peer. In some
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embodiments, the Authenticator and Server may be implemented on the same device, while in some
embodiments, the Authenticator and Server can be implemented on separated devices. When
implemented on separated devices, the Authenticator acts as a “pass-through” forwarder of EAP messages
between the Peer and the Server.
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While a variety of systems and methods are known, there remains a need for improved systems
and methods.

SUMMARY

The present invention improves upon existing systems and methods, including systems and
methods described above.

According to some preferred embodiments, a media-independent handover key management
architecture is described that uses Kerberos for secure key distribution among a server, an authenticator,
and a mobile node. With this architecture, in the preferred embodiments, signaling for key distribution is
based on re-keying and is decoupled from re-authentication that requires EAP (Extensible Authentication
Protocol) and AAA (Authentication, Authorization and Accounting) signaling similar to initial network access
authentication. In this framework, the mobile node is able to obtain master session keys required for
dynamically establishing the security associations with a set of authenticators without communicating with
them before handover. By separating re-key operation from re-authentication, the proposed architecture is
more optimized for a proactive mode of operation. It can also be optimized for reactive mode of operation
by reversing the key distribution roles between the mobile node and the target access node.

According to some preferred embodiments, a system and/or method for media-independent
handover key management for secure key distribution among a server, an authenticator and a mobile node
using Kerberized Handover Keying in a reactive mode employing ticket delivery after handover includes: a)
having a mobile node transmit an AS-REQ to a Key Distribution Center, and having the mobile node
receive an AS-REP from the Key Distribution Center with a Ticket Granting Ticket (TGT); b) after handover
of the mobile node to a target authenticator, having the target authenticator transmit a TGS-REQ to the Key
Distribution Center, and having the target authenticator receive a TGS-REP from the Key Distribution
Center to obtain a ticket (T) for the mobile node; and ¢) having the authenticator transmit an AP-REQ to the
mobile node, and having the mobile node transmit an AP-REP message to the authenticator to authenticate
the mobile node. In some examples, the method further includes establishing a secure association
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between the mobile node and the target authenticator using the ticket (T). In some examples, the method
further includes prior to step b), after handover of the mobile node to the target authenticator, having the
mobile node transmit a trigger message to the target authenticator. In some examples, the method further
includes having authorization information embedded in ticket authorization data such that the target
authenticator performs access control without AAA signaling after handover for authorization.

According to some other embodiments, a media-independent handover key management
architecture for secure key distribution among a server, an authenticator and a mobile node is provided that
includes: a mobile node having an EAP peer that is configured to communicate with an EAP server; the
mobile node further having a Kerberos server that is configured to communicate with at least one
authenticator for at least one target network that has a respective Kerberos client; and the mobile node
being configured to perform security signaling in relation to handover to the at least one target network via
the at least one authenticator, including network access authentication and key management signaling to
obtain master session keys using Kerberos to dynamically establish a security association via the at least
one authenticator without re-authentication using EAP and AAA signaling.

According to some other embodiments, a system and/or method for media-independent handover
key management for secure key distribution among a server, an authenticator and a mobile node includes:
a) having a mobile node obtain the identity of a Key Distribution Center and a secret key shared with an
Application Server during initial network access authentication via bootstapping Kerberos from network
access authentication credentials using an EAP method; and b) having the mobile node establish security
associations with a set of authenticators using Kerberos after handover. In some examples, the method
further includes having the mobile node include a Kerberos server that communicates with respective
Kerberos clients of the authenticators.

The above and/or other inventions, aspects, features and/or advantages of various embodiments
will be further appreciated in view of the following description in conjunction with the accompanying figures.
Various embodiments can include and/or exclude different aspects, features and/or advantages where
applicable. In addition, various embodiments can combine one or more aspect or feature of other
embodiments where applicable. The descriptions of aspects, features and/or advantages of particular
embodiments should not be construed as limiting other embodiments or the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

The preferred embodiments of the present invention are shown by a way of example, and not

limitation, in the accompanying figures, in which: .
FIG. 1 is a diagram depicting an illustrative EAP-EXT message sequence between an EAP Server
and an EAP Peer with a single inner method according to some embodiments;
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FIG. 2 is a diagram depicting an illustrative EAP-EXT message sequence between an EAP Server
and an EAP Peer with multiple inner methods according to some embodiments;

FIG. 3(A) is a diagram depicting illustrative message formats according to some exemplary
embodiments related to EAP-EXP;

FIG. 3(B) is a diagram depicting an illustrative capabilities field according to some exemplary
embodiments related to EAP-EXP;

FIG. 3(C) is a diagram depicting an illustrative TLV format according to some exemplary
embodiments related to EAP-EXP;

FIG. 4 is a diagram depicting illustrative message formats according to some exemplary
embodiments of the present invention;

FIGS. 5 and 6 show message sequences according to some illustrative embodiments of BKE
functionality, wherein FIG. 5 shows message sequences between a client/peer, a server and a KDC, and
FIG. 6 shows message sequences between a client/peer, a server, an authenticator and a KDC;

FIG. 7 is another message sequence according to some illustrative embodiments employing BKE
~ functionality, further including TGS-REQ/REP;

FIG. 8 is a background diagram depicting Kerberos message sequencing for reference;
FIG. 9 is a background diagram depicting EAP message sequencing for reference;

FIG. 10(A) is a diagram showing Kerberized Handover Keying message sequence according to

some embodiments of the invention;

FIG. 10(B) is a diagram showing Kerberized Handover Keying message sequence according to
some embodiments of the invention that are optimized for reactive operation;
FIG. 11 is a diagram showing EAP functionality and EAP with a pass-through authenticator;

FIG. 12 is a background diagram depicting Kerberos message sequencing similar to that shown in
FIG. 8;

FIG. 13 is a diagram depicting Kerberos Handover Keying message sequencing according to some

embodiments, similar to that shown in FIG. 10(A), in a proactive mode;
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FIG. 14 is a diagram depicting Kerberos Handover Keying message sequencing according to some
embodiments, similar to that shown in FIG. 10(B), in a reactive mode;
FIG. 15 is an architectural diagram depicting AAA interaction for authorization and accounting

according to some proactive mode and reactive mode embodiments of the invention;

FIG. 16 is a schematic diagram depicting an example relationship between an AAA domain and a
plurality of Kerberos realms;

FIG. 17 is a diagram depicting an EAP-EXT message format with Kerberos bootstrapping
capability according to some embodiments;

FIG. 18 is a diagram depicting a Kerberos bootstrapping sequence according to some

embodiments; and

FIG. 19 is a diagram depicting some illustrative architectural components that may be employed

within devices according to some embodiments;

PREFERRED EMBODIMENTS OF THE INVENTION

While the present invention may be embodied in many different forms, a number of
illustrative embodiments are described herein with the understanding that the present
disclosure is to be considered as providing examples of the principles of the invention and that
such examples are not intended to limit the invention to preferred embodiments described herein and/or
ilustrated herein. g

Kerberized Handover Keying Overview:

Kerberos usage for handover keying.

According to some preferred embodiments of the present invention, Kerberos usage for handover
keying is employed. In this regard, Kerberos can be made available to handover key management by, e.g.,
placing a Kerberos application server on each network point of attachment (PoA)(e.g., access points, base
stations and/or access routers).

Among other things, this implementation can achieve the following and/or other advantages and
benefits:

a) authentication signaling using EAP/AAA can be eliminated for every handover within a
Kerberos realm; and
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b) the same framework is applicable to bootstrap any protocol used at any layer — such as,
e.g., for FMIPv6, HMIPv6, DHCP authentication, etc.

Kerberized Handover Keying Steps.

According to some illustrative embodiments of the present invention, with reference to FIG. 10,
Kerberos handover keying can employ the following steps.

In the embodiment shown in FIG. 10(A), a first step, Step 1, involves the acquisition of a Ticket
Granting Ticket (TGT) at the time of initial network access authentication via the initial Point-of Attachment
(PoA). In this regard, an AS-REQ/AS-REP exchange can be used and transported over TCP or UDP as
specified in RFC 4120 (i.e., Neuman, C., Yu, T., Hartman, S., and K. Raebumn, "The Kerberos Network
Authentication Service (V5)", RFC 4120, July 2005 incorporated herein by reference above) or over EAP-
EXT with BKE (Bootstrapping Kerberos from EAP as described above). As shown, the AS-REQ would be
transmitted from the Application Client C (e.g., within a mobile device or node) to the Key Distribution
Center (KDC).

In the embodiment shown in FIG. 10(A), a second step, Step 2, involves a proactive per-PoA ticket
acquisition for each candidate PoA. In this regard, a TGS-REQ/TGS-REP exchange is used and
transported over TCP or UDP as specified in RFC 4120 or over EAP-EXT, as described above. In such
cases, the client C obtains a ticket for each PoA to which it may handover. For example, FIG. 9 shows an
illustrative case example in which a client C discovers a first point of attachment PoA1 and acquires a ticket
T1 related thereto and wherein the client C discovers a second point of attachment PoA2 and acquires a
ticket T2 related thereto. As shown, for each point of attachment, a TGS-REQ would be transmitted from
the Application Client C to the Key Distribution Center (KDC), and a TGS-REP would be transmitted from
the Key Distribution Center (KDC) to the Application CIienAt C.

In the embodiment shown in FIG. 10(A), a third step, Step 3, involves establishing a secure
association to the target PoA(s) using the acquired ticket(s).

In this Step 3, an AP-REQ/AP-REP exchange optionally followed by KRB-SAFE or KRB-PRIV
exchanges can be used and transported over TCP or UDP as specified in RFC 4120, or over the link-layer
if there is no IP connectivity. In cases where these messages are carried over the link-layer, they can be
carried in EAP messages by defining: a) a new EAP authentication method for supporting Kerberos
exchange, or b) a new EAP Code for supporting Kerberos exchange. Otherwise, media-specific
information is carried in KRB-SAFE or KRB-PRIV exchanges.

In this Step 3, some part of secure association signaling can be proactively performed before
handover. For example, an AP-REQ/AP-REP exchange can be performed before handover to create a
cache of session keys at candidate PoAs.
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PoA Discovery.

In order to acquire a per-PoA ticket in Step 2, as discussed above, PoAs need to be discovered to
get per-PoA ticket in Step 2. In this regard, in order to carry out PoA discovery IEEE 802.21 Information
Service can be employed. See, e.q., |.E.E.E. P802.21™/D04.00, February 2007 entitled Draft Standard for
Local and Metropolitan Area Networks: Media Independent Handover Services, the entire disclosure of
which is incorporated herein by reference as though recited herein in full.

Key Lifetime.

It is noted that a ticket carries a lifetime. In this regard, this lifetime determines the (sub) session
key lifetime. Here, the lifetime of the (sub) session key needs to be no longer than the ticket lifetime.

Authorization.

According to some preferred embodiments, authorization information can be contained in a ticket.
In this regard, the lifetime of tickets (including TGTs) needs to be no longer than the AAA authorization
lifetime. Here, the Authenticator does not require AAA signaling for authorization signaling if a ticket
contains such authorization information. Otherwise, AAA signaling for authorization should be performed.

Re-keying.

According to some preferred embodiments, re-keying of link-layer cipher keys can be performed
without EAP re-authentication all the way to the home AAA server. For example, this can be achieved by
re-issuing a new ticket in Step 2 and then performing Step 3, as described above.

Re-authentication.

In some cases, EAP re-authentication is needed if the authorization lifetime needs to be extended.
In some preferred embodiments, this can be achieved with re-issuing a new TGT and then re-issuing per-
PoA tickets.

Inter-AAA Domain Operation.

With respect to Inter-AAA Domain Operation, Kerberos advantageously allows cross-realm
operation. In addition, one can form a Kerberos realm (or realms) per an AAA domain.

For cross realm/domain operation, the client needs to obtain a TGT from its local AS used for a
visited realm/domain.

Initial entry issue.

According to some preferred embodiments, the initial PoA acts as EAP authenticator for BKE. In
some examples, the initial PoA can use an EAP MSK to generate a PMK. This should be used if the initial -
PoA does not support Kerberos. In some alternative examples, the initial PoA can use a Kerberos ticket to
generate a PMK by executing Step 3 after successful EAP authentication. In this latter case, not only Step
1, but also Step 2 needs to be performed within BKE. In addition, a successful EAP authentication itself
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does not trigger secure association in this latter case. This should be used if the initial PoA supports
Kerberos.

Kerberized Handover Keying Optimized for Reactive Operation.

According to some alternative embodiments, Kerberized Handover Keying can be modified so as
to be optimized for reactive operation. In this regard, in some embodiments, the Kerberized Handover
Keying steps described above with reference to FIG. 10(A) can be modified. For example, in some
illustrative embodiments, as shown in FIG. 10(B), the following steps can be employed.

A first Step 1 can involve Ticket Granting Ticket (TGT) acquisition at the time of initial network
access authentication via the initial point of attachment (PoA). This can be performed in the same way as
the normal operation described above in reference to FIG. 10(A).

A second Step 2 can involve a reactive per-PoA ticket acquisition for a target PoA and a secure
association to target PoA using the ticket. In this regard, the mobile node (MN) can send a Trigger
message to the target PoA or the target PoA can find the mobile node via link-layer indicates. In the
reactive operation embodiments, the target PoA acts as a Kerberos client and initiates TGS-REQ/TGS-
REP exchange to obtain a ticket for the mobile node. After the target PoA obtains the ticket for the mobile
node, it initiates AP-REQ/AP-REP exchange with the mobile node (for ticket installation), followed by KRB-
SAFE or KRB-PRIV exchanges (for media-specific information exchange).

Additional Discussion Related to Some Preferred Embodiments:

This section further describes exemplary embodiments of a media-independent handover key
management architecture that uses Kerberos for secure key distribution among a server, an authenticator,
and a mobile node. With this architecture, signaling for key distribution is based on re-keying and is
decoupled from re-authentication that requires EAP (Extensible Authentication Protocol) and AAA
(Authentication, Authorization and Accounting) signaling similar to initial network access authentication. In
this framework, the mobile node is able to obtain master session keys required for dynamically establishing
the security associations with a set of authenticators without communicating with them before handover.
By separating re-key operation from re-authentication, the proposed architecture is more optimized for a
proactive mode of operation. It can also be optimized for reactive mode of operation by reversing the key
distribution roles between the mobile node and the target access node. This section also shows how this
present architecture is applicable to the existing link-layer technologies (including, e.g., IEEE 802.11 and
802.16) and across multiple AAA domains. This section also further describes how Kerberos can be
bootstrapped from initial access authentication using an EAP method.

1. Introduction.
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Wireless network technologies are evolving to allow seamless handover across multiple different
link-layer technologies. For example, |.E.E.E. 802.21(see reference [1] below) is defining a Media-
Independent Handover (MIH) Function with unified interface to both link-layer and higher-layer protocols.
This function facilitates handover by providing several services to a mobility management entity and a
protocol for carrying these services to another MIH Function in a remote node. While security signaling
optimization during handover is one of the important factors for achieving seamless handover, it is currently
outside of the scope of the |.E.E.E. 802.21 specification. Security signaling during handover includes
network access authentication and subsequent key management signaling for enabling link-layer ciphering.
The IETF (Internet Engineering Task Force) defines EAP (Extensible Authentication Protocol) (see
reference [2] below) that provides a unified mechanism for network access authentication with a support of
a variety of authentication methods over several link-layer technologies such as, e.g., Ethernet, |.E.E.E.
802.11 and |.E.E.E. 802.16 (see, e.g., references [3],[4] and [5] below) as well as over UDP/IP (seg, e.g.,
references [6] and [7] below). As described above, an EAP method is a two-party authentication protocol
that runs an authentication method between a peer (e.g., a mobile node) and a server (e.g., a backend
authentication server), whereas EAP is just a container for conveying the EAP method through an
authenticator (e.g., an access point in case of |.E.E.E. 802.11) as shown in Figure 11: EAP with pass-
through authenticator.

Although EAP provides a media-independent mechanism for network access authentication, its
basic design has not sufficiently taken into account to optimize its signaling when the peer changes one
authenticator to another one due to a handover, except for specific EAP methods that address this issue by
providing enhancements using session resumption to address this issue (see, e.g., reference [8] below).
However, such enhancements are not usable when other EAP methods are used for initial network access

authentication.

The IETF has recently started the HOKEY (Handover Keying) working group to define mechanisms
and protocols for optimizing EAP for handover (see, e.g., reference [9] below). The HOKEY working group
is defining three components, such as low-latency re-authentication (or HOKEY re-authentication),
handover key management, and pre-authentication. HOKEY re-authentication defines an extension to EAP
to minimize message roundtrips by utilizing keying material generated by a previous EAP session.
Handover key management defines a new key hierarchy that spans multiple authenticators as well as a key
distribution mechanism from the server to the authenticators. Pre-authentication is a proactive handover
optimization technique by which a peer runs EAP for a candidate target authenticator from the serving
access network (see, e.g., reference [10] above).

31



WO 2008/109039 PCT/US2008/002798

However, there are two issues on the HOKEY components. First, HOKEY re-authentication still
requires a peer to communicate with the server that is typically co-located with an AAA server that resides
in the home or a visited operator's network and is likely to be physically away from the peer’s location.
(Note: An AAA server in the visited operator's network also serves as the home AAA server for subscribers
of the operator.) Thus, it is difficult for HOKEY re-authentication to reduce the handover latency to the
extent that does not affect the performance of real-time applications. Second, HOKEY pre-authentication
requires an accurate anticipation on movement of the mobile node. However, movement anticipation is
difficult when there are a number of candidate authenticators in the neighboring networks.

As described above, the preferred embodiments establish a new architecture referred to as
Kerberized Handover Keying for handover key management using Kerberos (see, e.g., reference [11]
below) in order to, among other things, address the issues on HOKEY.

In preferred embodiments, Kerberized Handover Keying (KHK) provides the following features: a)
KHK does not require post-handover AAA signaling for authentication and authorization as long as the
mobile node proactively obtains per-authenticator keys; b) the post-handover signaling latency is expected
to be reduced to the order of propagation delay within the access network based on a few message
exchanges between the peer and the authenticator for Kerberos ticket installation and execution of a lower-
layer secure association protocol; and ¢) KHK can reduce the size of required key cache for proactive

keying operation since each authenticator does not need to store a key for a mobile node before handover.

There is an existing work EAP-GSS (see reference [12] below) that uses Kerberos for network
access authentication and key management. The work was initially considered as a candidate for |.E.E.E.
802.11i. However, unlike KHK, the work neither considers handover optimization nor allows any EAP
method to be used for initial network access authentication.

2. Further Overview of Kerberos.

Further to the above discussion, Kerberos (see reference [10] below) is a three-party
authentication and key management protocol based on symmetric keys. There are three principal
components in Kerberos: a Client, a Server, and a Key Distribution Center (KDC). In addition, the KDC
provides two special servers: an Authentication Server (AS); and a Ticket Granting Server (TGS). In such
cases, it is assumed that each Client and Server has a pre-established trust relationship with the KDC
based on a secret key. In Kerberos, a session key that is used by the Client and Server to securely
establish a session is generated by the KDC and distributed to the Client. The Client then distributes the
session key to the Server using a “ticket,” or a record generated by the KDC to help a Client authenticate
itself to a server. The ticket contains the identity of the client, a session key, a timestamp and other
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information, wherein all such pieces of information (except for a ticket version number, a realm and a server
name) are encrypted using the server's secret key shared only with the KDC. The Kerberos protocol
involves three exchanges where the initial exchange is performed only once. FIG. 12, labeled Kerberos
Sequence, shows a typical protocol sequence of Kerberos.

As shown in FIG. 12, in the initial exchange (AS-REQ/AS-REP exchange), the client requests a
Ticket Granting Ticket (TGT), or a special ticket used for generating other tickets, from the AS. The AS
generates a TGT, which contains a session key for TGS (a TGS session key), and sends the client the TGT

together with a copy of the TGS session key that is encrypted with the secret key shared only with the client.

In the second exchange, the TGS-REQ/TGS-REP exchange, the client sends the server's identity
and the TGT to the TGS, together with the credentials generated using the TGS session key so that the
TGS can verify that the client possesses the same TGS session key. After successful verification of the
credentials, the TGS generates a ticket which contains a session key for the server and sends the client the
ticket and a copy of the session key that is encrypted with the secret key shared only with the client.

In the third exchange, the AP-REQ/AP-REP exchange, the client sends the ticket obtained in the
second exchange, together with the message authentication code computed by the client using the session
key so that the server can verify that the client possesses the session key. The AP-REP message may be
omitted if the client does not need to authenticate the server. After successful verification of the credentials,

the client and server are able to use the session key for protecting their application protocol.

3. Kerberized Handover Keying (KHK).

According to preferred embodiments, Kerberized Handover Keying (KHK) is employed wherein a
mobile node and an authenticator (e.g., an access point or a base station) act as a client or a server of
Kerberos.

In this regard, the roles of client and server can be reversed depending on the timing when a ticket
is delivered to the authenticator. According to some embodiments, a proactive mode is employed in which
ticket delivery to the authenticator happens before the handover. On the other hand, according to other
embodiments, a reactive mode is employed in which ticket delivery to the authenticator happens after the
handover.

The proactive mode embodiments are more optimized than the reactive mode embodiments since
the proactive mode does not require that a mobile node communicate with the KDC after handover. In
such cases, the signaling latency after handover should, in some embodiments, be similar to that for
|.E.E.E. 802.11i 4-way handshake (see reference [4] below) and is known in some examples to be less
than 20msec (see reference [13] below).
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With the preferred embodiments, the KHK architecture does not require an authenticator to create
any state for a mobile node before handover, even in proactive mode. In the preferred embodiments,
initially, the mobile node obtains the identity of the KDC and the secret key shared with the AS during initial
network access authentication by using the bootstrapping mechanism as described below in Section 4.
After initialization, the three steps of Kerberos explained in Section 2 above are executed. The three steps
are executed differently in proactive and reactive modes; details of these differences are explained in
Sections 3.1 and 3.2.

31 Proactive Mode

In this section, proactive mode is explained in reference to FIG. 13, labeled KHK proactive mode.
First, the mobile node (MN) runs an AS-REQ/AS-REP exchange with the KDC to obtain a TGT. When the
MN discovers one or more authenticators (e.g., events D1 and D2) by using authenticator discovery
mechanisms as described in Section 3.4, it runs a TGS-REQ/TGS-REP exchange with the KDC to obtain a
ticket for each discovered authenticator (e.g., A1 and A2). When the MN makes a handover to one of the
discovered authenticators (e.g., event H1), it runs an AP-REQ/AP-REP exchange with the authenticator
(AP-REP message is optional). When the MN makes another handover to a different authenticator (e.g.,
event H2), it runs an AP-REQ/AP-REP exchange with the authenticator. In this case, the mobile node and
the target authenticator act as a client and a server of Kerberos, respectively.

After the AP-REQ/AP-REP exchange, one or more additional KRB-SAFE messages or link-layer
specific SAP (Secure Association Protocol) messages are exchanged between the mobile node and the
target authenticator to establish a link-layer security association between the mobile node and the
authenticator. These messages carry link-layer specific parameters such as link-layer ciphersuites
parameters. The use of KRB-SAFE messages allows the architecture to be independent of link-layer
technologies; each link-layer technology only needs to define a Kerberos transport between a mobile node
and an authenticator as well as the format and semantics of the link-layer specific parameters to be carried
in KRB-SAFE messages. In the case of IEEE 802.11, link-layer authentication frames can be used as the
Kerberos transport between a mobile node and an authenticator, and 802.11i 4-way handshake can be
used as the SAP instead of KRB-SAFE messages. Similarly, in the case of IEEE 802.16, new PKM
(Privacy Key Management) message types can be defined to carry Kerberos messages between a mobile
station and a base station, and PKM 3-way handshake can be used as the SAP instead of KRB-SAFE
messages. In both of these cases, modifications should be made to the link-layer specifications.

3.2 Reactive Mode

In this section, reactive mode embodiments are described in reference to FIG. 14, labeled KHK
reactive mode.
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First, the mobile node (MN) runs an AS-REQ/AS-REP exchange with the KDC to obtain a TGT, in
the same way as proactive mode.

In reactive mode, however, the Kerberos roles of the mobile node and the target authenticator are
reversed -- i.e., the mobile node and the target authenticator act as a server and a client, respectively.
Preferably, after a handover to the target authenticator, the mobile node first sends a trigger message to
the target authenticator. The target authenticator then runs a TGS-REQ/TGS-REP exchange with the KDC
to obtain a ticket for the mobile node and then runs an AP-REQ/AP-REP exchange with the mobile node
(AP-REP message is mandatory to authenticate the mobile node (MN) before KRB-safe or SAP exchange).

After the AP-REQ/AP-REP exchange, one or more additional KRB-SAFE messages or link-layer
specific SAP (Secure Association Protocol) messages are exchanged between the mobile node and the
target authenticator to establish a link-layer security association between the mobile node and the

authenticator. This exchange can be performed in a similar fashion as the proactive mode.

Since the trigger message is unprotected, a resource consumption DoS (Denial of Service) attack
could be possible for reactive mode. Accordingly, an additional mechanism can be employed to mitigate
such a DoS attack.

The signaling latency after handover for reactive mode is expected to be substantially that of the
proactive mode plus one round trip between the authenticator and the KDC. Therefore, the handover
performance for real-time applications for reactive mode depends on the location of the KDC. As described
in Section 3.6 below, the KDC can be placed at a location closer to the authenticators using cross-reaim
operation. However, use of proactive mode can be preferable in many circumstances over reactive mode
because the handover performance does not depend on the location of the KDC.

33 Key Lifetime

Since a Kerberos ticket contains a key lifetime, it is possible to assign different key lifetimes (or
different authorization lifetimes if the key lifetime is same as the authorization time) for different
authenticators depending on (but not limited to) link-layer type and location, to provide flexibility in key
management for heterogeneous link-layer technologies.

3.4 Authenticator Discovery

In proactive mode of KHK, the mobile node needs to discover authenticators in neighboring

networks. An authenticator discovery mechanism needs to provide at least the following information.
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. Discovery of the identity of the authenticator so that the mobile node can identify it when
obtaining a ticket for the authenticator from the KDC. Note that a single authenticator identity can be used
for multiple network points of attachment (e.g., access points, base stations and/or access routers).

. Discovery of an address of the authenticator so that the mobile node can communicate
with the authenticator for an AP-REQ/AP-REP exchange. The address can be a link-layer address or an IP
address. When a single authenticator identity is used for multiple network points of attachments, the
authenticator identity is associated with multiple addresses.

" In IEEE 802.11r (see, e.g., reference [14] below), the ROKH-ID and the BSSID advertised in a
Beacon frame correspond to the identity and an address of the authenticator, respectively, but it is
applicable to IEEE 802.11 link-layer only. On the other hand, a media-independent authenticator discovery
mechanism is preferable to provide, e.g., all pieces of information described above. See, e.g., IEEE
802.21, Information Service (see, e.g., reference [1] below). IEEE 802.21 Information Service can provide
such a mechanism because it provides various pieces of information on neighboring networks to facilitate

handover decision-making process and is designed to work over any media.

3.5 Authorization and Accounting

Kerberos allows authorization information to be embedded in a ticket's authorization data when
encapsulated by the KDC-issued authorization data element. If the authorization credentials issued by the
KDC contain the entire authorization information that is needed by the authenticator to perform access
control, it is possible to eliminate AAA signaling after handover not only for authentication but also for

authorization.
A preferred authorization model used for Kerberized handover keying is described as follows:

. The node that implements KDC also implements AAA client to communicate with an AAA

server for authorization purposes.

. When the KDC receives a TGS-REQ message from a Kerberos client (i.e., a mobile node
in proactive mode or an authenticator in reactive mode), it asks the AAA client for authorization information
for the Kerberos client. The AAA client obtains the authorization information from the AAA server using an
AAA protocol and returns the obtained information to the KDC.

. The KDC embeds the authorization information in the authorization data field of the ticket
to be contained in a TGS-REP message.
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In preferred embodiments, this authorization model has the following two requirements. First, the
format and semantics of authorization credentials are standardized for interoperability. Second, in the case
of reactive mode, the authorization information is carried in an encrypted data part of a TGS-REP message
so that the Kerberos client in the reactive mode (e.g., an authenticator) is able to obtain the authorization

information to be used for the mobile node.

Accounting is performed on the authenticator as is done in existing link-layer technologies -- e.g.,
the node that implements authenticator also implements the AAA client for accounting. In order to
associate accounting records with an appropriate authorization session, an authorization session identifier
is preferably contained in the authorization credentials. The AAA interaction for authorization and
accounting according to some embodiments is illustrated in Figure 15, labeled AAA interaction for
authorization and accounting. A notable difference between proactive mode and reactive mode with regard
to authorization and accounting is that the KDC preferably indirectly passes the authorization information to
the authenticator via the mobile node in proactive mode whereas the KDC preferably directly passes

authorization information to the authenticator in reactive mode.

Note that the AAA client on the authenticator node also has authentication functionality for initial
network access.

3.6 Mapping Kerberos Realms to AAA Domains

As described above, Kerberos is designed to operate across organizational boundaries. For
example, a client in one organization can be authenticated to a server in another organization. In this
regard, each organization wishing to run a Kerberos server establishes its own “realm.” The name of the

realm in which a client is registered is referred to as the local realm.

By establishing "inter-realm" keys, the administrators of two realms can allow a client authenticated
in the local realm to prove its identity to the servers in other realms. In this regard, the exchange of inter-
realm keys registers the ticket-granting service of each realm as a principal in the other realm. A clientis
then able to obtain a TGT for the remote realm's ticket-granting service from that client's local realm. When
that TGT is used, the remote ticket-granting service uses the inter-reaim key (which‘usually differs from its
own normal TGS key) to decrypt the TGT. Preferably, tickets issued by the remote ticket-granting service

will indicate to the end-service that the client was authenticated from another realm.

In general, Kerberos realms and AAA domains are independent. However, for a simplistic

illustrative example, we introduce an exemplary operationally reasonable model. Here, we assume that
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Kerberized handover keying uses a DNS domain name as a Kerberos realm name and an AAA domain

name.

Let D(n) denote a AAA domain whose DNS domain name is n. Let Rn be a set of Kerberos realms
for which the realm name contain n in their suffix. The relationship between an AAA domain and Kerberos
realms in KHK is represented as follows:

D(n) = Rn.

This equation represents that an AAA domain has a set of Kerberos realms and that a mobile node
can tell whether a particular Kerberos realm belongs to a particular AAA domain by using the name of the
Kerberos realm and the name of the AAA domain. An illustrative example showing a mapping between an
illustrative AAA domain and a plurality of illustrative Kerberos realms is shown in FIG. 16, labeled example
relationship between AAA domain and Kerberos realms. It is desirable to defining multiple realms within a
single AAA domain for KHK to be scalable as well as to reduce signaling latency by placing a KDC at a
location as physically close to the mobile node as much as possible.

In preferred embodiments, in order to support seamless handover across AAA domains, it is
desirable that there are pre-established Kerberos inter-realm keys between two AAA domains that have a
roaming relationship with each other. When a mobile node moves from the serving authenticator to the
target authenticator across AAA domains, it acquires a cross-realm TGT valid for the remote KDC in the
visited AAA domain by contacting the local KDC in the home AAA domain. Preferably, if there are one or
more intermediate realms between the local and remote realms, the mobile node iterates the TGT
acquisition procedure along the authentication path. The authorization credentials generated by the local
KDC need to be preserved in the cross-realm TGT used for the remote KDC.

Since the two AAA domains typically belong to different branches of the DNS domain hierarchy,
the-determination process of the authentication path is significant. In this case, the authentication path can
be dynamically resolved using referrals of KDCs, such as specified in reference [15] below. In addition, a
more optimized mechanism that eliminates the iteration of the TGT acquisition procedure also exists, such
as described in reference [16] below.

Cross-realm operation of Kerberos is also possible for handover within the same AAA domain.
When the mobile node moves from the serving authenticator to the target authenticator across Kerberos
realms within the same AAA domain, it acquires a cross-realm TGT valid for the target KDC (i.e., the KDC
for the target authenticator) by contacting the serving KDC (i.e., the KDC for the serving authenticator). In
case there are one or more intermediate realms between the two KDCs in the same AAA domain, the
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mobile node preferably iterates the TGT acquisition procedure along the authentication path. The
authorization credentials generated by the serving KDC need to be preserved in the cross-realm TGT used
for the target KDC. The authentication path can be constructed based on the DNS domain hierarchy, which

makes the traversal of the authentication path easier than the inter-domain case.

In reactive mode, the iteration of the TGT acquisition procedure needed for cross-realm operation
is performed by the target authenticator instead of the mobile node. This effectively reduces Kerberos

message exchanges over the link between the mobile node and the authenticator.

4, Bootstrapping Kerberos from EAP

To support roaming among multiple AAA domains, a mechanism is defined to dynamically
configure the principal name of the local KDC and the secret key used for it as much as possible. For this
purpose, a mechanism is proposed to bootstrap Kerberos from network access authentication credentials
using EAP-EXT, described above and also discussed in reference [17] below, which is a new EAP method.
As described above, EAP-EXT is a tunneling method that encapsulates any EAP authentication method
and provides capabilities negotiation by which newly defined functionality can be enabled. EAP-EXT
provides backward compatibility to the existing EAP authentication methods, as it makes the new
functionality available while still using existing EAP methods without any modification to them. EAP-EXT
currently defines a few capabilities — e.g., channel binding and re-authentication. In this context, however,
a new capability is added for Kerberos to EAP-EXT. EAP-EXT message format with an additional
capability bit (e.g., a ‘K’ bit) for Kerberos bootstrapping is shown in FIG. 17, labeled EAP-EXT message
format with Kerberos bootstrapping capability.

Preferably, when both the peer and server set a ‘K’ bit in the final EAP-EXT message exchange
which is integrity protected using the key exported from an inner EAP authentication method, the peer and
server bootstrap Kerberos. The following information is required to bootstrap Kerberos and carried in a
Kerberos-Boot (KRB-BOOT) TLV (Type-Length-Value) in the final EAP-EXT request message with ‘K’ bit
set: a) the length and the lifetime of the secret key (EAP-KRB-KEY) to be shared between the mobile node
and local KDC; b) the principal name and realm of the local KDC; and c) the IP address of the local KDC.

An EAP-KRB-KEY is derived from the EMSK (EAP Master Session Key) as a USRK (Usage
Specific Root Key) (see, e.g., reference [18] below) as follows, where KDF denotes a key derivation
function defined in reference [18] and length denotes the length of the derived key.

EAP-KRB-KEY = KDF(EMSK, "EAP-EXT-Kerberos-Boot-Key", length).
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The EAP server also installs the information carried in the KRB-BOOT TLV to the local KDC as
shown in FIG. 8, labeled Kerberos Boostrapping Sequence, where “Method” denotes a Method TLV that
carries an EAP method payload and AUTH denotes an AUTH TLV that carries integrity protection data.

In order to simplify the Kerberos bootstrapping procedure, the EAP server and the local KDC are
most preferably implemented on the same node using the same identifier for the EAP server identity and
the local KDC. Otherwise, a three-party key distribution protocol would be needed for the key distribution
among the EAP peer, the EAP server, and the local KDC to securely transport the secret key.

5. Concluding Notes.

The above sections set forth a new media-independent handover key management architecture
using Kerberos to address a number of issues, and also set forth how the architecture works across
multiple AAA domains and explains how Kerberos can be bootstrapped from initial access authentication
using an EAP method. In implementing the KHK methodology, it would be desirable for standard bodies,
such as, e.g., the |.LE.T.F. and L.E.E.E. 802 to define a set of protocols required for KHK, including
modification to the Kerberos protocol, Kerberos bootstrapping, and link-layer transport of Kerberos.
Additionally, bootstrapping Kerberos from initial network access authentication as described in Section 4
allows not only bootstrapping KHK but also bootstrapping security for many other applications such as,
SSO (Single-Sign On).
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Hlustrative Computer Architectures:

FIG. 19 shows illustrative computer or the like structure that can be used to implement process
steps and communications, to be carried out by devices or entities, such as, e.g., peers, clients, servers,
authenticators, mobile devices, access points, etc., in some illustrative embodiments. In some
embodiments, such devices or entities include a central processing unit (CPU) 322, which can
communicate with a set of input/output (1/O) device(s) 324 over a bus 326. The /O devices 324 can
include, for example, keypad(s), display(s), and/or other devices. The devices can also include transmitters,
receivers and/or transceivers (e.g., employing antennas or the like) for communications, which
communications can include wireless communications, wired communications, etc., as appropriate for
achieving appropriate device functionality as would be appreciated by those in the art based this disclosure.
The CPU 322 can communicate with a computer readable medium (e.g., conventional volatile or non-
volatile data storage devices) 328 (hereafter “memory 328") over the bus 326. The interaction between a
CPU 322, I/0 devices 324, a bus 326, and a memory 328 can be like that known in the art. Memory 328
can include, e.g., data 330. The memory 328 can also store software 338. The software 338 can include a
number of modules 340 for implementing the steps of processes. Conventional programming techniques
may be used to implement these modules. Memory 328 can also store the above and/or other data file(s).
In some embodiments, the various methods described herein may be implemented via computer program
products for use with computer systems. This implementation may, for example, include a series of
computer instructions fixed on a computer readable medium (e.g., a diskette, a CD-ROM, ROM or the like)
or transmittable to a computer system via and interface device, such as a modem or the like. A
communication medium may be substantially tangible (e.g., communication lines) and/or substantially
intangible (e.g., wireless media using microwave, light, infrared, etc.). The computer instructions can be
written in various programming languages and/or can be stored in memory device(s), such as
semiconductor devices (e.g., chips or circuits), magnetic devices, optical devices and/or other memory
devices. In the various embodiments, the transmission may use any appropriate communications
technology.

Broad Scope of the Invention:

While illustrative embodiments of the invention have been described herein, the present invention
is not limited to the various preferred embodiments described herein, but includes any and all embodiments
having equivalent elements, modifications, omissions, combinations (e.g., of aspects across various
embodiments), adaptations and/or alterations as would be appreciated by those in the art based on the
present disclosure. The limitations in the claims are to be interpreted broadly based on the language
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employed in the claims and not limited to examples described in the present specification or during the
prosecution of the application, which examples are to be construed as non-exclusive. For example, in the
present disclosure, the term "preferably” is non-exclusive and means "preferably, but not limited to." In this
disclosure and during the prosecution of this application, means-plus-function or step-plus-function
limitations will only be employed where for a specific claim limitation all of the following conditions are
present in that limitation: a) "means for" or "step for" is expressly recited; b) a corresponding function is
expressly recited; and c) structure, material or acts that support that structure are not recited. In this
disclosure and during the prosecution of this application, the terminology “present invention” or “invention”
may be used as a reference to one or more aspect within the present disclosure. The language present
invention or invention should not be improperly interpreted as an identification of criticality, should not be
improperly interpreted as applying across all aspects or embodiments (i.e., it should be understood that the
present invention has a number of aspects and embodiments), and should not be improperly interpreted as
limiting the scope of the application or claims. In this disclosure and during the prosecution of this
application, the terminology “embodiment” can be used to describe any aspect, feature, process or step,
any combination thereof, and/or any portion thereof, etc. In some examples, various embodiments may
include overlapping features. In this disclosure, the following abbreviated terminology may be employed:
‘e.g.” which means “for example.”
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What is claimed is:

1. A method for media-independent handover key management for secure key distribution among a
server, an authenticator and a mobile node using Kerberized Handover Keying in a reactive mode
employing ticket delivery after handover, comprising:

a) having a mobile node transmit an AS-REQ to a Key Distribution Center, and having the
mobile node receive an AS-REP from the Key Distribution Center with a Ticket Granting Ticket (TGT);

b) after handover of said mobile node to a target authenticator, having the target
authenticator transmit a TGS-REQ to the Key Distribution Center, and having the target authenticator
receive a TGS-REP from the Key Distribution Center to obtain a ticket (T) for the mobile node; and

c) having the authenticator transmit an AP-REQ to the mobile node, and having the mobile
node transmit an AP-REP message to the authenticator to authenticate the mobile node.

2. The method of claim 1, further including establishing a secure association between the mobile
node and the target authenticator using the ticket (T).

3. The method of claim 1, further including prior to step b), after handover of said mobile node to the
target authenticator, having said mobile node transmit a trigger message to the target authenticator;

4. The method of claim 1, further including locating the Key Distribution Center at a location close to
the target authenticator using cross-realm operation to reduce signally latency in the reactive mode due to

round trip signaling between the authenticator and the Key Distribution Center.

5. The method of claim 1, further including having authorization information embedded in ticket
authorization data such that the target authenticator performs access control without AAA signaling after

handover for authorization.

6. The method of claim 5, further including carrying the authorization information in an encrypted data
part of the TGS-REP message.

7. The method of claim 1, further including performing the following authorization method:
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a) having a node that implements the Key Distribution Center also implement an AAA client
that communicates with an AAA server for authorization purposes; and
b) having said AAA client obtain authorization information from the AAA server using an AAA

protocol and retumn the obtained information to the Key Distribution Center.

8. The method of claim 7, further including having the Key Distribution Center directly pass the

authorization information to the authenticator in a reactive mode.

9. The method of claim 1, further including establishing inter-realm keys for different Kerberos realms,
such that said target authenticator node is able to obtain a Ticket Granting Ticket (TGT) for a remote

Kerberos realm’s ticket granting service from a local Kerberos realm.

10.  The method of claim 8, further including having one or more intermediate realms between the local
realm and the remote realm, and the target authenticator iterating the Ticket Granting Ticket (TGT)

procedure along an authentication path between the realms.

11. A media-independent handover key management architecture for secure key distribution among a
server, an authenticator and a mobile node, comprising:

a) a mobile node having an EAP peer that is configured to communicate with an EAP server,

b) said mobile node further having a Kerberos server that is configured to communicate with
at least one authenticator for at least one target network that has a respective Kerberos client; and

c) said mobile node being configured to perform security signaling in relation to handover to
said at least one target network via said at least one authenticator, including network access authentication
and key management signaling to obtain master session keys using Kerberos to dynamically establish a
security association via said at least one authenticator without re-authentication using EAP and AAA
signaling.

12. The media-independent handover key management architecture of claim 11, wherein said at least
one authenticator has a Kerberos client.

13. The media-independent handover key management architecture of claim 11, wherein said at least
one authenticator includes a plurality of authenticators and said mobile node is configured to reactively

obtain per-authenticator keys for said plurality of authenticators.
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14, The media-independent handover key management architecture of claim 11, wherein said plurality
of authenticators includes at least one access point or base station.

15. A method for media-independent handover key management for secure key distribution among a
server, an authenticator and a mobile node, comprising:

a) having a mobile node obtain the identity of a Key Distribution Center and a secret key
shared with an Application Server during initial network access authentication via bootstapping Kerberos
from network access authentication credentials using an EAP method; and

b) having said mobile node establish security associations with a set of authenticators using

Kerberos after handover.

16. The method of claim 15, further including having said mobile node include a Kerberos server that

communicates with respective Kerberos clients of said authenticators.

17. The method of claim 15, further including delivering a ticket (T) for the mobile node to the
authenticator after handover of the mobile.

18. The method of claim 15, wherein for said bootstrapping, an EAP server and the Key Distribution

Center are implemented on the same node using a same identifier for the EAP server identity and the Key
Distribution Center.
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