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(57) ABSTRACT 

A communication system includes an omnidirectional 
antenna to receive a wideband primary signal, a nulling 
antenna to receive a secondary signal and a controller. The 
nulling antenna is oriented to place a null in a direction of a 
desired communication signal and the controller subtracts a 
processed secondary signal from a processed wideband pri 
mary signal to produce a jamming cancelled signal. 
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SYSTEMAND METHOD FOR 
COMMUNICATION 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

The present application claims priority to U.S. provisional 
patent application Ser. No. 61/844,144 filed Jul. 9, 2013, 
incorporated herein by reference in its entirety. 

BACKGROUND 

Embodiments of the present invention relate to a commu 
nication system and more specifically to a method for can 
celling radio frequency (RF) interference. 
RF interference may be classified in two categories, inten 

tional and unintentional. Intentional RF interference also 
referred to as “radio jamming is a deliberate attempt by a 
third party to disrupt communications between two parties. 
The third party generates interfering radio frequency signals 
in an area where the two parties are communicating. The 
interfering radio frequency signals may be at the same fre 
quency as that of the frequency being used by the two parties 
in communication. On the other hand, unintentional RF inter 
ference or jamming occurs when someone unaware of com 
munications between the two parties generates radio fre 
quency signals that interfere with communication between 
the two parties. Examples of unintentional jamming include 
interference from non-communication devices Such as medi 
cal equipment. 

In military application, canceling RF interference is of 
utmost importance so that the missions will not be compro 
mised. There are many hardware as well as software based 
techniques to cancel the RF interference. One of the tech 
niques to cancel RF interference is to use a directional 
antenna system. In the directional antenna system, the anten 
nas are oriented to minimize the power of the undesired 
transmitter, while maximizing the signal power of the desired 
transmitter. 

While the performance of directional antennas may be 
satisfactory in Some cases, there are many cases where they 
may not provide performance Sufficient to overcome the del 
eterious effects of the jammer. Thus, there is always a need for 
even better, RF interference Suppression techniques to com 
bat improvements in RF interference techniques. 

BRIEF DESCRIPTION 

In accordance with an embodiment of the present tech 
nique, a communication system is presented. The communi 
cation system includes an omnidirectional antenna to receive 
a wideband primary signal and a nulling antenna oriented to 
place a null in a direction of a desired communication signal 
and to receive a secondary signal. The communication system 
also includes a controller to subtract a processed secondary 
signal from a processed wideband primary signal to produce 
a jamming cancelled signal. 

In accordance with another embodiment of the present 
technique, a method of communication is presented. The 
method includes receiving a wideband primary signal by an 
omnidirectional antenna and orienting a nulling antenna to 
place a null in a direction of a desired communication signal 
to receive a secondary signal. The method also includes pro 
cessing the secondary signal and the wideband primary signal 
and Subtracting a processed secondary signal from a pro 
cessed wideband primary signal to produce a jamming can 
celled signal. 
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2 
DRAWINGS 

These and other features, aspects, and advantages of the 
present invention will become better understood when the 
following detailed description is read with reference to the 
accompanying drawings in which like characters represent 
like parts throughout the drawings, wherein: 

FIG. 1 is a graphical illustration of a typical scenario of a 
non-cooperative jamming; 

FIG. 2 is a graphical illustration of a jammer cancelation 
scenario in accordance with an embodiment of the present 
technique; 

FIG. 3 is a graphical illustration of a communication sys 
temutilized in a vehicle inaccordance with an embodiment of 
the present technique; 

FIG. 4 is a detailed block diagram of a jamming controller 
of FIG. 3 in accordance with an embodiment of the present 
technique; and 

FIG. 5 is a hardware system which may be used in con 
junction with the present technique. 

DETAILED DESCRIPTION 

As used herein, the terms “controller” or “module” refers 
to Software, hardware, or firmware, or any combination of 
these, or any system, process, or functionality that performs 
or facilitates the processes described herein. 
When introducing elements of various embodiments of the 

present invention, the articles “a,” “an.” “the and “said are 
intended to mean that there are one or more of the elements. 
The terms “comprising.” “including.” and “having are 
intended to be inclusive and mean that there may be addi 
tional elements other than the listed elements. 

Embodiments of the present technique allow the cancella 
tion of remote transmitter/jammer signals through the use of 
a nulling antenna. The nulling antenna is oriented to place a 
null in a direction of a desired communication signal, and the 
output is connected to a Division Free Duplex (DFD) radio 
frequency (RF) canceller transmitter input port (TIP) which 
receives a waveform with very little of the desired communi 
cation signal present. An omnidirectional antenna is co-sited 
and connected to a receiver input port (RIP). The omnidirec 
tional antenna receives both the jammer signal and the remote 
desired communication signal. Although, the embodiments 
have been disclosed with respect to non-cooperative jamming 
cancelation in a military application, the embodiments are 
equally applicable to other applications such as cooperative 
or unintentional jamming for both military and civilian use. 

FIG. 1 shows a graphical illustration 10 of a typical sce 
nario of a non-cooperative jamming In the illustration 10, two 
Vehicles 12 and 14 both having at least one omnidirectional 
antenna 18 or 20 are attempting to communicate in the pres 
ence of a jammer 16. Vehicles 12, 14 both may have a trans 
mitter and a receiver and thus may be capable of transmitting 
or receiving a desired or useful communication signal 15. 
Jammer 16 is also equipped with an omnidirectional antenna 
22 and is located nearby vehicles 12, 14. As shown, jammer 
16 is trying to send aljamming signal so as to interfere orjam 
a communication between vehicles 12 and 14. In an embodi 
ment, the jamming is considered successful if the jamming 
signal transmitted by jammer 16 is more powerful (i.e., higher 
decibel (dBm) level) at the locations of vehicle 12 and vehicle 
14 than the desired communication signals 15 transmitted by 
vehicles 14 and 12, respectively. 

FIG. 2 shows a graphical illustration 50 of a jammer signal 
cancelation scenario in accordance with an embodiment of 
the present technique. In the illustration 50, a vehicle 52 is 



US 9,071,386 B2 
3 

trying to receive a desired communication signal 58 from 
another vehicle 60 in presence of a jammer 64, which as in the 
earlier case, is trying to jam the communication between 
vehicles 52 and 60. Vehicle 52 is equipped with a nulling 
antenna 54 oriented in a direction of desired communication 
signal 58. It should be noted that, in one embodiment not only 
the signals received by nulling antenna 54 and omnidirec 
tional antenna 56 would be different but even the strength of 
signals received by them would be different. For example, 
omnidirectional antenna 56 will receive a wideband primary 
signal whereas since nulling antenna 54 is oriented towards 
desired communication signal 58, nulling antenna 54 will 
receive a secondary signal which includes no or very low 
signal power desired communication signal. In one embodi 
ment, the wideband primary signal comprises all incoming 
communication signals at the location of vehicle 52 including 
desired communication signal 58 and jamming signal 65. 
Vehicle 60 includes an omnidirectional antenna 62 to transmit 
desired communication signal 58 to vehicle 52. 
A controller 66 on vehicle 52 receives both, the wideband 

primary signal and the secondary signal comprising no or 
very low strength desired communication signal. Controller 
66 further processes the wideband primary signal and the 
secondary signal and provides a jamming cancelled signal to 
vehicle 52 by Subtracting a processed secondary signal from 
a processed wideband primary signal. In one embodiment, 
processing the wideband primary signal and the secondary 
signal includes converting both signals into digital signals, 
adding a delay in the wideband primary signal and filtering 
the secondary signal. 

In one embodiment, nulling antenna 54 may include active 
or passive designs. The passive design may create a null 
(lower gain in a single or multiple directions) based upon its 
physical construction. Furthermore, the passive design null 
ing antenna may be rotated and configured with polarization 
to change the direction and type of the null provided. The 
active design nulling antenna may include either multiple 
discrete antennas or multiple integrated antennas with adjust 
able radio frequency (RF) phase shifting components at each 
antenna. The phase shifting function changes the arrival time 
of a signal to enable the addition or cancellation of the signals 
to create a dynamic directional null. 

It should be noted that ifjammer 64 is coaxial or inline with 
vehicles 60 and 52 then the nulling antenna may null out both 
the jamming signal 65 and the desired communication signal 
58. However, this issue can be mitigated by changing the 
geometry. In other words, since both vehicle 60 and 52 are 
mobile either one of them can be moved to make jammer 64 
out of line with vehicle 60. 

FIG. 3 shows a graphical illustration of a communication 
system 80 utilized in a vehicle in accordance with an embodi 
ment of the present technique. Communication system 80 
includes an omnidirectional antenna 82 to receive a wideband 
primary signal, a nulling antenna 84 oriented towards the 
desired communication signal to receive a secondary signal 
and a jamming controller 86 which generates a jamming 
cancelled signal 88 at output terminal 89. The resulting jam 
ming cancelled signal 88 from jamming controller 86 may 
then be input to a software-controlled digital receiver 90 and 
may be further processed in any Suitable manner. In one 
embodiment, software-controlled digital receiver 90 removes 
other undesirable signals from jamming cancelled signal 88. 

In one embodiment, the output of nulling antenna 84 is 
connected to a transmitter input port (TIP) 92 of jamming 

4 
controller 86 and output of omnidirectional antenna 82 is 
connected to a receiver input port (RIP) 94 of jamming con 
troller 86. In general, it is desirable to minimize the presence 
of received desired communication signal present at the TIP, 

5 The architecture shown in FIG. 3 facilitates having higher 
jammer signal level than the desired communication signal 
level at TIP 92. In one embodiment, the jammer-to-desired 
signal ratio (JSR) at TIP 92 must be at least 4 dB higher than 
the JSR at RIP 94 to provide effective cancellation of the 
jamming signal at RIP 94. In other words, advantageously in 
an embodiment of the present technique, a nulling antenna 
with less than 30 dB of attenuation of the desired signal may 
also yield good results for jamming signal cancellation. 

FIG. 4 shows a detailed block diagram of a jamming con 
troller 86 of FIG.3 in accordance with an embodiment of the 
present technique. As described with respect to FIG. 3, the 
wideband primary signal is received at RIP 92 and the sec 
ondary signal comprising no or very less strength desired 
communication signal is received at TIP 94. A first analog to 
digital (A/D) converter 100 and a second analog to digital 
converter 102 convert the wideband primary signal and sec 
ondary signal into a digital wideband primary signal 101 and 
a digital secondary signalt(i) respectively. Furthermore, digi 
tal secondary signalt(i) is filtered by an adaptive filter 104 and 
the digital wideband primary signal 101 is delayed by a delay 
block 106. A filtered secondary signal 105 is then subtracted 
from a delayed wideband primary signal r(i) by a Subtraction 
block 108 to generate a jamming cancelled signal. In one 
embodiment, a delay time for delay block 106 is chosen to 
compensate for any sampling misalignment between the two 
A/D converters. In another embodiment, a delay equal to 
about one half of a filter length is chosen, as it centers an 
impulse response of the filter, creating a more linear phase 
characteristic for the filter. 

In one or more embodiments, first analog to digital con 
verter 100 or second analog to digital converter 102 may be a 
single A/D converter, e.g., a high-speed 14-bit A/D converter. 
In general, adaptive filtering in adaptive filter 104 involves 
changing filter parameters over time, to adapt to changing 
signal characteristics. In one embodiment, adaptive filter 104 
may include a finite impulse response (FIR) adaptive filter. In 
another embodiment, a filter tap weight estimator 110 may be 
utilized to estimate and update filter parameters for adaptive 
filter 104. In other words, filter tap weight estimator 110 
periodically provides filter tap weight values to adaptive filter 
104. In the embodiment shown, filter tap weight estimator 
110 provides the filter tap weight values based on two input 
signals, delayed wideband primary signal r(i) and digital 
secondary signalt(i). Adaptive filter 104 provides an estimate 
of the secondary signal that may be subtracted from the 
received wideband primary signal with subtraction block 108 
to provide the jamming cancelled signal. The resulting jam 
ming cancelled signal may then be input to a Software-con 
trolled digital receiver 90 (FIG. 3) and may be further pro 
cessed in any suitable manner. 

In one embodiment, the subtraction block difference equa 
tion is given by: 

where y(i) are the output samples, r(i) are the delayed wide 
band primary signal samples (also known as the primary input 
signal), tCi) are the digital secondary signal samples, M is the 
length of the adaptive filter, and ack) are the adaptive filter tap 
weights. The filter tap weights can be estimated by solution of 
the following matrix equation: 
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R(0, 0) R(0, 1) R(0, M - 1) a(0) 
R (1,0) R(1, 1) T(1, M - 1) a(1) 

R (M - 1, 0) R. (1, M - 1) ... R(M - 1, M - 1) a(M - 1) 

where 

W 

and 

and N is the length of the samples over which to estimate the 
filter tap weights. 

FIG. 5 illustrates one embodiment of a hardware system 
120 intended to represent a broad category of computer sys 
tems such as personal computers, workstations, and/or 
embedded systems that may be used in conjunction with the 
present techniques. In embodiments, it is envisioned that 
communication system 80 (FIG. 3) may include an external 
control that may include certain hardware and Software com 
ponents for implementing the present techniques, including 
control of the individual components of system 80. In the 
illustrated embodiment, hardware system 120 includes pro 
cessor 128 and mass storage device 126 coupled to high speed 
bus 130. A user interface device 124 may also be coupled to 
high speed bus 130. User interface devices 124 may include a 
display device, a keyboard, one or more external network 
interfaces, etc. An input/output device 122 may also be 
coupled to high speed bus 130. In an embodiment, the user 
interface, for example the display, may communicate certain 
information related to the status of the operation of the adap 
tive filter. For example, the display may display information 
relating to the quality of the jamming signal cancellation. 

Advantages of the present technique include Superior per 
formance over conventional Solutions and an inexpensive 
antennas implementation. For example, in one embodiment, 
an effective jammer cancellation efficacy of 80 dB may be 
obtained using a 30 dB gain nulling antenna. Furthermore, the 
present technique eliminates the need to locate the jamming 
signal and only uses the directional information for the 
desired transmitter. 

While only certain features of the invention have been 
illustrated and described herein, many modifications and 
changes will occur to those skilled in the art. It is, therefore, to 
be understood that the appended claims are intended to cover 
all Such modifications and changes as fall within the true spirit 
of the invention. 

The invention claimed is: 
1. A communication system comprising: 
an omnidirectional antenna to receive a wideband primary 

signal; 
a nulling antenna oriented to place a null in a direction of a 

desired communication signal and to receive a second 
ary signal; 

a controller to Subtract a processed secondary signal from 
a processed wideband primary signal to produce a jam 
ming cancelled signal. 

2. The communication system of claim 1, wherein the 
nulling antenna includes a passive design nulling antenna or 
an active design nulling antenna. 
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3. The communication system of claim 2, wherein the 
active design nulling antenna includes multiple discrete 
antennas or multiple integrated antennas with adjustable 
radio frequency (RF) phase shifting components at each 
antenna. 

4. The communication system of claim 1, wherein the 
processed secondary signal includes a filtered secondary sig 
nal and the processed wideband primary signal includes a 
delayed wideband primary signal. 

5. The communication system of claim 4, wherein the 
controller comprises a first analog to digital converter to 
convert the wideband primary signal into a digital wideband 
primary signal. 

6. The communication system of claim 5, wherein the 
controller comprises a delay module to generate the delayed 
wideband primary signal from the digital wideband primary 
signal. 

7. The communication system of claim 6, wherein the 
controller comprises a second analog to digital converter to 
convert the secondary signal into a digital secondary signal. 

8. The communication system of claim 7, wherein the 
controller comprises a digital adaptive filter to generate the 
filtered secondary signal from the digital secondary signal. 

9. The communication system of claim 8, wherein the 
controller comprises a filter tap weightestimator to determine 
filter weights for the digital adaptive filter based on the 
delayed wideband primary signal and the digital secondary 
signal. 

10. The communication system of claim 1, wherein the 
nulling antenna is connected to a transmitter input port and 
the omnidirectional antenna is connected to a receiver input 
port of a duplex communication system. 

11. A method of communication comprising: 
receiving a wideband primary signal by an omnidirectional 

antenna, 
orienting a nulling antenna to place a null in a direction of 

a desired communication signal to receive a secondary 
signal; 

processing the secondary signal and the wideband primary 
signal; and 

Subtracting a processed secondary signal from a processed 
wideband primary signal to produce a jamming can 
celled signal. 

12. The method of claim 11, wherein the secondary signal 
includes no or very low signal power of the desired commu 
nication signal. 

13. The method of claim 11, wherein when the nulling 
antenna, a jammer signal and the desired communication 
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signal are coaxial, moving the desired communication signal 
out of the line with respect to the nulling antenna and the 
jammer signal. 

14. The method of claim 11, wherein processing the sec 
ondary signal includes filtering the secondary signal and pro- 5 
cessing the wideband primary signal includes delaying the 
wideband primary signal. 

15. The method of claim 14, wherein delaying the wide 
band primary signal includes converting the wideband pri 
mary signal into a digital wideband primary signal. 10 

16. The method of claim 15, wherein processing the sec 
ondary signal includes converting the secondary signal into a 
digital secondary signal. 

17. The method of claim 16, wherein delaying the wide 
band primary signal includes providing a delay time so as to 15 
allow for sampling misalignment of the digital wideband 
primary signal and the digital secondary signal. 

18. The method of claim 17, wherein filtering the second 
ary signal comprises generating a filtered secondary signal 
from the digital secondary signal using a digital adaptive 20 
filter. 

19. The method of claim 18, wherein the delay time is set 
to be about one-half of a length of the digital adaptive filter. 

20. The method of claim 19, further comprising determin 
ing filter weights for the digital adaptive filter based on the 25 
delayed wideband primary signal and the digital secondary 
signal. 


