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communication channel, to receive customer support. The device obtains, after the user is authenticated to access a user account
via the second communication channel and after obtaining first information that includes first account information from the user
account, authentication data, from the communication, that encodes the first information. The device identifies the first information
based on decoding the authentication data, and obtains second information, associated with the user, that includes second
account information from the user account. The device authenticates the user for access to the user account during the
communication based on determining that the first account information matches the second account information.
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ABSTRACT

A device detects a communication, to a customer support center and initiated by a user
device of a user via a first communication channel, after a request is initiated by the user and via
a second communication channel that is different from the first communication channel, to
receive customer support. The device obtains, after the user is authenticated to access a user
account via the second communication channel and after obtaining first information that includes
first account information from the user account, authentication data, from the communication,
that encodes the first information. The device identifies the first information based on decoding
the authentication data, and obtains second information, associated with the user, that includes
second account information from the user account. The device authenticates the user for access
to the user account during the communication based on determining that the first account

information matches the second account information.
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USER AUTHENTICATION BY ENCODED ACCOUNT INFORMATION

BACKGROUND

[0001] An authentication process may be performed to verify an identity of an individual.
For example, when the individual contacts a customer support center of an entity regarding an
account maintained by the entity, the customer support center may authenticate the individual to
verify that the individual is associated with the account and not a third party attempting to gain

fraudulent access to the account.

SUMMARY
[0002] According to some implementations, a method may include detecting, by a device, a
communication to a customer support center initiated by a user device of a user via a first
communication channel, wherein the communication to the customer support center is detected
after a request is initiated, by the user and via a second communication channel, to receive
customer support, and wherein the first communication channel is different from the second
communication channel. The method may include obtaining, by the device, authentication data
from the communication, wherein the authentication data is obtained after the user is
authenticated to access a user account of the user via the second communication channel and first
information associated with the user is obtained, wherein the first information includes first
account information from the user account, and wherein the authentication data encodes the first
information. The method may include identifying, by the device, the first information based on
decoding the authentication data, and obtaining, by the device, second information associated

with the user, wherein the second information includes second account information from the user
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account. The method may include determining, by the device, whether the first account
information matches the second account information, and authenticating, by the device, the user
for access to the user account during the communication to the customer support center based on
determining that the first account information matches the second account information.

[0003] According to some implementations, a device may include one or more memories,
and one or more processors, communicatively coupled to the one or more memories, to receive,
from a first device, a request that includes first account information from a user account of a
user, wherein the request is received after the user is authenticated to access the user account by
the first device via a first communication channel. The one or more processors may generate
authentication data that encodes the first account information, and transmit, to the first device, a
first response containing the authentication data, wherein the first response is transmitted to
permit the first device to transmit the authentication data to a user device of the user. The one or
more processors may receive, from a second device, the authentication data, wherein the
authentication data is received after the user device initiates a communication to a customer
support center via a second communication channel and transmits the authentication data during
the communication to the customer support center to the second device, and wherein the second
communjcation channel is different from the first communication channel. The one or more
processors may identify the first account information based on decoding the authentication data,
and may transmit, to the second device, a second response containing the first account
information, wherein the second response is transmitted to permit the second device to
authenticate the user to access the user account during the communication to the customer
support center based on determining that the first account information matches second account

information obtained from the user account by the second device.
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[0004] According to some implementations, a non-transitory computer-readable medium
may store instructions that include one or more instructions that, when executed by one or more
processors of a device, cause the one or more processors to receive, from a first device, a request
that includes first account information from a user account of a user, wherein the request is
received after the user is authenticated to access the user account by the first device via a first
communication channel. The one or more instructions may cause the one or more processors to
generate a token, and store the token in association with the first account information. The one
or more instructions may cause the one or more processors to generate authentication data that
encodes the token, and transmit, to the first device, a first response containing the authentication
data, wherein the first response is transmitted to permit the first device to transmit the
authentication data to a user device of the user. The one or more instructions may cause the one
or more processors to receive, from a second device, the authentication data, wherein the
authentication data is received after the user device initiates a communication to a customer
support center via a second communication channel and transmits the authentication data during
the communication to the customer support center to the second device, wherein the second
communication channel is different from the first communication channel. The one or more
instructions may cause the one or more processors to identify the token based on decoding the
authentication data, and obtain the first account information that is associated with the token.
The one or more instructions may cause the one or more processors to transmit, to the second
device, a second response containing the first account information, wherein the second response
is transmitted to permit the second device to authenticate the user to access the user account

during the communication to the customer support center based on determining that the first
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account information matches second account information obtained from the user account by the

second device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] Figs. 1A and 1B are diagrams of one or more example implementations described
herein.

[0006] Fig. 2 is a diagram of an example implementation described herein.

[0007] Fig. 3 is a diagram of an example environment in which systems and/or methods,
described herein, may be implemented.

[0008] Fig. 4 is a diagram of example components of one or more devices of Fig. 3.
[0009] Fig. 5-7 are flow charts of example processes for user authentication by encoded

account information.

DETAILED DESCRIPTION

[0010] The following detailed description of example implementations refers to the
accompanying drawings. The same reference numbers in different drawings may identify the
same or similar elements.

[0011] A user may contact a customer support center of an entity via a phone call or a video
call regarding an account maintained by the entity (e.g., a member account, a financial account,
and/or the like). In many instances, a representative of the customer support center authenticates
the user to verify that the user is associated with the account and not a fraudulent actor
attempting to gain unlawful access to the account. In such cases, to authenticate the user, the

representative may ask the user to verify authentication information (e.g., account information
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associated with the account, such as an address associated with the account, a social security
number associated with the account, etc.). If the user provides authentication information that
matches the information of the account, the representative may authenticate the user and enable
the user to access information associated with the account and/or perform an action associated
with the account.

[0012] Sometimes, prior to contacting the customer support center, the user may seek
customer support through a website associated with the entity (e.g., by an instant messaging
interface associated with the website, by a customer support portal associated with the website,
by a user account area of the website, and/or the like). In such cases, the user may be required to
provide authentication information to receive customer support via the website or to access an
account via the website. When the user later contacts the customer support center, the
representative repeats the authentication process. Accordingly, the authentication process
performed by the representative is unnecessary and wastes the time and computing resources of
the customer support center because the user was already authenticated.

[0013] Furthermore, an authentication process that takes place over a phone call or a video
call requires the user to verbally share the authentication information (e.g., account information)
in a manner that can be overheard by a third party. Additionally, if the representative has
fraudulent intentions, the representative may acquire the authentication information for
fraudulent use (e.g., to gain access to the user’s account). Therefore, using previous techniques
for authentication via a representative, a user’s account and/or personal information may be put
at risk to potentially fraudulent activity.

[0014] Accordingly, authentication performed by the representative of the customer support

center wastes computing resources (e.g., processing resources, memory resources, and/or the
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like) and/or network resources involved in authenticating a user that has been previously
authenticated. Additionally, authentication that requires users to verbally share account
information can expose user accounts to fraud, thereby causing millions or billions of dollars in
additional expenses for the entity that maintains the user accounts as well as wasting computing
and network resources involved in identifying, investigating, and/or correcting fraudulent
activity.

[0015] Some implementations described herein provide a secure system for authenticating a
user, that was previously authenticated via a first communication channel (e.g., a communication
channel associated with a website, a mobile application, and/or the like), during a
communication to a customer support center via a second communication channel (e.g., a
communication channel associated with a phone call, a video call, and/or the like). As described
herein, the user may provide authentication information via the first communication channel, and
once authenticated, the user may request authentication data (e.g., audio data that encodes
account information of the user, graphical data that encodes account information of the user,
and/or the like) to provide during the communication to the customer support center via the
second communication channel. According to some implementations, a user device of the user
may provide the authentication data during the communication to the customer support center
and the authentication data may be processed by a device associated with the customer support
center to authenticate the user to access a user account during the communication to the customer
support center.

[0016] In this way, once the user has been authenticated in a first communication channel, an
additional authentication step that involves sharing account information (e.g., verbally sharing

account information) with a representative of a customer support center can be eliminated.
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Accordingly, computing resources (e.g., processing resources, memory resources, and/or the
like) and/or network resources associated with the authentication of the user by the
representative (e.g., computing resources and/or network resources associated with longer call
durations, multiple call transfers, looking up authentication information, etc.) may be conserved.
Furthermore, fraudulent activity that is made possible by verbally sharing account information
may be reduced, thereby conserving computing resources (e.g., processing resources, memory
resources, and/or the like) and/or network resources involved in identifying, investigating, and/or
correcting fraudulent activity. Additionally, eliminating the additional authentication process
provides an improved user experience in that the user may receive customer support more
expeditiously while avoiding the tedium of sharing multiple items of account information with
one or more representatives.

[0017] Figs. 1A and 1B are diagrams of one or more example implementations 100
described herein. As shown in Figs. 1A and 1B, example implementation(s) 100 may include a
user device (e.g., a smartphone, a tablet computer, a laptop computer, a desktop computer, and/or
the like) associated with a user in need of customer support from an entity in connection with a
user account of the user that is maintained by the entity. For example, the user may be a
customer that maintains a user account (e.g., a checking account, a savings account, a credit
account, a shopping account, an entertainment account, etc.) with the entity (e.g., a financial
institution, a merchant, an entertainment provider, etc.), and that is in need of customer support
relating to a matter in connection with the user account (e.g., updating account information
associated with the user account, adding or removing an additional user from the user account,
receiving a status of the user account (e.g., a balance of the user account, a recent activity of the

user account, etc.), reporting fraud associated with the user account, and/or the like).
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[0018] As described herein, prior to initiating a communication to a customer support center
of the entity, the user may have been authenticated to access the user account by a first device
(e.g., a web server device associated with a website, a mobile application, etc.) via a first
communication channel. While the description to follow will describe the first device in terms of
a server device, the description is not limited to this particular example. Implementations
described herein also apply to other types of devices that may authenticate a user and generate,
or request, authentication data, such as a transaction terminal (e.g., a point of sale (PoS) terminal,
an automated teller machine (ATM) terminal, and/or the like), a user device (e.g., a smartphone,
a tablet computer, a laptop computer, a desktop computer, etc.), and/or the like.

[0019] In response to a request (e.g., a request to receive customer support) from the user
device of the authenticated user, the first device may generate, and transmit to, the user device,
authentication data that encodes account information from the user account of the user (e.g.,
audio data that encodes account information from the user account). As described herein, a
second device (e.g., a device associated with a customer support center) may obtain the
authentication data during the communication between the user device and the customer support
center, and, based on the authentication data, determine whether to permit the user to access the
user account during the communication to the customer support center.

[0020] In some implementations, the first device and the second device may be associated
with an entity, such as a financial institution, that provides customer support to users that
maintain an account with the entity.

[0021] As shown in Fig. 1A, and by reference number 102, the user device of the user may
transmit to a server device, or cause the server device to obtain, via a first communication

channel, a request for authentication data that may be used to authenticate the user during a
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communication to a customer support center via a second communication channel. In some
implementations, the request may be triggered by one or more actions performed by the user on
the user device (e.g., entering, or selecting, a command in an application executing on the user
device, requesting content from the server device, such as a contact information webpage, and/or
the like).

[0022] In some implementations, the first communication channel is different from the
second communication channel. In some implementations, the first communication channel may
be a non-voice communication channel, a non-video communication channel, or a non-voice and
non-video communication channel. For example, data, other than voice data or video data, may
be communicated via the first communication channel, such as data associated with a website or
a mobile application.

[0023] In some implementations, the second communication channel may be a voice
communication channel or a video communication channel. For example, voice data and/or
video data may be communicated via the second communication channel by a phone call (e.g., a
phone call via a landline, a phone call via a cellular network, a phone call via voice over Internet
Protocol (VoIP), and/or the like) and/or a video call (e.g., a video call via a cellular network, a
video call via the Internet, a video call via an integrated services digital network (ISDN), and/or
the like).

[0024] In some implementations, prior to transmitting the request for authentication data, the
user may have been authenticated by the server device, via the first communication channel, to
access the user account (e.g., by an application (e.g., a website, a mobile application, and/or the
like) associated with the server device). For example, the user may have been authenticated by

the server device by an authentication procedure, such as authentication by a username and
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password combination, authentication by a personal identification number (PIN), authentication
by a biometric identifier (e.g., a fingerprint), authentication using two-step authentication, and/or
the like. In some implementations, the user may have been authenticated by a device other than
the server device (e.g., the user device of the user), and information that identifies the user as
being authenticated may be communicated to the server device.

[0025] As shown by reference number 104, the server device may obtain account
information from the user account of the user. For example, after verifying that the user is
authenticated, the server device may access the user account of the user and obtain account
information from the user account. In some implementations, the account information may
relate to a portion of a name of the user, a portion of an address of the user, a portion of a social
security number of the user, a portion of a transaction card identification string of the user, a
security question answer of the user (e.g., a favorite movie of the user, a city of birth of the user,
a first car of the user, and/or the like) and/or the like. In some implementations, the user account
of the user, in connection with the first communication channel, may be stored in a data structure
(e.g., a database, a linked list, a table, and/or the like) that is associated with the server device, or
another device that communicates with the server device.

[0026] As shown by reference number 106, the server device, using an encoding function
(e.g., a text-to-audio encoding function, a text-to-barcode encoding function, a text-to-image
encoding function, etc.), may generate authentication data that encodes authentication
information relating to the user, the user account, the user device, the request for customer
support, the authentication data (e.g., metadata), and/or the like. In some implementations, the
authentication information includes the account information from the user account of the user

that is obtained by the server device. Additionally, or alternatively, the authentication

10
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information may include a verification code (e.g., a sequence of numbers or alphanumeric
characters) generated by the server device and/or associated with the user account of the user.
[0027] In some implementations, the authentication data may be audio data (e.g., an audio
file), graphical data (e.g., a quick response (QR) code), a verification code, a passphrase, and/or
the like. For example, the authentication data may be audio data that encodes the authentication
information in an audio signal (e.g., a dual-tone multi-frequency (DTMF) signal) that includes a
series of pitches and/or tones that are determined by the particular authentication information
being encoded. As another example, the authentication data may be graphical data that encodes
the authentication information in a barcode, a matrix barcode (e.g., QR code), an image, a video,
and/or the like.

[0028] In some implementations, the authentication information may include an expiration
time for the authentication data (e.g., a timestamp, or another indicator, of a future time when the
authentication data expires and may not be used to authenticate the user). For example, the
expiration time may indicate that the authentication data may not be used to authenticate the user
upon an expiration of 10 minutes, 1 hour, 24 hours, etc. after the authentication data was
generated. Additionally, or alternatively, the authentication information may include a use limit
for the authentication data. For example, the use limit may indicate that the authentication data
may be used to authenticate the user a single time, two times, five times, etc. In this way, even if
the authentication data is intercepted by a third party (e.g., intercepted during transmission of the
authentication data from the user device to the customer support center), the ability of the third
party to use the authentication data for fraudulent purposes is reduced, thereby conserving
computing resources and/or network resources that would otherwise be wasted in identifying,

investigating, and/or correcting the fraudulent activity.

11
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[0029] In some implementations, the authentication information may include customer
support information that relates to a matter for which the user is requesting customer support.
For example, the customer support information may include a description of the matter for which
the user is requesting customer support (e.g., “I would like to add another user to my account.”),
a search phrase entered by the user (e.g., “problem making a payment”), an identifier of a type of
customer support the user is requesting (e.g., “balance check”), an identifier of a terminal of the
customer support center that is associated with a particular representative (e.g., an extension of
the representative), and/or the like. In some implementations, the customer support information
may be included in the request for authentication data transmitted by the user device (e.g., the
user may enter, or select, customer support information in connection with initiating the request
for authentication data), or may have been previously communicated by the user to the server
device (e.g., the user may have previously entered customer support information in connection
with the user seeking customer support through the server device, such as through a website
associated with the server device (e.g., a search phrase entered in the website)). In this way, the
communication to the customer support center may be simplified by eliminating a step in which
the user provides a reason for seeking customer support to one or more representatives, thereby
conserving computing resources and/or network resources associated with longer call durations,
multiple call transfers, navigating a customer support user interface, etc.

[0030] In some implementations, the server device may not generate the authentication data
and may transmit an instruction to the user device that causes the user device to generate the
authentication data, or a portion of the authentication data. For example, the server device may
transmit an instruction (e.g., an instruction that includes authentication information, such as

account information and/or a verification code) that causes the user device (e.g., via an

12
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application executing on the user device, such as a mobile application) to generate authentication
data (e.g., audio data or graphical data) based on the instruction (e.g., based on the authentication
information). Additionally, or alternatively, the user device may generate authentication data
based on information input by the user to the user device (e.g., the user may input information,
such as a social security number, an address, a verification code, etc. to an application of the user
device) and/or by information stored by, or relating to, the user device (e.g., a social security
number stored by the user device, an address stored by the user device, a unique identifier of the
user device (e.g., a media access control (MAC) address), and/or the like).

[0031] In some implementations, the server device may not generate the authentication data
and may transmit a request to a credentialing platform to generate the authentication data, or a
portion of the authentication data. The credentialing platform may be associated with a device
(e.g., a server device) and include an application programming interface (API) that responds to
requests for authentication data. In some implementations, the server device may transmit a
request (e.g., a request that includes authentication information) to the credentialing platform,
and the credentialing platform may generate authentication data based on the request (e.g., based
on the authentication information) and transmit the authentication data to the server device.
[0032] In some implementations, the authentication data generated by the credentialing
platform may not encode the authentication information included in the request from the server
device and may encode a token that is associated (e.g., in a data structure, such as a database, a
linked list, a table, and/or the like) with the authentication information. In this way, the
authentication data does not contain sensitive authentication information (e.g., account
information) that may be intercepted by a third party (e.g., intercepted during a transmission of

the authentication data from the user device to the customer support center) and used for
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fraudulent activity, thereby conserving computing resources and/or network resources that would
otherwise be wasted in identifying, investigating, and/or correcting the fraudulent activity.
[0033] In some implementations, the token also may be associated (e.g., in a data structure,
such as a database, a linked list, a table, and/or the like) with an expiration time or a use limit, as
described above.

[0034] In some implementations, the authentication information may be encrypted prior to
being encoded in the authentication data. For example, the authentication information may be
encrypted by an encryption function (e.g., an encryption function that employs a data encryption
standard (DES) technique, a triple-DES technique, an advanced encryption standard (AES)
technique, and/or the like) associated with the server device or the credentialing platform to
obtain encrypted authentication information. Continuing with the previous example, the server
device or the credentialing platform may generate authentication data that encodes the encrypted
authentication information.

[0035] As shown by reference number 108, the server device may transmit, or make
available, the authentication data (e.g., the authentication data generated by the server device or
the authentication data generated by the credentialing platform and transmitted to the server
device) to the user device. For example, the server device may transmit, or make available, a file
that contains the authentication data (e.g., a file of audio data, a file of graphical data, etc.). As
another example, the server device may transmit, or cause the user device to display, a
notification (e.g., a notification on a web page, a notification on a mobile application, a
notification on the user device, etc.) that provides the authentication data (e.g., a message or an

alert that provides a verification code or a passphrase) to the user.
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[0036] In some implementations, such as where the user device generated the authentication
data, the user device may generate the file that contains the authentication data (e.g., by a mobile
application of the user device) or display the notification that provides the authentication data to
the user.

[0037] As shown by Fig. 1B, and by reference number 110, after obtaining the authentication
data, the user device may initiate a communication to a customer support center (e.g., the user
device may place a phone call, a video call, etc. to the customer support center), via a second
communication channel, and transmit the authentication data during the communication. For
example, if the authentication data is audio data, the user device may transmit the audio data by
playing the audio data (e.g., through a speaker of the user device) or trahsferring the audio data
(e.g., transferring the audio data as a signal over a telecommunications system) during a
communication with the customer support center, such as a phone call. As another example, if
the authentication data is graphical data, the user device may transmit the graphical data by
displaying the graphical data (e.g., by a display of the user device) to a camera (e.g., a webcam, a
videophone, a camera integrated with a user device, and/or the like) or transferring the graphical
data (e.g., transferring the graphical data as a signal over a telecommunications system) during a
communication with the customer support center, such as a video call. As a further example, if
the authentication data is a verification code (e.g., a sequence of numbers), the user may transmit
the verification code as audio data (e.g., DTMF (also known as touch-tone) data) via the user
device by entering the verification code in an interface of the user device (e.g., a telephone
keypad interface).

[0038] In this way, the user may avoid the need to verbally share authentication information

with a representative during a phone call or a video call to a customer support center, thereby
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providing a more efficient and secure authentication procedure that may conserve computing
resources and/or network resources associated with the authentication of the user by the
representative (e.g., computing resources and/or network resources associated with longer call
durations, multiple call transfers, etc.) and associated with identifying, investigating, and/or
correcting fraudulent activity that may otherwise occur.

[0039] In some implementations, a customer support center device associated with the
customer support center may detect the communication from the user device to the customer
support center and monitor the communication for a transmission of the authentication data by
the user device. For example, the customer support center device may monitor the
communication for an audio signal (e.g., a tone or a sequence of tones) or a graphical indicia that
is recognized by the customer support center device as being associated with the transmission of
authentication data. In some implementations, the customer support center device may obtain
the authentication data from the communication for further processing.

[0040] As shown by reference number 112, the customer support center device, using a
decoding function (e.g., an audio-to-text decoding function, a barcode-to-text decoding function,
an image-to-text decoding function, etc.), may identify the authentication information (e.g., the
account information) from the authentication data by decoding the authentication data. For
example, the customer support center device may decode a series of pitches and/or tones of audio
data into textual data (e.g., machine-encoded text data) that includes the authentication
information. As another example, the customer support center device may decode a barcode
from graphical data into textual data (e.g., machine-encoded text data) that includes the

authentication information.
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[0041] In some implementations, the customer support center device may not decode the
authentication data and may transmit a request to the credentialing platform to decode the
authentication data. For example, the customer support center device may transmit a request
(e.g., a request that includes the authentication data) to the credentialing platform, and the
credentialing platform may identify the authentication information by decoding the
authentication data and transmit the authentication information to the customer support center
device.

[0042] In some implementations, the credentialing platform may identify a token by
decoding the authentication data or may receive a token that was decoded from the
authentication data by the customer support center device. In such implementations, the
credentialing platform may obtain (e.g., from a data structure) the authentication information
associated with the token (e.g., account information, an expiration time, and/or customer support
information) and transmit the authentication information to the customer support center device.
[0043] In some implementations, prior to transmitting the authentication information to the
customer support center device, the credentialing platform may determine whether an expiration
time of the authentication information, or an expiration time associated with the token, is
expired. For example, the credentialing platform may determine that the expiration time is
expired and may transmit a response to the customer support center device that does not include
the account information and/or that identifies the authentication data as invalid.

[0044] In some implementations, the authentication information may be decrypted after
being decoded from the authentication data. For example, the authentication information may be
decrypted by a decryption function associated with the customer support center device or the

credentialing platform to obtain decrypted authentication information.
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[0045] As shown by reference number 114, the customer support center device may obtain
account information from the user account of the user for comparison to the account information
identified in the authentication data (e.g., the account information identified by the customer
support center device or the account information identified by the credentialing platform and
transmitted to the customer support center device). In some implementations, the user account of
the user, in connection with the second communication channel, may be stored in a data structure
(e.g., a database, a linked list, a table, and/or the like) that is associated with the customer
support center device, or another device that communicates with the customer support center
device. In some implementations, the data structure may be associated with a device that
communicates with the server device and the customer support center device.

[0046] In some implementations, the customer support center device may determine a user
account from which to obtain account information for comparison based on one or more
parameters of the communication from the user device. For example, the customer support
center device may determine a parameter of the user device (e.g., a phone number of the user
device, an Internet Protocol (IP) address of the user device, a MAC address of the user device,
and/or the like) and, based on the parameter, determine a user account from which to obtain
account information for comparison. Additionally, or alternatively, the authentication
information may contain information (e.g., a user identification number, an account number, etc.)
that identifies the user account from which the customer support center device is to obtain
account information for comparison.

[0047]  As shown by reference number 116, the customer support center device may
authenticate the user for access to the user account during the communication to the customer

support center based on determining that the account information obtained by the customer

18

CA 3070802 2020-02-03



PATENT
Docket No. 0104-0198

support center device from the user account matches the account information identified from the
authentication data. For example, the customer support center device may determine whether
first account information identified from the authentication data matches second account
information obtained from the user account by the customer support center device. In some
implementations, the account information obtained by the customer support center device from
the user account may match (e.g., entirely match or partially match (e.g., a partial match that
satisfies a threshold confidence level to authenticate a user)) the account information identified
from the authentication data to authenticate the user.

[0048] In some implementations, the customer support center device may terminate the
communication to the customer support center without authenticating the user for access to the
user account, or may request additional information from the user, based on determining that the
account information obtained by the customer support center device from the user account does
not match the account information identified from the authentication data. In some
implementations, the customer support center device may terminate the communication to the
customer support center without authenticating the user for access to the user account, or may
request additional information from the user, based on determining that an expiration time of the
authentication information is expired.

[0049]  In some implementations, the customer support center device may perform additional
operations in connection with the communication after authenticating the user. In some
implementations, such as where the authentication information includes customer support
information relating to the matter for which the user is requesting customer support, the customer
support center device may perform one or more actions based on the customer support

information. For example, the customer support center device may route the communication to a
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terminal of the customer support center that is associated with a representative equipped to
provide a type of customer support indicated by the customer support information. As another
example, the customer support center device may cause a terminal of the customer support center
to display one or more prompts or one or more instructions for handling a type of customer
support indicated by the customer support information. As an additional example, the customer
support center device may obtain, from one or more sources (e.g., the Internet, internal customer
support documentation, and/or the like), information relating to a type of customer support
indicated by the customer support information, and may cause a terminal of the customer support
center to display the information. As a further example, the customer support center device may
cause a terminal of the customer support center to display a notification of a description of a
matter for which the user is requesting customer support that is included in the customer support
information.

[0050] In some implementations, the customer support center device may perform the one or
more actions prior to the communication being connected to a representative of the customer
support center. In this way, the representative may have an opportunity to review the matter for
which the user is requesting customer support before interacting with the user, thereby providing
a more efficient customer support interaction that may conserve computing resources and/or
network resources (e.g., computing resources and/or network resources associated with longer
call durations, multiple call transfers, looking up customer support information, etc.)

[0051] In some implementations, the authenticated user may be granted access to the user
account to receive information associated with the user account (e.g., receive an account balance
associated with the user account, receive a report of recent activity associated with the user

account, and/or the like), change information of the user account (e.g., change an address of the
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user account, change a payment method of the user account, and/or the like), report an event
relating to the user account (e.g., report fraudulent activity associated with the user account,
report a lost or a stolen transaction card associated with the user account, and/or the like), add or
remove an additional user for the user account, and/or the like.

[0052] In some implementations, the access granted to the user may be terminated when the
communication from the user device to the customer support center is terminated. In some
implementations, the access granted to the user may persist during a time period (e.g., 1 hour, 24
hours, 1 week, etc.) and may be terminated after the time period. For example, the access
granted to the user may persist for the time period provided that a second communication to the
customer support center initiated by the user is made by a user device that initiated a first
communication to the customer support center in which the user was authenticated.

[0053] As indicated above, Figs. 1A and 1B are provided merely as an example. Other
examples may differ from what was described with regard to Figs. 1A and 1B.

[0054] Fig. 2 is a diagram of an example implementation 200 described herein. Fig. 2 shows
example components of the credentialing platform described above. In some implementations,
the credentialing platform may include interface component 210, tokenization component 220,
encoding/decoding component 230, data management component 240, and data storage
component 250.

[0055] The credentialing platform may receive a first request (e.g., an API request) from a
first device (e.g., a web server device) to encode authentication data for authentication
information associated with a user that is authenticated by the first device. In response, the
credentialing platform may associate the authentication information with a token, generate

authentication data that encodes the token, and transmit the authentication data to the first device.
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Additionally, the credentialing platform may receive a second request (e.g., an API request) from
a second device (e.g., a customer support center device) to decode the authentication data to
permit the second device to authenticate the user. In response, the credentialing platform may
decode the authentication data to identify the token, determine the authentication information
associated with the token, and transmit the authentication information to the second device.
[0056] As shown in Fig. 2, the credentialing platform may include an interface component
210. For example, interface component 210 may receive a request to generate authentication
data that encodes authentication information and transmit a response to the request that contains
the authentication data. As another example, interface component 210 may receive a request to
decode authentication data that encodes authentication information and transmit a response to the
request that contains the authentication information. In some implementations, interface
component 210 is an API (e.g., a representational state transfer (RESTful) web service).

[0057] As also shown in Fig. 2, the credentialing platform may include tokenization
component 220. For example, tokenization component 220 may obtain authentication
information (e.g., from interface component 210) and generate a token that is stored in
association with the authentication information (e.g., by data storage component 250). In some
implementations, tokenization component 220 may generate an expiration time (e.g., a
timestamp, or another indicator, of a future time when the token expires and may not be used to
authenticate the user) that is stored in association with the token (e.g., by data storage component
250). As an additional example, tokenization component 220 may obtain a token (e.g., from
encoding/decoding component 230), obtain authentication information associated with the token
(e.g., from data storage component 250), and transmit the authentication information (e.g., to

interface component 210). In some implementations, tokenization component 220 may obtain an
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expiration time that is associated with a token (e.g., from data storage component 250),
determine whether the expiration time is expired, and transmit a notification of an invalid token
(e.g., to interface component 210) based on determining that the expiration time is expired.
[0058] As further shown in Fig. 2, the credentialing platform may include an
encoding/decoding component 230. For example, encoding/decoding component 230 may
generate authentication data (e.g., audio data, graphical data, and/or the like) that encodes a
token (e.g., a token generated by tokenization component 220). As another example,
encoding/decoding component 230 may decode authentication data (e.g., authentication data
received from interface component 210) to identify a token encoded by the authentication data.
[0059] As also shown in Fig. 2, the credentialing platform may include a data management
component 240. For example, the credentialing platform may use data management component
240 to receive, store, process, modify, access, and/or the like data (e.g., authentication
information, a token, an expiration time, and/or the like), as described herein. As further shown
in Fig. 2, the credentialing platform can include a data storage component 250. For example,
data storage component 250 can include a data structure used to store data, and/or the like.
[0060] As indicated above, Fig. 2 is provided merely as an example. Other examples can
differ from what was described with regard to Fig. 2. The number and arrangement of
components shown in Fig. 2 are provided as an example. In practice, the credentialing platform
can include additional components, fewer components, different components, or differently
arranged components than those shown in Fig. 2. Additionally, or alternatively, a set of
components (e.g., one or more components) of the credentialing platform can perform one or
more functions described as being performed by another set of components of the credentialing

platform.
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[0061]  Fig. 3 is a diagram of an example environment 300 in which systems and/or methods,
described herein, may be implemented. As shown in Fig. 3, environment 300 may include a user
device 310, a server device 320, a customer support center device 330, a credentialing platform
340, a computing resource 345, a cloud computing environment 350, and a network 360.
Devices of environment 300 may interconnect via wired connections, wireless connections, or a
combination of wired and wireless connections.

[0062] User device 310 includes one or more devices capable of receiving, generating,
storing, processing, and/or providing information associated with user authentication by encoded
account information. For example, user device 310 may include a communication and/or
computing device, such as a mobile phone (e.g., a smartphone, a radiotelephone, etc.), a laptop
computer, a desktop computer, a tablet computer, a handheld computer, a gaming device, a
wearable communication device (e.g., a smart wristwatch, a pair of smart eyeglasses, etc.), an
internet of things (IoT) device or smart appliance, or a similar type of device.

[0063] Server device 320 includes one or more devices capable of receiving, generating,
storing, processing, and/or providing information, such as information described herein. For
example, server device 320 may be a web server device associated with a website or a mobile
application, and may include a laptop computer, a tablet computer, a desktop computer, a server
device, a group of server devices, or a similar type of device. In some implementations, server
device 320 may authenticate a user (e.g., authentication by a username and password
combination) via a first communication channel (e.g., a non-voice and/or a non-video
communication channel), receive a request from the user for customer support via a second
communication channel (e.g., a voice and/or a video communication channel), and transmit

authentication data to the user that encodes authentication information from a user account of the
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user. In some implementations, server device 320 may receive information from, and/or transmit
information to, user device 310, customer support center device 330, and/or credentialing
platform 340.

[0064] Customer support center device 330 includes one or more devices capable of
receiving, generating, storing, processing, and/or providing information, such as information
described herein. For example, customer support center device 330 may include a computing
device (e.g., a laptop computer, a tablet computer, a desktop computer, a server device, a group
of server devices, and/or the like) associated with a telephony system or a videotelephony system
of a customer support center. In some implementations, customer support center device 330 may
detect a communication from user device 310 to a customer support center via a second
communication channel (e.g., a voice and/or a video communication channel), monitor the
communication for authentication data transmitted by user device 310, obtain authentication
information encoded by the authentication data, and authenticate the user based on the
authentication information. In some implementations, customer support center device 330 may
receive information from, and/or transmit information to, user device 310, server device 320,
and/or credentialing platform 340.

[0065] Credentialing platform 340 includes one or more computing resources assigned to
encode and/or decode authentication data associated with user authentication. For example,
credentialing platform 340 may be a platform implemented by cloud computing environment 350
that may receive a first request that includes authentication information, generate a token
associated with the authentication information, generate authentication data that encodes the
token, and transmit the authentication data in response to the first request. Additionally,

credentialing platform 340 may receive a second request that includes the authentication data,
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identify the token based on decoding the authentication data, determine the authentication
information associated with the token, and transmit the authentication information in response to
the second request. In some implementations, one or more (or all) functions of credentialing
platform 340 are implemented by user device 310, server device 320, and/or customer support
center device 330. In some implementations, one or more (or all) functions of credentialing
platform 340 are implemented by computing resources 345 of cloud computing environment
350.

[0066] Credentialing platform 340 may include a server device or a group of server devices.
In some implementations, credentialing platform 340 may be hosted in cloud computing
environment 350. Notably, while implementations described herein describe credentialing
platform 340 as being hosted in cloud computing environment 350, in some implementations,
credentialing platform 340 may be non-cloud-based or may be partially cloud-based.

[0067] Cloud computing environment 350 includes an environment that delivers computing
as a service, whereby shared resources, services, etc. may be provided to user device 310, server
device 320, and/or customer support center device 330. Cloud computing environment 350 may
provide computation, software, data access, storage, and/or other services that do not require
end-user knowledge of a physical location and configuration of a system and/or a device that
delivers the services. As shown, cloud computing environment 350 may include credentialing
platform 340 and computing resource 345.

[0068] Computing resource 345 includes one or more personal computers, workstation
computers, server devices, or another type of computation and/or communication device. In
some implementations, computing resource 345 may host credentialing platform 340. The cloud

resources may include compute instances executing in computing resource 345, storage devices
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provided in computing resource 345, data transfer devices provided by computing resource 345,
etc. In some implementations, computing resource 345 may communicate with other computing
resources 345 via wired connections, wireless connections, or a combination of wired and
wireless connections.

[0069] As further shown in Fig. 3, computing resource 345 may include a group of cloud
resources, such as one or more applications (“APPs”) 345-1, one or more virtual machines
(“VMs”) 345-2, virtualized storage (“VSs™) 345-3, one or more hypervisors (“HYPs”) 345-4, or
the like.

[0070] Application 345-1 includes one or more software applications that may be provided to
or accessed by user device 310, server device 320, and/or customer support center device 330.
Application 345-1 may eliminate a need to install and execute the software applications on user
device 310, server device 320, and/or customer support center device 330. For example,
application 345-1 may include software associated with credentialing platform 340 and/or any
other software capable of being provided via cloud computing environment 350. In some
implementations, one application 345-1 may send/receive information to/from one or more other
applications 345-1, via virtual machine 345-2.

[0071] Virtual machine 345-2 includes a software implementation of a machine (e.g., a
computer) that executes programs like a physical machine. Virtual machine 345-2 may be either
a system virtual machine or a process virtual machine, depending upon use and degree of
correspondence to any real machine by virtual machine 345-2. A system virtual machine may
provide a complete system platform that supports execution of a complete operating system
(“OS”). A process virtual machine may execute a single program and may support a single

process. In some implementations, virtual machine 345-2 may execute on behalf of a user (e.g.,
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user device 310, server device 320, and/or customer support center device 330), and may manage
infrastructure of cloud computing environment 350, such as data management, synchronization,
or long-duration data transfers.

[0072] Virtualized storage 345-3 includes one or more storage systems and/or one or more
devices that use virtualization techniques within the storage systems or devices of computing
resource 345. In some implementations, within the context of a storage system, types of
virtualizations may include block virtualization and file virtualization. Block virtualization may
refer to abstraction (or separation) of logical storage from physical storage so that the storage
system may be accessed without regard to physical storage or heterogeneous structure. The
separation may permit administrators of the storage system flexibility in how the administrators
manage storage for end users. File virtualization may eliminate dependencies between data
accessed at a file level and a location where files are physically stored. This may enable
optimization of storage use, server consolidation, and/or performance of non-disruptive file
migrations.

[0073] Hypervisor 345-4 provides hardware virtualization techniques that allow multiple
operating systems (e.g., "guest operating systems") to execute concurrently on a host computer,
such as computing resource 345. Hypervisor 345-4 may present a virtual operating platform to
the guest operating systems and may manage the execution of the guest operating systems.
Multiple instances of a variety of operating systems may share virtualized hardware resources.
[0074] Network 360 includes one or more wired and/or wireless networks. For example,
network 360 may include a cellular network (e.g., a long-term evolution (LTE) network, a code
division multiple access (CDMA) network, a 3G network, a 4G network, a 5G network, another

type of next generation network, etc.), a public land mobile network (PLMN), a local area

28

CA 3070802 2020-02-03



PATENT
Docket No. 0104-0198

network (LAN), a wide area network (WAN), a metropolitan area network (MAN), a telephone
network (e.g., the Public Switched Telephone Network (PSTN)), a private network, an ad hoc
network, an intranet, the Internet, a fiber optic-based network, a cloud computing network, or the
like, and/or a combination of these or other types of networks.

[0075] The number and arrangement of devices and networks shown in Fig. 3 are provided
as an example. In practice, there may be additional devices and/or networks, fewer devices
and/or networks, different devices and/or networks, or differently arranged devices and/or
networks than those shown in Fig. 3. Furthermore, two or more devices shown in Fig. 3 may be
implemented within a single device, or a single device shown in Fig. 3 may be implemented as
multiple, distributed devices. Additionally, or alternatively, a set of devices (e.g., one or more
devices) of environment 300 may perform one or more functions described as being performed
by another set of devices of environment 300.

[0076] Fig. 4 is a diagram of example components of a device 400. Device 400 may
correspond to user device 310, server device 320, customer support center device 330,
credentialing platform 340, and/or computing resource 345. In some implementations, user
device 310, server device 320, customer support center device 330, credentialing platform 340,
and/or computing resource 345 may include one or more devices 400 and/or one or more
components of device 400. As shown in Fig. 4, device 400 may include a bus 410, a processor
420, a memory 430, a storage component 440, an input component 450, an output component
460, and a communication interface 470.

[0077] Bus 410 includes a component that permits communication among the components of
device 400. Processor 420 is implemented in hardware, firmware, or a combination of hardware

and software. Processor 420 is a central processing unit (CPU), a graphics processing unit
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(GPU), an accelerated processing unit (APU), a microprocessor, a microcontroller, a digital
signal processor (DSP), a field-programmable gate array (FPGA), an application-specific
integrated circuit (ASIC), or another type of processing component. In some implementations,
processor 420 includes one or more processors capable of being programmed to perform a
function. Memory 430 includes a random access memory (RAM), a read only memory (ROM),
and/or another type of dynamic or static storage device (e.g., a flash memory, a magnetic
memory, and/or an optical memory) that stores information and/or instructions for use by
processor 420.

[0078] Storage component 440 stores information and/or software related to the operation
and use of device 400. For example, storage component 440 may include a hard disk (e.g., a
magnetic disk, an optical disk, a magneto-optic disk, and/or a solid state disk), a compact disc
(CD), a digital versatile disc (DVD), a floppy disk, a cartridge, a magnetic tape, and/or another
type of non-transitory computer-readable medium, along with a corresponding drive.

[0079] Input component 450 includes a component that permits device 400 to receive
information, such as via user input (e.g., a touch screen display, a keyboard, a keypad, a mouse, a
button, a switch, and/or a microphone). Additionally, or alternatively, input component 450 may
include a sensor for sensing information (e.g., a global positioning system (GPS) component, an
accelerometer, a gyroscope, and/or an actuator). Output component 460 includes a component
that provides output information from device 400 (e.g., a display, a speaker, and/or one or more
light-emitting diodes (LEDs)).

[0080] Communication interface 470 includes a transceiver-like component (e.g., a
transceiver and/or a separate receiver and transmitter) that enables device 400 to communicate

with other devices, such as via a wired connection, a wireless connection, or a combination of
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wired and wireless connections. Communication interface 470 may permit device 400 to receive
information from another device and/or provide information to another device. For example,
communication interface 470 may include an Ethernet interface, an optical interface, a coaxial
interface, an infrared interface, a radio frequency (RF) interface, a universal serial bus (USB)
interface, a Wi-Fi interface, a cellular network interface, or the like.

[0081] Device 400 may perform one or more processes described herein. Device 400 may
perform these processes based on processor 420 executing software instructions stored by a non-
transitory computer-readable medium, such as memory 430 and/or storage component 440. A
computer-readable medium is defined herein as a non-transitory memory device. A memory
device includes memory space within a single physical storage device or memory space spread
across multiple physical storage devices.

[0082] Software instructions may be read into memory 430 and/or storage component 440
from another computer-readable medium or from another device via communication interface
470. When executed, software instructions stored in memory 430 and/or storage component 440
may cause processor 420 to perform one or more processes described herein. Additionally, or
alternatively, hardwired circuitry may be used in place of or in combination with software
instructions to perform one or more processes described herein. Thus, implementations
described herein are not limited to any specific combination of hardware circuitry and software.
[0083] The number and arrangement of components shown in Fig. 4 are provided as an
example. In practice, device 400 may include additional components, fewer components,
different components, or differently arranged components than those shown in Fig. 4.

Additionally, or alternatively, a set of components (e.g., one or more components) of device 400
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may perform one or more functions described as being performed by another set of components
of device 400.

[0084] Fig. 5 is a flow chart of an example process 500 for user authentication by encoded
account information. In some implementations, one or more process blocks of Fig. 5 may be
performed by a customer support center device (e.g., customer support center device 330). In
some implementations, one or more process blocks of Fig. 5 may be performed by another
device or a group of devices separate from or including a customer support center device (e.g.,
customer support center device 330), such as a user device (e.g., user device 310), a server
device (e.g., server device 320), a credentialing platform (e.g., credentialing platform 340), and a
computing resource (e.g., computing resource 345).

[0085] As shown in Fig. 5, process 500 may include detecting a communication to a
customer support center initiated by a user device of a user via a first communication channel,
wherein the communication to the customer support center is detected after a request is initiated,
by the user and via a second communication channel, to receive customer support, and wherein
the first communication channel is different from the second communication channel (block
510). For example, the customer support center device (e.g., using processor 420, memory 430,
storage component 440, input component 450, communication interface 470, and/or the like)
may detect a communication to a customer support center initiated by a user device of a user via
a first communication channel, as described above. In some implementations, the
communication to the customer support center may be detected after a request is initiated, by the
user and via a second communication channel, to receive customer support. In some
implementations, the first communication channel may be different from the second

communication channel.
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[0086] As further shown in Fig. 5, process 500 may include obtaining authentication data
from the communication, wherein the authentication data is obtained after the user is
authenticated to access a user account of the user via the second communication channel and first
information associated with the user is obtained, wherein the first information includes first
account information from the user account, and wherein the authentication data encodes the first
information (block 520). For example, the customer support center device (e.g., using processor
420, memory 430, storage component 440, input component 450, communication interface 470,
and/or the like) may obtain authentication data from the communication, as described above. In
some implementations, the authentication data may be obtained after the user is authenticated to
access a user account of the user via the second communication channel and first information
associated with the user is obtained. In some implementations, the first information may include
first account information from the user account, and the authentication data may encode the first
information.

[0087] As further shown in Fig. 5, process 500 may include identifying the first information
based on decoding the authentication data (block 530). For example, the customer support center
device (e.g., using processor 420, memory 430, storage component 440, and/or the like) may
identify the first information based on decoding the authentication data, as described above.
[0088] As further shown in Fig. 5, process 500 may include obtaining second information
associated with the user, wherein the second information includes second account information
from the user account (block 540). For example, the customer support center device (e.g., using
processor 420, memory 430, storage component 440, input component 450, communication

interface 470, and/or the like) may obtain second information associated with the user, as
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described above. In some implementations, the second information may include second account
information from the user account.

[0089] As further shown in Fig. 5, process 500 may include determining whether the first
account information matches the second account information (block 550). For example, the
customer support center device (e.g., using processor 420, memory 430, storage component 440,
and/or the like) may determine whether the first account information matches the second account
information, as described above.

[0090] As further shown in Fig. 5, process 500 may include authenticating the user for access
to the user account during the communication to the customer support center based on
determining that the first account information matches the second account information (block
560). For example, the customer support center device (e.g., using processor 420, memory 430,
storage component 440, input component 450, output component 460, communication interface
470, and/or the like) may authenticate the user for access to the user account during the
communication to the customer support center based on determining that the first account
information matches the second account information, as described above.

[0091] Process 500 may include additional implementations, such as any single
implementation or any combination of implementations described below and/or in connection
with one or more other processes described elsewhere herein.

[0092] In some implementations, the first information may include an identifier of a type of
customer support, and the customer support center device may route the communication to a
customer support terminal of the customer support center based on the identifier of the type of
customer support. In some implementations, the customer support center device may terminate

the communication to the customer support center before authenticating the user to access the

34

CA 3070802 2020-02-03



PATENT
Docket No. 0104-0198

user account based on determining that the first account information does not match the second
account information.

[0093] In some implementations, the first account information and the second account
information may include a portion of at least one of: a name of the user, an address of the user, a
social security number of the user, or a transaction card identification string of the user. In some
implementations, the first communication channel may be a voice communication channel and
the second communication channel may be a non-voice communication channel. In some
implementations, the authentication data that encodes the first information may be audio data.
[0094] Although Fig. 5 shows example blocks of process 500, in some implementations,
process 500 may include additional blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted in Fig. 5. Additionally, or alternatively, two or more of the
blocks of process 500 may be performed in parallel.

[0095] Fig. 6 is a flow chart of an example process 600 for user authentication by encoded
account information. In some implementations, one or more process blocks of Fig. 6 may be
performed by a credentialing platform (e.g., credentialing platform 340). In some
implementations, one or more process blocks of Fig. 6 may be performed by another deviée ora
group of devices separate from or including a credentialing platform (e.g., credentialing platform
340), such as a user device (e.g., user device 310), a server device (e.g., server device 320), a
customer support center device (e.g., customer support center device 330), and a computing
resource (e.g., computing resource 345).

[0096]  Asshown in Fig. 6, process 600 may include receiving, from a first device, a request
that includes first account information from a user account of a user, wherein the request is

received after the user is authenticated to access the user account by the first device via a first
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communication channel (block 610). For example, the credentialing platform (e.g., using
computing resource 345, processor 420, memory 430, storage component 440, input component
450, communication interface 470, and/or the like) may receive, from a first device, a request
that includes first account information from a user account of a user, as described above. In
some implementations, the request may be received after the user is authenticated to access the
user account by the first device via a first communication channel.

[0097] As further shown in Fig. 6, process 600 may include generating authentication data
that encodes the first account information (block 620). For example, the credentialing platform
(e.g., using computing resource 345, processor 420, memory 430, storage component 440, and/or
the like) may generate authentication data that encodes the first account information, as
described above.

[0098] As further shown in Fig. 6, process 600 may include transmitting, to the first device, a
first response containing the authentication data, wherein the first response is transmitted to
permit the first device to transmit the authentication data to a user device of the user (block 630).
For example, the credentialing platform (e.g., using computing resource 345, processor 420,
memory 430, storage component 440, output component 460, communication interface 470,
and/or the like) may transmit, to the first device, a first response containing the authentication
data, as described above. In some implementations, the first response may be transmitted to
permit the first device to transmit the authentication data to a user device of the user.

[0099] As further shown in Fig. 6, process 600 may include receiving, from a second device,
the authentication data, wherein the authentication data is received after the user device initiates
a communication to a customer support center via a second communication channel and

transmits the authentication data during the communication to the customer support center to the
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second device, and wherein the second communication channel is different from the first
communication channel (block 640). For example, the credentialing platform (e.g., using
computing resource 345, processor 420, memory 430, storage component 440, input component
450, communication interface 470, and/or the like) may receive, from a second device, the
authentication data, as described above. In some implementations, the authentication data may
be recetved after the user device initiates a communication to a customer support center via a
second communication channel and transmits the authentication data during the communication
to the customer support center to the second device. In some implementations, the second
communication channel may be different from the first communication channel.

[00100]  As further shown in Fig. 6, process 600 may include identifying the first account
information based on decoding the authentication data (block 650). For example, the
credentialing platform (e.g., using computing resource 345, processor 420, memory 430, storage
component 440, and/or the like) may identify the first account information based on decoding the
authentication data, as described above.

[00101] As further shown in Fig. 6, process 600 may include transmitting, to the second
device, a second response containing the first account information, wherein the second response
is transmitted to permit the second device to authenticate the user to access the user account
during the communication to the customer support center based on determining that the first
account information matches second account information obtained from the user account by the
second device (block 660). For example, the credentialing platform (e.g., using computing
resource 345, processor 420, memory 430, storage component 440, output component 460,
communication interface 470, and/or the like) may transmit, to the second device, a second

response containing the first account information, as described above. In some implementations,
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the second response may be transmitted to permit the second device to authenticate the user to
access the user account during the communication to the customer support center based on
determining that the first account information matches second account information obtained
from the user account by the second device.

[00102] Process 600 may include additional implementations, such as any single
implementation or any combination of implementations described below and/or in connection
with one or more other processes described elsewhere herein.

[00103] In some implementations, the credentialing platform may encrypt the first account
information before generating the authentication data, and may decrypt the first account
information after identifying the first account information. In some implementations, when
generating authentication data that encodes the first account information, the credentialing
platform may generate authentication data that encodes the first account information and an
expiration time.

[00104] In some implementations, when identifying the first account information based on
decoding the authentication data, the credentialing platform may identify the first account
information and the expiration time based on decoding the authentication data, may determine
whether the expiration time is expired, and may transmit, to the second device, the second
response without the first account information based on the expiration time having expired.
[00105] In some implementations, the first communication channel may be a non-voice
communication channel and the second communication channel may be a voice communication
channel. In some implementations, the first device may be a server device associated with a
website and the second device may be a computing device associated with a telephony system or

a videotelephony system. In some implementations, the first account information and the second
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account information may include a portion of at least one of: a name of the user, an address of
the user, a social security number of the user, or a transaction card identification string of the
user.

[00106] Although Fig. 6 shows example blocks of process 600, in some implementations,
process 600 may include additional blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted in Fig. 6. Additionally, or alternatively, two or more of the
blocks of process 600 may be performed in parallel.

[00107) Fig. 7 is a flow chart of an example process 700 for user authentication by encoded
account information. In some implementations, one or more process blocks of Fig. 7 may be
performed by a credentialing platform (e.g., credentialing platform 340). In some
implementations, one or more process blocks of Fig. 7 may be performed by another device or a
group of devices separate from or including a credentialing platform (e.g., credentialing platform
340), such as a user device (e.g., user device 310), a server device (e.g., server device 320), a
customer support center device (e.g., customer support center device 330), and a computing
resource (e.g., computing resource 345).

[00108] As shown in Fig. 7, process 700 may include receiving, from a first device, a request
that includes first account information from a user account of a user, wherein the request is
received after the user is authenticated to access the user account by the first device via a first
communication channel (block 710). For example, the credentialing platform (e.g., using
computing resource 345, processor 420, memory 430, storage component 440, input component
450, communication interface 470, and/or the like) may receive, from a first device, a request

that includes first account information from a user account of a user, as described above. In
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some implementations, the request may be received after the user is authenticated to access the
user account by the first device via a first communication channel.

[00109] As further shown in Fig. 7, process 700 may include generating a token (block 720).
For example, the credentialing platform (e.g., using computing resource 345, processor 420,
memory 430, storage component 440, and/or the like) may generate a token, as described above.
[00110] As further shown in Fig. 7, process 700 may include storing the token in association
with the first account information (block 730). For example, the credentialing platform (e.g.,
using computing resource 345, processor 420, memory 430, storage component 440, input
component 450, output component 460, communication interface 470, and/or the like) may store
the token in association with the first account information, as described above.

[00111]  As further shown in Fig. 7, process 700 may include generating authentication data
that encodes the token (block 740). For example, the credentialing platform (e.g., using
computing resource 345, processor 420, memory 430, storage component 440, and/or the like)
may generate authentication data that encodes the token, as described above.

[00112]  As further shown in Fig. 7, process 700 may include transmitting, to the first device, a
first response containing the authentication data, wherein the first response is transmitted to
permit the first device to transmit the authentication data to a user device of the user (block 750).
For example, the credentialing platform (e.g., using computing resource 345, processor 420,
memory 430, storage component 440, output component 460, communication interface 470,
and/or the like) may transmit, to the first device, a first response containing the authentication
data, as described above. In some implementations, the first response may be transmitted to

permit the first device to transmit the authentication data to a user device of the user.
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[00113]  As further shown in Fig. 7, process 700 may include receiving, from a second device,
the authentication data, wherein the authentication data is received after the user device initiates
a communication to a customer support center via a second communication channel and
transmits the authentication data during the communication to the customer support center to the
second device, and wherein the second communication channel is different from the first
communication channel (block 760). For example, the credentialing platform (e.g., using
computing resource 345, processor 420, memory 430, storage component 440, input component
450, communication interface 470, and/or the like) may receive, from a second device, the
authentication data, as described above. In some implementations, the authentication data may
be received after the user device initiates a communication to a customer support center via a
second communication channel and transmits the authentication data during the communication
to the customer support center to the second device. In some implementations, the second
communication channel may be different from the first communication channel.

[00114] As further shown in Fig. 7, process 700 may include identifying the token based on
decoding the authentication data (block 770). For example, the credentialing platform (e.g.,
using computing resource 345, processor 420, memory 430, storage component 440, and/or the
like) may identify the token based on decoding the authentication data, as described above.
[00115] As further shown in Fig. 7, process 700 may include obtaining the first account
information that is associated with the token (block 780). For example, the credentialing
platform (e.g., using computing resource 345, processor 420, memory 430, storage component
440, input component 450, output component 460, communication interface 470, and/or the like)

may obtain the first account information that is associated with the token, as described above.
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[00116]  As further shown in Fig. 7, process 700 may include transmitting, to the second
device, a second response containing the first account information, wherein the second response
is transmitted to permit the second device to authenticate the user to access the user account
during the communication to the customer support center based on determining that the first
account information matches second account information obtained from the user account by the
second device (block 790). For example, the credentialing platform (e.g., using computing
resource 345, processor 420, memory 430, storage component 440, output component 460,
communication interface 470, and/or the like) may transmit, to the second device, a second
response containing the first account information, as described above. In some implementations,
the second response may be transmitted to permit the second device to authenticate the user to
access the user account during the communication to the customer support center based on
determining that the first account information matches second account information obtained
from the user account by the second device.

[00117] Process 700 may include additional implementations, such as any single
implementation or any combination of implementations described below and/or in connection
with one or more other processes described elsewhere herein.

[00118] In some implementations, when storing the token in association with the first account
information, the credentialing platform may store the token in association with the first account
information and an expiration time. In some implementations, the first communication channel
may be a non-video communication channel and the second communication channel may be a
video communication channel. In some implementations, the authentication data may be a quick

response code. In some implementations, the first communication channel may be a non-voice
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communication channel and the second communication channel may be a voice communication
channel. In some implementations, the authentication data may be audio data.

[00119] Although Fig. 7 shows example blocks of process 700, in some implementations,
process 700 may include additional blocks, fewer blocks, different blocks, or differently
arranged blocks than those depicted in Fig. 7. Additionally, or alternatively, two or more of the
blocks of process 700 may be performed in parallel.

[00120] The foregoing disclosure provides illustration and description, but is not intended to
be exhaustive or to limit the implementations to the precise form disclosed. Modifications and
variations may be made in light of the above disclosure or may be acquired from practice of the
implementations.

[00121] As used herein, the term “component” is intended to be broadly construed as
hardware, firmware, or a combination of hardware and software.

[00122] Some implementations are described herein in connection with thresholds. As used
herein, satisfying a threshold may refer to a value being greater than the threshold, more than the
threshold, higher than the threshold, greater than or equal to the threshold, less than the
threshold, fewer than the threshold, lower than the threshold, less than or equal to the threshold,
equal to the threshold, or the like.

[00123] It will be apparent that systems and/or methods, described herein, may be
implemented in different forms of hardware, firmware, or a combination of hardware and
software. The actual specialized control hardware or software code used to implement these
systems and/or methods is not limiting of the implementations. Thus, the operation and behavior

of the systems and/or methods were described herein without reference to specific software
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code—it being understood that software and hardware can be designed to implement the systems
and/or methods based on the description herein.

[00124] Even though particular combinations of features are recited in the claims and/or
disclosed in the specification, these combinations are not intended to limit the disclosure of
various implementations. In fact, many of these features may be combined in ways not
specifically recited in the claims and/or disclosed in the specification. Although each dependent
claim listed below may directly depend on only one claim, the disclosure of various
implementations includes each dependent claim in combination with every other claim in the
claim set.

[00125] No element, act, or instruction used herein should be construed as critical or essential
unless explicitly described as such. Also, as used herein, the articles “a” and “an” are intended to
include one or more items, and may be used interchangeably with “one or more.” Furthermore,
as used herein, the term “set” is intended to include one or more items (e.g., related items,
unrelated items, a combination of related and unrelated items, etc.), and may be used
interchangeably with “one or more.” Where only one item is intended, the phrase “only one” or
similar language is used. Also, as used herein, the terms “has,” “have,” “having,” or the like are
intended to be open-ended terms. Further, the phrase “based on” is intended to mean “based, at

least in part, on” unless explicitly stated otherwise.
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WHAT IS CLAIMED IS:

1. A method, comprising:
detecting, by a device, a communication to a customer support center initiated by a user
device of a user via a first communication channel,
wherein the communication to the customer support center is detected after a
request is initiated, by the user and via a second communication channel, to receive
customer support,
wherein the first communication channel is different from the second
communication channel;
obtaining, by the device, authentication data from the communication,
wherein the authentication data is obtained after the user is authenticated to access
a user account of the user via the second communication channel and first information
associated with the user is obtained,
wherein the first information includes first account information from the
user account,
wherein the authentication data encodes the first information;
identifying, by the device, the first information based on decoding the authentication
data;
obtaining, by the device, second information associated with the user,
wherein the second information includes second account information from the
user account;
determining, by the device, whether the first account information matches the second

account information; and
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authenticating, by the device, the user for access to the user account during the
communication to the customer support center based on determining that the first account

information matches the second account information.

2. The method of claim 1, wherein the first information further includes an identifier of a
type of customer support,

wherein the method further comprises:

routing the communication to a customer support terminal of the customer support center

based on the identifier of the type of customer support.

3. The method of claim 1, further comprising:
terminating the communication to the customer support center before authenticating the
user to access the user account based on determining that the first account information does not

match the second account information.

4, The method of claim 1, wherein the first account information and the second account
information include a portion of at least one of:

a name of the user,

an address of the user,

a social security number of the user, or

a transaction card identification string of the user.
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5. The method of claim 1, wherein the first communication channel is a voice
communication channel and the second communication channel is a non-voice communication

channel.

6. The method of claim 5, wherein the authentication data that encodes the first information

is audio data.

7. The method of claim 1, wherein access to the user account during the communication to
the customer support center includes one or more of:

access to receive information of the user account,

access to change information of the user account, or

access to report events relating to the user account.

8. A device, comprising:

one or more memories; and

one or more processors, communicatively coupled to the one or more memories, to:
receive, from a first device, a request that includes first account information from

a user account of a user,

wherein the request is received after the user is authenticated to access the

user account by the first device via a first communication channel;
generate authentication data that encodes the first account information;

transmiit, to the first device, a first response containing the authentication data,
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wherein the first response is transmitted to permit the first device to
transmit the authentication data to a user device of the user;
receive, from a second device, the authentication data,
wherein the authentication data is received after the user device
initiates a communication to a customer support center via a second
communication channel and transmits the authentication data during the
communication to the customer support center to the second device,
wherein the second communication channel is different
from the first communication channel;
identify the first account information based on decoding the authentication data;
and
transmit, to the second device, a second response containing the first account
information,
wherein the second response is transmitted to permit the second device to
authenticate the user to access the user account during the communication to the
customer support center based on determining that the first account information
matches second account information obtained from the user account by the

second device.

9. The device of claim 8, wherein the one or more processors are further to:

encrypt the first account information before generating the authentication data; and

decrypt the first account information after identifying the first account information.
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10.  The device of claim 8, wherein the one or more processors, when generating
authentication data that encodes the first account information, are to:
generate authentication data that encodes the first account information and an expiration

time.

11.  The device of claim 10, wherein the one or more processors, when identifying the first
account information based on decoding the authentication data, are to:

identify the first account information and the expiration time based on decoding the
authentication data;

determine whether the expiration time is expired; and

transmit, to the second device, the second response without the first account information

based on the expiration time having expired.

12. The device of claim 8, wherein the first communication channel is a non-voice

communication channel and the second communication channel is a voice communication

channel.

13. The device of claim 8, wherein the first device is a server device associated with a

website and the second device is a computing device associated with a telephony system or a

videotelephony system.

14, The device of claim 8, wherein the first account information and the second account

information include a portion of at least one of:
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a name of the user,
an address of the user,
a social security number of the user, or

a transaction card identification string of the user.

15. A non-transitory computer-readable medium storing instructions, the instructions
comprising:
one or more instructions that, when executed by one or more processors, cause the one or
more processors to:
receive, from a first device, a request that includes first account information from
a user account of a user,
wherein the request is received after the user is authenticated to access the
user account by the first device via a first communication channel;
generate a token;
store the token in association with the first account information;
generate authentication data that encodes the token;
transmit, to the first device, a first response containing the authentication data,
wherein the first response is transmitted to permit the first device to
transmit the authentication data to a user device of the user;
receive, from a second device, the authentication data,
wherein the authentication data is received after the user device

initiates a communication to a customer support center via a second
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communication channel and transmits the authentication data during the
communication to the customer support center to the second device,
wherein the second communication channel is different
from the first communication channel;
identify the token based on decoding the authentication data;
obtain the first account information that is associated with the token; and
transmit, to the second device, a second response containing the first account
information,

wherein the second response is transmitted to permit the second device to
authenticate the user to access the user account during the communication to the
customer support center based on determining that the first account information
matches second account information obtained from the user account by the

second device.

16. The non-transitory computer-readable medium of claim 15, wherein the one or more
instructions, that cause the one or more processors to store the token in association with the first
account information, cause the one or more processors to:

store the token in association with the first account information and an expiration time.

17.  The non-transitory computer-readable medium of claim 15, wherein the first
communication channel is a non-video communication channel and the second communication

channel is a video communication channel.
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18.  The non-transitory computer-readable medium of claim 17, wherein the authentication

data is a quick response code.
19.  The non-transitory computer-readable medium of claim 15, wherein the first
communication channel is a non-voice communication channel and the second communication

channel is a voice communication channel.

20.  The non-transitory computer-readable medium of claim 19, wherein the authentication

data is audio data.
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authenticated to access the user account by a first device via a first
communication channel

y

720 ~{ Generate a token )

v

730 f\{ Store the token in association with the first account information J

v

740 '\{ Generate authentication data that encodes the token ]
[ Transmit a first response containing the authentication data, W

750 ~4 wherein the first response is transmitted to permit the first device to
transmit the authentication data to a user device of the user

y

Receive the authentication data, wherein the authentication data is
received after the user device initiates a communication to a customer
support center via a second communication channel and transmits the
authentication data during the communication to the customer support
center to a second device, wherein the second communication channel

is different from the first communication channel

\.. o’

v

770 '\{ Identify the token based on decoding the authentication data ]

y

780 ~{ Obtain the first account information that is associated with the token )

v

[ Transmit a second response containing the first account information, )
wherein the second response is transmitted to permit the second
790 ~4 device to authenticate the user to access the user account during the
communication to the customer support center based on determining
that the first account information matches second account information
obtained from the user account by the second device

FIG. 7
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